BEBRMME AR (Y DNSHE I B 8

EEDNSHHEIRIMME T 8E
SPGWHYEE B2

BE

Ll 373

IS

masr

A ERPERBEEESCGW) NF T ERFERBEEPGW)ZERNEHEEEE(MME)F ¥ DNSHE
SRV 4818 4 78 R G (DNS) RS FHBI R &,

D E R
BR

BRESRERAELT EE -

. StarOS
. EEDNSHEHMMEIh8E

BRA T
AX PN ERRRIBA T RENERIRA -

- DNS
- MME

ANHNEARBBEBEERETREANKEMEL. XHEAINAMBERELRERER (HK
) BVHERERRE) . MRIEHVEEREFT | FBRARCEAET[AESTRERNTE,

HRER

DNS

DNS#E A B AP , BERTEAZML T Aye manHEH, ERIWENESREFEAC



BIPHyt , bR EFEAZ MU EREE.

REBUAERE , DNSEARZEARBBAPN)RI /A A ARES |, I0ARIRE B 4838 o BT B AY E AR E
ITURLSEHT

1. MMEZIDNSE#R : FRSPGWEREHAPNAEAT
2. SPGWZIDNSE#R : ARURLAERAT , MUBHEABPREE BRI R EE (1SP)
DNSH 2 FRY e 8% 2 Al

1. AIAAARESR - AR EREMA M T LR EZBNIPVARIPvoE bt | EARAREAR
IPv4 , B ERE. REFEIRAAA)RARIPVG,

2. NAPTREC % : FEEHRT , $8m4G APNFTACHEHTHISPGWIRIZERIZM FRFS 5L 8% (SRV)H
A/AAAE 8%

3. SRViC# : BEE BB EEZINAPTR)MA/AAAST < BETHIRMNER,
g5 : BMEA/SRV/INAPTREVEMR 5K,

Mapping done with different records for TAC and APN resolution to get SGW and PWG

naptrrecord |tac-lb10.tac-hbec.tac.epc.mncXXX.mecYYY. 3gppnetwork.org a bc.gglvﬂl,epcmncm.mccmBEp pnetwork,m;g

naptrrecord |internet.apn. epc.mncXXX.mecYYY. 3gppnetwork.org — def.pgw.epc.mneXXX.mecYYY.3gppnetwork.org

srvrecord  |abe,sgw0l.epc.mncX)0 mecYYY. 3gppnetwork.org l topoff.sgw-5558.abc.node. epc. mncXX mecYYY. 3gppnetwork. org
srvrecord  |def.pgw.epc.mncmecYYY.3gppnetwork.org topoff. pgw-5558.def. node.epc. mncXXX.mecYYY.3gppnetwork.org
arecord 10.100.3.68 —— topoff.sgw-5558.abe.node.epc. mncX0L mecYYY. 3gppnetwork.org
arecord 10.197.21.69 topoff.pgw-s558.def.node.epc. mneXXX.mecYYY.3gppnetwork.org
SEDNSHIBIRYMMEZh E

.- EEDNSHHBEHMMEM E AT E R E R DNSEHZESGWHIPGW,

. Cisco MME#E B fIDNSHREL , EEMRBRBEEHENDRAKES , YEESEEHAREE
MME DNSHREXAH |, LU A6 EHEIE B /A EBDNS RSB EE,

- BUEEMESE(L A RKEPS)MEER , X EAESEEENSCGWHPGW, MMERIEDNS &
EGW,

- NAPTRE 5 Fi A HE1T GW it tit AR A7 o

- MMERIZEDNSZE #ES-GWHP-GW 2 B\ M.

SPGWHYEEiR =

- MMESL T 1EDNSEH LUERMGWEZB B X IEFEE
- B BR B [ 4358 B AF 5% (TA I S-G Wi 12
- ERAPNBIP-GWiRIE
- MMEREE £ JEFEASIMMER BiBIEGW
- RBETEMFADNSEH , LUEBEFTENGWHIPHEL,
Hit , REBRIIBE , MMEAZHEIT2EDNSEHRESGW IP#bi | Bk #EIT 7R,

B 1 HRNEBAPNRTAIZTANE —EER , CEREGHRAHMPSRVEERER , B EZEHRES
ERMAGHEE L,



BF2:N , EESRVEERRBEEN , WKEEABERTHEE , UEIWGW IP,

SGSN-MME DNS Server

I. Req (APN-FOQDN)
Fesp (Services, per PGW- FODN)

2 Req(TAI)
Resp(Services per SGW-FODN)

GW Pair selection

3. R e { SGW cananical namse)
Respl Services per SGW-FODMN)

4. Reqg( F&W- FOQDMN)
Rezp (PEW IPs)

5. Ren SEW- FOD N
Resp ( SGW IPs)

Hlan -

Query Name: abcd. apn. epc. mcXXX. nccYYY. 3gppnet work. org

Query Type: NAPTR TTL: 515 seconds

Answer :

Order: 100 Pref erence: 50000

Fl ags: a Servi ce: X-3gpp- pgw. X- s5- gt p: x- s8- gt p: X- gn: x-gp

Regul ar Expr essi on:
Repl acenent: _nodes. _pgw. epc. mcXXX. ntcYYY. 3gppnet wor k. org

Query Nanme: _nodes. _pgw. epc. mcXXX. nccYYY. 3gppnet wor k. org

Query Type: NAPTR TTL: 515 seconds

Answer :

Order: 100 Pref erence: 50000

Fl ags: a Service: Xx-3gpp- pgw. x- s5-gt p: x-s8- gt p: x-gn: x-gp

Regul ar Expression: topoff.pgw s5s8. node. epc. mcXXX. ntcYYY. 3gppnet wor k. or g

Query Nane: topoff.pgw s5s8. node. epc. mcXXX. ntcYYY. 3gppnet wor k. or g
Query Type: A TTL: 646 seconds

Answer :

I P Address: X X X X

b |

1. EMME¥SAPN abcd.apn.epc.mnecXXX.mecYYY.3gppnetwork.org#1TNAPTRZE 3 3 E MME X EY
DNSHE B o



BYRE : String +nc-nr2FIEFSCREVFTF & |, CErHSENAPTREREE 8 (RR)HT 18 LUZE
AR T E

" X-3gpp- pgw. x- s5- gt p+nc- nr: x- s8- gt p: x- gn: x- gp"

BisE : +nc-nrBEARSGIRENHFE , REEMMEEEXELRETEETHE , RAEMMEET
DNSEHWEBSEEUBRERERERSEMMEH AR,

[ gn] SGSN- MVE# dns-client query client-name dnsclient query-type NAPTR query-nane

abcd. apn. epc. mcXXX. ntcYYY. 3gppnet wor k. org

Wednesday Cctober 27 17:06:20 | CT 2021

Query Name: abcd. apn. epc. mcXXX. nccYYY. 3gppnet wor k. org

Query Type: NAPTR TTL: O seconds

Answer: -Negative Reply-

Fai | ure Reason: DNS query tined out

2 fEPCAPRHET , FDNSHARBKEIZN , LATEME ot HEEAPNE%30ZI35EER , B
ERaXNEA4186 I TiEE EMMER BETCPELR,

AL EZDNSERIEAFTREBEZEE  BERAEMAANRRE @R , B TEEHREE .
o RAEEREEWEBE A YEACEERNWAKI S EEERMEBH S THFEENERT , 788
EIEERT R

BEDHEMERERR , sHEAPNEMAE R EGEIB30 , B FIH B K K/ L ER KB E A H SRR E
RERE, EREEENBXNREATCPEARN48IUTE (FBRE )

EMMEWZIEE®  MMEERREDNSHTCPEL,

Y Ty Pl Ll Farn® B b

fEMMEZIDNS

. 53118 — MME[BIDNSEX 2

. 5E32015 — DNSEXEFHEFREA HERBE ., NWEE

. 5833/34/350F — MMEFIDNSZ B TCPERR , ¥R BRI THEE
ERENREBS | AT LLEIIMMEEER & KR K/NMSS)AE9060,

EMMEZ #HBMEDNSEIE K EMENE "Message is trunked (SHEWEE ) , YATCREHME
% , ENDNSEENMMERETCPELR,



31
I 32

2921-88-82 10:24:
2021-88-82 18:24:

12.539211
12.539293

DNS
DS

117 Standard query 8xffd5 NAPTR internet.apn.epc.mnce83.mcc262.3gppnetwork.org OPT
117 7/ Standard query response 8xffd5 NAPTR internet.apn.epc.mnc@@3.mcc262.3gppnetwork.org OPT

35

12.548338

47684 » 53 [ACK] Seq=1 Ack=1 Win=18432 Len=@ T5wal=2577277423 TSecr=384894864

2921-88-82 18:24: TCP 66 «
36 2921-88-92 18:24:12.554558 DNS 143 Standard query 8xffd5 NAPTR internet.apn.epc.mnc@83.mcc262.3gppnetwork.org OPT =
37 2021-08-92 10:24:12.55457@  TCP 66 53 + 47684 [ACK] Seq=1 Ack=78 Win=29056 Len=@ TSval=384894079 TSecr=2577277437
38 2021-88-92 18:24:12.554686 DNS 4247 Standard query response @xffds NAPTR internet.apn.epc.mnc@@3.mcc2s2.3gppnetwork.erg NAPTR 20 3276
39 2021-88-02 10:24:12.555626 TCP 66 v 47684 + 53 [ACK] Seqe7B Ack=1443 H:l.n-35352 Len=8 TSval=2577277438 TSecr=384824079 =
) e e S e e e S e e S e e P N
~ Domain Name System (response)
Transaction ID: @xffdS
w Flags: BxB3E@ Standard query response, No error
h PP = Response: Message is a response
888 a... = Opcode: Standard query (@)
.a.. = Authoritative: Server iz not an authority for demain
sz = Truncated: Message is truncated
I = Recursion desired: Do query recursively
........ 1... .... = Recursion available: Server can do recursive gueries
.e.. = Z: reserved (@)
I - T = Answer authenticated: Answer/authority portion was not authenticated by the server
........... - = Mon-authenticated data: Unacceptable
,,,,,,,,,,, = Reply code: No error (@)
Questions: 1
29 2021-98-62 19:24:12.419414 DNS 126 « Standard query @x3b46 NAPTR tac-lbcd.tac-hblc.tac.epc.mnc@99.mcc258.3gppnetwork.org OPT ;
38 2921-98-82 18:24:12.41%488 DNS 183 Standard query response 2x3b46 No such name NAPTR tac-lbec4.tac-hblc.tac.epc.mnc@93.mcc25@. sgppnetl-
31 2821-88-82 10:24:12.535211 DNS 17 7 Standard gquery @xffdS MAPTR internet.apn.epc.mnc@@3.mcc262.3gppnetwork.org OPT
32 2021-98-02 10:24:12.539293 DNS 117 Standard query response @xffdS NAPTR internet.apn.epc.mnc@@3.mcclE2.3gppnetwork.org OPT -
>
.88 8. .. = Opcode: Standard query (@)
.e.. = Authoritative: Server is not an authority for domain
wile = Truncated: Message is truncated
....... 1.... «... = Recursion desired: Do query recursively
........ 1... = Recursion available: Server can do recursive queriss
N - = Z: reserved (@)
- = Answer authenticated: Answer/authority portion was not authenticated by the server
........... @ .... = Non-authenticated data: Unacceptable
............ 2000 = Reply code: No error (8)
Questions: 1

Answer RRs: @

Aut
Add
v Quel

hority RRs: @
iticnal RRs: 1
ries

v internet.apn.epc.mnc@@3.mec262. 3gppnetwork.org: type NAPTR, class IN
Name: internet.apn.epc.mnc@@3.mcc262.3gppnetwork.org

[Wame Length:
[Label Count:

48]
7]

Type: MAPTR (Naming Authority Pointer) (35)
Class: IN (exeeel)
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EMMEE2Z3EERF KB EBER , HRDNSET—REHRF , MMEBEIXATCPERAL..

DNS commands to troubl eshoot

show dns-client statistics

show dns-client statistics client <DNS dient Name>

show dns-client cache client <client nane> [query-name <query-name>[ query-type <NAPTR | AAAA
A>] | [query-type <NAPTR | AAAA | A>]]

dns-client query client-nane <client name> query-type <NAPTR | AAAA> [query-nane <query
name>] . show port datalink counters

Commands to check if there were any probleminternal to the starOS system where request is not
able to reach fromdenmux vpnngr to DNS app in sessngrs

show port npu counters

show cl oud configuration

show i ftask stats sunmmary

show npu utilization table

show i ftask port-stats card <card> ---- for all active SF cards

show i ftask ionux-stats card <card> ---- for all active SF cards

MON SUB to be captured with options enabled (verbosity 5,YV,S, 34, 35, 19, A 26)
PCAP traces to be captured

DNS cache flush commands

clear dns-client <client-nane> cache

ARAR
1.ERAERARBEMAAMENREE B/, YEFTFAEFERENAPNEERBA B
2RFRMTARSRE , T HEZHTHA M IIRBIFET o

BAAEHEN  BE—BAFEAER  ZARAEZTEHHANEENERTEANR , YFEEZHH
7ﬁF':ﬁ;E&'EE]’\JAPN:abcd.apn.epc.mncXXX.mchYY.3gppnetwork.orgo

logging filter active facility vpn | evel debug  ------ debug | evel |ogs
logging filter active facility tcpdenmux |evel debug  ------ debug I evel |ogs
l ogging monitor nsid <MSI D nunber-  ------ (these 1 0ogging conmand to be

executed in config node)

SRR

1.8BE LRFAEGRSTHEEUERRARABREEFEEMESERR,
2. BRI ER AR E R P HDNSHE KRR,

[ gn] SGSN- MVE# show dns-client statistics client dnsclient
Friday August 20 13:31:48 |ICT 2021
DNS Usage Statistics:

Query Type Attenpts Successes Fai |l ures
A 2430996860 2410410937 20546467
SRV 1325520986 1325516557 4429

AAAA 3939810089 0 3939810089



NAPTR 480586697 432853033 47732791
PTR 0 0 0
Tot al 3881947336 4168780527 4008093776

Total Resol ver Queries: 4480708

Successful Queri es: 670040
Query Ti meout s: 409717
Donmai n Not Found: 2455918
Connecti on Refused: 0

O her Fail ures: 580612

BITEL ST UMES NENNRTEAL BRI EHERZEE M , EDemuxMsessmgrz R
BEE , At ABRKIEHRB[E

Z%TJIﬁEDNSEPH’J%ﬁBL%?jZEE B, B EEFBEMMETMEAPNITEIREEN , B
, EZEAT —IL)\,“\L;Ei&IEEEﬁ-’?/R%?ﬁE 318 H A\ SR AR A AL B 32 5 PR 53R

[ gn] SGSN- MVE# dns-client query client-name dnsclient query-nane
TOPON. t est . NODE. EPC. MNCXXX. MCCYYY. 3GPPNETWORK. ORG

Monday August 02 18:51:29 |ICT 2021

Query Name: TOPON. t est. NODE. EPC. MNCXXX. MCCYYY. 3GPPNETWORK. ORG

Query Type: A TTL: 1038 seconds
Answer :
IP Address: X. X X. X ------ resol ve properly and gave IP

578 H EDNSFMSGSN-MMEZ [ , LB A B ZIDNSEEBE ( &MfE Rtopon ) , L EMMEL
ABIRE#toponfk B , BRMERMT BB TEHBTKT , ITEREEEER

RigmT B AR  ReFHE ;?1§§=JFJJAPNH% SEBTCPEMFUSBRFENEBSEAIEEERN
ap ffﬁMMEﬁEa’&tﬁb)#EﬁHT , GEDNSEZEEEHEE.,

HAMMESEATCPLER , AEEMEMMER T EE , HHDNSEHSERBERAEHRAE
T ERA S B ARLREAELRRERZ N, RIEFEEMMESSH H 130 EE 1 E

Debug | ogs anal ysi s
For abcd. apn. epc. mcXXX. nceYYY. 3gppnet wor k. or g

2021- Cct - 27+17: 06: 20. 910 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 14585, UDP, Sent tine 1635329180, Ti meout set 1635329183 ----
tiner is set here

2021- Cct - 27+17: 06: 20. 910 [vpn 5919 info] [9/0/11730 <vpnngr: 6> dns_resol ver.c: 323] [software
internal system syslog] Sent out a DNS Query abcd. apn. epc. mcXXX. nceYYY. 3gppnetwork. org to DNS
Server  --------- DNS query is send for the first tinme

2021- Cct - 27+17: 06: 20. 911 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Init, Wile Sending Query

2021- Cct-27+17: 06: 20. 911 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Open w th DHost

2021- Cct-27+17: 06: 20. 911 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 14585, TCP, Sent tine 1635329180, Ti nmeout set 1635329183 ---------
--- DNS query is send for the second tine

2021- Cct - 27+17: 06: 20. 911 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Successful - DHost-ld = 6766924, Sock_fd = 21

2021- Cct-27+17: 06: 21. 008 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP READ, Kernel O osed, EOF - DHost-ld = 6766924, Sock _fd = 21, errno =
115, reqg_read_len =0

2021- Cct-27+17: 06: 21. 008 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection close - DHost-1d = 6766924, Sock _fd =



2021- Cct - 27+17: 06: 23. 019 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 14585, TCP, Timeout detected: 1635329183 ---------------- Ti meout
detected here

2021- Cct - 27+17: 06: 23. 019 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Init, Wile Sending Query --------------------- Query is
send again

2021- Cct - 27+17: 06: 23. 019 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Open w th DHost

2021- Cct - 27+17: 06: 23. 019 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 14585, TCP, Sent tine 1635329183, Ti neout set 1635329186 -------
Again send the query with new tiner val ue set

2021- Cct - 27+17: 06: 23. 019 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Successful - DHost-ld = 6504921, Sock_fd = 23

2021- Cct - 27+17: 06: 26. 036 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 14585, TCP, Timeout detected: 1635329186 ---------------- Ti meout
detected here

2021- Cct - 27+17: 06: 26. 036 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query: 35196, UDP, Tinmeout detected: 1635329186 ---------------- Ti meout
detected here

Anot her exanpl e abcd. apn. epc. mcXXX. ntccYYY. 3gppnet wor k. or g

2021- Cct - 27+17: 06: 27. 257 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] query:19140, UDP, Sent tinme 1635329187, Ti neout set 1635329190 ----

tinmer is set here

2021- Cct - 27+17: 06: 27. 257 [vpn 5919 info] [9/0/11730 <vpnngr: 6> dns_resol ver.c: 323] [software

internal system syslog] Sent out a DNS Query abcd. apn. epc. mcXXX. nceYYY. 3gppnetwor k. org to DNS

Server --------- Query send for the first tine

2021- Cct - 27+17: 06: 27. 258 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] TCP Connection Init, \Wile Sending Query

2021- Cct - 27+17: 06: 27. 258 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] TCP Connection Open w th DHost

2021- Cct - 27+17: 06: 27. 258 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] query:19140, TCP, Sent tine 1635329187, Timeout set 1635329190 --------

Sane Query send for the second tinme

2021- Cct - 27+17: 06: 27. 258 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] TCP Connection Successful - DHost-ld = 7201531, Sock_fd = 22

2021- Cct - 27+17: 06: 27. 309 [vpn 5921 debug] [7/0/12843 <sessngr: 79> dns_snaptr.c: 1466] [software

internal system syslog] VPN DEBUG : snaptr_match_valid_entries Initial ue_usage_type:0 nc_nr:0
----- shaptr match starts

2021- Cct - 27+17: 06: 27. 309 [vpn 5921 debug] [7/0/12843 <sessngr: 79> dns_snaptr.c:237] [software

internal system syslog] VPN DEBUG : snaptr_conpare_service_protocol _set rr_service_paranmeter Xx-

3gpp- me: x-gn, inp_svc_param X- 3gpp- sgw: Xx-s5-gt p ue_usage_type_enabl ed: 0 nc_nr_enabled:0  -----

-- nc_nr enabled which | mentioned earlier

2021- Cct - 27+17: 06: 27. 309 [vpn 5921 debug] [7/0/12843 <sessngr: 79> dns_snaptr.c:237] [software

internal system syslog] VPN DEBUG : snaptr_conpare_service_protocol _set rr_service_paranmeter Xx-

3gpp- sgw. x-s5-gt p: x-s8-gtp, inp_svc_param x- 3gpp- SgW. X- s5-gt p ue_usage_t ype_enabl ed: 0

nc_nr_e: nabl edO

2021- Cct - 27+17: 06: 27. 309 [vpn 5921 debug] [7/0/12843 <sessngr: 79> dns_snaptr.c:279] [software

internal system syslog] VPN DEBUG : O.rr_prot_token x-s5-gtp, input token x-sb5-gtp

2021- Cct - 27+17: 06: 27. 309 [vpn 5921 debug] [7/0/12843 <sessngr: 79> dns_snaptr.c: 323] [software

internal system syslog] VPN DEBUG : 4. Success Sel ected Protocol (Nornal):x-sb-gtp -----------

snhaptr protocol nmatched

2021- Cct - 27+17: 06: 30. 057 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software

internal system syslog] query:19140, TCP, Timeout detected: 1635329190 -------- TCP ti meout
happens

2021- Cct - 27+17: 06: 30. 057 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Init, Wile Sending Query ----- Again TCP connection
initiated

2021- Cct - 27+17: 06: 30. 057 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Open w th DHost

2021- Cct - 27+17: 06: 30. 057 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query:19140, TCP, Sent tine 1635329190, Timeout set 1635329193 ------
New timer value set with send query



2021- Cct - 27+17: 06: 30. 057 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection Successful - DHost-ld = 7136007, Sock_fd = 21

2021- Cct - 27+17: 06: 30. 158 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP READ, Kernel O osed, EOF - DHost-ld = 7136007, Sock _fd = 21, errno =
115, req_read_len = 0 — Error because TCP connection is busy because previ ous connection is not
cl osed

2021- Cct - 27+17: 06: 30. 158 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] TCP Connection close - DHost-1d = 7136007, Sock fd =21 --------
Connection cl osed

2021- Cct - 27+17: 06: 30. 171 [vpn 5921 debug] [14/0/ 12709 <sessngr: 15> dns_snaptr.c: 1466] [software
internal system syslog] VPN DEBUG : snaptr_match_valid_entries Initial ue_usage_type:0 nc_nr:0 -
-- again snaptr match takes place

2021- Cct - 27+17: 06: 30. 171 [vpn 5921 debug] [14/0/12709 <sessngr: 15> dns_snaptr.c: 237] [software
internal system syslog] VPN DEBUG : snaptr_conpare_service_protocol _set rr_service_paranmeter Xx-
3gpp- me: X-gn, inp_svc_param X- 3gpp- sgw: Xx-s5-gt p ue_usage_t ype_enabl ed: 0 nc_nr_enabl ed: 0

2021- Cct - 27+17: 06: 30. 171 [vpn 5921 debug] [14/0/12709 <sessngr: 15> dns_snaptr.c: 237] [software
internal system syslog] VPN DEBUG : snaptr_conpare_service_protocol _set rr_service_paranmeter x-
3gpp- sgw. x-s5-gt p: x-s8-gtp, inp_svc_param x- 3gpp- SgW. X- s5-gt p ue_usage_t ype_enabl ed: 0
nc_nr_enabl ed: 0

2021- Cct-27+17: 06: 30. 171 [vpn 5921 debug] [14/0/12709 <sessngr: 15> dns_snaptr.c:279] [software
internal system syslog] VPN DEBUG : O.rr_prot_token x-s5-gtp, input token x-s5-gtp

2021- Cct - 27+17: 06: 33. 073 [vpn 5456 info] [9/0/11730 <vpnngr: 6> vpnngr_func. c: 8011] [software
internal system syslog] query:19140, TCP, Timeout detected: 1635329193 ----- TCP timeout detected
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