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No. Time Source

5413 3621.067000 10.162.21.22

5414 3621.070000 82.129.

5415 3621,

5416 3621.819000
5417 3622.089000
5418 3622.809000
5426 3627.317000
5428 3627.696000
5435 3629.202000
5442 3631.457000
5444 3635.969000

5470 3805.170000 82.129.
6057 4104.807000 82.129.

SrcPort  Destination

3978082.129.130.230

130.230 443 10.162.21.22

o AET6] 2ET0)

3978082.129.130.230
3978082.129.130.230
3978082, .130.230
EOBOISPEIP OB ORPE 0

~ALsT0), 72510)
- 510, 7Z510)
BS0R230)
.130.230 443 10.
5449 3638.975000 10.162.21.22
5453 3680, 373000 10.162.21.22
5465 3800.847000 10.162.21.22
5469 3805.165000 10.162.21.22

tesh , MAERR ,

Hf T, Hit
BEATEH

5453, 54691 ) ,

3978082.129.130.230
3978082.129.130.230
3978082.129.130.230
BRI IO e, A - TSN P2

130.230
130.230 443 10.162.21.22

DstPort  Protocol Length Tep Stream  Info

443 TCP
39780 TCP
39780 TCP

39780 TCP
39780 TCP
39780 TCP
39780 TCP
443 sSL
443 SsL
443 TCP
443 ssL
39780 TCP
39780 TCP

259 39780-443 [SYN] Seq=0 Win=14600 Len=0 MSS=1460 SACK_PERM=1 T
74 259 443-39780 [SYN, ACK] Seq=0 Ack=1 Win=28960 Len=0 M55=1460 SA
259 [TCP Retransmission] 443-39780 [SYN, ACK] Seq=0 Ack=1 Win=28
259 39780-443 [AcK] seq=1 Ack=1 win=14608 Len=0 TSval=6739606 TS
259 [TCP Dup ACK 5416#1] 39780-443 [ACK] Seq=1 Ack=1 Win=14608 L
259 CcTient Helle
259 [TCP Retransmission] Client Hello
259 443-39780 [FIN, ACK] Seq=1 Ack=1 win=29056 Len=0 TSval=29202
259 [TCP Retransmission] 443-39780 [FIN, ACK] Seq=1 Ack=1l Win=29
259 [TCP Retransmission] 443-39780 [FIN, ACK] Se Ack=1 win=29
259 [TCP Retransmission] 443-39780 [FIN, ACK] Seq=1 Ack=1 Win=29
282 259 [TCP Retransmission] Client Hello
282 259 [TCP Retransmission] Client Hello
66 259 39780-443 [FIN, ACK] Seq=217 Ack=1 Win=14608 Len=0 TSval=675
282 259 [TCP Retransmission] Client Hello
54 259 443-39780 [RST] Seq=1 wWin=0 Len=0
54 259 443-39780 [RST, ACK] Seq=2 Ack=218 win=0 Len=0

TR T EESNIHEA ( AREEWhatsapp ) Bclient-helloZ B + <

,\“/H client-hello & RZEE AWhatsapp , I BEZMAFZERS. EHER

SRR CERER  RLBENSEEFkheloEHaN M (2 R5449,
&% , ERKLE, EpcapP AIUEE —LERNRE ., EMERBEANEE

( BlEnWhatsappRYBR& E& ) AT BV R E

M vihatsapp_whatsapp_2.12.176_and_ft_det l.pcap [Wireshark 1.12.2 (v1.12.2-0-g8! rom master-1. = | |

865 191.430000 173,

session ID Length: O

Extensions Length: 96
= Extension: server_name

Length: 24

Server Name length:

@ Ex

0070 00 Q4 Q0 05 00
0080 cO Oe cO Of cO
0090 00 33 00 39 OO
16 00

379,157, 3

Cipher Suites Length: 70
@ Cipher suites (35 suites)
Compression Methods Length: 1
@ Compression Methods (1 method)

Type: server_name (0x0000)
= Server Name Indication extension

Server Name 1ist length: 22
Server Name Type: host_name (0)
19

@ Extension: elliptic_curves
@ Extension: SessionTicket TLS

02

File Edit View Go Capture Analyze Statistics Telephony Iools Internals Help
DOANI BEXSI A DT L QA D WES%| B

Protocol Length Info g

Filter: | tcpstream eq 7 D Expression Clear Apply Save

80211 Channeli| | ~ [Channel Offset:| | ~ | FCS Filter: |All Frames ~ |None EW\re\ess Settings,. Decryption Keys.

No, Time Source Destination
855 190. 807000 k75, 31 ALsE B R CER S ey
856 191.081000 17310005 2. 73 210,305 2 e
857 191.111000 173.39.13.38 173.193.239.9  TCP
858 191.123000 175, 3. 15, 518 175,155, 255, 9 TLSv1
859 191. 385000 173,185, 2318).'8) 173, 28,115, 24 TCP
860 191. 399000 173.193.239.9 173.39.13.38 TLSV1
861 191.399000 173.193.239.9 175, 36, 15, 38 TCP
862 191.399000 173,183, 238.9 173,38, 13, 38 TLSv1
863 191.399000 473, 10003, 2 3. 78, 210, aks), 2 TLSVL
864 191.415000 173.39.13.38 173.193.239.9  TCP

173193, 2399 Tel?

I

74 43488-443 [5YN] Seq=0 Win=14600 Len=0 M55=1436 SACK_PERM=1 TSval=575328 TSecr=0 WS=64
74 443-43488 [SYN, ACK] Seq=0 Ack=1 Win=65535 Len=0 MS5=1436 WS=64 SACK_PERM=1 TSval=684235558
66 43488443 [ACK] Seq=1 Ack=1 Win=14656 Len=0 TSval=575383 TSecr=684235558
282 Client Hello
66 [TCP Window Update] 443-43488 [ACK] Seq=1 Ack=1 Win=525440 Len=0 TSval=684235862 TSecr=57538'
1490 Sserver Hello
1490 [TCP segment of a reassembled PDU]
1314 Certificate
281 Server Key Exchange
66 43488-443 [ACK] Seq=217 Ack=1425 Win=17536 Len=0 TSval=575450 TSecr=684235376
66 43488-443 [ACK] Seq=217 Ack=2849 Win=20416 Len=0 TSval=575450 TSecr=684235876 -

I

n

1. capture nonitor subscriber insi XXXX with follow ng options

19 - User L3
X - PDU Hexdunp
Verbosity |evel

5

ELnTRERAEAN D RMFTER,



# show act anal yzer statistics nanme p2p application snapchat
# show act anal yzer statistics nane p2p application what sapp

WEIMEARE

#show pl ugi n p2p
Wednesday July 29 22:12:07 SAST 2015
plugin p2p
patch-directory /var/opt/lib
base-directory /lib
base-version 1.50.52055
nodul e priority 1 version 1.139.505

BRRITR

ATRREEEERINEE  SEEHREER ( kilwhatsapp ) BN ER I/ EERB,
FERALTHREA :

rul edef ssl _clienthello

tcp either-port = 443

tcp payl oad-length >= 44

tcp payload starts-with hex-signature 16-03
#exi t

EAEELL L3R Bl def LBV E R BH A B EE, MruledeffVE & IEF 4 AR F & R E I & R T 3
B H E FEH AR ruledef(ip-any ruledef),

FEALARR  RAEFELARA=FAAGNHISRETy. SLXERNTETESAFEAL
ruledeffSSLA P HIBIEBFER S ( Hliclient-helloMserver-hello ) , MSSLRFH A HME
a5 tbruledef T, Bt , IRFEBREEHMGER ( £FE B HERPwhatsappBrt
)JE’\JSSLrow , AITEFEENERANELE , EARAF —ESSLAN I mEZ =/EERITFEA LR
Aldef,

i
BENruledeffV B EIEF EES M all-ip_004_012_00016 ruledef(ip any-match = TRUE)#l

STEERME , AFFELRwhatsapp
ruledef.(sid_040_rg_400_rate_99999/sid_040_rg_400_rate_00032/ sid_040_rg_400_rate_00064
with rating-group 400 and any rate)H iR &,

FREEE , EFiKheloEREEEERBEN ruledefl M AFM T RBEEER, LT RwhatsappiR
Bl R AV {E R B E

rul ebase mbc-internet-rs action priority 1087 dynam c-only rul edef WatsApp_P2P_040_400_99999_Al| _i nternet chargi ng-
action sid_040_rg_400_rate_99999 action priority 1088 dynam c-only rul edef Wat sApp_P2P_040_400_00064_Al | _i nternet
chargi ng-action sid_040_rg_400_rate_00064 action priority 1089 dynam c-only rul edef

What sApp_P2P_040_400_00032_Al | _i nternet chargi ng-action sid_040_rg_400_rate_00032 action priority [1090-9909]
dynamic-only ruledef ssl clienthello charging-action sid_040_rg 400_rate99999/00064/00032 -->
Higher priority than all-ip ruledef and charging action with rating group 400

action priority 9910 dynam c-only rul edef all-ip_004_012_00016_M _internet chargi ng-action
sid_004_rg 012 _rate_00016



action priority 9920 dynam c-only rul edef
sid_004_rg 012 _rate_00032
action priority 9930 dynam c-only

sid_004_rg_012_rate_00064

rul edef

rul ebase nbc-iphone-rs

action priority 1206 dynam c-only
sid_040_rg_400_rate_99999

action priority 1207 dynam c-only
sid_040_rg_400_rate_00064

action priority 1208 dynam c-only rul edef
sid_040_rg_400_rate_00032

rul edef

rul edef

all-ip_004_012_00032_M _internet charging-action

all-ip_004_012_00064_M _internet charging-action

VWhat sApp_P2P_040_400_99999_Al | _i phone char gi ng-acti on
What sApp_P2P_040_400_00064_Al | _i phone char gi ng-acti on

What sApp_P2P_040_400_00032_Al | _i phone char gi ng-acti on

action priority [1209-8999] dynamic-only ruledef ssl_clienthello charging-action
sid_040_rg 400_rate99999/00064/00032 --> Higher priority than all-ip ruledef and charging action

with rating group 400

action priority 9000 dynam c-only rul edef
sid_015_rg_150 rate_00016

action priority 9010 dynam c-only rul edef
sid_015_rg_150 rate_00032

action priority 9020 dynam c-only rul edef
sid_015_rg_150 rate_00064

action priority 9030 dynam c-only rul edef
sid_015_rg_150 rate_99999

chargi ng-action sid_040_rg_400_rate_99999

content-id 400

service-identifier 40
billing-action egcdr
cca charging credit

exit

rul edef ssl_clienthello
tcp either-port = 443
tcp payl oad-length >=
tcp payl oad
exit

44

all-ip_015_150_00016_ALL_i phone chargi ng-acti on
all-ip_015_150_00032_ALL_i phone chargi ng-acti on
all-ip_015_150_00064_ALL_i phone chargi ng-acti on

all-ip_015_150_99999_ALL_i phone chargi ng-action

starts-with hex-signature 16-03
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