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Potential Scripting Violation
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A This Web site is requesting a new certificate on your behalf, You should allow only trusted Web sites to request &
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14. ZEUATRED L —TNext, £ "Certificate Export Wizard, {R&E +HiE1EYes , export the
private keyi#IH, & "Nexty ( F—%

Certilicale Exporl Wizard

Export Privabte Key
Yo can choose to export the private key with the certificate.

Private kays are password probected, IF you want o export the prvate key with thee
certificabe, you must type a password on a later page.

Do yDL-wharit T SXport s private ey with the certificates
'.“u__'l;g:l' Yes, export the private lr-:v___.__aj
o Mo, do not expork Il'_l-u_p_rrwia key

——— ——_

| =Back :]f Mext = I,'[ Cancel |

o

15. IRIEE HERERNA.PFX , A& #EEnable strong protectioni®I&, & "Nexty ( T—%
) o




Certificate Export Wizard

Export File Format
Certificates can be exported in a wariety of File Formaks.,

Select the Format you want bo use:

(*) Personal Information Exchange - PKCS #12 (.PFX)
[ lindude all certificates in the certification path iIf possible

Enable strong protection (requires IE 5.0, NT 4.0 SP4 or above)
[ ] Delete the private key if the export is successful

I < Back = MNext > - ]\J Cancel I

16. £ "B, REF , MARE, MWESEFciscolF BER

Certificate Export Wizard

Password
To maintain security, you must protect the private key by using a password.

Type and confirm a password.

Password:

Confirm password:

[ < Back ][ Mext = ][ Cancel ]

17. BBEER ( PFXER ) REIEER. T "Nexty , RERMITREHEN,



Certificate Export Wizard -

File to Export
Specify the name of Hhe File yow want bo export

File: reormees:

CHOpenSSLE bin\ciscowlc 123, pfx i Browese. . . |

[ = Back l[ Pk = |[ Cancel |

[3< |

=

Completing the Certificate Export
Wizard

Wi hasvee succassiully complated the Certificats Export
waizard.

Wioua have specified the Followsing settirgs:

File= Mamme i Wi
Export Kevs Weas
Inchode all cartificates in the cartification path No

Fila Format Parson
L >

Certificate Exporlt Wizard E

The export was siwccessful. " B

[ < Back l][ Finish ] [ Cancel ]
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KERERTHIAWLC

BE , WCEEBERETUMER PFXERMER , T—IREZERTHIEHIZR, Cisco WLCEES

PEMBRXNEFE, it , BEEE LEMHopenSSLER . PFXHPKCS 12 N B R B APEMEE

E 38

£ FopenSSLEXPFXE A B EBRSPEMER

B LS B R ER BT L2 TopenSSLIWPC |, LUSHERAPEMIER ., EopenSSLER HIbinE
BlIRFHOpenssl.exelER LM AU TGRS :

EXE : 18T LA OpenSSLAAYE T HopenSSL,

openssl >pkesl2 -in ciscowlcl23.pfx -out ciscowlcl23.pem

!--- ciscowlcl23 is the name used in this example for the exported file. !--- You can specify
any name to your certificate file. Enter Inport Password : cisco

!-—- This is the same password that is mentioned in step 16 of the previous section. MAC
verified Ok Enter PEM Pass phrase : cisco


http://www.openssl.org/

!--- Specify any passphrase here. This example uses the PEM passphrase as cisco. Verifying - PEM

pass phrase : cisco

HEERBERA/PEMEN, T-—HREPEMBAKERTE FTHEIWLC,

AR Elten  BFEEEERP THEPEMERNPC LLZRTFTPMRIRFHE
REIWLC, TFTPAAREL E3 B BAE B SRS EPEME RN RELE.

R ENPEMEAL BT R THAIWLC

I EEHIERBAEIBWLCHCLIT &,

B AEBHIZECLL
2. i Atransfer download datatype eapdevcert@i ¥

3. & Atransfer download serverip 10.77.244.196 &5 5o 10.77.244.196 2 TFTP{AI IR 23 A9 P ith 11t

4. % Atransfer download filename ciscowlc.pem 65, ciscowlc123.pemE2 A &6 FEFARESR

Z#8,

5. & Atransfer download certpassword@n 5 LA 7B /R F Y B 1% o

6. & Atransfer download start@is TR EHWEE. AR , ERRET
BRER , FREEY, HEHERdownloadiEFEE -

(Cisco Controller) >transfer download start

1o o TFTP

Data Type. . oo Vendor Dev Cert
TFTP Server I P. ... .. e 10. 77. 244. 196
TFTP Packet Timeout............... . ... 6

TETP Max Retries...... ..., 10

TFTP Path. . ...

TFTP Filename. . ... e e ci scowl c. pem

This nmay take sone tine.
Are you sure you want to start? (y/N vy
TFTP EAP CA cert transfer starting.
Certificate installed.
Reboot the switch to use the new certificate.
Enter the reset system conmand to reboot the controller.
The controller is now | oaded with the device certificate.

7. 8 Areset systemiE T A EF B ZFIEE, BHBRREHEATEERS

HPKINERBZEFTWLCH

e AR EL R TH

BHEXBERELZEEWLCH , T—HREPKINRESHCAMMRB[LERIWLC, HITUTHER

1. )X CAR f s E B MR E AR PCHE lhttp://<CAR AR ZZ M IPH 1t >/certsrv. LACAf IRAREE
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Lisa this Wab Site bo request a cerificate for your Web browser, a-mail chent, or otfiar program. By using a cofificate, you can varfy your

idarity to pecple you communicate wath over the Web, sign and encrypt messages, and, depending upon the type of cerificale you requsst.
PO Glar SecUnity [Esks

You can alkd uss this Wab Site o downlead a canificale aviority (CA] camiicaie, cermicats Chaen, of Cormficats revacation lisl (CRL), of to
wiewy the Slapus of & pending request

For rrane irformaton about Certficats Seraces, ses Cenicales Sereces Dincymesestion

Felect a tank:

@ I
3. EREREET , BUUECARBETEICARKRE LTHNERCAEE, 1BIZDERES
Encoding5 3% , A% % — T Download CA certificate.
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Dozl Syl (@) Draded CRAL
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W Inbsmat
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4. BBREBEZFH.cerl=R, LLRHIEAcertnew.cerfEAER.

5. T —FBH . cerEREBMAPEMEN A TREZEFIZT, EERTELESER nﬁE*E'EH #E
FLIHEWLC—EHFRIANMERRER , XHITUTEE : openSSL "-in"F"-out"t&E R
certnew.cerflcertnew.pem, It , WIBETEEPEMEZIBTHE AR, LA , Fﬁﬁéﬂg.cerﬁ
RWERE pemiERMopenSSLir A : x509 -in certnew.cer -inform DER -out certnew.pem -
outform PEMTE BRI PEME X EERE THEIWLC—HHLSBR2H |, BBF TREIWLCH
WEWT . ( BRHEHES ) >transfer download datatype eapcacertETﬁEUWLCE’JEﬁ%
certnew.pem,
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3. E#REILDAPMIAREE & , IEEIZE FEEView , REBIKR— T Tree,

ap:/ temeh-bagit. Wireless.oom /T C=Wirehess, 00 =com

1.2.840.113556.1,4.473; 12,640,171 3556,1,4.528; 1,2.840,113556,71.4,417; B
2 B0 35614613, 128400013556, 1.4.641; 1.2.040.1713556.1.4.52%:
1.2.840.113556.1.4.805; 1.2.840.113556.1.4.521; 1.2.840.11355%6.1.4.970;
v Shetr 1.2.840.113556.1.4.1338; 1.2.840.113556.1.4.474; 1.2.840.113556.1.4.1339;
S Ewrk. 1. 2.840.1713556.1.4.1340; 1.2.540.173556.1.4.141 % 2.16.640.1.11 3730.3.4.9;
2. 16.840.0.013730.3.4.10; 1.2.040.113556.1.4.1504; 1.2.040.113556.1.4.1852;
1.2.840.113556.1.4.802; 1.2.840.113556.1.4.1907; 1.2.840.113556.1.4.1948;
2» suppared DAPYersion: 3; 2;
123 supportedlDAPPolicies: MaxPoolThreads; MaxDatagramRecs;
ceiveBufier; InitRecyTimeout; MaxConnections; MaxConnldleTime;
wPageSize; MaxQueryDuration; MaxTempTableSize: MaxResultSetSize;
alificationPerConn; Max¥alPange:
1 highesiCommitiedUSN: 16926
4> supported SASLMechanisms: GESAPI GES-5PNEGD; EXTERMAL;
DIGEST-MD5;
13 dnsHostHame: tsweb-lapl.\Wireless.com;
13 IdapServiceMame: Wireless.comAsweb-laptS@WIRELESS . COM;
1> serverame:
CH=TEWEB-LAPT,CN=Servers. CN=Delfault-Firsk-Site-Name, CN=Sites, CN=Configuration
LDC=%ireless. DC=com;
1> supportedCapabilities: 1.2.840.113556.1.4.800; 1.2.840.113556.1.4.1670;
1.2.840.113556.1.4.1791;
1» isSynchronized: THUE;
1 isGlobalCatalogReady: TRUE;
1> domainFunctionality: 0 = [ DS_BEHAVIOR WINZ000 |:
1% forestFunctionality: 0 = | DS_BEHAVIOR_YWINZDO0@ |;
13 domainControllerFunclionality: 2 = | DS_BEHAVIOR_WIN2003 |;

S

4. FEKK "HREL RER , MAFEAENBaseDN, EATRAIP, user2fL A
Wireless.comFHIOU "Idapuser" . Rt , £/ &user2fIBaseDNAOU=Idapuser ,
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x| 3556.1.4.473 1.2.640.113556.1.4.520; 1.2.640.113556.1.4.417; B
355614609 1.2.840.113556.1.4.841: 1.2.840.113556.1.4.52%;
3566.1.4.806; 1.2.640.113656.1.4.521; 1.2.640.113656.1.4,97;

S rm [ | J556.7.4.1330; 1.2.040.11 35561 .4.474; 1.2.040.113556.1.4.1339;
A556.1.4.1340; 1.2.840.113556.1.4.0413; 2.16.840.1.113730.3.4.5;
P I| A1IFI0EA00; 1.2.840.113556.1.4.1504; 1.2.840.113556.1.4.1852;

3556.1,4.802; 1.2.640.113556.7.4,1507; 1,2.040,113556.1.4.1948;
2 supported LDAFYersion: 3 2;
12 supponed DAPPalicles: MasdPoolThreads; MasDatagramPes.:
axAeceiveBuller; InilRecyTimenul MaxConnections: MaConnbdieTime:
mxPagesize: MaxUueryDuration; MaxTempTableSize: MaxResultbetSize:
axMuotificationPerConn; MacValRange;

1% highesiCommitbed S 16976;

4> supportedSASLMechanisms: GSSAPI; GSS-SPNEGO; EXTEANAL;
IIGEST-MD5;
1» dnsHostName: tsweb-lapt'Wireless.com;
17 ldapServiceName: Wireless comlsweb-laptS@WIRELE S5.C0M;
13 serverMame:
ICN=TEWEB-LAPT, CH=5ervers, CN=Default-First-Site-Name, CN=5ite=, CH=Configuration
LDC=Wireless. DC=com;

I¥ supportedCapabilities: 1.2 840011 3556.1.4.000; 1.2.840.11 3556.1.4.1670;

1.2.040.113556.1.4.1791;
1% IaSymchronized: TRWE:
1% isGlobalCatalogReady. TRUE:
1» domainFunclionality: 0 = [ D5 _BEHAVIOR_ WINZOOO |;
1 farestFunctionality: 0 = [ D5_BEHAVIOR_Y¥INZDODO |;
1% domainControllesFunctionality: 2 = | D5_BEHAVIOR_WIN2003 |-

% [4]

Fisady [

. LDP2IEE 23 1Y £ B B8 R H 38 #£ #5 EBaseDN(OU=Idapuser , dc=wireless , dc=com)T Ky 2 {H
. ERBEURIERZEuser2, WEAETUFARRZEAEZBEZNCNEETES. &
Al , ©RCN=abcd. Z™M FCN=abcd, ELDPRIEREMNHRER+ , LDPHERE
user2BIBRAY P A MHE, LA T S3650A5 3R B0 Lt 25 BB

Idap: /| tsmeb-kapt Wireless. com DL =Wireless, DC=com =10] x|
Hep
1> whenCreated: 1/27/2008 21:56:30 India Standard Time India Standard =]

me;

1> whenChanged: 12712008 22:2:15 India Standard Time India Standard
ime;

1> displayMame: abcd;

1 uSNCrealed: 16917;

1% uSNChanged: 16923;

1> name: abed;

1> objectGUID: db0adTh5-2e36-4934-2325-1429aa9076:26;
17 userhccountContral: (1 0200 = | UF_NORMAL_ACCOUNT |
LIF_DONT_EXPIRE_PASSWD |:
1> badPwdCount: 0
1 codePage: 0;
17 countryCode: 0;
1 badPasawordTime: 0;
1> lastLogefi: 0;
1% lastLogon: 0
1% pwidLastSet: </dp emar <0y cannot format time Gield;
1% primaryGrowplD: 513;
1> objectBid: 5-1-5-21-3543678607-2509429210-3156 366500-1116;
1> accourtEscpires: {ldp emrar {e0: cannot format time field;
17 logonComnte 02
T sAMAccountMame: userZ; —
“13-sAMAccountType: 806306368;
1% wserPrincipalName: user?@iWireless.com;
{7 12 objeciCategory:
( EH=Fr.nln..5H=&hmn.ﬂﬂ=[‘-mlgmlln.l]ll‘.=\lﬂrehn.ﬂt=mn;

-

= 1

Ready T



EHRGIH  FEREERGANRERNM.

6. WA SRS 55 I LDAP I BR B3 A ¥ AR & S Bl B WLCER 4 R A& |, 7EUser Attributet® & |, £8
EFEAERBNERAELETHABENER, ELLLDPEREF , ATLEE
sAMAccountName 22 EFEHAERTE user2, W—EBM., Hit , F#@AEWLC E#User
Attribute## 1\ ¥ FE 9 sAMAccountName B % .

7. 7EUser Object Typet{LH , & A i&5C 8k A £ A ZEHILDAP objectType BN E, BE

, FFAEFHEESE TobjectType BME , HHhEEEHAFHERH - K MELEREHEA
HREFIHA, ELDPEEH , CN=Person2# ek ERAFHENE, Hit , FWLCLEE
ZEPerson{E AUser Object Type& .

Bc [ AR S U

RE-SIREEERE K  CHEATFRNARRFESETEAP-FASTHRE, THUTH
ERENTT SERLBA T RAE -

1. Bt & Cisco Aironet Desktop Utility(ADU), EADUEREF , 32— T Profile Management >
New A2 1 7 #Y SRAR % i Be B 48 2R o

[# Cisco Aironet Desktop Utility - Current Prafile: sdreteretet

Action Options Help —
Cunrent Status __r'fﬂl'iﬂ Mﬂ"lﬂElﬂm'Eﬂr_ V Diagreostics o
i tereleiatet L |_ Mew... P
I _Hr:hﬂjrt I
D etails
M etweork Typpe: Infrastoschuare I — I
Secuity Mode: Dizabled
Network. Name 1 [SSIDTE beert | E xpout ]
Hetwrork Mame 2 [SSID2) < Emnply I Scan I
M atweork Marme 3 [SS1D3) < Emnplye
| Oeder Profiles . |

2 EEREEER , YARREERSESSIDER. SSIDEABEXRWLCLEENHAR. &
ARHBIF | SSIDE #EAldap.



Profile Management |"'_F“|IE
Genetal  Secuwity | Advanced

Profile S ettirgs

Profde Mame: | ldapisse

Client Mame; |CLIENT1

P twenirk B sne s e =

55107, | Idap J

e —

S50

SEID3:

| OF. | | cancel |

3. #— T Security B , RRIEIEB02.IXEAPEAE 2R Z £, BIEEAP-FASTIEAEAPH %
, R# 1% — T Configure,

4. EEAP-FASTREEE+ , AEAP-FAST &38R /5 3% (EAP-FAST Authentication Method) T
PIAEFIRIZETLSE Fiii 38 #(TLS Client Certificate) , #A#% 1% — T & B (Configure).

Configurce EAP-FAST

EAP-FAST Authentication bethod

MSCHAP2Z User Mams and FPasswwond i I{ Corfigme. . I-I

GTC Token/FPassword e e
|' M SIEHAP » 2 Heer Mame-arnmd - Passvword — i

Sl Dhries o bose FRC Aoatbonles s

[1 Uze Are PAC Belonging to the Same Group

[+] Allow Awstomatic PAC Prosvisionsg

Ijl Mo M etveork. Conneclion Unless Uses |z Logged In

| Ok | | Conca |

5.7 "TLSEFmEBEERE ., B+ : B AValidate Server IdentityZEU7 8 , WiEEEFFix L&
HEWCAREFZHEANENEEFIRERIBCARERD)VEASEENERSHERMEE, &
R R R R LN EEREA VN AR P REREERE— AR AT KRS
o B—T TOKy (FEE ). UTEHHIASRBLLS B




Configure TLS Client Certificate |"E El

Walidate Server ldentity

Trusted R oot Certfication Auathonties

woirelezs W
Select a Certificate

1234 [Issue=d by vwirsless 1./26.200H) St

S erverS D ormasicy P anne
A el g Cooenn

Logirs Manme
ugerd

:j : 0K . i [ Cancel ]

EREFREEERCTE.

o

BITUTSRUBRBENEERSER TH.

1. BRFADU £ #Idap SSID,
2. BBFEEET —HREHPE—TYessOK, BEZAEMEADU LEEEFin 5 75 EMEAEN
FRELER , ST RERTH,
FHAARERE , BRELNERRSEREEE. £AWLC CLIE,

- BTRBWLCEAREMELDAPHIREFEAL K EIFEAE , FHRWLC CLIFEEdebug aaa Idap
enabledn &, M RHIFRA T —ERIINBEALDAPEBIRE : XK : HRATHAEMER , AHHH

HimHEBEE =17, (Cisco Controller)>debug aaa Idap enable
Sun Jan 27 09: 23: 46 2008: Authenticati onRequest: 0xba96514

Sun Jan 27 09: 23: 46 2008: Callback. . ..... .. 0x8
344900

Sun Jan 27 09: 23: 46 2008: protocol Type. . ... .. 0x0
0100002

Sun Jan 27 09: 23:46 2008: proxyState. . ....... .. 00
40: 96: AC: E6: 57- 00: 00

Sun Jan 27 09: 23: 46 2008: Packet contains 2 AVPs (not shown)

Sun Jan 27 09: 23: 46 2008: |dapTask [1] received msg ' REQUEST' (2) in state 'IDLE (1)

Sun Jan 27 09: 23:46 2008: LDAP server 1 changed state to INIT

Sun Jan 27 09:23:46 2008: ldaplnitAndBind [1] called lIcapi_init (rc

Sun Jan 27 09:23:46 2008: |daplnitAndBind [1] called Icapi_bind (rc =

Sun Jan 27 09: 23: 46 2008: LDAP server 1 changed state to CONNECTED

Sun Jan 27 09:23:46 2008: LDAP server 1 now active

Sun Jan 27 09: 23:46 2008: LDAP_CLIENT: UID Search (base=OU=ldapuser,DC=wireless,

DC=com, pattern=(&(objectclass=Person) (sAMAccountName=user2)))

Sun Jan 27 09: 23: 46 2008: LDAP_CLI ENT: Returned nmsg type 0x64

Sun Jan 27 09:23:46 2008: | dapAut hRequest [1] called | capi_query base="ou=ldapus

er,DC=wireless, DC=com" type="Person" attr="sAMAccountName" user="user2" (rc = 0
- Success)

Sun Jan 27 09: 23:46 2008: LDAP ATTR> dn = CN=abcd,OU=ldapuser,DC=Wireless,DC=com
(size 38)

Sun Jan 27 09: 23:46 2008: Handling LDAP response Success

- Success)
- Success)

0
0

AR B H P REBERINEATUERE®RES , WCEEAEWLCLIEEENERAEBMERE



#LDAPRARES , I HLDAPHERE K o
- FEREBEARMEAPEMEBRE RS KL , BEHEWLC CLIHEEdebug aaa local-auth eap method
events enabledi 5. LA T 2#ifI : (Cisco Controller)>debug aaa local-auth eap method

events enable
Sun Jan 27 09:38:28 2008: eap_fast.c- EVENT: New cont ext
(EAP handl e = 0x1B000009)

Sun Jan 27 09:38:28 2008: eap_fast.c-EVENT: Allocated new EAP- FAST cont ext
(handl e = 0x22000009)

Sun Jan 27 09: 38:28 2008: eap_fast_auth.c- AUTH EVENT: Process Response
(EAP handl e = 0x1B000009)

Sun Jan 27 09:38:28 2008: eap_ fast_auth.c-AUTH-EVENT: Received Identity

Sun Jan 27 09:38:28 2008: eap_fast_tlv.c-AUTH EVENT: Addi ng PAC A-1D TLV
(436973636f 0000000000000000000000)

Sun Jan 27 09: 38:28 2008: eap_fast_auth.c- AUTH EVENT: Sending Start
Sun Jan 27 09:38:29 2008: eap_fast.c-AUTH EVENT: Process Response, type: 0x2b

Sun Jan 27 09:38:29 2008: eap_fast_auth.c- AUTH EVENT: Process Response
(EAP handl e = 0x1B000009)

Sun Jan 27 09:38:29 2008: eap_fast_auth.c-AUTH-EVENT:
Received TLS record type: Handshake in state: Start

Sun Jan 27 09:38:29 2008: eap_ fast_auth.c-AUTH-EVENT: Local certificate found
Sun Jan 27 09:38:29 2008: eap_ fast_auth.c-AUTH-EVENT: Reading Client Hello handshake

Sun Jan 27 09:38:29 2008: eap_fast_auth. c- AUTH EVENT:
TLS _DHE RSA AES 128 CBC_SHA proposed. ..

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: Proposed ci phersuite(s):

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS DHE RSA W TH _AES 128 CBC_SHA
Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS_RSA W TH_AES 128 _CBC_SHA
Sun Jan 27 09: 38:29 2008: eap_fast.c- EVENT: TLS RSA WTH RC4_128 SHA

Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: Sel ected ciphersuite:
Sun Jan 27 09:38:29 2008: eap_fast.c-EVENT: TLS DHE RSA W TH _AES 128 CBC_SHA
Sun Jan 27 09:38:29 2008: eap_fast_auth.c- AUTH EVENT: Buil ding Provisioning Server Hello

Sun Jan 27 09:38:29 2008: eap_fast_crypto.c-EVENT:
Starting Diffie Hellman phase 1 ...

Sun Jan 27 09:38:30 2008: eap_fast_crypto.c-EVENT:
Diffie Hellman phase 1 complete

Sun Jan 27 09:38: 30 2008: eap_fast_auth.c- AUTH EVENT: DH signature |length = 128
Sun Jan 27 09:38: 30 2008: eap_fast_auth. c- AUTH EVENT: Sending Provisioning Serving Hello
Sun Jan 27 09:38: 30 2008: eap_fast.c-EVENT: Tx packet fragnmentation required

Sun Jan 27 09:38: 30 2008: eap_fast.c-AUTH EVENT: eap_fast_rx_packet ():



EAP Fast NoData (0x2b)

Sun Jan 27 09: 38: 30 2008: eap_fast.c- AUTH EVENT: eap_fast_rx_packet():
EAP Fast NoData (0x2b)

Sun Jan 27 09: 38: 30 2008: eap_fast.c- AUTH EVENT: eap_fast_rx_packet():
EAP Fast NoData (0x2b)

Sun Jan 27 09: 38: 32 2008: eap_fast.c- AUTH EVENT: Process Response, type: 0x2b
Sun Jan 27 09: 38: 32 2008: eap_fast.c-EVENT: Reassenbling TLS record

Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Sending EAP-FAST Ack

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Received TLS record type: Handshake in state: Sent provisioning Server Hello

Sun Jan 27 09:38:32 2008: eap_fast_auth.c-AUTH-EVENT:
Reading Client Certificate handshake

Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Added certificate 1 to chain
Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Added certificate 2 to chain
Sun Jan 27 09:38:32 2008: eap_fast.c-EVENT: Successfully validated received certificate

Sun Jan 27 09: 38: 32 2008: eap_fast_auth.c-AUTH EVENT: Rx'd |-1D:
"EAP-FAST | -1D" from Peer Cert

Sun Jan 27 09: 38: 32 2008: eap_fast_auth. c- AUTH EVENT:
Readi ng Cient Key Exchange handshake

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Starting Diffie Hellman phase 2 ...

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Diffie Hellman phase 2 complete.

Sun Jan 27 09:38:32 2008: eap_ fast_auth.c-AUTH-EVENT:
Reading Client Certificate Verify handshake

Sun Jan 27 09:38:32 2008: eap_fast_crypto.c-EVENT:
Sign certificate verify succeeded (compare)

- debug aaa local-auth db enablefs St 3EEB M. AT 2l : (Cisco Controller)>debug aaa

local-auth db enable
Sun Jan 27 09:35:32 2008: LOCAL_AUTH EAP: Received an auth request

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Creating new context



Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Local auth profile name for context 'ldapuser’
Sun Jan 27 09: 35: 32 2008: LOCAL_AUTH: Created new context eap session handl e fb000007

Sun Jan 27 09: 35: 32 2008: LOCAL_AUTH: (EAP:8) Sending the Rxd EAP packet
(id 2) to EAP subsys

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: Found matching context for id - 8

Sun Jan 27 09:35:32 2008: LOCAL_AUTH: (EAP) Sending user credential
request username 'user2' to LDAP

Sun Jan 27 09: 35: 32 2008: LOCAL_AUTH: Found context matching MAC address - 8

Sun Jan 27 09: 35: 36 2008: LOCAL_AUTH: (EAP:8) Sending the Rxd EAP packet
(id 12) to EAP subsys

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: Found matching context for id - 8

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) ---> [KEY AVAIL] send_len 64, recv_len O
Sun Jan 27 09: 35:36 2008: LOCAL_AUTH: (EAP:8) received keys waiting for success

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: Found matching context for id - 8

Sun Jan 27 09:35:36 2008: LOCAL AUTH: (EAP:8) Received success event

Sun Jan 27 09:35:36 2008: LOCAL_AUTH: (EAP:8) Processing keys success

EERREWLCH LR ANKTHEERTE ZBE , FHEWLC CLIZ Hishow local-auth certificatesin &
o AT R2EH : ( BRH2EHIZE ) >show local-auth certificates

Certificates available for Local EAP authentication:

Certificate issuer ........... ... vendor
CA certificate:
Subj ect: DC=com DC=Wreless, CN=wireless
| ssuer: DC=com DC=Wreless, CN=wirel ess
Valid: 2008 Jan 23rd, 15:50:27 GMI to 2013 Jan 23rd, 15:50:27 GVl
Device certificate:
Subj ect: O=ci sco, CN=ci scow c123
| ssuer: DC=com DC=Wreless, CN=wirel ess

Valid: 2008 Jan 24th, 12:18:31 GMI to 2010 Jan 23rd, 12:18:31 GMI



Certificate issuer ............ ... ci sco
CA certificate:
Subj ect: O=Ci sco Systenms, CN=Ci sco Manufacturing CA
| ssuer: O=Cisco Systems, CN=Ci sco Root CA 2048

Valid: 2005 Jun 10th, 22:16:01 GMI to 2029 May 14th, 20:25:42 GMI

Devi ce certificate:

Not install ed.

- BERCLIEXBRWLC LW ARHERFEHAE | 558 Hishow local-auth configi§ . AT =&l
. ( BRHEHIES ) >show local-auth config

User credential s dat abase search order:

Primary ... LDAP
Ti ner:
Active timeout .......... ... .. .. 300

Configured EAP profiles:
Name . . | dapuser
Certificate issuer .......... .. ... .. vendor

Peer verification options:

Check against CA certificates ........... Enabl ed
Verify certificate CNidentity .......... Di sabl ed
Check certificate date validity ......... Di sabl ed

EAP- FAST confi gurati on:

Local certificate required .............. Yes

Client certificate required ............. Yes
Enabled nethods ........... ... ... ... .. .. f ast
Configured on WLANS . ... ... 2

EAP Met hod confi guration:
EAP- FAST:
--More-- or (Q)uit

Server Key . ... <hi dden>



Anonymous provision allowed ............... No
Authority Information ..................... Csco A-ID

B LER U T i B HERE TR

- debug aaa local-auth eap method events enable
- debug aaa all enable
- debug dot1x packet enable

MRS

. fEARERLANIE S T A EFRADIUS A BREFAVEAP-FAST B o Be R i I 7= 51
- ERBMicrosoft Internet & 47 & 58 BR ¥ (IAS) &9 4t — FEAR M8 EE T KOPEAP

- FAERACSHWLCiHE {TEIREVI AN Bl BlActive Directory#H ¥ iR il I 7= {5
. BRMERLANIE GBS IAREER EIER — RRER SRS R
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