A% EPPP#: % B 58 18 51 1 72 (PAP) 3 ¢ 3 HF fi%

ppp authentication pap [callin]

username <username> password <password>
PPP pap sent-username <username> password <password>
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BHRE,

ERERNRFT  F-wmEIEXREERAUTH-REQ)IE E W Authenticate-Acknowledge(AUTH-
ACK) =i Authenticate-Not Acknowledged(AUTH-NAK), T #tdebug ppp authentication 5% 7 & Z|
BYEER. UATRECRERETEENES

*Mar 6 19:18:53.322: BRO:1 PAP: O AUTH-REQ id 7 |len 18 from " PAPUSER'

! -——— OQutgoing PAP AUTH-REQ. We are sending out our username (PAPUSER)and password ! --- to the
NAS. The NAS will verify that the username/password is correct. *Mar 6 19:18:53.441: BRO:1 PAP:
I AUTH-ACK id 7 Len 5
! ——— Incoming AUTH-ACK. ! --- The NAS verified the username and password and responded with an
AUTH-ACK. ! --- One-way authentication is complete at this point. *Mar 6 19:18:53.445: BRO: 1
PAP: I AUTH-REQ id 1 Len 14 from "NAS"

! ——- Incoming AUTH-REQ from the NAS. This means we now verify the identity of the NAS. *Mar 6
19: 18: 53.453: BRO: 1 PAP: Authenticating peer NAS
! ——- Performing a lookup for the username (NAS) and password. *NMar 6 19:18:53.457: BRO:1 PAP: O
AUTH-ACK id 1 Len 5
! ——— OQutgoing AUTH-ACK. ! --- We have verified the username/password of the NAS and responded
with an AUTH-ACK. ! --- Two-way authentication is complete.
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ERPAPEHREFTENAT=EsT :

ppp authentication pap [callin]
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PPP pap sent-username <username> password <password>
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! -—- BRI interface for the dialout. ip address negoti ated encapsulation ppp

! --- Use PPP encapsulation. This command is a required for PAP. dialer string 3785555 class 56k
! —-- Number to dial for the outgoing connection. dialer-group 1 isdn switch-type basic-ni isdn
spi dl1 51299611110101 9961111 isdn spid2 51299622220101 9962222 ppp authentication pap callin

! --- Use PAP authentication for incoming calls. ! --- The callin keyword has made this a one-
way authentication scenario. ! --- This router (client) will not request that the peer (server)
authenticate ! --- itself back to the client. ppp pap sent-username PAPUSER password 7

! ——- Permit outbound authentication of this router (client) to the peer. ! --- Send a PAP AUTH-
REQ packet to the peer with the username PAPUSER and password. ! --- The peer must have the
username PAPUSER and password configured on it.

2w (({AIARES ) A

user nane PAPUSER password O cisco

! —--- Username PAPUSER is the same as the one sent by the client. ! --- Upon receiving the AUTH-
REQ packet from the client, we will verify that the ! --- username and password match the one
configured here. interface Serial0:23 ! --- This is the D-channel for the PRI on the access

server receiving the call. ip unnunbered EthernetO no ip directed-broadcast encapsulation ppp

! --- Use PPP encapsulation. This command is a required for PAP. dialer-group 1 isdn switch-type
primary-ni isdn incom ng-voice nodem peer default ip address pool default fair-queue 64 256 0
ppp authentication pap

! --- Use PAP authentication for incoming calls. ! --- This router (server) will request that
the peer authenticate itself to us. ! --- Note: the callin option is not used as this router is
not initiating the call.
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EFHPPP PAPRIRE , 35 Fdebug ppp negotiation #Fdebug ppp authentication #5. EHEE
EMEFEERHE

1. €5 REHMEEPAPRSPEBE L E?
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EHENMMEREEZELEBENENR , FSRUTHAR. I, F2EEHAdebug ppp negotiation¥h
H, BRETREPPPRE ( 2FEPPPE AR ) EﬁF‘iFﬁﬁTﬂﬂEﬁﬁEﬁ&E*ﬁﬁa%E’Jiﬁﬂﬂo biNg "4
ﬁEJJHATRiEEEEPPPTﬁTE?EEﬁE’JE. EEBPPPH B RFHIEHER ( EAPAPZCHAP ) HEHIE
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BRI EEPAPS A RRFBH I (F i ) Hi

maui - soho- O1#show debug
PPP:

PPP aut henti cati on debugging is on

PPP protocol negotiation debugging is on
maui - soho- 01#pi ng 172. 22. 53. 144

Type escape sequence to abort.
Sending 5, 100-byte | CMP Echos to 172.22.53.144, timeout is 2 seconds:

*Mar 6 21:33:26.412: %1 NK-3-UPDOMN: I nterface BRIO:1, changed state to up
*Mar 6 21:33:26.432: BRO:1 PPP: Treating connection as a call out
*Mar 6 21:33:26.436: BRO:1 PPP: Phase is ESTABLI SHI NG Active Open [0 sess, 0 | oad]
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*NMar 6 21:33:26.440: BRO:1 PPP: No remote authentication for call-out

! ——- The client will not authenticate the server for an outgoing call. ! --- Remember this 1is a
one-way authentication example. *Mar 6 21:33:26.444: BRO:1 LCP: o CONFREQ [Closed] id 82 Len 10
*Mar 6 21:33:26.448: BRO:1 LCP: Magi cNunber O0x2F1A7C63 (0x05062F1A7C63)

! —-—-- Outgoing CONFREQ (CONFigure-REQuest). ! --- Notice that we do not specify an
authentication method, ! --- since only the peer will authenticate us. *Mar 6 21:33:26.475

BRO: 1 LCP: I CONFREQ [ REQsent] id 13 Len 14

*Mar 6 21:33:26.479: BRO: 1 LCP: AuthProto PAP (0x0304C023)

! ——- Incoming LCP CONFREQ (Configure-Request) indicating that ! --- the peer(server) wishes to
use PAP. *Mar 6 21:33:26.483: BRO:1 LCP: Magi cNunber Ox3DBEE95B ( Ox05063DBEE95B) *Mar 6
21:33:26.491: BRO:1 LCP: O CONFACK [ REQsent] id 13 Len 14

*Mar 6 21:33:26.495: BRO: 1 LCP: AuthProto PAP (0x0304C023)

! ——-- This shows the outgoing LCP CONFACK (CONFigure-ACKnowledge) indicating that ! --- the
client can do PAP. *Mar 6 21:33:26.499: BRO:1 LCP: Magi cNunber Ox3DBEE95B (0x05063DBEE95B) * Mar
6 21:33:26.511: BRO:1 LCP: | CONFACK [ACKsent] id 82 Len 10 *Mar 6 21:33:26.515: BRO:1 LCP

Magi cNunber Ox2F1A7C63 (0x05062F1. A7C63) *Mar 6 21:33:26.519: BRO:1 LCP: State is Open

! ——- This shows LCP negotiation is complete. *Mar 6 21:33:26.523: BRO:1 PPP:. Phase is
AUTHENTICATING, by the peer [0 sess, 0 |oad]

! -—-- The PAP authentication (by the peer) begins. *Mar 6 21:33:26.531: BR0:1 PAP: O AUTH-REQ id
20 Len 18 from " PAPUSER'

! --- The client sends out a PAP AUTH-REQ with username PAPUSER. ! --- This username 1s
configured with the ppp pap sent-username command. *Mar 6 21:33:26.555: BRO:1 PAP: I AUTH-ACK id
20 Len 5
! --- The Peer responds with a PPP AUTH-ACK, indicating that ! --- it has successfully
authenticated the client.

BIh K B [ PAP 5 17 B 58 A9 48 1l £ ) #E

maui - nas- 06#show debug
PPP:

PPP aut henti cati on debugging is on

PPP protocol negotiation debugging is on
maui - nas- 06#
*Jan 3 14:07:57.872: % NK-3-UPDOMN: | nterface Serial 0:4, changed state to up
*Jan 3 14:07:57.876: Se0:4 PPP. Treating connection as a callin
! ——- Since the connection is incoming, we will authenticate the client. *Jan 3 14:07:57.876
Se0: 4 PPP: Phase is ESTABLI SH NG Passive Open *Jan 3 14:07:57.876: Se0:4 LCP: State is Listen
*Jan 3 14:07:58.120: Se0:4 LCP: | CONFREQ [Listen] id 83 Len 10 *Jan 3 14:07:58.120: Se0:4 LCP
Magi cNunber 0x2F319828 (0x05062F319828) *Jan 3 14:07:58.124: Se0:4 LCP: O CONFREQ [Listen] id 13
Len 14
*Jan 3 14:07:58.124: Se0:4 LCP: AuthProto PAP (0x0304C023)
! ——- Outgoing CONFREQ (Configure-Request) ! --- use PAP for the peer authentication. *Jan 3
14: 07: 58.124: Se0: 4 LCP: Magi cNunber 0x3DD5D5B9 (0x05063DD5D5B9) *Jan 3 14:07:58.124: Se0:4 LCP:
O CONFACK [Listen] id 83 Len 10 *Jan 3 14:07:58.124: Se0:4 LCP: Magi cNunmber 0x2F319828
(0x05062F319828) *Jan 3 14:07:58.172: Se0:4 LCP: I CONFACK [ ACKsent] id 13 Len 14
*Jan 3 14:07:58.172: Se0:4 LCP: AuthProto PAP (0x0304C023)
! ——- This shows the incoming LCP CONFACK (Configure-Acknowledge) indicating that ! --- the
client can do PAP. *Jan 3 14:07:58.172: Se0:4 LCP: Magi cNunber 0x3DD5D5B9 (0x05063DD5D5B9) *Jan
3 14:07:58.172: Se0:4 LCP: State is Open *Jan 3 14:07:58.172: Se0: 4 PPP: Phase is
AUTHENTICATING, by this end
! ——- The PAP authentication (by this side) begins. *Jan 3 14:07:58.204: Se0:4 PAP. I AUTH-REQ
id 21 Len 18 from "PAPUSER"
! ——- Incoming AUTH-REQ from the peer. This means we must now verify ! --- the identity of the
peer. *Jan 3 14:07:58.204: Se0:4 PPP: Phase is FORWARDI NG *Jan 3 14:07:58.204: Se0:4 PPP: Phase
i's AUTHENTI CATI NG *Jan 3 14:07:58.204: Se0:4 PAP: Authenticating peer PAPUSER
! ——— Performing a lookup for the username (PAPUSER) and password. *Jan 3 14:07:58.208: Se0:4
PAP. O AUTH ACK id 21 Len 5 ! --- This shows the outgoing AUTH-ACK. ! --- We have verified the
username and password and responded with an AUTH-ACK. ! --- One-way authentication is complete.
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pPpp authentication pap
or

ppp authentication pap chap
or

ppp authentication chap pap

. EBRRETUE B R EEE T ppp authentication pap callin.
. FERR P 1Y IE #E 5% E 7 ppp pap sent-username username password ¥+ , HhFEHEZBH

AR EWIRHR LRENERAERBAER -2

EFUEHSENNEEEEN TEEppp chap refusefi . FEXIENT , Ciscolg HEgGiES

CHAPEABERRBIRE, WREFIHFEHITPAP , BEAMRS TS ITPAPHCHAP(E
FiZ iE ppp authentication chap pap) , Bl 7] SAf# Fppp chap refuseds & #l & FixiZEZ PAPEA
S HRFBHE

maui - soho- 01( confi g) #interface BRI 0
nmaui - soho-01(confi g-if)#ppp chap refuse

PAP 5 13 B 58 K B Zh

MRMinHEBPAPEA S HRFEHRE  BPAPERAY , IRATRERERAERBEBBE,

1.

2.

HEER 0% IEFEERE T ppp pap sent-username username password 3% , HREHE BB
RIREEWEHSELERENERAERBNEE — o
HRE DB HRE , BREREWS EREEE T ppp pap sent-username username password
T, HEPEAEEBARGEYEMEHS L RENEAEEBNRBTE., HTERSHRE
B, INRFWERHE EFEES T ppp pap sent-username username password password

, X BPPP%E Fif & & 54 & Al B 25 1712 0% & 1758 7% , Aldebug ppp negotiation(=idebug ppp

authentication) #9 #i i 4% 18 7~
*Jan 3 16:47:20.259: Se0:1 PAP: Failed request for PAP credentials. Usernane naui-nas-06

BLEREERTFEREERE , MA—ERZEFM.

B ERTEAEERBANRGRAHEYEE LS ppp pap sent-username username password

EE%E’J{EFH%%ﬁﬁaﬁ%IT_UEEO MREMAEE , BEEIUATHE :
*Jan 17:18:57.559: Se0:3 PAP: | AUTH REQ id 25 Len 18 from " PAPUSER'
*Jan 3 17:18:57.559: Se0: 3 PPP: Phase is FORWARDI NG
*Jan 3 17:18:57.559: Se0:3 PPP: Phase is AUTHENTI CATI NG
*Jan 3 17:18:57.559: Se0:3 PAP: Authenticating peer PAPUSER
*Jan 3 17:18:57.559: Se0:3 PAP: O AUTH-NAK id 25 Len 32 nsg is
"Password validation failure"
! ——— This is an outgoing AUTH-NAK. This means that the mismatch occurred ! --- on this
router. Verify that the username and password configured locally is ! --- identical to that
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on the peer.
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