55 5 AR A 150
DNSE2 8%
Expressway-C_E B SIPig

R BB Expressway/VCSHE & & B

FH#F/IPib it CUCMTAI AR 28

BE

ENIC

P {E ST

—{EE — N HIPHbhE
— B E — EH Pt

Sei=

=

AERNMBECAZEREIR , WMARETHERFIMRA)N BRHBERAERARRIF(VCS),

ERA—AERRENMRAMRYEE , B URRIFEREmRT

NS BRE. SRESRSES

B, E88ENEN, AXETRRERRE  EERTHRZESBNEESH. FTERBELHKHE
BREES H B FEMRES(VCS)HEEEF.

HE G
BXR
AXHEEREBR.


/content/en/us/support/unified-communications/telepresence-video-communication-server-vcs/products-installation-and-configuration-guides-list.html

BRA T
AXHFAERATRASE RN R,

ANHNEARBBREERETREANKEMEL. XHERAINMARESREER (R
) BIERESREAE) . MREHMEEE EEER , FRACEERBETMES TREKNFE,

RIE
ERAER N BN AARBCS,
A M 2%

.-—_':"'_-\'.'- = | !;I r —I
JahberClient  External DNS Exprazsway E Expressway Intemal DNS CUCH Homea DS I 5 P Sarver
l W o l
ExpresswayE.domaini ExpresswayC.domain2 cucm.domaind cup.domaind

with
IM and Presence
Domain = domaind

LUTERTEREENEEEE
. domain1 — EREFFim AR E B AR E XL K3 IE6EHEERREUDS) B &,
. domain2fldomain3 -FA R @ iRES 2% 18 .

- domain4 -i& 2 AR R BT & (XCP) M R R B EIA MAR LARR& 1 2 (XMPP) 5 & 165 F Y B B
HEMER LARRE(IMP)E

EREEE

B R i3 B A IEFE SV R E/(DMZ) # Y& B fa] AR 85 (expresswayE) F {7 A #8 3% (R F RV & R & - i
(expresswayC)#H X :

Enterprise Network Outside Network
= =
o =8 4 (.53
| Expressway-C Encpaint B

TraversalClient  TraversalServer | Traversal Link Management

---------- Signal
Medis Payload

Endpoint &

3 PR ] AR 2%

B P {a) AR 83 L AExpressway E LW EFHEE & :



1 Configuration

Hams

Type

Hog cound

& TraversalZone

Traversal senser

= 15 i

| Connection credentlals

TLE wer |:|l FIJ:I_}E‘.TJ reme
Media crcryphion mode:
ICE suppon

Poison miode

Liser name ’l brigwersia
Freswmi And!Frtt Incal autharbrnaion datzhase
H.323¥ I
[1 |
Bl il w 1
Frotocol gsseml o ow
H_ 450 18 demuBpicxing CH o+ 1
mida
=154 I
I |
Focle N ow 1
Frat & A i
Trarepart TLE - i
Unified Communiatians VEs - 1
SEMVICED
TLE wenly mexle Crow |

a[mrxmﬁla:.rn ungip Ak

Fome orcryphed -

oM - I

[ =Y i

i

| Authentication

Auhenicalon pocy

SEEFR

FHE SRR Expressway CEHEHE & :

Ly ol check creddnbas - | i

Select type as Traversal Server

Configure usemame for Traversal Chent fo
authentcale with with senser

H.323 Mode must be set to off

Fort 7001 is default listening pon for Traversal Chent
connection

Unified Communications senvicas must be enabled

Must maltch CN from certificale presentad by Traversal
Cliert (Exprassway C)

Must be set to 'Do not check credentials” as
expressway does not register any endpoints



| Trasarealf nes

Type Select Traversal Client as Type

w |15

CoamnAcrinn rredanals

T N [— i Configure same usermame and password as
added on the Traversal Semver (Expressway E)

Wodde r H.323 mode must be sat to off

SIF

o On = ¢
Fot : Destination part Traversal Senver is istening on

Transport LS = i
e i — ; Unified Communications must be enabled
AAMKCAA
iy mad fn - [
£l e 1 Foara anemgras -
CE suppert of =
o7 -
Auchamdicarion
1 . .
P — o sr—r—] Must be sef to Dﬂn::-tchgck cradentials as
expressway does not register any endpoints
Climnl sesllings

wiry ind sl « [12n

MiLest be FODMN
Lacatian hiest be ONS resab/able
Must malch CH from cerificate presented by
Traversal Sener ([Expressway E)

Dawy 1 aukdreas |rr=p'u:~:wa',":' wilp. bl

YRR

/A& —EEMuserid@domaindE A , RAERERNDERNSEAERRIEARRIBER, €
KM Rdomain1Edomaind @ , Al#4ZAEJabber® Fik PEREZEZREEH. ERERABAEN
HEIo AR RRERARE(SRV)EHEEAN S ERBRE.

& Fim#t_collab-edge._tls.<domain>#41T18 & RME(DNS)SRVACEKE#H. EENRFEBRACLAE
IDH RV EEExpressway EFR VIR EIRE , HXEFAESREBEE, JabberfEALEERZERE/E
BIEMUDS,
B RS ERERTK LR
1. BIBEERENE(MS)Z & Jabberls | BB EIEEESI#
msiexec /i CiscoJdabberSetup.msi VOICE_SERVICES_DOMAIN=domainl CLEAR=1

2. Bin%%APPDATA% > Cisco > Unified Communications > Jabber > CSF > Config , AR
B %/ 22 37 ltjabber-config-user.xmitg =X :



<?xml version="1.0" encoding="utf-8"?>

<config version ="1.0">

<Policies> <VoiceServicesDomain>domainl</VoiceServicesDomain>
</Policies>

</config>

BRE : WA ZRRERMMNGE , T2 CiscoEX X E,
3. fm¥Ejabber-config.xmiX . EEREFFinEH EEREZE A, JabbertHREEELEZAARIUT
HE .

<Policies>
<VoiceServicesDomain>domainl</VoiceServicesDomain>
</Policies>

4. lk5\ , BEJabberFE Fin A AFALABERE ST RBEE , AEEEZEEEATE A, Service
Discovery—E#) (EPBMZEIEFE) PHIETTRE, SXNERUFHEZERENEE
URL:

ciscojabber://provision?ServicesDomain=domaind4&VoiceServicesDomain=domainl

M KEAERFESTREE , BAXEERAINERE (domain1) N & /EBIKSRVECEAITEIX

o

DNS&E

AEN BN R LEDNS R M E B IR E
&8

¥E 4B AT R

SRV:it# _collab-edge._tls.domain1 ExpresswayE.domain1
FC8% ExpresswayE.domain1  IP#ziitExpresswayE

HEEENR
. SRVEREZIRE = 4 IR 3% (FQDN) i R 2IPHe 4k,

. SRVEC IR EHYFQDN4 B EEEXxpressway-ERV BB FQDNEE | i HESRViC#HEES
CNAME , B 5I& 5[ EExpressway-EfFA [ — 13 A #Y 7 Bk 25 (2 49 B RHERRID
CSCu082526),

ERMVFEN , BRExpressway-EREE Fin L3R E 7 EH H B 2 #18(domain1)#cookie , I B 1R
#ZcookieEEFQDNIR B A ILE , BIFFin TSI &R E. SHBEREERID
CSCu083458 , AL ARV IETRINEE

AEB

B2 %A W R

SRV3iZ# _cisco-uds._tcp.domain1 cucm.domain3

FC 8% cucm.domain3 IP address CUCM

MAE S IR EEE Adomain1 , [ thJabber?E & 1E:2 #&H & 2% 3 (get edge_config) By B L URL H
# Adomain1, W ZE|#% , Expressway-CH#&¥idomain1#{TSRV UDSEE & |, WiREI200 OKHE


https://supportforums.cisco.com/document/106926/jabber-config-file-generator
/content/en/us/td/docs/voice_ip_comm/jabber/11_0/CJAB_BK_D657A25F_00_deployment-installation-guide-jabber-110/CJAB_BK_D657A25F_00_deployment-installation-guide-jabber-110_chapter_0100.html
/content/en/us/td/docs/voice_ip_comm/jabber/11_0/CJAB_BK_D657A25F_00_deployment-installation-guide-jabber-110/CJAB_BK_D657A25F_00_deployment-installation-guide-jabber-110_chapter_0100.html
https://tools.cisco.com/bugsearch/bug/CSCuo82526
https://tools.cisco.com/bugsearch/bug/CSCuo83458

YRS 8o

¥HE %A BT &
SRV _cisco-uds._tcp.domain4 cucm.domain3
508 cucm.domain3 IP address CUCM

ERFIHEMHALE  domaind EESRV UDSEREREA .,

Expressway-C_E#ISIPig;

IR BEEExpressway-C L #Ti8 LU T 55 &R 1 E (SIP)B LA B LLEITMRA:

Domains You are here: Configuration » Domains
w
| Index Ulomain name Unimied LM registrations I and Fresence AcChions
1 domain OUn Lff View/Edit
2 domaind Off Omn View/Edit
Unifed CF someer lockup | ) Ii'l:"h’l:!n TI E 'i‘ﬁnf!f mme = on
Jniizd O publizher acdress | coompb.malg.laz i mist match S frem Tomeat certificate
When TLS werily mode i ol
¥ |cemacminksinicd L ip address or hosinade or fqdn from publisher

When TLS venfy is Onwe need i make sune

- GN miust match address configuned abowe

- Tomead sall signed corlificale is addad 25 Trust
cerificate or msuer of Tomeat Cerdificate i added
&5 Truat cetificate

[=]
)
4

B¢ & Cisco Unified Communications Manager(CUCM) @l R85 B , BEMEE N :

. MRIBHExpressway-C(domain2)Eit & 7 E2CUCM{A Bk 25 (domain3)tH R AV , RIFTUAER LT
WA B iE CUCMAAl Bk 25 (System > Servers):

IPih 1t 3 # FQDN
. W8 BExpressway-C(domain2) & & #13 EECUCM Al fR 85 (domain3) ~ & , BIXBAFEAUTRE
Bl ECUCMAIBRES :

IPh 31t FQDN

ERMEN , BAEExpressway-CEFECUCMMARBILIRE T HER , oY
hostname.domain2#{TDNSZE , 1 Rdomain2fldomain3F[E , AlEHFE/ER.

B
BRTERFEERN , ELAOFENEAEEREBCANFE-LRE .
- Expressway-C
MAFBEIMPAMREE EERENMRE R E. AT ERBEREHEZ S (TLS) WA

H—BAXMPPHISHES TELL I, MREKLBRIMAPRIMRS:E , ISR BHIEIE
EEBFHER(CSR),



HBEFIECUCMA I EAMETLSEEY AR EERGIRNEBNERRLEEERNERE
( FQDN#&R )
MEE . EEXESHEEEBCAESANFTRIAFEME I EE , TEEFQDNER,

- Expressway-E

A8 AR RS 2 E M (domain1). XMPPE#&1E., S AEFIBEIM&PHE ARES L& B/EIX
BEBE. RETERBERATLSAEHB XA Unified Communications XMPPE{ & 3B F E
E W IhAE, A fEExpressway-C EE4AMCSRERIELH A,

¥NIC

AENBERERENEF(NIC) R ARERR

M{ESTE

Bl EExpressway-ELAFERAEMEE N EHE  BAMNENEOPEELFEAIFEEEE,

matacs Pd = L

se dual newerk intefaces . Lse dual network inleraces selto Yes

Eatemal LAN inferie LaM2 = | i Eutermal LAN mterface used 1o connact to intemet

EEAYEBANEEE 7 YesEl |, Expressway-E{EEE A2/ [ L EExpressway-Ci#t {TXMPP&
Ao Ak , XRERREEEL N ﬁthI'T’IEIE-%o

—{EsTE — 2 3IPiit
MREFH—ENE , X EFEHLHIPHUFE B Expressway-E , BIEEZBEMEKRESE,
—{EsTE — AP

MREFEH—ENE , XEFERLEIPHutEEExpressway-E , B X EELE i R84 3% iyt i
(NAT)Hb 4t -



P paioen 17w - 1
ua nabwek ilafacis i Use dual nebwork interfaces set ta Ma
P4 gabaw, TDLLE. 52D i
el gobowa
&K 1 lntwensl
| B8535 ST Private ip address of the Expressway-E
Hed subnet mask EELA LI T
Pred sunct range 10.40.36.0 - 10,448, 38 26
Ped wiatc RAT mode | On = |1 b
Enabled static MNAT
Pod stz NAT sccims e ] Public ip address for whech static NAT has beoen

configured to the Expressway-E server

EEERERT , XA®RR -
- B XM foFFExpressway-CHé R EEIEE A HIPtbit, EBANATRSY,

- Expressway-C L BB E FixEEE B 7 EEExpressway-E I FFRENAT b 11k PTEL 9 3 S ib ht
, TEA 5l # £20.20.20,

BE: AESRBERBEBNESLEY  F2EENPEE S BAREEARRE (FH
Expresswayit 1712 ) T2 5 M M e&4.

R

BRIRBERARLERNBERERF.

REREGF

AERENEA T AREERE TR,

AERG TR — LA ERHI |, B 2= 1] LAE A Collaboration Solutions Analyzer , B =G
MRAZ A EEEEE’JFJTEEEHE’J HEERURERDE AR ER.

EREEE
ENSRMUFRERIPuL , REFERVURLRABBCN)FLER , SECETEIUATAR

Event="Outbound TLS Negotiation Error" Service="SIP" Src-ip="10.48.80.161"
Src-port="25697" Dst-ip="10.48.36.171" Dst-port="7001" Detail="Peer's TLS
certificate identity was unacceptable" Protocol="TLS" Common-name="10.48.36.171"

EREA MR | 80 LU EExpressway-EAFHERUTREA :

Module="network.ldap" Level="INFO": Detail="Authentication credential found in
directory for identity: traversal"

Module="developer.nomodule" Level="WARN" CodeLocation="ppcmains/sip/sipproxy/


/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-1/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-1.pdf
/content/dam/en/us/td/docs/telepresence/infrastructure/vcs/config_guide/X8-1/Cisco-VCS-Basic-Configuration-Control-with-Expressway-Deployment-Guide-X8-1.pdf
https://cway.cisco.com/tools/CollaborationSolutionsAnalyzer

SipProxyAuthentication.cpp(686)" Method="SipProxyAuthentication::
checkDigestSAResponse" Thread="0x7f2485cb0700": calculated response does not
match supplied response, calculatedResponse=769c8f488f7l1leebdf28b6labldc9£f5e9,
response=319a0bb365decf98clbb7b3ce350f6ec

Event="Authentication Failed" Service="SIP" Src-ip="10.48.80.161"
Src-port="25723" Detail="Incorrect authentication credential for user"
Protocol="TLS" Method="OPTIONS" Level="1"

¥NIC

BUAENICIESE BN EARERFEREF | Expressway-CH % E R T Expressway-Ex1T#7400 £
BIXMPP&Z , MExpressway-C BB RIEER

xwayc XCP_JABBERD[23843]: UTCTime="2014-03-25 17:19:45,843" ThreadID=
"139747212576512" Module="Jabber" Level="INFO " CodeLocation="mio.c:1109"
Detail="Connecting on fd 28 to host '10.48.36.171', port 7400"xwayc

XCP_JABBERD([23843]: UTCTime="2014-03-25 17:19:45,847" ThreadID="139747212576512"
Module="Jabber" Level="ERROR" CodeLocation="mio.c:1121" Detail="Unable to
connect to host '10.48.36.171', port 7400:(111) Connection refused"

xwayc XCP_JABBERD[23843]: UTCTime="2014-03-25 17:19:45,847" ThreadID=
"139747406935808" Module="Jabber" Level="ERROR" CodeLocation=
"base_connection.cpp:104" Detail="Failed to connect to component
jabberd-port-1.expresswayc-vngtp-lab"

DNS

E Collaboration EdgefYSRViE #% 2 #3R& [ i FQDNEZExpressway-E Lt Bt i& FIFQDN A P fig B
, Jabber MR T 885

WARNING [9134000] - [csf.edge] [executeEdgeConfigRequest] XAuth Cookie expiration
time is invalid or not available. Attempting to Failover.

DEBUG [9134000] - [csf.edge] [executeEdgeConfigRequest]Failed to retrieve
EdgeConfig with error:INTERNAL_ERROR

TEExpressway-EMRZ K BaEH , AILLEEIHTTPSE B A & ¥ BB EE E T cookie:

Set-Cookie: X-Auth=lellllel-dddb-49e9-ad0d-ab34526e2b00; Expires=Fri,
09 May 2014 20:21:31 GMT; Domain=.vngtp.lab; Path=/; Secure

SIPig;

fEExpressway-C £ R I8FrERISIPIZ B |, Expressway-EREZIEAHEE , Y BEDHA
25 3Eix 3% Fi%k403 Forbidden’® £

g‘II:,-I
|
[:;‘}_?

ExpresswayE traffic_server[15550]:

Module="network.http.trafficserver" Level="DEBUG": Detail="Sending Response"
Txn-id="2" Dst-ip="10.48.79.80" Dst-port="50314"

HTTPMSG:

|HTTP/1.1 403 Forbidden

Date: Wed, 21 May 2014 14:31:18 GMT

Connection: close

Server: CE_E



Content-Length: 0

ExpresswayE traffic_server[15550]: Event="Sending HTTP error response"
Status="403" Reason="Forbidden" Dst-ip="10.48.79.80" Dst-port="50314"
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