A R R 5 0 BRI B (£ A B RS
(RADIUS)frl AR B 5% <E

RinERFBEAMLAERBE(RADIUS) R —EMRRBEANE , BEENEARRRENERER
HERKERFE, BHENMFTE (AAAHKTriple A ) BE, RADIUSIRESZEBWM AN EABER
BEAENE D , UFARARNERN, §l  EXEREDLZE T A AHWI-FiBE, REEF
%gﬁ?@%%jﬁﬁﬁﬁégbﬁ%o RADIUSTIIRSBEREFAETWANEE , LEBEBRTA
o iEBFEL

ARERADIUSAIRBRHNIERLZLURER  RATCERETFinsi £ A& BRI 2T
58T, RADIUSTIRFE M RERMRTAMN, ENSHNREERENERERBE,
RADIUSTAIRRERtb S RRIEE A EFERER, REBEEAE , WEFTFWEREREEGERE R
, LAGE B 6 A B R AR AR

RADIUSfA R R — R AR=R , AT 2H HBMARADIUSH EER XK. RADIUSH AR
SRR EEEREF1T802. 1XHFE B FEURHI(MAC) it

ARIEREA T WA ESX350, SG350XFSx550X F Il X it | At ERADIUSERE o

HRAKR

. Sx350% %I
. SG350XZ& %l
. Sx550XZ& 5

Ly TR

- 2.2.5.68

B BRADIUS Rl AR 2R E

Bl ERADIUSfRRZR £ R MR E
SB1BEABRBEEEAWebHWERTES , I #®Display Mode T i 2 #1212 Advanced,
O Svanced v |

Advanced

B2 1E# Security > RADIUS Server > RADIUS Server Global Settings.



kP Configuration

TACACS+ Client
jent
v RADIUS Server ]

RADIUS Server Keys

ER3.1# P EnableZRBY /5 #1 LA #R RADIUSfa R 83 ik &
RADIUS Server Global Settings

RADIUS Server Status: OEnable

2 Authentication Port:

8 Accounting Port:

SRABARRN B NREFRORADIUSAREFENEHAEER S EUDP)RR, HER1E
65535 , FRX{EAR1812,

RADIUS Server Global Settings

RADIUS Server Status: | Enable

0 Authentication Paort: 1812

8 Accounting Port:

S BR5 8 ARADIUSTA REFIEMUDPIESE | ANECIREE R, EIEA1XE65535 , FARES
1813,

RADIUS Server Global Settings

RADIUS Server Status: | Enable
2 Authentication Port: 1812
2 Accounting Port: 1813

FER6. ( 2 ) EARADIUSEEREHEKIEM , 55 E R Trap Settings T #EnableEzEX 5 3
, AEHRADIUSEIRFE B
Trap Settings

RADIUS Accounting Traps: OEnabIe
RADIUS Authentication Failure Traps: Enable
RADIUS Authentication Success Traps: Enable

[—Awl-y—” Cancel ]

HERT. (HE ) ERRBNBEALEKEB | FBETRADIUS & 14 B 78 5K R B A9 BUR BREL T 52

o




Trap Settings

FADIUS Accounting Traps: +| Enahle
RADIUS Authentication Failure Traps: OEnable
RADIUS Authentication Success Traps: Enable

[—Ap.p.h,r—” Cancel ]

HERS. (NE ) ERARNNE ALK | FHiEFRADIUS & 17 B 7 5 2h 4 B A9 B BREL T 32

o
Trap Settings

RADIUS Accounting Traps: + Enable
RADIUS Authentication Failure Traps: |« Enable
RADIUS Authentication Success Traps:@nable

[—Ap.p.h,r—][ Cancel ]

S ER9.32— T Apply.

HE210.8 ERTEEEKIFE. BXAREERE ,

M %ﬁﬁ]ﬁ%ﬂﬂgﬂ_\o %:,EJJ , %EEEE‘E_—FB!EEO
ECERADIUSRIARZR 20

HER1.,52#ZRADIUS Server FHIRADIUS Server Keys.

TACACS+ Client
RADIUS Client
* RADIUS Server
RADIUS Senver Global Seftings

AED TERRME ERE

S, (AR ) MREFEE , WATERRADIUSE ., EDefault Keyh i ANEKERIIRE
i B ARES ( £Add RADIUS ServerE M+ ) LAfEHTERSE,

RADIUS Server Keys

Default Key: O keep existing default key
Encrypted

Flaintext

MD5& Digest: bed128365216c019988915ed3add75th

[—P.p.p.h,r—][ Cancel ]

Default Key — BEEZHE L ENMRADIUSE Fin 2 BETERRBNNBNER SR FTH, &

HEE



- REREERESR — HREENRARS  RESEAFAREERERFTEYRADIUSE Fik
EITEMRRF

- BNE — EFEAEEMESMDS)EEEMZEA , FUMBREWA S,

A —FERANEXNTHASB®TE,

MDSHE — ERFERAER AN ZBHMDSEE,

BIEE . FEA RIS | 182 T Keep existing default key under Default Key.

HER3.32 — T Apply.

S ER4. B BiETEBERDIFAT. EXAREEE  FED "TRERRE 258 BN
EZEEDHET.

S ER5. ( A& ) £ Secret Key Table[EBiF T , &2 — TAddZRFTIE S8,

Secret Key Table
MAS Address | Secret Key's MD5
0 results found.

Add...

S ER6.1ENAS Addresst{i F i ANASE 2 ERADIUSE F im i 33 M1 1P 31t
MiRE : ETENERT , 192.168.1.118 A1EIPHb 1t B Rl

£ MNAS Address: §192 168.1.118

Secret Key: o se default key
Encrypted

Flaintext

SR BREECEENTR,
e ETES , BEFAXER TR,

& NAS Address: 192 168.1.118

Secret Key: Use default key
Encrypted

= Plaintext |MySecretkey

|Apply—|| Close

BIETE
- FHERSE —HRNEENRRSE  HZEFEHFHBEANER SR FEHRADIUSE FiniE
TEHRRE

. BiNE — EfFEAMDSINZRER , FEANBRERANEE,
AN —HERANEXTEALRTE, RZSURA128@FT.

S ER8.3 %2 — T Apply.



FER9.E BIETREERDER. EXAREEE  FE3 "R, Egs O
%ﬁﬁ]ﬁ%ﬁﬂ’ﬂﬂ_‘o 7I:'I<IE\IJ , %E_Tﬂ%o

AR FERADIUSRI BB 25 #H48
RADIUSTRBRE 48 R 1516 5 B A (FERADIUSAIR BB H LA B, BREM , HEEUTRY

S B 1. 2FRADIUS Server FHIRADIUS Server Groups.

TACACS+ Client
RADIUS Client
+* RADIUS Server
FADIUS Senver Global Seftings

RADIUS Server Users

% B2 .3 — T RADIUS Server GroupZ FHIAdd#% R,
RADIUS Server Groups

RADIUS Server Group table
Group Mame | Privilege Level | Time Range VLAMID | VLAN Name
Name | state
0 results found.

Add...

SEBIEBEREF , £ Group NameBfLH & AHN BB, ZRSAEWA32{EET,
MiEE . TELAGroupA1&Hl,

2 Group Name: IGrDupM

& Privilege Level: Range: 1-15, Default: 1
Time Range: Enahle

Edit

SERA I N B BN TR RER B, 5T AR BIRE &2 BCAR 1832 M aY S EAR AV Bh R AR B o
&R AR E R BN 150V B, TRRRTE R,

BRE : LRGP, AT,



& Group Name:

% Privilege Level:

Time Range:

.1 ( RECLIME ) —

( ;/FE%CLIQEF‘?)
ﬁganiﬁﬁ}ﬁ‘ﬂ y nﬁ/ ﬁ

. 15 (BEEEHE ) —

GroupAl 7132 e ]
7 R = ]
Enable
Edit
%El:FEIJEFH% /fﬁFﬁGUl th./\HEmFﬁTEE&%QEEE E,JCLIED-F'O
AP FEREELEGU, Y R BRLEEFREBERBMNCLIW
CLIZZEER,
— HEPERETTUREGUI , YR EXE

SERS. (AR ) MRERNBEEAFEHESEE  FEFSEEENBRARIN SR, T8, FH%E
SER15,
& Group Name: GroupAd 7132 ] ]

£ Privilege Level:

Time Range:

$E86.3%2 — T Time Range Name35i2 FEditiEfE LATL B Times%

£ Group Name:

2 Privilege Level:

Time Range:

7
@Enahle

1L e
axX AE o

GroupAl

7

SRTAENR—EEHAE  BALENRESER  WELTRESEEERE. B—T
rOKJ ( EEE ) o

[ Cenfirm dialog closing - Google Chrome — O x

A Not Secure | b#5://192.168.1.116/csb1cad552/kubrick/co

The navigation to the Time Range page will close the
currentwindow. Do you want to continue?

b

- oK [ Cancel

1R

70N

RBELEKER "REEE) B,
S B8 % — T Time RangeX T HAIAdd#Z S,


/content/dam/en/us/td/docs/switches/lan/csbms/350xg/cli_guide/CLI_Switch_350.pdf

Time Range

Time Range Table

Time Range Name = Absolute Starting Time | Absolute Ending Time

0 results found.

Delete

FROE "KEEEAE, MuTaARHEENERE.
BEE . ETES , N TEIFERL /6,

£ Time Range Mame:

Absolute Ending Time:

Feconnect

Ahsolute Starting Time: =

-

Immediate
Date

Infinite
Date

9/32 characters used

Time HH:MM

Time HH:MM

\hpply|[  Close

l

SER10. - TERZMBETRNEYH B NGERER.

£ Time Range Mame:

Absolute Starting Time:

Absolute Ending Time:

Feconnect

jate

12/32 characters used

Infinite

* Date 2016 v | [ Sep v | |15 v | Time |14 v | |00 v | HH I.'I.]

# Date 2016 v | (Sep v | |23 v Time 13 v | |59 v | HHMM

|apply—|| Close

]

- BERKREE — EERMAKE  HEFUTER
- M — MRFBEREEEARLG |, FREBLEER,

- BH. BB — REBEEEREEEFRA B MR

- BEEREGE — EERRAKE  HEFUTER

- Infinite — NRFLEREHE K THER , FHEZLRIE,
- BH. BB — REBEEREHEES R B MR

BEE - EULRHIH , BIF TRHIMERB, .

SBR11.3%2— T Apply.

RIEEIEE,

RIEEIEE,

$HER12 B %i%ﬁﬂiaﬁimﬁﬁo ERARERE , EEI THERE, ERE
Bl ey EESNER. B8, 35— THE.

REEREIER,

S E13.H X% — T RADIUS Server T #JRADIUS Server Groups.



_

TACACS+ Client
RADIUS Client
* RADIUS Server
RADIUS Server Global Settings

RADIUS Server Ke
e
=Fnjl arver Llsers
SB14FFENNERESERTE "RADIUSHIBRES4E  (RADIUS Server Group)&ig T, EH

EEBEENE , ARE—TEdit.
RADIUS Server Groups

RADIUS Server Group table
# | Group Mame | Privilege Level | Time Range VLAN ID | VLAN Mame

Mame state

o

HER15, (ALE ) BREFEMNVLAN, RIRERE

- & — RIEEVLAN,
- VLAN ID — #8EVLAN ID,
- VLANE & — JBEEVLANE R,

Group Mame: GroupAdl -
& Privilege Level: 7 (Range:1-15, Default: 1)
Time Range: | Enable

Time Range Name: | Reconnect v | Edit

V0LAN: Maone
® VLANID a (Range: 1-4094)
VLAN Name 032 characters used

[eppt [ ciose |

BHEE - ANEHIHFEHBZVLANID 8,
& ER16.32 — T Apply.

%. Eﬁ/ﬁﬁﬂiaﬁi%ﬁﬁo BRAREERE , FED "EREFE ENE
BZEEHNET . &8, FE—-THRA.

B MRADIUSfal il 88 £ ) &

EREREIER S EIAE
SEB1.3%—T "RADIUS Server, JE FHIRADIUS Server Users.



RADIUS Server Users

S B2 % —TRADIUSE A& RE THAJdLER,
RADIUS Server Users

Filter: [ Group Name equals to [ Go ] [ Clear Filter

ser Mame Group Mame Passwords MD5

E[ Edit. || Delete |

S ER3.7E User NamelR i A P&,
MIEE : EAREIF | EAUserA,

& User Mame: JUserd I (532 characters used)
Group Mame: | GroupAl -
Password:

® Encrypted | |
1 Plaintext | (064 characters used)

|Apply|[  Close |
SWAR TE, THRENREEREFTBIE

& User Name: |UEEFF|. | (5/32 characters used)
Group Name: | GroupA1 v |
Fassward:

® Encrypted | |
i Plaintext | (0/64 characters used)

[Apply| | Close |

SRS T "RiF, BEFPHNEERE.
HER6. WA BN BEERS,




& User Name:  |Usera 5132 characters used
Group Mame: | Group&l «

Fassward: Encrypted

& Plaintext |Passwirda 9/64 characters used

|apply—|| Close |

- BINE — SRFEANEAMDSMBZER. EFEMANE , FUAMBEABA SR,
AN — MRERAMENTRFH (REEMEKE ) , FEAEATRASRTH, XL
BRIMBETRF S,

MEE : ERROID | BEAXFER,
S ER6.%% — T Apply.

il

L ER7 H BETNRECKIFE. EXAREERE , FE82 "ERRAE ERE
Do EZEESNER. B8, FR-THA.

B SEZEERIEE T FAYRADIUSAIIRRERE
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