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g3 172.22.1.250
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Macintosh 172.22 1.108

hin-Clignt
in-Clie Secure Port Forwarding Part 25

172.22.1.50

S5L Enabled Web
Browser

hitps:V182_168.0.37

EESEFi%SSL VPN

EALZL2KEEERSDM)NME P RUNBEECisco IOSLEEEE FimSSL VPN , EEWT
JINE(CLNRESDMEARRXPFEREEC., WRHIERBE,

1. #EConfigureE &, FEMBEETF , BEVPN > WebVPN. #— T Create WebVPNE ., %
— T Create a new WebVPN3 2 228, % — TREATHBER IR,
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[ Ciseo Rauter and Security Device Manager (SOM: 10.89.129.170 = AEd
File Edit View Tools Help

- Cisen SviTems
@% Conipan Merier | HEE;' sl.:-;.m &E-ﬁ H?;F M

@) Home

3 St le-Site VPN “““ﬁmhl Edit VWetiVEN |
la'; Easy VPN Remote
I'HT. Ea::-'."F‘hl e SO can guide you through YWeb\VPH configuration 1asks. Salecl & lagk; then otk
l:-r,' amic Mutipainl VP Launch the selected 1ask’ butlon.
WehW=r Galoways \isa Case Scenario

™ Packages
1 WP Cemponenis

CHIS i rd srsbied onoyour rouber. e soms VbV N services Erystfe: DS

Recommended Tasks
’meﬁhmllﬁwmmmﬂﬂ.

% Create o new WabVPN
Uiz this wezard bo cremis & newy Web VPN,
" Add a new policy {0 2n axisting WebVPN for o new group of users

Lk fhiss wzird b0 crswla s neree policy |0 fr eedsting Veb'YP for & nerw grous of Leers, Fior seampla
you can create sepansls poboiss for different depssments i your company.

" Corfgure advanced Teabures for an exising WabVPH

Lige fhix wezard ko configure sdranced festures uch sz thin chenl, Tull lunmel, and Cmoo Secums

Launch me selected task |
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Welcome to the Create WebWPN Wizard

The Mew \WebWP M wizard lets you to do the following:
* Specify an IF address, name and digital cenificale for the WabVPN,
* Create users locally, and specify how these users should be auihenlicated.

* Enable the router to dowmload full-tunnel WebvPH cliant softéare to cllent PCs,
{ Tor full-unnel connectivity,

* Bpecify the corporate infranel sites users are allowed to visit, and provide a link
to their e-mail.

* Customize the WebWPN portal page.

{Nept>] :u':n:':hl Cﬂ"ﬂﬂll Help I

B A LbWebVPNABERY IPH i FIME— B FE, 2 "Nexts (F—%F ),
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P Address and Hame

Thiz is the IP address users will enter to access the WebVPN poral page. If multiple WebVFH
senices are configured in this rauter, the unigue name is used fo distinguish the senice.

IF Address: |192.168.0.37] E] Name: |webvpn

[ Enmable secure S0OM access thraugh 192.168.0.37

| Digital Certificate

router.

Certificate: |_'I.:I"'I':_,_'_'. 01 _Certificate LI

,.-"_E Information

URL ta [ogin 1o this WebBVPN sendce: hitps:M192.168.0.37 webvpn

'h'BE.ﬂil Nn{}ﬂ Finish l G:anc:ﬂll Help I

3. User Authentication& & A FF iRt EAE S A RIFNHE, HHEEBERARAHSE ERHE TR

o BRI LAEARE,. BRERCIRAAAA GRS, EFEERE , FIX—TAdd. £Add an

Account ( ¥TIEIRF ) BB LW AFEHEENR , REIZ—TOK, EUser Authentication®#H £
2 — T Next,




User Authentication

¥ou can configure user accounts locally on this router. You can configure user accounts on a
AAA server so thal the router can contact this server to authenticate users when they iry to log
anh. Spacify how YWebVPN should authenticate the users when they login.

fdd an Account

I

Enter the username and passward
{]
] usemame: lausnmil ]
q
1 | Password =None= ]
) ; i

New P r: s it |

) e Passwo |
i Confirm New Password: -
i

I Encrypt password using MDS hash algorithm

Privilege Level: 1 =

oK Cancel | Help |

= Back | Naxt= | ~inist | Gar‘n:all Help I

WebVPN Wizard & & R FF B EIntraneti@lh , Bt SR ER K RALERAEXFRECEHES
%, MREAFFBEREY  BEAEEFERTEEFFIHSSL VPNELE |, LR B R EARIE
MEE RN,
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Configure Intranat \Websites

You can configure groups of infranet wehsites here. Each group can be given a heading and
can contain one or more websitas. Each of these grougps will appear in the portal page as

links that users can click to navgale to these sites,

Add or select the group ofwebsites yau want fo display in the portal page.
Action | URL List

=al

Oelate

It

=;Etad{| Nﬂt_r '—;n.:nl G:ant:ail Help I
ki,

# "Nexty (T—%), BEBER—RBEE 6 AMRELBERFik. EXTEARNERE
%SSL VPN ( 22 ) , BUHIEREnable Full Tunnel, 3% "Nexty ( F—% ),




Enabling full iennel downlozds the YebFM full tunnel client software to the client.

P Address Pool

Create @ nevw or 2elect an existing address pool from which clients will be given an [P address
when they connect.

IF Address Fadl

W linsi2l Ll Tunnel Gliant

The Tull tunnel client 2oMware should be installed on wour router, so that it can be

downloadad by clients when they connect o VWebWPHN serdcs on this roufer, Specifi ihe
location of the full funnel softwane install bundle.

Locston: |

Browse... |

Dowmload latest Full Tunnel clignt install bundle.
¥ Heenihe FOlT Tunnel Glienfsafivara inslaied o dients PG
Click Advanced Tunnel Options... to configure split lunneling, solit NS, browser pross

zattings, OMS and WINS samvers.

Advanced Tunnel Options.. E

<Back | Nept> | finich | cancal | Haip |
)

4. BEE&EWebVPNFIF EHEMANEHIEZARINBE. & "Nexts (T—F ).




WebVPN Wizard

Customize WebVPH Portal Page

logo, You can create new themes,

~ou can customize the WebVPN portal page that is displayed to users. You can selecta
predefined theme for the portal page. A theme defines colors for texts and background and a

and customize colors, lext and logo in EditWabVPR mode.

Theme: |Open Highway

BN

Preview: [Ocean Breeze
Deser Sands
Festival

Cisco SYSTEMS ERIENEI
Web VPN Server
1 Floali k
Websites
Internet
Eriter Web address (URL): [ | Go

«-;Elaﬂcl Nm:t:-| Finish | Gancall Help I

RERERE A ARR-TER>RE.




Summary of the Configuration

WebVPN Senice Name  :webwvpn
WebVPHN Policy Mame - policy_1

WabVPM Gateway Mame : gateway 1
Usar Authentication Mathod List  © Local

1 |Intranet websites: Disabled

Full Tunnel Configuration
SVC Status cho
IP Address Pool ©<MNone=
Split Tunneling : Disabled
Split NS - Disabled
Install Full Tunnel Client : Disabled

DS s not enabled onyvour router, As some WebVPR services require DS 0 work, itis
ﬂ:,::}, recommended that you enable DS,

<Back | teit- | Finigq |

5. BB R EEEEBRIEAWebVPNAERBMWebVPNLET X, BEBEEFIRE  BLEEEF
ImEMREIWebVPNEF AT A, EZEConfigure, EEVPN > WebVPN, #iZCreate WebVPN, i#
12 B2 1 #ll Configure advanced features for an existing WebVPN , #A# % — T Launch the
selected tasko

Help
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YWelcome to the Advanced Web\VPHN Wizard

The Advanced WebVPH wizard lets you configure advanced features for an existing
WebWPM. You can use this wizard to do the following:

* Configure links in the poral page to intranetwebsites and web-enabled
applications such as Microsoft Ofice Oullook e-mail.

* Configure the router to operate nthin client mode. This mode suppots port
forwarding, which enables users to run clieni applications on thelr PCs and
{ securely connect 1o corporale sepers,

* Enable the router to dowmload full-tunnel WebvPH client software on users PCs,
| alving therm full-tunnel connectivity.

* Enable the rouler {o download Cisco Secure Deskiop software on users PCs,
* Configure the router to use the Common Intemet File System (CIFES).

* Enable cllentiess Clirx by configuring the router with the URLS for Clirx serers,

RTHREREEWebVPNE T XMEAEH, B "Nexty (T—F ),




Select the WebVPHN user group
Select the WebVPN and the user aroup within that WebWYP N far whom vou want o configure

additional advanced features.

First select the YWebWPM where the user group is defined and then select the user group.

WebVPH: |webven =l

User Group:  |policy_1 =l

Default Group:  policy_1

a-cEtarkl Nq}{| Finish | Gant:ﬂll Help I

i##ZThin Client(Port Forwarding) , A% 12— T Next.



"WebVPN Wizard

Selectihe advanced features you want 1o configure for user group policy_1 in WebvFn
welvpn.

I Clientless Mode
Configure predefined LURL links In the portal page for Intranet Websites and Web
enabled applicalions such as Micrasof Ofice Ouliook e-fiail,

i iThin Cilent (Fort Forwardinaji
Allows wsers to run client applications on their PCs and securely connectio seners in
corporate network.

I 82L VPN Client (Full Tunnel)

Installs the WabWPM VPN Client application on client PC. The Cliant PC will becoma
part ofthe corporale network,

™ Cisoo Secure Desktop
Installs Cisco Secure Deskiop on client PC.

[ Common Internet Flle System (CIFS)

Enahled users to browse and access files in their Windows software-based sernsers in
the corporate netwark

I~ Mative Citrix Support
Enables usersto use a Chirk setver sacuraly using ¥eb VPR,

<Back | Next> | cinich | Cancel| Help |

WAZBBEERREHNER. BRBELARTEE  BRTUEIHBEIENEF K
PCLHITERRE. & "Nexts ( F—% ),



WebVPH Wizard @

WebVPN Wizard

Thin Client (Port Forwarding)

Thit client enabled WebyPN users to run cliant applications on thelr PCs and connect to
serers in corporate network, For example elients could run an amail client application on a
public PC that connects to an e-mail (MAP, SMTP) sender on the corporate netwark

Specify the serners and port numbers of applications you want WehVPR users 1o have
ACCEEE 10,

Server Port Fort on Client PC Descriplion Add... |
172.22.1.30 23 2001 Foutert Edit..
172.221.10 22 2003 Router? 55H

Delate |

Add Port Forwarding Server H

Senver IP Address: J 1T72.22.1.20

Server port an which
senice is listening:

110

IF address ol your SMTP
Fort on Client PC: 3002 Learn mare.

Description: |Pap3 Email

GK%J Cancel |  Help |

:Etatkl Nm:t:-| Fimish I G:ant:ﬂll Help I

HERERE  RARE-TRER-BE>HE,



‘WebVPN Wizard

WebVPN Senice Name  :webwvpn
WebVPHN Policy Name - policy_1

Thin Client {Port Forwarding)
Servers Exposed to Users: 17222 1 50025 172 22 130023 172 22 1 10022 172 22 1 2011

<] (2]

DS s not enabled onyvour router, As some WebVPR services require DS (0 work, itis
é::: % recommended that you enable DMS.

Help

<Back | 1ot -

Finﬁ' h |

SDMELEM#E R

ausnml-3825-01

Bui | di ng configuration...

Current configuration : 4343 bytes
!
I Last configuration change at 15:55:38 UTC Thu Jul 27
2006 by ausnni

I NVRAM config | ast updated at 21:30:03 UTC Wed Jul 26
2006 by ausnni

!

version 12.4

service tinestanps debug datetime nsec

service tinestanps |og datetime nmsec

servi ce password-encryption

!

host nane ausnni - 3825-01

!

boot - st art - mar ker

boot system flash c3825-adventerprisek9-nz. 124-9.T.bin
boot - end- nmar ker

!

no | oggi ng buffered

enabl e secret 5 $1$Kbl u$508qKYAVPW yv9Ir Ybr JLi /




|
aaa new node
|
aaa authentication login default |oca
aaa authentication login sdmvpn_xauth_nm _1 | oca
aaa authentication login sdmvpn_xauth_m _2 | oca
aaa aut horization exec default |oca
|
aaa session-id common
|
resource policy
|
ip cef
!
i p donai n nanme ci sco.com
|
voi ce-card 0

no dspfarm

!--- Self-Signed Certificate Information crypto pki
trustpoint ausnm -3825-01_Certificate enroll nent
sel f si gned seri al - nunber none ip-address none
revocati on-check crl rsakeypair ausnm -3825-
01_Certificate_RSAKey 1024 ! crypto pki certificate
chai n ausnm -3825-01_Certificate certificate self-signed
02 30820240 308201A9 A0030201 02020102 300D0609 2A864886
F70D0101 04050030 !------mmmmmmmmaaaaao !--- cut for
brevity quit ! usernanme ausnm privilege 15 password 7
15071F5A5D292421 usernane fall back privilege 15 password
7 08345818501A0A12 username austin privilege 15 secret 5
$1$3xFv$WYUsKDx ladDc. cVQF2Ei O user nane sal es_userl
privilege 5 secret 5 $1$2/ SX$ep4f sCpodeyKaRj i 2nikX/
usernane adm n0321 privilege 15 secret 5
$1$FxzChcQUIeUpBWIZ. scSzx8Rol ! interface
G gabitEthernet0/0 ip address 192.168.0. 37 255. 255. 255. 0

dupl ex auto speed auto nedia-type rj45 ! interface
G gabitEthernet0/1 ip address 172.22.1.151 255. 255. 255.0
dupl ex auto speed auto nedia-type rj45 ! ip route

0.0.0.0 0.0.0.0 172.22.1.1 ! ip http server ip http

aut hentication local ip http secure-server ip http
timeout-policy idle 600 |life 86400 requests 100 !
control-plane ! line con O stopbits 1 line aux O
stopbits 1 line vty 0 4 exec-timeout 40 O privilege

| evel 15 password 7 071A351A170A1600 transport input
telnet ssh line vty 5 15 exec-tineout 40 0 password 7
001107505D580403 transport input telnet ssh ! schedul er
al  ocate 20000 1000 !--- the WebVPN Gateway Webvpn
gateway gateway_1 ip address 192.168.0.37 port 443 http-
redirect port 80 ssl trustpoint ausnm -3825-
01_Certificate inservice !--- the WebVPN Context webvpn
context webvpn title-col or #CCCC66 secondary-color white
text-col or black ssl authenticate verify all /---
resources available to the thin-client port-forward
"portforward_list_1" |ocal-port 3002 renote-server
"172.22.1.20" renote-port 110 description "Pop3 Email"

| ocal -port 3001 renote-server "172.22.1.30" renote-port
23 description "Routerl" |ocal -port 3000 renote-server
"172.22.1.50" renote-port 25 description "Email" |ocal -
port 3003 renote-server "172.22.1.10" renote-port 22
description "Router2 SSH' !--- the group policy policy
group policy_1 port-forward "portforward_Ilist_1"

defaul t-group-policy policy_1 aaa authentication |ist
sdm vpn_xauth_m _2 gateway gateway_1 domai n webvpn max-
users 2 inservice ! end
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1. FAEFIHEIKEEBWebVPNAES , #81t Bhttps://gateway_ip_address. 0153 31 M —H)
WebVPNIE =R |, FBRCEZEWebVPNE B, Hla , MRERIUE AsalestViE , FF@A
Ijttps://gateway_ip_address/saleso .
€] WebVPN Service - Microsoft Internet Explorer =)<

Fie FEdit View Favartes Took Help F

Qui O X @ G P o @3- 5 - JED

L > e
Guuglt:-| :| Gl search ~ @ | B0 | B Popups okay || % Check ~ 5 Autcliok - »

Gisco Srsrims

WebVPN Service

Login
Please enter your usemame and password

Username: |ausnmi
Password: [sssssssl |

i Lggin |[ Clear |
F

&] Done | S @ internet
2. B AW EZWebVPNRRIRMNES., & — T Start Application Access.




et Exp m
e : -
Qe - © (¥ Bl G| Psexeh oo @ (3-2 wl - | JE P B
Address | @] https://192.168.0.37,index hti ]l B o™
Google - v| [C sexrch -+ O | 5D D ropupsokay | M chedk v 1 Ao =
“m“ seee WebVPN Service
. .
Start Annllcat]En Access
Websites
Enter Web Address (URL)| [Go]
€] https://192.168... = [0 E3
Start Application Access
Enter Web Address (URL)
A B intemet .
i8] https://192. 168.0. 37/topfindesx. himl = = Internet

3. RicMERIEE T "ARASBE, &8, B UEARIRRNA RO Pt AR EARER

o fltn | Ei@EiBTelnetiE#F EIRouter 1 , 55 Atelnet 127.0.0.1 3001, MEJava/MERFHE
AEEEIWebVPNHEEE , REWebVPNBEUZ WA N SEMIRERE —R, KINAER
& E 3 Bytes OutIBytes In%llE i,



] https://192.168.0.37 - Application Access - Microsoft Internet Ex... |~ |01 [53

Close this window when vou finish using Application Access.
Please wait for the table to be displaved before starting applications.

If yvou shut down vour computer without closing this window, you might later have
problems running the applications listed below. Click here for details.

Mame Local Femuote Bytes Out| BytesIn | Sockets
Fop3 Email 127.0.0.1:3002 [172.221.200110 | | 0 0

Click to activate and use this ccuntrn:ull

Reset nte counts |

aE_LI ® Internet

it

B4 Eshowin S EEWebVPNEE, B ERSHNE(CL) LHTEL RS , ETRITERAN
Hth&H. EFMEMEshowm DAL , B2 EEEWebVPNEE,

WHEZFFRIS(EHEEMREFEA)OITXERE Eshowin . EAOITHEshowds & H#Y 5 #

o

REREDE AR

ERASHAE , BERETREERE.

EFIRERMSARESUN Java 1.4HESRA. fitJavaZhil T HEEUL K EAYEIA

FARAHERR 3 PR B 5
B : ERdebug® B8l , FEEBEAMDebugH FHERERE.

- show webvpn — — &7 % EEWebVPNE B i showdn s To AIMECLIF#ITELRELUBETE

FTEAMEMER, E5FM E?ﬁﬁshowﬁ HRE , F2REBEWebVPNEE,

. debug webvpn — — {# fidebugiE & ¥TE%EE%§LEEEE§5§?0 EF AR debugin 51 A

%, B2BEEAWebVPN Debuqﬁ%‘%o
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