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1. 8E18 (BREMARE)

ampcli> status

Status: Connected

Mode: Degraded

Scan: Ready for scan

Last Scan: 2023-06-19 02:02:03 PM

PoTicy: Audit Policy for FireAMP Linux (#1)
Command-Tine: Enabled

Orbital: Disabled

Behavioural Protection: Protect

Faults: 1 Major

Fault IDs: 18

ID 18 - Major: Connector event monitoring is overloaded. Investigate the most act
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https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214523-amp-for-endpoints-linux-connector-faults.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214523-amp-for-endpoints-linux-connector-faults.html
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https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214523-amp-for-endpoints-linux-connector-faults.html

ampcli> status

Status: Connected

Mode: Degraded

Scan: Ready for scan

Last Scan: 2023-06-19 02:02:03 PM

PoTicy: Audit Policy for FireAMP Linux (#1)
Command-Tine: Enabled

Orbital: Disabled

Behavioural Protection: Protect

Faults: 1 Critical

Fault IDs: 18

ID 18 - Critical: Connector event monitoring is overloaded. Investigate the most
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Tasks: 223 total, 5 running, 218 sleeping, 0 stopped, 0 zombie
%Cpu(s): 29.4 us, 34.3 sy, 0.0 ni, 36.2 id, 0.0 wa, 0.0 hi, 0.1 si, 0.0 st
MiB Mem : 7943.0 total, 3273.9 free, 2357.6 used, 2311.5 buff/cache
MiB Swap: 2048.0 total, 2048.0 free, 0.0 used. 5141.2 avail Mem
PID USER PR NI VIRT RES SHR S %CPU %MEM TIME+ COMMAND
34896 userl 20 O 18136 3292 3044 R 96.7 0.0 0:04.89 trusted_process
4296 userl 20 0 823768 52020 38900 R 48.0 0.6 0:10.90 gnome-terminal-
117 root 20 O 0 0 0I 12.3 0.0 0:01.86 kworker/u64:6-events_unbound
34827 root 20 O 0 0 0I 10.3 0.0 0:00.47 kworker/u64:2-events_unbound
1880 userl 20 0 353080 101600 70164 S 6.3 1.2  0:30.37 Xorg
34576 root 20 O 0 0 OR 6.3 0.0 0:01.46 kworker/u64:1-events_unbound
2089 userl 20 0 3939120 251332 104008 S 3.0 3.1 0:23.25 gnome-shell
132 root 20 0 0 0 01 1.3 0.0 0:02.67 kworker/2:2-events
6951 root 20 0 1681560 213536 74588 S 1.3 2.6 0:41.30 ampdaemon
741 root 20 0 253648 13352 9280 S 0.3 0.2 0:01.54 polkitd
969 root 20 0 153600 3788 3512 S 0.3 0.0 0:00.36 prilshprint
2291 userl 20 0 453636 29388 20060 S 0.3 0.4 0:03.75 prlcc
1 root 20 0 169608 13116 8524 S 0.0 0.2 0:01.95 systemd
2 root 20 O 0 0 0S 0.0 0.0 0:00.01 kthreadd
3 root 0 -20 0 0 0I 0.0 0.0 0:00.00 rcu_gp
4 root 0 -20 0 0 01 0.0 0.0 0:00.00 rcu_par_gp
5 root 0 -20 0 0 0I 0.0 0.0 0:00.00 slub_fTushwg
6 root 0 -20 0 0 0I 0.0 0.0 0:00.00 netns
8 root 0 -20 0 0 0I 0.0 0.0 0:00.00 kworker/0:0H-events_highpri
10 root 0 -20 0 0 01 0.0 0.0 0:00.00 mm_percpu_wq

ﬁfﬂ%:xt:']ﬁ_ﬂﬂglzﬁ;ﬁﬂgﬂlbmh ﬁ?’j trustedJ)rocessT:l_:zkﬁJ':F T:l_: E%/RT ?k?ﬂf;& 11_5& I_ﬁ
BeESBEE, iﬂz/x’ﬁIEEEw‘ﬁsﬁ EEBRE. EERMES, I¥ZEENERTEIMFHNER
HeBrp, BESH EBR L RIFHER— X , BREEVHRNSESR,

612 FIEER

MRBEEHEERMET TER (HlWREHEX ) , AIMRE ¢b¥ﬁﬁﬂiiﬁﬂu7%\ﬁﬁ,/ﬁﬁl Mg
BEHE18MEERER, EHEMZEFER E’J*ﬁﬂ]ﬁ%‘iﬁ_ﬁﬁfﬁ =, e RILE SUHER ERE
, MR ENEEITHINER.

TREZESIZEENIERNRREDER. EAMERHRARAERERNGA  YERBRAUER
MITRAREBHNRD, BR , HAEBRFZDNER b SR MBHE R E 28R (DoS) B E ka2

o MREBRFIFHBZ , WEARER18HFRERN | b%ﬁﬁ%‘aﬁ’:ﬁ%% AEEN  EXERE
%’:\,ﬁiﬁ@i}ﬁé‘o EN L$1¢TE'I$E’JTE9EI3§1EET%%*%§1%%%H%E’Jﬁb o MMAFERKREFER
BER  E-HMFEFEE EFH top BT ( RELHT ) EEF@*EEEHUEEJJE’J&& , WA AT L
BENE ﬁzﬂ%hﬂhﬁ’;&‘?’éﬁﬁ TR

E=H14 : BiESRER


https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
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https://docs.amp.cisco.com/en/SecureEndpoint/Secure%20Endpoint%20User%20Guide.pdf#G12.3406229
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