FBRNTRBERAENHREERR

NOT FOUND : T BIFERNWEES
SSL: CERTIFICATE VERIFY FAILED]EE R KB ( ssl.c:590)
fE8 W

&

ANEMENTRERERBEHRBVEERR, HRDTHERIRE,

BEARAF

RARBEER , R BREBREBREUTEE

- BRLZ2EFHHREESA)
« HNERBEHIR(ETF)

BRI TTAF
AR EARBIRA T KB AERRA -
- ETRBI2xREBRANBRRLETHHMEBEESA)

ANHHEARBBEBEERETREANKEMEL. XHPEAZNAMBRERRERER (HK
) BAERERRE) ., MREHPEEREFT |, FEARCHEAETAESTRERNTZE,

KMER -



ETFIRBEZARIEERNWREIIES R

<tfroot>

(Machine esa03.taclab.krk) (SERVICE)> tail threatfeeds

Press Ctr1-C to stop.
Wed Sep 8 16:15:26 2021 Info: THREAT_FEEDS: A delta poll 1is scheduled for the source: Test_Poll1_Path
Machine: ‘esa03.taclab.krk'. A failure was encountered for the source 'Test_Poll_Path'.

Reason for failure: The ETF service is either disabled or there is no valid feature key for the service.

FERA R
R

1. ETFIhRESIRE ERRE,
2. BEZEULAY 2 AIREER,
3. EEEMKIRFIEAFT TR,

N nRAERERR  IEEBRTERIBKET.

OBV AER ¢ [$EER110DERE R

(Machine esa03.taclab.krk) (SERVICE)> tail threatfeeds
Press Ctrl1-C to stop.

Reason for failure: Taxii Error: HTTPSConnectionPool(host= otx.alienvault.comport, port=443): Max retri
Failed to establish a new connection: [Errno 110] Connection timed out',))

N g ERERERRTEERAEONE  EREESAETRERE, BHEA AR RE
REUREROHE | UEETERANT

RT3

1. BB KA ETRELERE,
A LAFEGUI > Security Services > Service Updates T # &L I,
2. REER THENER, EEZEGUI > Help and Support > Packet Capture.

9 R7 ELEMEEAERBENRRE  EENMERETERSHE , DIRFBEEREILER

o

KBEE : T400,



(Machine esa03.taclab.krk) (SERVICE)> grep "Sep 6 13:38" threatfeeds
Mon Sep 6 13:38:16 2021 Debug: THREAT_FEEDS: Failed to fetch observables from the source:

Test_Pol1_Pat

Mon Sep 6 13:38:55 2021 Info: THREAT_FEEDS: The source 'Test_Poll_Path' is currently in a polling state

N sRFC72318889400 (538K ) |

R, RBEEBERT , HRULER EI’JJ?EIEJEA BRFEEE AT ERESE

R TT B

KNARREREERG AT imis

BERTRE

/E =\ 'Ilﬁ, B

$538 1400, RRFELBWARE , BTEATAXIFERFRAH H MRS,

1. VIR E A E

R

N s omn
H 1k P EE

WmARTAUEEAYRERABRHIFR , Hlm

ERHREREARRR

NorE BEARRERZENESR
-BWBURLER R ERPERRNME,
- Discovery Service URLAR & Taxii R =K R

Hostname:
Polling Path:

Collection Name:

Palleng interyal:

?

B TWHABRM A2 REABR,
2 EGUI > Mail PoI|C|es > External Threat Feeds Manager > Use HTTPST , #52HTTPSERK

&REF (40 : /apilvi/taxii/taxii-discovery-service/ ) B 5

/api/v1/taxii/poll

limo.anomakl.

SO

Japifvl/taxn

pollf

it g T T 4 or

HTTP#EER : MREERTHF401 5 ERFE XK

(Machine esa03.taclab.krk) (SERVICE)> grep "Sep 8 16:35"

1 Hawurs

& MO

threatfeeds

Abuse_ch_Ransomware,

|-:Z| mins

Wed Sep 8 16:35:39 2021 Debug: THREAT_FEEDS: Updating the timestamp: 2021-09-08 16:31:36.071684 for the

Wed Sep 8 16:35:39 2021 Info: THREAT_FEEDS:

RT3

Job failed with exception :

Source:

ETF_Source_Name.

Reason



LEHBRARRATRY BRERNARS DRERE.

PO B IREL B IE7E,
EAEETRERAERERR,

Taxiifgil : HTTPEER : ARERIB4045B RN E R A

(Machine esa03.taclab.krk) (SERVICE)> grep "Aug 27 08:51" threatfeeds
Fri Aug 27 08:51:16 2021 Warning: THREAT_FEEDS: Unable to fetch the observables from the source: Test a
Fri Aug 27 08:51:16 2021 Info: THREAT_FEEDS: Job failed with exception : Source: Test. Reason for failu

N 5404 (R#&KE ) REABRTFEARB[AKIEREFNENRTER , IETEBEEX
%mﬁ/ﬁﬁﬁo ERRAREFEEMNURL, EXSBIEAT , RTIBAREFRBEEMBLEMN
§RERo

R TT B

T£ESA GUI> Mail Policies > External Threat Feeds Manager > Choose the proper Source
Name(fEESA GUI>BHRE>AH R EREER-EZERNRESR) THRDR LNRART/IRES
o

Hostname: |7 otx. alenvault.com

Folling Path: |7 ._-“ta:-:ll.-'l:lﬂ-ll-"

Collectbon Mame: |7 IUEEE_AHEH'U'.EI_IH:

KEER : T405,

(Machine esa03.taclab.krk) (SERVICE)> grep "Sep 13 00:2" threatfeeds
Mon Sep 13 00:20:21 2021 Debug: THREAT_FEEDS: Failed to fetch observables from the source: Anomali. Rea

N sEE  BIBRFCT231 , $232405(Method Not Allowed)3 RIE S RT H KM % 2B IR
S | {8 A EERTRIELS .

fRRT B



HRBHBTERERDREE T/ R, BEEFEHER.
T B2 1 taxii/poll/BY 7K B #7 1B B BF R o

Hostname: '?) | |otx.alienvault.com

Polling Path: "2 | | faxii/poll/

Collection MName: ' ?)

user_AlienVault

HTTP#EER : MR IES03 R 7] A

(Machine esa03.taclab.krk) (SERVICE)> grep "Nov 10 13:45" threatfeeds
Sun Nov 10 13:45:21 2020 Info: THREAT_FEEDS: Job failed with exception : Source: ETF_Source_Name. Reaso
Sun Nov 10 13:45:22 2020 Info: THREAT_FEEDS: A delta poll is scheduled for the source: ETF_Source_Name

N sEEm  BIBRFCT231, 8235503 TRETF AL RHTTPEERENRTE | &R AKEEEES
EEER,
RS R

FERABRPEFRTAXIARRFLEEE , FEE-THE,
EMRFEHN  TRSREEEENL. BRHEEUBRBRESEA,

NOT_FOUND : &R EIFERNES
(Machine esa03.taclab.krk) (SERVICE)> grep "Sep 7 12:53" threatfeeds

Tue Sep 7 12:53:16 2021 Warning: THREAT_FEEDS: Unable to fetch the observables from the source: Test_Po
Tue Sep 7 12:53:16 2021 Debug: THREAT_FEEDS: Updating the timestamp: 2021-09-07 12:49:12.648625 for the

R B
LHERRTESEBHEER , BR , FETHTAXIARSFHRMEE , AAKRI[EBFR,

AR RRATERES BB LRIBHF R,
BiigEERELEF -3



TAXII Details

Hostname: (7) Il[rnu-.anumall.cun'r

Polling Path: (2! [apifv1/taxil/poll/

| Collection Name; {E! Ijht,uﬁﬂe_;cjl_}ta|1=H}rﬂ“ﬁﬁap |

[SSL: CERTIFICATE_VERIFY_FAILED]& & 883 4 By(_ssl.c:590)

<tfroot>

(Machine esa03.taclab.krk) (SERVICE)> grep "Sep 8 16:35" threatfeeds
Wed Sep 8 16:35:26 2021 Info: THREAT_FEEDS: A delta poll is scheduled for the source: ETF_Source_Name
Wed Sep 8 16:35:33 2019 Warning: THREAT_FEEDS: Unable to fetch the observables from the source: ETF_Sou

Reason for failure: Taxii Error: [SSL: CERTIFI CATE_VERI FY_FAILED] certificate verify failed (_ssl.c:590)

RS B
LSRR R R KMo

BEFRIEE , FEAZRSHEZEBCATHNRERS.
EEZGUI > Network > Certificates > Edit Settings > Custom List >

EEEnablet &R I &R,

Edit Certificate Authorities

Customn List: @ Enable

Upload a new or revised file
Browse... No file selected.

() Disable

XMLEE#TEERR « AT TE ( 5801T)

<ffroot>

(Machine esa03.taclab.krk) (SERVICE)> grep "Aug 21 02:39" threatfeeds
Fri Aug 21 02:39:37 2021 Warning: THREAT_FEEDS: Unable to fetch the observables from the source: ETF_So
Fri Aug 21 02:39:37 2021 Info: THREAT_FEEDS: Job failed with exception : Source: ETF_Source_Name.



Reason for failure: Taxii Error: XML Parising Error: no elenent found (line 0)

RRATR
K EX Y Time Span{BEffESAELEME 2I3-4K,
N orE . wREEEER ( B REREREREFUEFELER ) |, EEAnomalifll REFT — .

EEEFERT , BiE T AnomaliETFRWESAE EZ @B B XK BEENER,
BYWERR T AR RESAR EH R/ N mA RN FEEEE.

TAXII Details

HﬂEWﬂmE:@ otx.alienvault.com

Polling Path: (7) | Staxiifpoll/

Collection Name: (2) | [ser Alienvault

Polling interval:

0 Hours
(Maximum 24 Hours.)

Age of Threat Feeds: (7) 30 Days
(Maximum 365 Days.)

Time Span of Poll Segment {j |3 Days

he maximum time span

FOREUITER | [BER11ERWIERE

<ttroot>

(Machine esa03.taclab.krk) (SERVICE)> tail threatfeeds

Press Ctr1-C to stop.
Reason for failure: Taxii Error: HTTPSConnectionPool(host=otx.alienvault.comport=443): Max retries exce

Failed to establish a new connection: [Errno 111] Connection refused',))



N oEE . TESRES. RFEFBELERIEEETNARE LS,
SREHERVE LERJBEFTHK , SREERBER.

R B

1. BBCLIE FAtelnetHnetstati TR B EEN ER BT EEEE,
2. #E5EFirewal iR B L X8,
3. MRETHWRE LA EEEREBERIERE,

MEAE A

- BERETEHZSEBRREHFTM
« HAERSTIXFTAXI

« RFC2741 — $EE5KHE

- TACHIEIE AT EIR

BERBRT , 26K


https://www.cisco.com/c/zh_tw/support/security/email-security-appliance/products-user-guide-list.html
https://www.anomali.com/resources/what-are-stix-taxii
https://www.anomali.com/resources/what-are-stix-taxii
https://www.anomali.com/resources/what-are-stix-taxii
https://www.anomali.com/resources/what-are-stix-taxii
https://datatracker.ietf.org/doc/html/rfc7231#section-6.5.1
https://datatracker.ietf.org/doc/html/rfc7231#section-6.5.1
/content/dam/en/us/products/se/2021/9/SC_Ops/EMEAR_Security_TAC_2021_External_Threat_Feeds_Overview_and_Troubleshooting.pdf
/content/dam/en/us/products/se/2021/9/SC_Ops/EMEAR_Security_TAC_2021_External_Threat_Feeds_Overview_and_Troubleshooting.pdf

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



