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MEXHESNFRENR , FSEEREAMRETED,

#ECisco Secure UNIXEEE  Z&SDIFE Sk (££ID)

AEXE  RLIDEEELTEENRZLUNIX(CSUniX)Z BT RS, L TRAME T MAIERFECSUnixZ
B EZESDIEFin.

1. ESDIfAARES L , iE1Tsdadmin, BHISDIfEREFZCSUNXEKE —BEFin , WIEEE
CSUnix& Fiwm L A MEIRISDIEA &,

2. f£ Finslookup #.#.#.#3nslookup <hostname>r TR CSUnix% 7 i M SDI{A Ak 25 7T LAUAH B #
TERMREEH,

3. #SDIfAEl IR 85 Y /etc/sdace. txtig RE R FCSUnixE F i/etc/sdace. txtiE =R,

4. #SDI{R) R 22 AYsdconf.reciE RERBICSUNxE B i ; IR AEMNACSUNIXE F ik £ ET
B, BER , MREHEECSUnixE Fin LESDIA RESMEEH B #&EB+ | RIEZBX
sdace.txto

5. letc/sdace.txt={VAR_ACE 4+ B [Hsdconf.rectiE RFFEMRE, ERFE—B |, FiE{Tcat
letc/sdace.txt , BmEBenviWEH , UHEFRBMEBFEREEERFPERVAR_ACE,

6. fEfPCSUnixZE FIwMICSU.cfg , REBFEALLT{TIEHRAUTHEN
config_external_authen_symbolsZB %

LUTHEN config external authen symbols = |
{
"/ libskey.=0",

"skey"
: Note: & "" iz required before and after these lines 1f
{ ’ preceeded or followed by another option "AUTHEN
W, flibsdi.so", confic external authen symbols" section in the
"gdin CSU.cfg file. The "" 15 mat required when these hnes
} appear as the last ines of the "AUTHEN
. confiz_external authen symbols" section of the
{ CSU.cfg file.
r./libpap.so™,
"pap”

r

", /libchap.=o™,
chhap r
¥

7. BiB#1TK80CiscoSecure f1S80CiscoSecure 7] [ 4 CSUnix.

8. IR SBASE/utils/psgHRCisco Secure AAA Server Processi# 2 £ CSU.cfglE RIS R 2 IR
RIEEREE | B2 BREBATEEIME , RITECSU.cigiE RMNVEETIRP IR, MERRA
CSU.cfgfE®R , AR BREAETTROPERNENR,

R 21D CSUnixHy #1124 85,

ERE L 2IDFMCSUnix , BEITUTSER :

1. BEARIESDIE A & 1] A TelnetBI B HAR I FEACSUNIXEIT S BT, WREFEIEA , SDIE
TEEM.
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2. ERR AP AHAEARSDIFMERFE , RARETUTHS :
aaa new-model
aaa authentication login default tacacs+ none

AR ;R B ES T Mtacacs-serverin D ERRER T EIRAE,
3. RCSUNixM S ST ESDIE R & g ALk S

$BASE/CLI/AddProfile -p 9900 -u sdi_user -pw sdi

4. ERLUERESMETENRE. NRXRFEAEIE , AISDIRTRERN , W BEATLUGHEHM
EAFNBEFEAEREERTP,

5. SDIME A & 7] LA#E A CSUnixF Bunknown_userfit B RETHIR. ( WRAEFEHEHEERE
ZISDIEFTEFEAEHEAMENEERR , AIEFEECSUNxFBAEYIEH, ) NREREE
RAWERAEREER  BEEALTOEBISEMER

$BASE/CLI/DeleteProfile -p 9900 -u unknown_ user

6. EANTHTHES —ERAEAEREER !

$BASE/CLI/AddProfile -p 9900 -u unknown user -pw sdi

85 TSR R A A E EEESDI,

R £2IDHACSUnix. TACACS+5&TEHE

1. RMEASDIBTHHBIER. MRRZESDIZBETEAFHEFE. Challenge Handshake & 1358
F B E(CHAP)NZET S MBI E(PAP) , tEAERERRELMER , ERTEEASDIR
-

# ./ViewProfile -p 9900 -u cse
User Profile Information
user = cse{

password = chap "chappwd"
password = pap "pappwd”
password = cl ear, "cl ear pwd”

default service=permt
servi ce=shel | {

}

servi ce=ppp {

protocol =l cp {

}

protocol =ip {

}

}

}

2. BERERETR , & "sdiy MEIEEERF , MARE "clears , MTHIFR :
# .IViewProfile -p 9900 -u cse
User Profile Information
user = cse{
password = chap "chappwd”
password = pap "pappwd”
password = sdi
default service=permt
servi ce=shel | {

}



servi ce=ppp {
protocol =l cp {

}

protocol =ip {
}
}

}
BLEAEEN TERE

HREERAMCEAECANUATASEA

- TelnetZ MR EASDI, (EFREREEHEHSR L#1Taaa authentication login default
tacacs+i o )

. BER MR PPPIERNPAP, (BL{RE%EE B85 £ E ¥l 1Taaa authentication ppp default if-needed
tacacs#ppp authen pap@i ). MIfE : EPCHYREMES  BEED "EZOEANEAN
EFHEHE . BE2H , ERREEPAAUTERAESB/EBEHEZ—

usernane: cse*code+card
password: pap (nust agree with profile)

usernane: cse
password: code+card

. BERBEPPPEEMCHAP, (L% M 28 L B #1Taaa authentication ppp default if-needed
tacacs#ppp authen chap@ ). F X : EPC LR MEEF | HERD "ESEEANERN
WEMNSMRE, X EEINEFORFT. . B2 , FERRRETWALLERERR
MRS -

user nane: cse*code+card
password: chap (nust agree with profile)

85+ F % TERCSUnix TACACS+ZB RIS

EBEHAESELELLTCSUNIXFAFEERS

. CHAP , W BRBEWUARE "HAX, B, FHEB AcodercardM =2 "cleartexty Fi5,
CHAPLHIRFC 1994 E TBHXEE. 7.

username: cse
password: code+card

Ci scoSecure INFO - User cse, No tokencard password received
Ci scoSecure NOTICE - Authentication - Incorrect password;

- CHAPHI$EERRYCHAP &R

username: cse*code+card
password: wrong chap password

(FAESEEZTISD, SDUEEFEAE , BCSUnXxERACHAPEIGHEEMEEAE XK. )
Ci scoSecure INFO - The character * was found in usernane:
user nane=cse, passcode=1234755962
Ci scoSecure INFO - sdi_challenge: rtn 1, state=GET_PASSCODE, user=cse
Ci scoSecure INFO - sdi_verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external _data nenory, st at e=GET_PASSCCDE
Ci scoSecure INFO - sdi _verify: rtn 1
Ci scoSecure NOTICE - Authentication - Incorrect password;

- PAPRISEERAYPAP RS


http://www.ietf.org/rfc/rfc1994.txt

username: cse*code+card
password: wrong pap password

(FAESEEZRISD, SDUEEFEAE , BCSUnXxERACHAPEIEHEMEEAE LK. )
CiscoSecure INFO - 52 User Profiles and 8 Goup Profiles |oaded into Cache.
Ci scoSecure INFO - The character * was found in usernane:
user nane=cse, passcode=1234651500
CiscoSecure INFO - sdi_challenge: rtn 1, state=GET_PASSCODE, user=cse
CiscoSecure INFO - sdi _verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external _data nenory, st at e=GET_PASSCODE
CiscoSecure INFO - sdi_verify: rtn 1
Ci scoSecure NOTICE - Authentication - Incorrect password;

FaACSUnix TACACS+ SDIRHIE AE R

- FAEEEHTCHAPHIZARE ; PAPKXE,
# ./ViewProfile -p 9900 -u cse
User Profile Infornation
user = cse{
password = chap "******xx"
password = sdi
default service=permt
servi ce=shel | {

}

servi ce=ppp {
protocol =l cp {
}

protocol =ip {

}
}
. FREEEHITPAPHIEARE ; CHAPKEL,

# ./ViewProfile -p 9900 -u cse
User Profile Information
user = cse{

menber = admn

paSSV\Drd = pap Nhkxkkkhkkkx"
password = sdi

default service=pernit
servi ce=shel | {

}

servi ce=ppp {

protocol =l cp {

}

protocol =ip {

}

}

}

CSUnix RADIUS

1B LI & & CSUnix RADIUSIBIE,

{ FICSUnixFIRADIUSHI B A & {3 B 5%
HTUTSBARS GRS -




1. FEASDIFMTNHAE. MREIEANBEASORENSDIZN  EAEREEREELE

FILE, e TREEASDIET

# ./ViewProfile -p 9900 -u cse

User Profile Information

user = cse{

radi us=C sco {

check_items= {

2="whatever" } reply_attributes={ 6=6 } } }

2. —BUEERERENR , 8 "whatevery BiftA Tsdiy , WA T RHIFTR :
# ./ViewProfile -p 9900 -u cse
User Profile Information
user = cse{
radi us=Ci sco {
check_itens= {
2=sdi } reply_attributes={ 6=6 } } }

{5 FICSUnixHIRADIUSHPPPHIPAPE 5 B2 58

HITUT SRR S HRRE
AR FHXEMEACSUNXFRADIUSHITPPP CHAP S 195 3% .

1. TEASDIETHRAE, WRLEARPPP/PAPEHEZERSDIOSHN "ERERATE
, MRBERAEREEERELER , ERTRERASDIAS :

# ./ViewProfile -p 9900 -u cse

user = cse {

password = pap "pappass"
radi us=Ci sco {
check_itenms = {

}

reply_attributes= {

6=2

7=1

2. EIRFEEREEER |, Spassword = sdiFT I8 E R EE I FIEEH200=1 , MU TEFIFAR (B
2% Cisco_Token_Immediatef& E Byes, )
# ./ViewProfile -p 9900 -u cse
user = cse {
password = pap "pappass”
password = sdi
radi us=Ci sco {
check_itens = {
200=1
}
reply_attributes= {
6=2
7=1
}

}
}

3. & "Advanced GUI , server, #f% , #E{R BfE "Enable Token Caching) . ERIZEBIUT
FREBETITE(CL)HER :
$BASE/ CLI/ViewProfile -p 9900 -u SERVER #. #. #. #
!--- Where #.#.#.# is the IP address of the CSUnix server. TokenCachi ngEnabl ed="yes"



BERARPPPEEFIPAP

R5% 2% A1 85 £ © ¥ 1Taaa authentication ppp default if-needed tacacs#IPPP auth PAP# . £ 5%
ZHERIBREFRALERERBNERE -

usernane: cse
password: code+card

SR EPCHORMBEST | BRED TESARNTERNETSHRE,
{535 MR R iR R
EEHs A2 BRARBRTHRTR.

CiscoZ£RADIUS, PPPHIPAP

LT RAsREH)

Ci scoSecure DEBUG - RADIUS ; Qutgoing Accept Packet id=133 (10.31.1.6)
User - Servi ce- Type = Franed- User
Framed- Prot ocol = PPP
Ci scoSecure DEBUG - RADIUS ; Request from host alf0106 nas (10.31.1.6)
code=1 i d=134 | engt h=73
Ci scoSecure DEBUG - RADIUS ; |ncom ng Packet id=134 (10.31.1.6)
Client-1d = 10.31.1.6
Cient-Port-1d =1
NAS- Port - Type = Async
User - Nane = "cse"
Password = "?\ 235\ 306"
User - Servi ce- Type = Franed- User
Framed- Prot ocol = PPP
Ci scoSecure DEBUG - RADIUS ; Authenticate (10.31.1.6)
Ci scoSecure DEBUG - RADIUS ; checkList: ASCEND TOKEN | MVEDI ATE = 1
Ci scoSecure DEBUG - RADIUS ; User PASSWORD type is Special
Ci scoSecure DEBUG - RADIUS ; aut hPapPwd (10.31.1.6)
CiscoSecure INFO - sdi_challenge: rtn 1, state=CGET_PASSCODE, user=cse
Ci scoSecure DEBUG - profile_valid_tcaching FALSE endi ng.
Ci scoSecure DEBUG - Token Caching. | GNORE.
CiscoSecure INFO - sdi_verify: cse authenticated by ACE Srvr
CiscoSecure INFO - sdi: cse free external _data nenory, st at e=GET_PASSCODE
CiscoSecure INFO - sdi _verify: rtn 1
Ci scoSecure DEBUG - RADIUS ; Sending Ack of id 134 to alf0106 (10.31.1.6)

Z£|DFICSUnix

FER FEEE /etc/syslog.confBlocal0.debugiE EHER T,
REEREENETSHRE — SDIFH i :

ML LIDR | FBRAENCSU.clgiERIFRHRER, BECSU.cfgiE RIRE R H A CSU.cfglE
2=
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WU RS



Dec 13 11:24:22 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_challenge: rtn 1, state=CGET_PASSCODE, user=cse
Dec 13 11:24:22 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_challenge: rtn 1, state=CGET_PASSCODE, user=cse
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_verify: cse authenticated by ACE Srvr
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_verify: cse authenticated by ACE Srvr
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data menory, st at e=GET_PASSCODE
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data menory, st at e=GET_PASSCODE
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi_verify: rtn 1
Dec 13 11:24:31 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi_verify: rtn 1

LT REBREHENES
CSUnixE#HIEAERER RS A HFEIXTISDIfFEARES , {ESDIAIRES K Z G5 52 m £ A & K B,

Dec 13 11:26:22 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_challenge: rtn 1, state=CGET_PASSCODE, user=cse
Dec 13 11:26:22 rtp-evergreen.rtp.cisco.com C scoSecure:

I NFO - sdi_challenge: rtn 1, state=CGET_PASSCODE, user=cse
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

WARNI NG - sdi _verify: cse denied access by ACE Srvr
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

WARNI NG - sdi _verify: cse denied access by ACE Srvr
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data nmenory, st at e=GET_PASSCODE
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data nmenory, st at e=GET_PASSCODE
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi_verify: rtn O
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi_verify: rtn O
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:

NOTI CE - Authentication - Incorrect password,
Dec 13 11:26:26 rtp-evergreen.rtp.cisco.com C scoSecure:
NOTI CE - Authentication - Incorrect password,

AT €865 #8 RAce Rl AR =25 E B3R

f£SDIfaEl fk 25 L& A ./aceserver stop. &KUY E| "Enter PASSCODE, FAE.

Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

ERROR - sdi _challenge error: sd_init failed cli/srvr comminit (cse)
Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

ERROR - sdi _challenge error: sd_init failed cli/srvr comminit (cse)
Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data nmenory, st at e=RESET
Dec 13 11:33:42 rtp-evergreen.rtp.cisco.com C scoSecure:

INFO - sdi: cse free external _data nmenory, st at e=RESET

HBES

. Cisco Secure ACS for UNIXZ 8
. i A AUNIX# Cisco Secure ACSHY 351538 Al
. B #fi£#& - Cisco Systems
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