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ANAFRNEARRBREERERENNKREREL, XPERAINMAEREEREER (AR
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ERNZ  BARELEER  ZBFEFTEREREME RREEZBFERFETRENRKEBFHEE
o EMEZREFEBIZBFERAUTEMBREHEAMNER , FUFEFINEMRKERTERHESR -

S$EB1, BULIER% —Bclass class-default 9 518 ZBF 5% B ¥ BR A9 & E B A drop log:

policy-map type inspect POLICY_INSIDE_TO_SELF
class type inspect CMAP_ZBFW_RFC_1918
pass
class type inspect CMAP_ZBFW_ALL_PROTOCOLS
inspect
class class-default
drop log

=®
S ER2 A L T £ 15 ZBF 5| B¥ ik f1 X Alog dropped-packets:

parameter-map type inspect global
log dropped-packets

«Z;D%FEWT EZBFEEE N , B LEHBRILERNSABARE , EFENE , CRAELET
. BiBE Einspect and pass action rules St &F
. BB Einspect and pass action rules
. BiB#E BinspectMpassiRER Al , LFFEE umi?ﬁé%ﬁﬁﬁiﬁﬁﬂﬁlﬁﬁﬁ , RZ2 TR
. BBl EinspectMpassiREHR Al , AFEERERAIBEIEEE , R2TFR,
. BiBEEinspect and pass action rules LEF B S M ER AT E I AR B AZE,

h
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ff—:WﬁBEﬁumﬁ%%BEiﬁo
LET R RENTBRIREP =S,
%E%?ﬁk
e

BRRITR

ATHBREZBFEEEFXOKHFEMBNESTRE , BFEHENStatus/Protocol UPARRERFTE
service-engine& H 851 £ EC B/INSIDE ZBF[Ei'E :

interface Service-Engine0/1/0
zone-member security INSIDE

interface Service-Engine0/2/0
zone-member security INSIDE

— B8R RUPRRE/ 15 E AR RERY B8 F 25 AR %5 5| BN E £ EL/GINSIDEE S |, RIS EIBZBF#RE M
= J%Fﬁﬁgo

W1

7EltI:IOS XE ZBFEBR A , #5327 RRLANMES IJPSTNE’J)UHH.':HLLEEF.EEHLIE’J o F A EE , TR
EHE TR AR RIS 3 BN E S T BECEIZONE_INSIDEEE & , ERFHABMEKKERFER

Rl#sh ip int br
Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 64.100.0.10 YES NVRAM up up



GigabitEthernet0/0/1 unassigned YES NVRAM up up

Gi0/0/1 192.168.10.1 YES NVRAM up up
GigabitEthernet0/0/2 unassigned YES NVRAM administratively down down
Service-Engine0/1/0 unassigned YES NVRAM up up Service-Engine0/2/0 unassigned YES unset up up
Vlanl unassigned YES unset administratively down down

interface Service-Engine0/1/0
zone-member security ZONE_INSIDE

interface Service-Engine0/2/0
zone-member security ZONE_INSIDE
R1# show zone security zone self Description: System defined zone zone ZONE_INSIDE
Member Interfaces:
GigabitEthernet0/0/1
Service-Engine0/1/0 Service-Engine0/2/0

zone ZONE_OUTSIDE
Member Interfaces:
GigabitEthernet0/0/0

Wpl 2

FEIIOS-XE ZBFEHRF |, #5327 RLANMERZIPSTNM A LM EHEFTIUNELZFARE K &4
BERUPIREER RIS S| Z N E 2 A ElTrusted zone#® , BRI ZARERIKREBURER :

R2# show ip int brief

Interface IP-Address OK? Method Status Protocol
GigabitEthernet0/0/0 172.16.1.1 YES NVRAM up up

Gi0/0/1 64.100.0.10 YES NVRAM up up
Service-Engine0/1/0 unassigned YES unset up up Service-Engine0/4/0 unassigned YES unset up up
GigabitEthernet0 unassigned YES NVRAM administratively down down

Loopback0 unassigned YES unset up up

Vlanl unassigned YES unset administratively down down

interface Service-Engine0/1/0 zone-member security Trusted interface Service-Engine0/4/0 zone-
member security Trusted

R2#show zone security
zone self
Description: System defined zone

zone Trusted
Member Interfaces:
GigabitEthernet0/0/0
Service-Engine0/1/0 Service-Engine0/4/0
zone Untrusted

Member Interfaces:
Gi0/0/1

HEBREEER

ERNXEWF & EHCSCuu86175 CUBE:RAAZBFW# , ILATREE KB

CSCuh55237X#& : ASRX#EER R TZBFWEEZECUBE-SPE IR

P



https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuu86175/?reffering_site=dumpcr
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuh55237/?reffering_site=dumpcr

- Z2FEER  EREEN KB XiE . Cisco I0S XEMA3S

- BRI EIEX Yz R B AR T REEEB M EH T

. interface service-engine



/content/en/us/td/docs/ios-xml/ios/sec_data_zbf/configuration/xe-3s/sec-data-zbf-xe-book/sec-zone-pol-fw.html
https://supportforums.cisco.com/discussion/13051526/service-engine-xyz-may-need-be-included-zone-voice-traffic-pass
/content/en/us/td/docs/ios-xml/ios/interface/command/ir-cr-book/ir-i1.html#wp3076198357
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