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By TREFERE, /8 %&administratorISE L Network Admins local Identity Groupfy —2 4%, it
FAEEEXSWCLIFFI#, FAZuser2ISE LR MHEBMB A & MEN—2r, EAER

BE#L 1T showdn & M ping.
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sl ldentity Services Engine Home  » Opermlions  » Policy  » Guest Access

b TrustSec = Denvice Adminsstraton

Onvervieny ¢ ldenlites  User ldentity Groups = Network Resources  Network Devies Groups ¢ Policy Conditions ¥ Policy Results  Policy Sets Reports.

[+] Matwork Divices List > New Network Devioe

Maibwork Devices Network Devices

Default Devioes 1 |* Hama | ASA
TACACS Extoernal Sarvers Description
TACACS Sarver Sequanco
*IF Addresss | 10,48.66.202 f] 32
* Device Profla |2 Caco -

Model Nama -

Softwara Version |
" Mobaork Dovicn Group
Location | ) Locations Sob T Delaut

Dovvice Type | Firpyall Set To Default

¥ RADIUS Authantication Settings

¥« TACACS+ Aulhenbcation Settings

Shared S0l [ .esee | [ Sheaws

Enabla Single Connect Mode [ ]
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tuco’  Identity Services Engine Home  » Operations  » Policy  » GuestAccess  » Administration

¢ TrustSec « Device Administration

Cverview  » ldentities  User Idenlity Groups  » Network Resources  Network Device Groups  » Policy Conditions

Identity Groups User ldentity Groups > New User Identity Group
I:' ) Identity Group
v/ - v 1 | Name Network Admins
v [ Endpoint Identity Groups Description
r e User Identity Groups
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Matwork Access Users Lis! > New Network Acopdg User

+ MNetwork Access User

* Name | administrator 1

Status Enabled

= il [
* Passwords 5
Password Re-Enter Password
= Ll_'}g:;" Fasswond ITITT R T Y [ AR . J

Enable Password i

» User Information
First Mame

Last Mame

* Account Options
Descriplion

Change password on next login
L]
o

* User Groups
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'é'.';'é'n" Identity Services Engine Home » Oparations » Policy = Administration

~System | ¢ |dentity Management  » Metwork Resources ¢ Device Portal Managemen!  pxGrid Sendces ¢ Feed Sendce  » pGrid Identity Mapping

Deployment  Licensing » Corlificales  » Logging r Maintenanoe Upgrade  Backup & Resiore  » Admin Access  » Satlings

FODMN Joey.example.com
IF Address 10.48.17.88
Mode Type Identity Services Engine (ISE)

Parsonas
¥ Adminkstration e STANDALONE Make Primary
¥ Monitoring Role PRIMARY - Othier Moniloring Mode
= Policy Service
¥ Enable Session Services L
Include Node in Node Group | None B

“| Enable Profiling Service

Enable SXP Service

Usa interdace | GigabitEthermet 0 w| (i

Enable Device Admin Service I

Enable [dentity Mapping !
bt pcGirid L

MigE : YWATACACS , BEERREBNTTH,

EETACACSHH#

BETMETSE. B %ASadministrator§ F & A PermitAllCommands , EZfEF & LFEE LY
FrEmS. ARERENE={EPermitPingShowCommands , & A& & /i #rshowHping@ T

1.8 EIEPOL>-EREE>KEER> TACACSHTHHE, B—T TAddy . REEE
PermitAllCommands , ;& Permit any command that not listed belowZEN 5 , REZ—T
Submit,



Home » Operations » Policy » Guest Access » Administration ~ Work Centers -

rGroups  k Mebwork Resources  MNetwork Device Groups ¢ Policy Conditions = Policy Results  Policy Sets

TACACS Command Sets > New

Command Set

1 Name * PermitAllCommands

Deascription

2 | Permit any command that is not listed below

+ Add ili Trash > (& Edit 4 Move Up ¥ Move Down
Grant Command Arguments

Mo data found.

2 BB TEPL>EBEES>KMER> TACACSHTE, Z—T TAddy . BEHERE
PermitPingShowCommands , EEAdd /i FFshow, pingMlexitint. FEERERT , IR 5|8
Bz, IaFEmESIH. &—TSubmit (#3X).
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KB EEFTACACSEERER, HBRGSEHTERNGS. BEME I L (Work Centers)>S
BB (Device Administration)> B #& 2 (Policy Results)> TACACSHE: B 13 (TACACS Profiles).
#—T TAddy . REZ#EShellProfile , iBiZDefault PrivilegeZREN T , REEWAE15, E—T

Submit,

TACACS Command Sels

TACALS Profies

Tashk Aririkwbe View P Wirw

Common Tasks

3 Dofaull Pravipgn 15 [=odnct O bo 15)

Maximusm Priviloge [Sodoct O bo 15)
Aooess Controd List
Aule Command

B Escann [Sedect true or falee)

EETACACSIERER
FERIERT , THMEMEFEM, JEMAI _User ID_Stores , GiERibfET , AL TCRIETE,

BfnEIWork Centers > Device Administration > Policy Sets > Default > Authorization Policy > Edit
> Insert New Rule above,



cremiors oy comtscrs»harvarin R G e v

labwork Resources  Metwork Device Groups ¢ Policy Conditiens  » Policy Resulls  Policy Sels Reports  Sattings

Define the Policy Se figuring hay bt hand side 1o change the onder
Far Policy Export go o Administration
Status Name
Drefault Tacacs_Default

Regular ©) Proxy Sequenca

¢ Authentication Policy

= Authorization Policy

¥ Exceptions (0)

Slatus Rula Mama Conditions (identity groups and athar conditions) Command Sals Shall Profilas

B Tecocs_Default DenyARCommands Eifi

BB T RERERE , 5 —{ER AR HENetwork Admins User Identity GroupiX & & 149 B
TACACSHR & 1% 22 ShellProfile #1 75 45 Set PermitAllCommands. 55 — {815 B A5 1548 B 4 7 W X 5
B 1R B B 1 9 B TACACSH B 1 3= ShellProfile #1655 Set PermitPingShowCommands.

Dafing the Policy Sets by configunng rules based on condiions. Drag and drop Sels on the efl hand side 1o chang the onder
For Policy Export go bo Administration > System > Backup & Restone > Policy Export Page
Status Nama Dascription

DTl Tacacs Default

Fegular | Proxy Sequenca
* Proxy Server Sequence

F’-’C".l::.' sarvar sequanca

b Authentication Policy

+* Authorization Palicy

F Exceptions (0)

Stotus Rule Mame Conditions (identity groups and other conditions) Command Sels Shell Profiles

ASAPermtAlCommands Metwark Adrming PermitAliCommands ShallProfile Edit ||

ASAPermShivePingComm Netwaork Maintenance Team ParmilFingShowCommands ShellProfie Edi ||
ands

Bl B Cisco ASARS JRBETT B DB R M B Al

1.{FHusernamem T BV EEZT B EHF TN AERE , MTAR

ci scoasa(confi g)# username cisco password cisco privilege 15

2. E&TACACSARESISE , I8 EE. WHEIPH U MtacacsE i,

aaa-server | SE protocol tacacs+
aaa-server | SE (ngnt) host 10.48.17.88
key cisco



BEE - AR MEEISEARS LB ERNSH|AMTE,

3.1 Atest aaafn HBIEATACACSAIRSIM AEM , M TFATR.

ci scoasa# test aaa authentication ISE host 10.48.17.88 username administrator Krakowl23
INFO Attenpting Authentication test to | P address <10.48.17.88> (tineout: 12 seconds)
I NFO Aut hentication Successful

E— BT EHBRTACACSHRSFZIFHEEEAE SR EBS HHE.

4 BlEssh, execREMGTTRENEHRE , MM TR, ftaaa authorization exec authentication-
server auto-enable T , &5 8 EﬂJ%ﬁAﬁEEXECET

aaa aut hentication ssh console | SE
aaa aut horization command | SE
aaa aut horization exec authentication-server auto-enable
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ssh 0.0.0.0 0.0.0.0 ngnt
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1. BRAT2HEEA %%ﬁﬁﬁﬂ@ﬁ‘ﬁﬁ%ﬁﬁﬂASAFﬂkﬂmﬁ H:'.sshﬁ%o Network Admins#B ¥f iR
2 ISE L ERE /I ShellProfile MPermitAllCommandsit . ERETEMG S URBRTESHRH.,

EKORNEYC- M KO4E: ~ ekorneyc$ ssh administrator@10.48.66.202
adm ni strator @O0. 48. 66. 202' s password:

Type help or '"?' for a list of avail abl e comands.

ci scoasa#

ci scoasa# configure terminal

ci scoasa(config)# crypto ikevl policy 10

ci scoasa(config-ikevl-policy)# encryption aes

ci scoasa(config-ikevl-policy)# exit

ci scoasa(config)# exit

ci scoasa#

2 MR ZREEERE S AN EAE S (7 BIBSSHE ffv? UASAF)?A%O BRR MR B EISEL
% E B ShellProfileFPermitPingShowCommandsir . & &IE{TEM o 5 LR L AEE HshowH]
piNgi T o

EKORNEYC- M KO4E: ~ ekorneyc$ ssh user@10.48.66.202

adm ni strat or @O0. 48. 66. 202' s password:

Type help or "?' for a list of avail abl e commands.

ci scoasa#

Ci scoasa# show version | include Software

Cisco Adaptive Security Appliance Software Version 9.5(1)
ci scoasa# ping 8.8.8.8



Type escape sequence to abort.

Sendi ng 5, 100-byte |ICMP Echos to 8.8.8.8, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/ max = 20/ 24/ 30 s
ci scoasa# configure terminal

Conmand aut hori zation fail ed

ci scoasa# traceroute 8.8.8.8

Conmmand aut hori zation failed

ISE 2.0 7%

1.8 ¥ = Operations > TACACS Livelog, BREE LETRNWER.

bl identity Services Engine = O marlions

RADIUS Livelog  TACACE Livelog  Reports ¢ Troubleshool ¢ Adaptive Metwork Control

5 Ao or Remove Columed = 5 Redfresh Refresh | Every 1 mirute -
Cararsind T 9:“!' Detally | Lsemame T:'e : Paitheritication Policy | Autherization Policy ISEN
H015-08-19 13:47:24.135 o O  user Authorization Tacas_Defaul => ASAPermitShowPinglomma... Joky
H015-08-19 13:47:15.13% <] o user Authorization Tacacs_Defaul > ASAPermitshowPingComma... Joey
H015-08-19 13:47:07.452 o  user Authozation Tacas_Defaul => ASAPermtShowPingComma... Joiy
H15-08-19 13:46:56.816 o user Aurthorization Tacacs_Defaul >> ASAPermitShowfingComma... Joey
0150519 13:46:49.961 o  user Authoization Tacas_Defaul = ASAPSIMItShowPingComma... Joiy
H015-08-15 13:46:15.5595 O user Authorization Tacac_Defaul > ASAPermitshowPingComma... Joey
J015-06-19 13:46:35.581 a  user Authentication Tacacs_Defpult > > Defpult > > Defaul Jory
20150815 13:46:20. 09 B a Bdminktraton Authadrstion Tochis_Defsulk > ASAPErmibANCSmMmands Joiny
A1508-15 13:42:05. 538 a M Pusthorirakion Tacacs_Defaul = ASAPEIMILAN OMIMands Joiy
J0I5-08-19 13:42:04.885 a BAminETRor Authorzation Tochis_Defaul => ASAPErILARCSMMANRdS Joisy
A1E0E-15 L34 02.5TS a adminstratoe Austhornirabion Tocacs_Defaul > ASAPermitalCommands Jory

2B -THA—EERENFMAER , TUBICHAITHREB T,

Overview
Request Type Authorization
Status Fai
Session Key Joey/ 220297 TTSI2T4
Message Text Failed-Attempt: Command Authorization failed
Username user
Authorization Policy Tacacs_Default == ASAPermitShowPingCommands
Shell Profile

Matched Command Set

Command From Device traceroute 8.8.8.8
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