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1. ERAEBBIEIWeb & 75T SSID,

2. ERERMEBERR,

3. W AURLER , WL.CE Y RIEME@EHFEW AR ( HIMISERNGS ) .

4. FREEMF LETSOBE,

5. W EBMARULEEARANBRERECQE@WLC,

6. WLCEBRADIUSEESHEEAEN T 5

7. WLCEHE [ EFBURL,
BRAFEFZSEHED., HHERERAPRWebERE , EEISE (1.1MZ#& ) FIWLC ( 7.2z
#®)EEER, LBEITFEUTIER

1. ERE @B EIWeb & 9B SSID,

2. R EBRHBIERE,

. WLCEHEMEHEwW AR,

4. EREEMFE LETHRRE,

5. ISEEEIARADIUSERERE ( CoA - UDPEMRIE1700 ) UEHEHREAEABREEKRS

HEIERADIUSE 1 , filanFERE 75 B (ACL),
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ISE —10.48.39.208
CAPWAP FLEX AP

Guest User

WLCHEAE

WLCHYHEEMERSE, £ "H1h, (HEXBE ENER ) RISEERBESHMBEURL. ( HR
CHEMACOA , AEFEERVEH , RASFEIDRURLN —&85 . ) SSIDEEAEAMACEIE , ™
ISEREAEREFGEEZEE , BIEMACHE I RKE , LtISEEAFEEAEBEIEEBMURL,

A, SERARADIUSHER SE AT 4I(NAC)MIAAATEZ . RADIUS NAC A SFISEEI.COAER | &
NMEREBER O BBRIEENTFIMER. CEARZETGY , HPISERBRZEFTAERENE
AEmMERR,

1. #E{RRADIUSfAl fiz 25 E B FARFC3576(CoA) ( ERTERIE ) »



MONITOR

WLANS

CONTROLLER  'WIRELESS

SECURITY MANAGEMENT COMMANDS

HELP FEEDBACK

Security RADIUS Authentication Servers > Edit
= Server Index 1
Genaral
= RADIUS Server Address 10.48,39.208
.
ACCoLNTING Shared Secret Format ASCII =
Fallback Shared Secret LTH
* TACACS+
LOAP Confirm Shared Secret s
Lecal Net Usars
MAC Filtering Key Wrap {Designed for FIFS customers and requires a key wrap compliant RADIUS server)
Disabled Clients
User Login Policies Port Number 1812
AP Palicies Server Status Enabled
Pagsword Policies
Suppart for RFC 3576 Enabled : |
k Local EAP
Server Timeout F] secands
F Prio Order
rity Metwork User o Enable
[ ificate
e Management o Enable
b Access Control Lists IPSes Enable
" ‘Wireless Protection
Policies
F Web Auth
TrustSec SXP
b Advanced

2. B —{EHHY WLAN, LL&IHIZE & B CWAFIextIFIWLAN | Wi H 2B #Evian33, ( BEE
, AR FEREERTEIBEN , AEFTEEAARE, )
MONITOR WLAMNs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS  HELP

WLANSs > Edit 'CWAFlex'

General |' Security '|' QoS '|' Advanced '|

Profile Name CWAFlex
Type WLAN
551D CWAFlex
Status « Enabled

MAC Filtering
(Modifications done under security tab will appear after applying the changes.)

Security Policies

Radio Policy All =
Interface/Interface .
Group(G) vian33 E
Multicast Vlan Feature Enabled
Broadcast SSID » Enabled

MNAS-ID WLC

3. FESecurityBEE £ , BRAAMAC Filtering as Layer 2 Security,



General | Security | QoS | Advanced

Layer 2 = Layer3 = AAA Servers

4%

Layer 2 Security 8 None
MAC Filtering2 o

Fast Transition

Fast Transition

4. EEIBEEB L BEACEAREM. (NREFIBRAWebERE , AIKAAtEWebERE |, M
TRHPRWebBRFE. )

General | Security | QoS ] Advanced |

Layer 2 | Layer 3 | AAA Servers |

Layer 3 Security Mone =

Web Policy 4

5. 7£EAAA ServersE & | ZZISEMRBEAWLANWradiusf@iREs. HE , BRI LLEETETT
IR, LMEESEBISENEZFMET.

General | Security | QoS ] Advanced |

| Layer 2 l Layer 3 ] AAA Servers

Select AAA servers below to everride use of default servers on this WLAN

Radius Servers LDAP Servers

Radius Server Overwrite interface Enabiled . Server 1 | MNone 3
Authentication Servers Accounting Servers Server 2 | None =
+ Enabled ~ Enabled Server 3 | Mone ¢

Server 1 1P:10.48.39.208, Port:1812 & | IP:10.48.39.208, Port:1813 =

Server 2 None * | None

Server 3 HNone # || None

Server 4 None * | None

Server 5 None + || Nene

Server 6 None # | None

Radius Server Accounting

Interim Update v Interim Interval 600

Iarsl FAD Anthantlcstine



6. f£AdvancedBE & L , fB{RiZ A Allow AAA Overridedf ZNACHR&EE ERadius NAC,

| General = Security QoS = Advanced

Allow AAA Ohverride i Enabled DHCP
Coverage Hole Detection & Enabled DHCP Server Override
Enable Session Timeoput ., 1800

Session Timeout (secs) DHCF Addr. Assignment \f Required
Alronet IE o Enabled Management Frame Protection (MFP)
Diagnostic Channel Enabled
Owverride Interface ACL IPvd  None IPvE  MNone MFP Client Protection 2 | Optional  #
P2P Blocking Action Disabled DTIM Period (in beacon intervals)
Client Exclusion 2 JEnabled o0

Maximum Allowed Clients

Timeout Value {secs)

802.11afn {1 -255) 1

0 802.11bfg/n (1 - 255) 1
8
MAC

Static IP Tunneling 44 Enabled : _

. i . - MAC State | Radius NAC
'Wi-Fi Direct Clients Policy Disabled
A e T (R T 200 .Lna:l Balancing and Band Select
Per AP Radio Client Load Balancing
Clear HotSpat Client Band Select
Configuration Enabled

7. BN BHEMEACL,

LEACLTEISERYACcess-Accept’EE A5 A , WEEMLREEEED ( HACLIESRE ) SAR L
RETEEEMD ( HACLAGT ) . EX L , FEAFDNSHIREISENRE, &E:FlexConnect
APHRER BN AR B N EBEACLAIFlexConnect ACL, ItREIREE 528k ECiscofiia
CSCueb68065H , W7 .5 FIEE, EWLC 7.5REFHMAAF | EEFEFEHAFIexACL , TEEEZ
HERACL, WLCTEHISEREIMNEERACLEEZEACL, BR , ERRCEEIE 6 LEEE
A EaFlexConnect ACLAEEIBYACL,

LA g6 45 B8 7R ana] 22 31 & Bflexred B FlexConnect ACL:

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY
Wireless FlexConnect Access Control Lists
+ Access Points
All APs Acl Name
» Radios
802.11a/n flexred ~

802.11b/g/n
Dual-Band Radios
Global Configuration

¢ Advanced
Mesh
RF Profiles

FlexConnect Groups
FlexConnect ACLs



BB ALLSLFTDNSREA RIS EISERRE | WIEEHEFRE,

CISCO MONITOR ~ WLANs CONTROLLER WIRELESS SECURITY MAMAGEMENT COMMANDS HELFP FEEDBACK

Wirelass Access Control Lists > Edit

= Access Points

All APs. General
» Radios
BOZ.118/n Access List Name fhaxred
BO2.11b/g/n
Dual-Band Radios Destination
Global Configuration Seq Action Source IF/Mask IP/Mask Protocol Source Port
0.0.0.0 ! 10.48.30.208
F Advanced 1 Permit / Any Any
0.0.0.0 255.255.255.255
Megh
10.48.39.208 £ 0.0.0.0 i
2 Permit An AN
RF Frofiles 255.255.255.255 0.0.0.0 -,- ¥
0.0.0.0 f 0.0,0.0
FlexConnect Groups 3 Permit i upp Any
FlaxConnect ACLs 0.0.0.0 0.0.,0.0
0.0.0.0 £ 0.0,0.0 f
F 80Z.11a/n 4 rmi [ N
Permit  4.0.0.0 0.0.0.0 ve ONs
b 802.11bfg/n 0.0.0.0 /00,00 /
5 Deny Any Any
b Media Stream 0.0.0.0 0.0.0.0

Dest Port DSCP

Ary

Any

Arny

Any

Any

NREHLEBEERESMY , AIREEAFFIESI43EMISE. ( MRETERE , VAFIGHRAK

WmEEFEIE | F108905, 8906, 8909, 8910, )

(ERR7.5MZ BT , KACSCue68065)i%ESecurity > Access Control Lists 7] 2 37 [ &

[E—ACL.

MONITOR. WLANs CONTROLLER WIRELESS SECURITY

Security Access Control Lists
* AAA
General Enable Counters
- RADIUS
Authentication Name
Fallback
» TACACS+
LDAP

Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

¢ Local EAP
b Priority Order
b Certificate

w Access Control Lists
iAccess Control Lists|
CPU Access Control Lists
FlexConnect ACLs

Type
IPv4 [~ |


https://tools.cisco.com/bugsearch/bug/CSCue68065

#{E45 EFlexConnect AP,

EEE  HAKBIERE  BEMEMAFlexConnectill , HARIEHRM

RE , TEZEAPHITELESR,

#—T "Wireless .

, RBBERENEEE, —TFlexConnectE# , A% % — TExternal

Webauthentication ACLs. (TEMRA7.42 81 , LthiEIER A Web policies. )

MONITOR  WLAMS

SECURITY MAMAGEMENT (COMMAMDS HELF FEEDBACK

Wirelass

= Access Points
All APE

CONTROLLER  WIRELESS

All APs > Details for FlexAP1

General = Credentials  Interfaces  High Availability = Inventory

» Radios
BO2.11a0n
B02.11k//n
Dusal-Band Radios
Clobul Configuration

b Advanced
Mexh
RF Profiles

FlewConnect Groups
FlenConnect ACLE

F B0Z.11afn

WLAN Support o
Makiver WLAN D 11 VLAN Mappings
FlexConmneot Group Mame ot Coon Maguned

PreAuthentication Access Control Lists

IEn'.ln'ﬁ WebAthentialan AlLy I
Lecal Solin ACLS
Central DHCP Prosessing

EACL(EAR R an & Bflexred) MBI Web R [EiH, ESKACLELHERFNE. ©iH
REA , BERACLATRMBIEGAP , MEEFEEREA,

MONITOR WLANs CONTROLLER MANAGEMENT COMMANDS

Wireless

= Access Points
All APs
w» Radios
B02.11a/n
802.11b/g/n
Dual-Band Radios
Glabal Configuration

¢ Advanced
Mash
RF Profiles

FlexConnect Groups
FlexConnect ACLS

¢ BO2.11a/n
} B02.11b/g/n
F Madia Stream

Application Visibility
And Control

Country
Timers

b Netflow

WLCEEREE T Ko

ISE #H%&

WIRELESS SECURITY

All APs > FlexAP1 > ACL Mappings

FlexAFL
00z 1c:M9:c2:42:30

AP Nama
Base Radlo MAC

WLAN ACL Mapping

WLAN Id 4]
Webauth ACL | flexred =

_Add |

WLAN Id WLAN Profile Name WebAuth ACL

WebPalicies
WebPalicy ACL

_Add |

WebPolicy Access Control Lists
flexred
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1. & — T Policy , &A#% 1 — T Policy Elements.

2. #%&—T "Results. »

3. ERAuthorization , #A# & — T Authorization profile.

4. B —TAdd#ZER | B RwebauthZ I — B ZERERE,

5.7 "Name. fR{z*F , MARERNZE. EHIEH CentralWebauth,

6. f€Access Type N ALiE & H1EEACCESS_ACCEPT,

7. Ai& "Web Authentication FENAH , ARK T ALRE FREZELEPNWeb Auth,

8. HACLHRMH , M AWLCLARERKENEQNRENACLE R, LRBIEA flexred,
9. %RedlrectTleEEEIJlEEDefaulto

RedirectB 14+ EHISEE ZITERWebfIF B RISEEEESE YW B EHZWebFIF, Hl0 , HEHIFH
flexred ACLE MR R FERA BRI F MM ENHTTPREERHEMD,

Cisco  Identity Services Engine

{i* Home COperations|*  Policy| *  Administration | *

|- PolicySets |« Profiling |7 Posture |k Olent Provisioning | Security Group Access | ¢ Policy Elements
Dictionaries  Conditions | Results

Aathorzation Prafles > New Authorization Prafile

Results
| 5] Authorization Profile
———— * Kame | CentralWebauth |
mr L
v B Authentication Description |
™ [ Adhorization * Access Type [ACrESS ACCEPT [+]
* | Autherization Profiles —
Blackhole_Wirsies_Access Sarvice Template
Ciscn_IP_Phins
Denyicress
Haxss_admin * Comirmon Tk
Mewus_operaftor
Mon_Cisco_IP_Phones T WLAN
PermitAess
fmsit | Woice: Domain Permission
ket
* [ Downloadable 401z : B web Redirection {CWA, DRW, MOM, NSP. CPF)
* [E5] Infine Posture Node Profiles :
» tlm
v [ Postue Centrafized Web Auth v AcL | fexred | Resret  pefaut| -
v [ Cvent Provisioning —
b [T Secunity Group Access
B SHBRESRA

TRUTHR , B fEAREREEEYBRERA

1. fEPolicy ( ZE#% ) ZBE T , # — T Authentication, Ith B FE R A & 5 DB FH RIER R
fl, EHRGIF , BET —ERE , EEAEIMACEIRREBRZAA,



wirgless MAR Wirgless MAR allow protocols | Aliowed Protocol : Default Netwoel) | and b
= MAD IF | Wired_MAB aliow protoosls | Alowed Protocol | Default Rebworl) | and..
B Dot 1X fl e B2 1X aliow profooss | igwed Protocol | IDefault Netwos, and...
Defauit R o match) allow protocois. | Allowed Protocol : Defaull Networl) | and use identity source = | jngemal Users

2. WA MEERAINER, KRHIEH Wireless mab,

3. EIMRH ML AZEZE MR (+) B R

4. BEESHY , REEEWireless_MAB,

5. 122 MDefault network access ( TEEXMEIEEHME ) 1 EARHFNHE.
6. HM— T RAM.. ERNRE , WE—SERKRA,

7. ¥ — T Identity Sourcel®{LHHI+E R , A% iZEZFInternal endpoints,
8. #&If user not found T 712 B #E #E Continue.

v | wireless MAB | 117 | Wireless_MAB | allow protocols | Allowed Protocol : D

Default v use | Internal Users ]

Identity Source| Internal Endpoints]

Options

If authentication failed| Reject - |
« [maB | £1F | Wired] If user not found | Continue v |
If process failed | Drop -

[ | e | Mesiw | -1 A fiwardd

LI Rt BBwebauth i R BET S 5T ( AMERENMACHUERA ) o DotIxfE & w1 A]
DEAEBRETRR  FHUETERILAR,

BVRMERA

B EREXKPELEARAUTERE, ERPCE , S#TmacBiE ; MEEMACHEIEARA |, Fik
2iRElwebauthfACL, WWMACKABRANM TEFR , WHERHHEE,

2nd AUTH f Guest AND Network Access:UseCase EQUALS  then  vian24
Guest Flow

= MAC not known if  Network Access:AuthenticationStatus EQUALS then  CentralWebauth
UnknownUser

FTRUATSRUEIRERA

1. BUFAANE AZTE, bRBIERKALIMAC,

2. B— TR PH MR+ E TR , WBFE TR
3. EFexpression IR E,

4. i#1ZNetwork access , AEEMHTE.

5. ¥ — T AuthenticationStatus , AR B{ZEEqualsiEE .



6. £ & fl#& 1z +:E £ UnknownUser,

7. £ General Authorization B £ , i##Authorization Profile(Authorization Profile)({Z A E A
i), ENEERAE ( HMAC ) KA , TR EAFFISEMEE. R7E , BARESBERRAEAE
. B, — Bt AEEE , MR EEXEISELEREORI|HER ; Hit , XERS—
RAEE—ERG , IRXERAERSHEEAE , FRELERE, EATRES  MREA
UseridentityGroup equals Guest , BfR EFT B REI BRI,

8. B— TURMACK AR BIREN RIE#ZER , ARBEELABAFTRA, EX : LFHRAGCRA
MACKRAHF B ZHl , E—HIFFEE,

9. EE WM P A2nd AUTH,

10. BESGEERKRYE. LLRHIEEGuest.

M. FERERASP , BT R ER , ARIBERE IR
12. i#3ENetwork Access , A% — TUseCase.
13. EEEqualstE B EE ¥,

14. EEGuestFlowﬂE%IEEEE’JE%ﬁ:o ERKEFLEHHERRZEAZBENERE , Y ERE
BER (RANGFERSD ) BBREA , YEEEELERAEBRFHETS HER,

15. EREEE L , FZEMNR(+)BR(uRthen’5i8) , RIEHRAIRERER
EAREHF |, BER—ERLRENREE (vian34) ; AERREERILERE,

&M LU EPermit AccessiBIEESH EZV B EZBEER , LUREZREEHNVLANSE B X,

BEEFE . EISERA1.3F , RIBEWeb FHBRFBHEE , "SER. FARMITEFTHEHR,
A& REAUXETSSHEMEAERERE —TTRENERMY,

BAIPRET (& )
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MREDE TVLAN |, FFRAA T S EREARA IPERT

1. ¥ — T Administration , A% 1% — T Guest Management.

2. #&—TF TSettings. o

3. EfGuest , A& E FMulti-Portal Configuration.

4. ¥ — T DefaultGuestPortal R R A REE B U W B ERFIFHN B R,

5. #— T Vian DHCP ReleaseBREX 5 1. X : IIBEEHE AR WindowsE Fif,
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Settings

| Genaral Multi- Portal
| Spansor
iy Dwncos Geriera Custornization Authentication
v Gusst VY LG
Dwaaits. Pobty
Langusage Template [ Enabla Sell-Provisaoning Flow

* | Multi-Portal Configurations
DetaulGuesPartal
Portal Policy

] Amew puist users 1o change pasiwond

1 Require guest users (o change password af expiration and first login
Pas Pokcy Guest users should download the posture clignd

£ Time Prafies 3 Guest usars should be aliowed ko do self service

Usarnama Policy 4 Guest usars should be allowed to do device registration

¥ vian Dhep Release (Mobe: Release should acour prior to the Coh. Renew should be sal io occur afler ihwe Cof occurns).

- Deday 1o Release | 1 | seconds (valie Range 1 1o 200)
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Dynamic Author.
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CISCO Guest Portal
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Guest Portal | .

C15C0 Guest Portal

Signed on successfully
You can now type in the original URL in the browser's address bar.

You can now type in the original URL in the browser's address bar.
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