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Add NTP Server L dft.d

NTP Server * - 172.16.38.66
Authentication Key

Authentication Value
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- ECRERR/EN  ETIIRGIFETR
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- BSRBETH  ARSILERYEZENTPEAGE , MARFEKBMEETH , HRTK.
- BEY  IRBEESARKRASHER K WHREKEHRAERD,
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ERBFPR41xx/9300%& B F HINTPHELE
ERENTPYH SEEARRE
FPR4100-8-A# connect fxos

FPR4100-8-A(fxos)# show ntp peer-status
Total peers : 4

reach delay

17
377
377

0.20996
0.03035
0.19914

* - selected for sync, + - peer mode(active),
- - peer mode(passive), = - polled in client mode

remote Tocal st poll
=172.16.38.66 10.62.148.196 1 1024
*172.31.201.67 10.62.148.196 1 1024
=172.16.38.65 10.62.148.196 1 1024
=172.31.20.115 10.62.148.196 1 1024

BRENTPAKRF[EEME L

FPR4100-8-A# scope system
FPR4100-8-A /system # scope services
FPR4100-8-A /system/services # show ntp-server detail
NTP server hostname:
Name: 172.16.38.65Time Sync Status: Candidate
NTP SHA-1 key id: 0O
Error Msg:

Name: 172.16.38.66

Time Sync Status: Time Sync In Progress
NTP SHA-1 key id: 0O

Error Msg:

Name: 172.31.20.115
Time Sync Status: Candidate
NTP SHA-1 key id: O

377

0.02905



Error Msg:

Name: 172.31.201.67

Time Sync Status: Time Synchronized
NTP SHA-1 key id: 0

Error Msg:

ERSENTPRIE

FPR4100-8-A# connect module 1 console
Firepower-modulel>show ntp association

remote refid st t when poll reach delay offset jitter

*203.0.113.126 172.31.201.67 2 u 39 64 370 0.070 0.445 0.210
ind assid status conf reach auth condition Tast_event cnt

1 16696 96la yes yes none sys.peer sys_peer 1
associd=16696 status=96la conf, reach, sel_sys.peer, 1 event, sys_peer,
srcadr=203.0.113.126, srcport=123, dstadr=203.0.113.1, dstport=123,
leap=00, stratum=2, precision=-21, rootdelay=29.053, rootdisp=70.496,
refid=172.31.201.67,
reftime=e24d4bd9.3b680f6d Fri, Apr 24 2020 11:28:25.232,
rec=e24d4d34.170bd724 Fri, Apr 24 2020 11:34:12.090, reach=370,
unreach=0, hmode=3, pmode=4, hpoll=6, ppoll=6, headway=0,
flash=20 pkt_stratum, keyid=0, offset=0.445, delay=0.070,
dispersion=2.152, jitter=0.210, xleave=0.017,
filtdelay= 0.08 0.11 0.08 0.10 0.07 0.08 0.09 0.07,
filtoffset= 0.17 0.18 0.29 0.29 0.45 0.45 0.69 0.69,
filtdisp= 0.00 0.03 0.99 1.02 2.03 2.06 3.03 3.06
associd=16696 status=96la conf, reach, sel_sys.peer, 1 event, sys_peer,
remote host: 203.0.113.126:123
local address: 203.0.113.1:123
time last received: 39

time until next send: 26
reachability change: 170025

packets sent: 5048
packets received: 5048
bad authentication: 0
bogus origin: 0
dupTicate: 0
bad dispersion: 27
bad reference time: 0
ERENTP sysinfo :

FPR4100-8-A# connect module 1 console
Firepower-modulel>show ntp sysinfo
associd=0 status=0615 Teap_none, sync_ntp, 1 event, clock_sync,



version="ntpd 4.2.8p11@1.3728-0 Sat Dec 8 06:11:47 UTC 2018 (2)",
processor="x86_64", system="Linux/3.10.62-1tsi-WR10.0.0.29_standard",
leap=00, stratum=3, precision=-24, rootdelay=29.129, rootdisp=24.276,
refid=203.0.113.126,

reftime=e24dd3bf.170a6210 Fri, Apr 24 2020 21:08:15.090,
clock=e24dd437.59b86104 Fri, Apr 24 2020 21:10:15.350, peer=16696, tc=6,
mintc=3, offset=0.009911, frequency=7.499, sys_jitter=0.023550,
clk_jitter=0.004, clk_wander=0.001

associd=0 status=0615 Teap_none, sync_ntp, 1 event, clock_sync,

system peer: 203.0.113.126:123
system peer mode: client

leap indicator: 00

stratum: 3

Tog2 precision: -24

root delay: 29.129

root dispersion: 24.276
reference ID: 203.0.113.126
reference time: e24dd3bf.170a6210 Fri, Apr 24 2020 21:08:15.090
system jitter: 0.023550
clock jitter: 0.004

clock wander: 0.001
broadcast delay: -50.000

symm. auth. delay: 0.000

uptime: 204908
sysstats reset: 204908
packets received: 19928
current version: 6069
older version: 0

bad length or format: 0
authentication failed: O
declined: 0
restricted: 0

rate limited: 0

KoD responses: 0
processed for time: 6040

associd=0 status=0615 Teap_none, sync_ntp, 1 event, clock_sync,

pl11 offset: 0.006196
p11 frequency: 7.49899
maximum error: 0.097039
estimated error: 3e-06
kernel status: p11 nano
p11 time constant: 6
precision: le-06
frequency tolerance: 500

pps frequency: 0

pps stability: 0

pps jitter: 0
calibration interval 0
calibration cycles: 0

jitter exceeded: 0
stability exceeded: 0
calibration errors: 0

time since reset: 204908
receive buffers: 10

free receive buffers: 9

used receive buffers:
Jow water refills:
dropped packets:

o R O



ignored packets: 0

received packets: 19930
packets sent: 26811
packet send failures: 0

input wakeups: 224931

useful input wakeups: 20034

BT FPR41xx/9300& E EMIOMBERE ( T & ) cEHINTPEZL
FEFPR41xx/9300 L , NTPEXEEIBMIO ( #EFE ) HIAFIFTD, MEMFTD CLIKFMC UIEST

NTPERE.

SEFTDIEEAATHSEID 203.0.113. 126 EMIORTREESEH , WRBULEABRREES
o FTD CLIERBRIIE R, ARBIFEINTP IPRAZBref-id , M A 2EBRAHINTPERSFIP, EFCMA
EUNTPEARSIPAEFE kY , K Areference-idia#&+EE :

> show ntp

NTP Server : 203.0.113.126

Status : Being Used

Offset : -0.078 (milliseconds)
Last Update : 43 (seconds)

B RBFPR1Ixxx/2100% & FHINTPE &

/N ' EREARETAER T HARASABFPRIxxx/21005 B,

firepower-2140# scope system
firepower-2140 /system # scope services
firepower-2140 /system/services # show ntp-server detail

NTP server hostname:
Name: 172.31.201.67
Time Sync Status: Time Synchronized
Error Msg:

Name: ntp.esl.cisco.com
Time Sync Status: Candidate
Error Msg:

HEBRE R 8
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FCM UIF R :

ntp.esl.cisco.com Unreachable/Invalid @ & O

BENEME
fF FAping@m T MENTPRIRES X4 B @AT

KSEC-FPR4100-8-A(Tocal-mgmt)# ping ntp.esl.cisco.com
Invalid Host Name.

AR R

« RECEDNSH SR,
- DNSfABREREEMMT EHS

2. FXOS - UDP1£123 EINTP{E RES = B E 4R R RE

FCM UIFR :

cisco.com Unreachable/Invalid @ & 8

B EE
A\ % . ESENE L HEthanalyzer BEEFPRA1x/93005 8 L T,

ERRBEEENENHEREES  ABMFBUDPE123 LWL EIBA

<#froot>

KSEC- FPR4100-8-A(fxos)# ethanalyzer Tocal interface mgmt capture-filter "udp port 123"
Capturing on 'ethQ'



1 2020-04-30 20:09:54.150237760 10.62.148.196 - 172.16.4.161 NTP 90 NTP Version 3, client
2 2020-04-30 20:14:14.150172804 10.62.148.196 - 172.16.4.161 NTP 90 NTP Version 3, client
3 2020-04-30 20:23:13.150171682 10.62.148.196 ~» 172.16.4.161 NTP 90 NTP Version 3, client

AReRE

- RENRRSRTENTPRE RS,
- BEFHERE (FIMpHARE ) SHHEIESURE.

3. FXOSHINTP Al AR 85 < E #Y B8R M E 4R B RE

FCM UIZE R :
NTP Server Server Status
ntp.esl.cisco.com UnreachablefInvalid i
EENEME

/N EE . EEBRFPRAIXX/93005 B,

##FXOS CLIEINTPE B2

FPR4100-8-A# connect fxos
FPR4100-8-A(fxos)# ntp sync-retry

£ FHethanalyzer CLITH - TEMBMAETENHE,
B S
« FXOS - NTP{al iR 25 2 i i 3R B BA M E AR B

FH BRI
BE TIRARE ) UBEHEA/EEENREA,
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