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L]
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L]
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Dashboard

(7) Dashboard

Lisage - Last 30 Days a
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= Assign Applications

() Search
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Back to Applicatio

1 Add Application Create New App

CATEGORIES

AP Mananormant 3 Featured Intearations See all

Q, bearch.

S ER4 1R {ZPlatformfEEWeb, i#1ZSign On method % SAML 2.0, 3Z— T Create , #l ~EFf R~

o

Create a New Application Integration

Platform Welb b

Sign on method () Secure Web Authentication [SWA)

Lises credentials to sign in. ThiS Inteqrathon Works wWith maost apps.

\...
@: SAML 20
at
Uses the SAML protocol to log users into the app. This is a better option
W than SWA, Iif the app supports it
= () OpenlD Connect
Uses the Openil Connect protocol to log users Into an app youwve bullt r

HERS R HApp B, AppRE ( WiB ) , REE—TNext , MM TEFTR.



o General Settings

App NAMmE FMC-Lagin
Iﬂ o (optiona
App log 0 I
CISCO
cisco.png Browsa..
Upload Logo

Reguiremenis

For Best Results, use a PNG image with

App visibility [ | Do not display application icon 1o users

Do not display application icon in the Okta Moblle app

ca r":E.I m

S ER6.8 ASAMLERE.
B8 2% A URL:https://<fmc URL>/saml/acs
FZHURI ( SPEMID ) : https://<fmc URL>/saml/metadata

R AR RE:/ui/login



e SAML Settings

GENERAL

Single sign on URL £ hitps<FMC URL>/saml/acs
/| Use this for Reciplent URL and Destination URL

:l Allow this app to reguest other 550 URLs

Budience URI {SP Entity 1D} £ hitps:/f<FMC URL>/saml/metadata
Default RelayState ) fulflogin

f no value is set, a blank RelayState Is sent
Mame ID format € Unspeciiled v
Application username ) Okla username -
Update application username on Create and update ¥

Show Advanced Settings
ATTRIBUTE STATEMEMNTS (OFTIOMAL) LEARM MORE
MName MName format (opilonal) Value
Unspecifled L4 r
Add Another

S ER7. 8 B ZE Applications > Applications , 20T B ~.



Gel Started Deshboard
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Sof Sendco
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STATUS
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General Sign On Import Assignments

m # Jonvert Assignments C, Search People »

= Person Type

Rohan Biswas

: Individual I ®
roblswasiEcisco.com

Groups
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Back to Applications
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Application username is determined by the user profile mapping. Configure profile mapping

SAML 2.0

Default Relay State ulflogin

SAML 2.0 is not configured until you complete the setup instructions.
View Setup Instructions

Identity Provider metadata |s avallable If this application supports dynamic configuration,

HERSEAXMIESR , LEEFMC EER,



* moac»@

c @ bi: okta.com/app/exkjmr3gbDQjCYNin4: !

This XML file docs not appear to have any style i iated with it. The document tree is shown below.

¥<nd:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata” entityID="http://www.okta.com/exkjmrIgbDQiCYHindxs">
¥<md:IDPSSODescriptor WanthuthnRequestsSigned="false" protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol”>
KeyDescriptor use="signing”>
EeyInfo xmlns:ds="https//www.wd.org/2000/09/xmldsigh">
v<ds:¥509Data>
A IEZYYWS JaXN

<ds :X509Certificate>HIIDE DVQQGE: TE
MBIGALUECWWLUINPUHIvdmLKEXT: ThvcH AQKBFglpl AJ BgNVBAYTALVTMAMWEQYDVOQIDAPDYNxpZmsybml hMRYwFAYDVOQHDALTYHA gRIhbupc2NvHOOW
JEXMBUGA1UEAWWOY212Y2BtemS iaXN3 055 b20wggE TBDwAw ggEKAOT b9SYp3IVHETPbzdt ] ILPSakYXFqE+DtaXFHKCIMY QDAL 4 Imik+ArHbhE
1 BELNREOT LixF7zu2 pudhajuwEdl ¥ suttImue? gpRXP/1EP12VEPNEZ (W ™,
ajc HugSE1 C: p b gqEBAHIYIFnME jiak 7g¥x/: ITzn2knEtkT: TzwoH JK4OLT/VA0X /9§ BVERNB yOXWDhEVD20£3CI50URAY 7645711 /qSupMDpinmTKhgL3unTvBQTvi0S
37xCGEyeBP£L7Ce8 BgTuQwVASs1RELGEXFuE SwyQLa TZ0R1 +VTHP 15uMTBDGF 22 AbHAX TS atOce LRUD. 'V2IKZbL50gHdhR/NiJhLFeBbtE i y2W+ZMLagm CHC#+/9PjN0t4coILwmlERIR J254UiTgn</ds :X509Certiticate>

</ds:X509Data>

1KeyInfo>
@yDescriptor>

Mame IDFOFMAL>UFR 0818  name: .1:nameid-format: ified</md N

Mame TDFormat: st d-f el : Nams -

on="https://cisco-robiswas .okta.con/app/ciscoorgBiz6dl_fmelogin_1/exkjnr igbDRICYNindxs /a0 /saml * />
htps://cisco-robiswas.okta.com/app/ciscoorgBiZédl_faclogin_l/exkinrighbQiCYRindx6/ss0/ sanl” />

“urntoasis:names:tciSAMLi2.0:bindings :HTTP-POST" Loc
*urnioasis:names:tciSAML:2.0:bindings HTTP-Redirect” Locatio:

SinglesignonService Bindin
:SingleSignonService Binding
DPSSODescriptors

FMCHERZ B

S FREEESHTEBEFMC, EMERFE>ERE.

[PNPON Objects  AMP Intelligence
Canfguration; m Doamaing. Inzegration Updates Ucenses v Logging v

S E82 % — T Single Sign-On , I~ EFRo

Overview Analysis Policies Devices Objects @ AMP Intelligence

User Roles External Authentication Single Sign-On

SEH3 MAE-BARE (FERA/EFER) .

ntication Single Sig

Single Sign-0n (550) Configuratio

S B4 —THRESSOMKBEFMC LEESSO,



Single Sign-0On (SS0O) Configuration @O

The FMC supports Security Assertion Markup Language (SAML) for
authentication. This allows you to provide single sign-on (S50)
access to yvour FMC dashboard. Show More

No S50 configuration created. l Configure S50 J

S5 EFEFMC SAMLIBHRER, # "Nexts (T—% ),
EAERF , £HOkta,

Select FMC SAML Provider

Salect the SAML provider to authenticate 550 users for the FMC:

Step 1 of 3

SRLTEEFHER  RARFHWMADPER, E—TNext, A



Configure Okta Metadata 9

Configure the FMC to wark with your Okta IdP by selecting one of the following two options: Fill out required fields for yauwr

ign=Cn URL

hitps:licisco-robiswas.okta.comfapp/ciscoorg84 2643 fmclc
Identity Provider [$5usr

hittp:ffwwow.okta.comlexkimr3gbDQJCY Mindx6

X509 Cartificate

MIIDFDCCAPSgAWIBAGIGAXMENBEMAOGCSgGS IbIDQEBCWUAMIGHWMQawCQYDVOQGEWIVUZETMBEGALU
ECAwKQ2 FeaWEvemSpY TEWMBOGALUERWwWHU 2FuIEZy Y5 jar jbzENMAsGA 1 UECGWET 2t 0¥ TEUMBIGAL

VECWWLU LHEUHIvdml k2 X IxFz AVEgNVBAMMDmMN po2 HvLEJvYml ed 2Pz MRwwGg Y JRoZ ThveHAQKBFg 1 pb
P arME O AT Y 70 F WO A VIVD T el MasesD A TR M 1 a0 PTG PusssM T E TR M T sdns T W™ s A TR AT R WRE 170
() Upload XML File

Step 2 of 3 [ Back ][ Hen ]

BB LURIZE FEXMLIESR | i FEEOktaBl EM S B10TR MEMIXMLIESR,

Configure Okta Metadata 9 X

Configure the FMC to work with your Okta IdP by selecting one of the following two options: Fill out required fields for your
S50 manually, or upload the XML metadata file.
5 n noflouratin

@ Upload XML File

Drag and drop an XML file here, or click to upload an XML file containing your S50 credentials.

Step 2 of 3

—BEEHER  FMCERERES. E—T "Nexts , ITFEFR.



Configure Okta Metadata o x

Configure the FMC to work with your Okta [dP by selecting one of the following two options: Fill out required fislds for your
550 manually, or uplosd the XML metadata file.

() Manual Configuration

(@ Upload XML File

Drag and drop an XML file here, or click to upload an XML file containing your 550 credentials.

File
rmietadata.oml

Identity Provider Single Sign-Chn UIRL

https:/feizon-roblawas.okta com/app/tiscoorgB842643_fmclogin_ 1/ exkimr3gbDOiCYNind =6/ ssay sami
Identity Provider Issuer

hittp s/ fwerw. okita. comfexigmr3gbDOCY Nindx &

X509 Certificate

MITDrDCCARSgAWI BAgIGAXMINBRIMADGCS G5 bIDQERCWUAMIGWM Oswl OYDVOOGEWIVUZETHMBEGA LU

Step 2of 3

SR7T RBERIJER, B—T "Saves , WTFEFTR,

Verify Okta Metadata - e

Tast the Okta metadata by clicking the Test Configuration button on the System f Users / Single Sign-0n page after
YOu save. )

Identity Provider Single Sign-On URL

hitps:/fcisco-robiswas. okta. com/app/ciscoorgB42643_Imclegin_1/exkjmrIgbDOiCY Nindx 6/ 550,/ samil

Identity Provider Issuer

http:/ fvww. okita com/fexkimrIgbDOiCY Nind x6

X500 Certificate
MIDrDCCAPSg AWl BAGIGAXMINEBIMADGCSqGSIbIDQGERCWUAMIGWMQswCOYDVOOGEWIVUZETMBEGAIUECAWKQZFsaWEy

SR ERMRER TR EACHWAREREAS,



Single Sign-0On (SS0O) Configuration @&

Configuration Details

Identity Provider Single Sign-0On URL
https://cisco-robiswas.okta.com/app/ciscoorg842643_

Identity Provider Issuer
http://www.okta.com/exkjmr3gbDQjCYNin4x6

X.509 Certificate
MIIDrDCCApSgAWIBAgIGAXMtNBBJMAOGCSgGSIb3DQ

w Advanced Configuration (Role Mapping)

Default User Role Administrator

Access Admin

Administrator

Discovery Admin

External Database User
Intrusion Admin
Maintenance User

Network Admin

Security Analyst

Security Analyst (Read Only)

Security Approver

Threat [nkelbgencs Derecter (TLD) User

SERO. B ERIFFERE , 5512 — T Test Configuration , 20T B Ro



Single Sign-0n (S50) Configuration

Configuration Detalls  #

Identity Provider Single Sign-0On LURL

L&
)

https://cisco-robiswas.okta.com/app/ciscoorgB42643

Identity Provider Issuer

http:/fwww.okta.com/exkjmr3ghDQiCYNindx6

X.509 Certificate

MIIDrDCCApSgAWIBAQIGAXMENBBMADGCSgGSIbIDG

¥  Advanced Configuration (Role Mapping)

=

MRRAERT , CEZERIMEFAINER , ARABERLNHER L,

o Dene Arepower Managemant | X @ hatpsy¥moy example comiss

B WGy, AR, GOy e B

£ B810.32 — T Apply SAfE12H%E,

"

+

Success

You can close this tab and save your S50 configuration.




Single Sign-0On (S50) Configuration @O

Configuration Details

Identity Provider Single Sign-0n LIRL
https: //clsco-robiswas.okta.com/app/ciscoorgB84 2643 _

Identity Provider Issusr
http:ffwww.okta.com/exkjmragbDQjCYNindxb

X.509 Certificate
MIIDrDCCApSgAWIBAgIGAXMENBBjMADGCSqGSIb3DQ

» Advanced Configuration (Role Mapping)

FERL T RUAISSO,

I & 550 enabled successfully X

Single Sign-0On (S50) Configuration @&

Configuration Detalls

Identity Prowider Single Sign-0n URL
hﬂlli:ﬁﬁl‘-l:l:l-l‘ﬂHﬂii-ﬂm-mlpm’dmﬁgﬂﬂﬂE_

Identity Prowider [$3uer
hittp: / fwwew.okba.comfexkjmrigbhDOCYMInd =G

¥.509 Certificate
MIIDrDCCARpSgAWIBAGIGAXMINBRIMADGCSqGSIBIDO

¥ Advanced Configuration (Role Mapping)

| Test Configueation | | Appy

B

# 2B BT ER ZFMC URL:https:/<fmc URL>, 3 — T Single Sign-On.
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Firepower
Management
Center
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Passwond
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Connecting to st
Elq M= wWiilh Sour ¢I5¢ﬂ-|:ll'g-ﬂ:r?543 oot 1o access FRIC-
Login

Usernamse

Foabal WS EC IS0 COM

Fassword

Hamember re

Masad help signimg in?

MERY , BEZEABE AL RRFMCTERRET,
EFMC L , EfiFSystem > Users , R FIBEE R ERNSSOEAE,

m User Roles  External Authentication  Single Sign-On

| dmemame LT S

admin

I robiswasfcisco.com Administrator
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