E#R&FireSIGHTE E H /L MFirePOWERZ &
B &%

DEE

BRETH
B RETE

B B

R Y i
Cisco Firepower Management Center 1000, 2500514500
7 8 U AR

#AFHSystem Restore LILOREE 3215

7010, 7020#17030£F

7110M7120% &
8000% 5| 8¢ B s B3 P/ L B BEFS750, FS15008kFS3500

AIHEFMC1000, FMC2500, FMC4500 ( EAMAKEMC ) HI RFIRR

| &1

&I

RIE R LA Cisco FireSIGHTE I H10\(FMC) MFirePOWER % B ) E #TBR 72 = A9 S5 6 R BAE LR

=,
B R

AXAREREBR,

BRA T

ESCET S PR CHLT T ES

ZERE FireSIGHTE A0 A EHTRRAT K BR AR A

Cisco Firepower 7000 &5l

Cisco Firepower 7100 %%l FS 750
FS 1500 52/ EFRA
Cisco Firepower 8100 35l FS 3500

Cisco Firepower 8200 %5l




Firepower 8300%

Cisco AMP 7150 5.3 E S R4
Cisco AMP 8150

ANHAHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) BVHEREREE) . MRICHVEEFT | FBRARECEEEMES TREKNTZE

EXRERE

/N ' R ES B FireSIGHTE E h A B FirePOWERS BR | 55435 AUSBRGEER
A, BRI E(KVM) 3 R,

BRIE 2 Bl

1. MREHEBEFRGEEF OB MFirepowerkE , ERERE A HEHENEE,

2. BB RBRIBS AV ISR | A "Components Used ( EEAKITTH ) 1 SO PHRRBFERE
AiEMESER,

3. (e RN B T HIEFF TNV RBIRANE E R I8 MEHRR &R,

N g EoEFegiso=
BBRGRERE - SAK o RERNTINEBE N SEEB THEN. BETSSHRREW A,

N o mEREHSSHABETA | BT LEAFMCETILBRE.

EREisoVEEM  BREMAMASsumNREEMN AR , ARAEAmMdSsumB AR #ITERE.
4. ZRIEFIESEFURENEZLHRYE  EMRTEFTMBRENLE S X, ANXHRERENE R T

H"aE,
EXMRERERE
N S IRARBEATTERNER. BREMSIRE | BT EEFFHROEARZ I | B

REBRETEME,



shutdown -r now

e trust you have received the wsuwal lecture from the local System
Administrator. It wuswally boils down to these three things:

##1) Respect the privacy of others.
#2) Think before you type.
#3) With great power comes great responsibility.

assword :

LILO 22.8 Boot Menu

system_Restore

Hit any key to cancel timeout ¥
Use «td+ arrow keys to make selection
Enter choice & options, hit CR to boot

boot: 3D-5.3.0_

Bl2 — R EFEENEF |, RER FHSTHEBUEILAFE , AT —EEREIEFESystem_Restorei# 1§




s MR System_RestoreiR RAFRET , AIXEAE RS BIEF U ERESI BRI RE D ZIFE
(DOM), BERFFMER , F2 Rk System Restore LILOIEEEIF,

LILD 22.8 Boot Menu

—_—

3D

Hit any key to cancel timeout —_——-
Use «td+ arrow keys to make selection
Enter choice & options, hit CR to boot

oot System_Restore_

=3



hoot : Syustem Restore
Loading System_Restore

SYSLIKHUK 3.35 2087-01-28 EBIOQOS Copuright (C) 1994-2887 H. Peter Anvin
elcome to the fire Linux Operating System

Load with standard console
Load with serial console
Load legacy installer standard
Load legacy installer serial
hoot : ©
oad ing BEIMREE2E . L. e aaie aia aialae nin a s aciaia e
L R T Lol o et B L . i e o e e P S

B4 — MREFEARBNE RS , FEEERO,

N3 EBEED TRestore (EE ) L RENEEEEEESRENET (RESRE ).
—BBE CiRE, RIE | EEH T EEeE R
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sourcef ire 3D Appliance 5.3.0-5Z Configuration Menu

[El6



ICK DEVICE

elBBBe . . . (MANAGEMENT )

B7 — BREFEBEE , HEHRE,



IP Configuration

[Pvd

=8



IP Configuration

Static

=9



IP Address

=10
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rify IP Configuration——
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sourcef ire 3D Appliance 5.3.0-5Z Configuration Menu

14



E15 — BRXBEAEBEBREERLEER(SCP)HE.



nter the SCP server P

18.4.33.1593

< 0K >

16 — "I LAfE A FireSIGHTE B R OMER LS BRISCPRIARET. BELLIBRE , XFEAEEH LW
|Pitb 3 FBIH1E I System Restore)lBEHH F R, EZFHMER , F2H

ZEBEH(SCP)ARFARZT S HERER, MR MRFE , W EESourcefireps /1 4\(DC)A1E
SCPaREs , BEREWMI HEftSourcefireK B, EEEiGisofR&EHE FSourcefireZE BLAEITER
MG  EERSCPARN[ELFERFTITAE , K SHEEER,

B 1.#%Sourcefire X EFI E S B E M .isolE R T BB RE,
TR 2MEHSCPEF , SERREHERIIHEHL,

5 R SCPEFHBEELNXEMacEERBFTA, B2 , EWindowstEERMT , HAH
MBREE=FSCPEFIHEE, Sourcefre N R LZEAMIEESCPERHFHENERIX
B,

T — 1B R BE R I A& Sourcefire .isoBKIE R R LinuxRHEH " T, B HERZE|SourcefirePF
B Ivar/tmpdirectory:

<ffroot>

LinuxSystem:~$ cd Downloads
LinuxSystem:~/DownToads$ scp Sourcefire_3D_Sensor_S3-4.10.2-Restore.iso


https://support.sourcefire.com/
https://support.sourcefire.com/

user _nane
@
| P_Addr ess_of _Def ense_Cent er

:/var/tmp

/N B ErER s ENEE., EFMGNETASEEEIRENEE,

B  BEREERIBHEFR O, S EES SourcefireiR BEETEMMBREE., EEHREE
BLE , BULRMUDCHIPHEUNERERR , URANFHNRAERRGEREE,

A 5 ZREFRGE  CAERBER LN vartmp B ERBK isoME | RO HEEH
R A=,

n

=17
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Host "168.4.33.199° is not in the trusted hosts file.

(fingerprint md5 2b:Be:ef :36:5f :ea:a3:1e:13:5¢c :de:8a:93:af :db:2c)
Do you want to continue conmecting? (y/n) y_

19

N orE MESNERIESEETTRENNE | BRBESSHARENERS.



-Select an 150

1-Restore. iso
1-Restore.iso
1-Restore.iso
1-Restore. iso
1-Restore.iso
1-Restore.iso
Restore.iso

ourcef ire_3D Device _1000-
ourcef ire_3D Device Z2000-
purcef ire_3D Device 2100-

5.3.0-
5.3.0-
5.3.6
purcef ire 3D Device 2500-5.3.
e
<L £

)~
ourcef ire_3D Device 3500-
ourcef ire_3D_Device_4500-
ourcef ire_3D Device 506-5.3.0-5
ourcef ire_3D Device b500-5.3.68-571-Restore.iso
ourcef ire_3D Device 9960-5.3.0-571-Restore.iso
ourcef ire_3D_Device_53-5.3.6-571-Restore.iso

ourcef ire Defense Center 1000-5.3.0-571-Restore.iso
ourcef ire_Detense_Center_3000-5.3.0-571-Restore.1so
uu:cefrre DFiEﬂaE antEF bﬂﬂ -5. 3 D-J?i Heature iso

9
2
2
B-3
0-5
B-5
7
9

7
7
7
7
7
Fs
1-
7
7

uurcefrre DEfEHaE PPnTEF 53 5 3. 1 157 Heature iso

E20 — ERE iso R , BIRTIRE,

N o= AERISORENERES | FAELS B TERATIELEE,
#HER . RIREISOM K
EMRZA6.3% |, ISOB I E S ®Sourcefire_3D_Device_S3-<ver>-<build>-Restore.isoE i &
Cisco_Firepower_NGIPS_Appliance-<ver>-<build>-Restore.iso, MMREIBE KK EISO
By, BEISOBRREFHEZAEMESR. 562 xR EEMAEHMEKE6.3.0NE = R4
, BESREEEEN.



SCP Configuration
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sourcef ire 3D Appliance 5.3.0-5Z Configuration Menu

E22 — ERXEASZBIBLBEPHLSE, EFRETHER , DAL BEHEXNMSnorti
BIE#(SRU),
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LREREEREREE R L
B24




HHHHAUUARRENR BRI RSB

H

]
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sourcef ire 3D Appliance 5.3.0-5Z Configuration Menu

526

AFRRTEAEEERRAEFTFRENEZRS  IREEAEHRREUMNETTIR T ERBIREH
KE , SINEMRES.1>5.2, 52>53, 53>52%F , ABATHRE - 26 FHRH T ERMIX,

1. BERRFTREOK (ME26/R ) & , RRER D BEAERIFEFRAR , EEREHE,
2. E¥i5IER | BLARERKERREGBE , WRENTE27DEI1FAIRNBE,

MREREMEESBRAETHNE —XEHMRE , AEEBINWTARNER | BEF27a, A
®EI31ME32.

/N S MBEREINEE £ TREEE, 2N TUSBEE. . ZHTASHEIE X
BEHEFTE, AEFEREAE  SHLEBELEFBRBERTARE  EESFHE— X,

WMRTR , BB RBE27bEE2FHER



B e 0 9 oI o a6 e e e e e e e e e e

Restore CD sourcefire Linux 05 5.1.
T |
- |

sourcef ire 3D Sensor 3
Checking RHarduware
The USB device was successfully imaged. Reboot from the USB device to continue i

nstallation...
fgddEnuaeaRuinininRGGEEH

fununnneg
The system will restart after you press e

B27a



36 56 B BF 36 56 36 36 3536 E BE 96 50 63 5 03 36 90 6 6 35 360 3560 E 36 3 3 35353060 56 36 36 36 3 B B0 09 3 36 36 330k b 5E 3 96 0
Restore CI Sourcefire Linux 0S 5.3.8-52
I T e R, WCT Ty etRllF e A Y,
ircefire Defense Center 53

Checking Hardware

i

This CD will restore your Defense Center 53

to its original factory state. All data will be destroyed
on the appliance.

Restore the system? (yes/no): yes

E27b



W o o 9 e 3o e F 6 R 3 It B BF E 96 90 66 6 -eE 0 BE E 6 33P0 66 E 3 36 BB E BE A 30 o JeE 6 6 F € 9 e -E b

Restore CD sourcefire Linux 0S 5.3.8-52 xB86 64

Sourcef ire Defense Center §3 5.3.0-571
Checking Hardware

e

This CD will restore your Defense Center 53

to its original factory state. All data will be destroyec
on the appliance.

Restore the s

During the restore rOCES the license file and basic
{work se rE P ryed. These files can also be

Delete license and network settings? (yess/no): no

=28



W o o 9 e 3o e F 6 R 3 It B BF E 96 90 66 6 -eE 0 BE E 6 33P0 66 E 3 36 BB E BE A 30 o JeE 6 6 F € 9 e -E b

Restore CD Sourcefire Linux 0S 5.3.8-57

sourcef ire Defense Center 53
Checking Hardware

i

This CD will restore your Defense Center 53

to its original factory state. All data will be destroyec
on the appliance.

Restore the

During the 0re pre NS and basic
network ire pl Jed. These f1iles also be
reset to factory settings

Delete license and network settings? (ues/no): no

FE 3 3 o B A e 9 e 3 9 e 9 e 30 e e R e 2 9 3 e 9 3 e e S O B e O 3

THIS IS5 YOUR FINAL WARNING. ANSWERING YES WILL REMOVE ALL FILES

5|29



S O A R O U R OF O R R S O A G O R BB S 3R B R R

Restore CD Sourcefire Linux 0S 5.3.

sourcefire Defense Center S
(1) Pre par i ng Digk

REdHuBuUERERY

(Z) Installing Suystem

B R R R BN R R RN AR R RS RRRY
BRESBUBRERERHUHARAUUUHBRRRBHHHERRHRS RS GRB B RN ARRRHOHERRRY
RERANUURR AR RN R R RN U R R R RN RN R RAR R R RS RRRY
BRSNS AR R R R
BB AR RN R R U RN U SRR R RU Y
BRRUHUNAEERN U RN RN R R R RG]
REEHRNR R R RR R RN B RN R R RN RRRR RGBS
REGHBUNAEREHHHHAHHUUUURRBEBHEARRBRERR GRS BUUAARRRHHGHRRYY
HERRUBURERER U RO R BN AR BRI AR E R R HY
iy
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Install Complete
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sourcef ire 3D Appliance 5.3.0-5Z Configuration Menu

5|32

Cisco Firepower Management Center 1000, 2500%14500

FMC 1000, 2500f14500 L #9i81ERE, FRAKVMAZHEESCIMC , TE BRI |, ASBETRUTE
3

1 - Cisco FirepowerZ B 12 H|BVGAE I

2 - Cisco FirepowerE B2 #|1E £ 5|

3 - Cisco FirepowerE B HERFKEFRER
4 - Cisco FirepowerZE B2 HIBEAIFIREER

MREFEAUIEAZFRESR | 55818818 Cisco Firepower Management Console System Restor
Mode, (iIE3) , R1%iRIE MCisco Firepower Management Console System Restore VGA Mode J
(#1E1)



Please walt, preparing to Boot. . . e e i et e
..................................... Config file:

YGA Mode
~ial Mode
Mode h

ore Mode

co Firepower Management Console System Restore Mode' selected ... running

ent Console System Restore YGA Mode' selected ... running

EFI : Tuh HEFI Secure EHHT is

533
BRENHERISEEMFMCEE LNEE,
5E B HER
3 System_Restore LILOIZE &8
FireSIGHTEE H /U MFirePOWER 700018000 R I L EEF T EEFMEBRAENES RN ERE
EEE)ES. UIRLILO(Linux Loader)BiENEEHEHE "System_Restore EIE , {57 LAz B b EREH 25
LASE B B H#T AR5
7010, 702017030 &
MAFATOXXRINEE , BREATTRURERBRE
1. EXAERKEE)

2. ERERBEHAMEEER , YEEEDelete® , UHBRBEEZEZERT, F2REUTER



American
Megatrends

EA1



ApTio Setup UTility Copyright (C) 2012 American Megatrends, Inc.

» Intel RC version

A2

3. FALGETHEEEIE "Save & Exity HE., EHEE L , FAE T EREBIZIFESATA SM:
InnoDisko. - InnoLitedf #ZEnteri,



ApTio Setup Utility - Copuright (C American Meg

SATA SM: InnoDisk. - Innolite

=A3

4. INREMBBNE RS , FEE0,



SYSLINUX 3.35 2887-81-28 EBIOS Copyright (C) 1994-2887 H.

elcone to the ! fire Linux Operating Systenm

Load with standard console

Load with serial console

Load legacy installer standard
3. Load legacy installer serial
boot: H_

= A4

Peter Anvin




EA5

7110171208 &
MREATIXXRIIKE , FEEATTRABERBEE .
1. IE%BQEH%I_%S No

2. EEERIEHBEEER , YEEKF IR , LSHRBEEREER, F2HLEERY
B 5



American
Megatrends

W WL A I CO T

AMIBIOS (C) 2006 Amer ican Megatrends. Inc.

Aguila BIOS Uersiom:AQNIS093 Date:11/21/2011

CPU : Intel (R) Heon(R) CPU #3430 @ 2.40GHz
Speed : 2.40 GHz

Press DEL to run Setup (F4 on Remote Keyboard)

Press F1Z2 if you want to boot from the network

Press F11 for BBS POPUP (F3 on Remote Keyboard)

The IMC is operating with DDR3 1333MHz. 9 CAS Latencuy

DRAM Timings: Tras:24/Trp:9/Tred :9/Tur: 10/ Trfc: 107/Twtr :5/Trrd : 4/Txtp
BHC Initializing Virtwal USB Device .. Done

Initializing USB Controllers ..

(C) American Megatrends. Inc.
b6-0100-000001-00101111-112111-L{fdHudInc-AONISO93-Y2KC

=B 1

3. ##FRIBEHDD:P1-SATADOM , RERIEEnterLA 5|8 E System_Restore 7 EI#E,



Please select hoot device: |

HDD : PO-INTEL SSDSAZCT04063

HDD : P1-SATADOM

Network:IBA GE Slot 0300 v13i36

T and | to nove selection

ENTER to select boot device
ESC to boot wsing defaults

= B2



Sourcefire Copyright

B3
8000RF|KEHEEHLEHRFS750, FS15005(FS3500

MRFEHSOVORINEEHEERORIEFS750, FS15005FS3500 , s A TS RBLLEE 5| B
= :

1. IE%E%F’E%&I_%S No

2. EEBERBEHEBEEER , WEEIRFE USRS EERELE, F2RLEBRTHN
&5



ersion 1.23.1114. Copyright (C) 2010 American Megatrends, Inc.
ress <FZ2> to enter setup, <F6> Boot Menu, <F12> Network Boot

=C1

3. BEUSBEIR,



Please select boot device:

PO-INTEL 55D5AZ2BZ10063
USB DISK MODULE PMAP
IBA GE Slot 0100 v1371

Internal EFI Shell
Enter Setup

T and 1 to move selection
ENTER to select boot device
ESC to boot using defaults

=C2

4. & B £ System_Restore 7 18 B B) I B /R System_RestoreiE &,
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=C3

BFRFMC1000, FMC2500. FMC4500 ( ERXM4MIFMC ) HRFERE

N YWREMCA500 |, KEBATRNBBIEE  ESHMERET — RS

HRUTESR  BERRERNRRETRTE : FMC1000. FMC2500, FMC4500

1. MEBHE , EUURRLERFSY

Flease walit, preparing to boDt.. ... nninrnnrnnensennsannnns
e o<1 0 £ BN (=H
TIMEOUT=5

DEFALLT=VGA

VERSION=6.2.2

root=sdev/sda3

1(#%) = Cisco Firepower Management Console 6.2.2 VGA Mode

2 = Cisco Firepower Management Console 6.2.2 Serial Mode

3 - Cisco Firepower Management Console System Restore Mode

4 = Cisco Firepower Hanagement Console Password Restore Mode
Enter selection [1]:



/content/en/us/td/docs/security/firepower/hw/getting-started/fmc-1600-2600-4600/fmc-1600-2600-4600.html#id_80692

2. 1B1#System Restore(R#IER#IE , AFIF &)

Firepowsr Ma

Enter ection [1]:

Opti ;isco Firepower Management Console System Restore Mode'
runnin

Config file:

TIMEQOUT=5

2isco Firepowsr Management Console System Restore Serial Mode
Enter selection [1]:

D2

. BERREBERNERFZ#IBERTAVGA)

Firepower Management Console S
lection [1]: 1

Option 1: 'Cisco Firepower HManagement Console Sustem Restore VGA HMode' selected
running

ED3
4. REEDZESHARHETH , LBREEERET,
AR YRR B R E

SIBEEHMRE D INEAZETEARTIEBIOSH S| EEED, MRAREERN , SeEFRERSR
RYBEENER AT REE R FIBW, WHREFERMA,




BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



