ENREIRNZEHNRERF O ERE S

AXENBREH AEERSR D ( SFIBAFirepowerEE S ) f EHBGBR A,
AR

BRESEEUTEE
« KIEEERABEEEXR
BRF T
ANHHNEFARRBUATERMBEERRAE
« BFREEEFO(FMC)MRA6.7.0

ANHHEARBBERBEERTREANKEMEL. XHEAINAMBERELRERR (HR
) BVHERERRE) . MRIEHVEEREFT | FRARCHEAETAESTRERNTE,

BREMN
AN LBERDIE

- FMCLEMRHIZHIEEE
- BLEERES(iso)WFTPAEARES

UTHREXERERREBE

« BB AXREEEAH L1600
« B XRREE L2600



« BHREEEH 04600

BRI Z Bl

1. ENTRBBESFEAALEINEE. EMEETMEE , FERMBIBE I ERRED,
2. REEARRENBEMAR.

A —

AxX &

SR 1.EFMMBFMCEE :
A EBBGUIBTICRE
|.EAFB K BEEHLHGUL,
1.8 i1 Z|System > Configuration > Process,
I11.3% — T Reboot Management CenterfJRun Command.

GUIE#T 58RI

rthatihs F]I‘?DOWE 4 Mgﬁagemeni Center  orenview Analysis Policies ~ Devices  Objects  AMP  Intelligence
Audit Log
Mame
Audit Log Certificate
Shutdown Managemant Center +
Change Reconciliation
Reboot Management Center +
DNS Cache
Restart Management Center Console +

Dashboard

Database

Email Notification

External Database Access
HTTPS Certificate

Information

Intrusion Policy Preferences

Language

Login Banner

Management Interfaces

Network Analysis Policy Preferences

Process

B.EEBCLIFITILIRE :
|.EAFIBy KR EE R OHICLL
o EAERER,
LA &R AT R B R A BIARE A B R



V. # 1 T Sreboot ABF B E#: A
CLIZ 4l :

Copyright 2004-2021, Cisco and/or 1its affiliates. Al1l rights reserved.
Cisco is a registered trademark of Cisco Systems, Inc.
A1l other trademarks are property of their respective owners.

Cisco Firepower Extensible Operating System (FX-0S) v2.10.1 (build 175)
Cisco Firepower Management Center 2600 v6.7.0 (build 84)

> expert

admin@fmc_lab:~$ sudo su

Password:

Last Togin: Tue Jan 24 01:08:10 UTC 2023 on pts/0
root@fmc_lab:/Volume/home/admin# reboot

IE BITEMREH SR FEREFELNREBE K RAREEARBER,

S 2EMENRE L | #A3LLREIE "System Restore Mode ( RFEFRER ) |

Copyright (c) 2018 Cisco Sy s, Inc.

Press <F2> BIOS Setup : <F6> Boot Menu : <F7> Diagnostics
Press <F8> CIMC fetup : <Fl2> Network Boot
Bios Version : M5.4.0.1h.0,1017180336
Platform ID
Config file:

TIMEOUT=5(s) Intel(R) Xeon(R) Silver 4110 CPU @ 2.10GHz
DEFAULT=SERIAL= 64 GB Effective Memory = 64 GB

UERSIGH=E.?-Ding Speed 2400 Mhz
root=/dev/sda3figuration is not detected. Switching to AHCI mode.

1 - Cisco Firepower Management Console 6.7.0 VGA Mode

2(*) = Cisco Firepower Management Console 6.7.0 Serial Mode
3 - Cisco Firepower Management Console System Restore Mode

4 - Cisco Firepower Management Console Password Restore Mode
Enter selection [2]:

i MBBREEASVEREREMBER, MREHARBNEETHR  HBBEES
BERRE  FEETRB T REA LIRS

SERIAEREL  BA2LLRE "RIEX, FARRERBRENBWEST X, UBTRERER

1 - Cisco Firepower Management Console System Restore VGA Mode
2(*) - Cisco Firepower Management Console System Restore Serial Mode

Enter selectjun [EJ: .
Option 2: 'Cisco Firepower Management Console System Restore Serial Mode' selected ... running
EFI stub: UEFI Secure Boot is enabled.

& B RBIF | FEEREE ZSerial Mode 1E|ZZH§%M§ AFEREBERRIR2KEETS, W
%ﬁﬁﬂ%’l‘?&i&fﬁkélﬁ A5 BiBE R EH1T BE  BREEBREFREBFREE AL
BE,



S A —TEnterARERREE &,

Cisco Copyright
The software contained on this media
is the proprietary and confidential
property of Cisco.

quyright 2022 Cisco Systems, Inc.
All Rights Reserved

O

SR TEE) BEL | EFEFHIUREIPERE

—(15C0 Firepower Appliance 6.7.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

1 mm
Choose the transport protocol

Select Patches/Rule Updates
Download ISO

Run the Install

Save Configuration

Load Configuration

wWipe Contents of Disk

<Cance >

it BULERASTRRERETRE , WU UEAEnter@RE —ERE, TREELEEL
EREE.

SR 5.1 BIFRAEEFTPRIRRAVERNE :



PICK DEVICE
Choose network device
select from:

th3 140e...detected
h2 140e...detected
hl 1ixgbe...detected

(LU Xxgoe . . . (MANAGEMENT )

AR EREERZERER  TUREREBRE—ERE  ARKODEEBHIT —ERE

SER52.ZEREEMNIPARA



IPF ConTiguration
select IPv4d or IPvB

2 IPvE

<Cance|>

SRS BERBREANIPERHESE



IF ContTiguration
celect static or DHCP

DHCP

<cance 1>

SR 54 W ARKHIPHAUL

IP Address
Enter an IP address for this system:

10.88.170.214)

HER5.5 W A B IPH 3k B9 FHEHEES



Net Mask
Enter the subnet mask:

|255.255-255.192

SRS .08 A B A TEERABEIIP:

Gateway
Enter the default gateway:

|1u.aa.1?n.193

HER5.7 BRI E R D IEHE



IP ContTiguration
IP: 10.88.1/0.214
Netmask: 255.255.255.192
Gateway: 10.88.170.193

AR MREHEEMSIHELE  FEEHRNSRUREEERNRE,

SR6E "HRE, EEL  BERBE2ZURECWHE (ERFHETFAKRSE)

—i15C0 Firepower Appliance 6.7.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration
ﬂﬁﬂﬁlﬁﬁﬂﬂﬁﬂ@ﬁﬂﬁﬁﬁﬁﬁu
Select Patches/Rule Updates

Download ISO

Run the Install

Save Configuration
Load Configuration
Wipe Contents of Disk

<Cancel>




SER6. BRIEGWWE

MAIN MENU
Pick a transport protocol:

1 HTTP
2
s  SCP

cCance |

AR EAHF , RUEAFTPARSREASHTHE

HER6.2 M AR RFHFIP:



Enter the FTP server IP
Please 1nput IP address of the remote FTP
Server:

10.31.104.72

< MK

HER6.3 RERRFEENERAEZRA

Anonymous FTP
Use anonymous user for FTP?

ATE EEE

SER6A MRERAETRERERE  FOARRRFARSENEAERRE.



Enter a username
Enter a username for the FTP server:

caLoOl

HER6.5 W MR IRREFRIET,

Enter a password
Enter a password for the FTP server:

HER6.6 BIBLFEAREHMENISOR.



Select an ISO

Choose an IS0 to load
select from:

{ ) Eiscﬂ_Firepnwer_Hgmt_center-E.?.ﬂ-
(X) ®isco_Firepower_Mgmt_Center-7.0.4-

65-Restore.i1s0 ISO
S5-Restore.1so0 [p&le

£ BE 3 zCance | »

SER6.7T MEMERD EFE .

FTP Configuration
Your FTP server configuration is:
ftp://10.31.104.72/

The selected iso 1is:
Cisco_Firepower_Mgmt_Center-7.0.4-55-Restore.i1so.
Is this configuration correct?(No to reconfigure)

BrHE "RE, EEL , BERBE4ATHISO:



—C15c0 Firepower A?q i1ance 6.7.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration
Choose the transport protocol
select Patches,/Rule Updates

Run the Install

save Configuration
Load Configuration
Wipe Contents of Disk

<Cancel>

AE  THHKEBFG , —BETHTK , BEXEA "Configuration Menu ( BLEIEE )

S E88 1 Configuration Menu t , BEFBIESLIET THNW TN RE .

—C15C0 Firepower A?ﬁ lance 6./.0-62 ConTiguration Menu
Choose one of the following or press <Cancel> to exit

IP Configuration

Choose the transport protocol
select Patches/Rule Updates
Download ISO

save iﬂngiguratiun

Load Configuration
Wipe Contents of Disk

SR EEEEHRE L , HEnterfRFRHBHREN 2 BIME .



WARMING!

You are about to
re-partition the disk(s)
on this system.
Al17l data will be
destroyed.

Do you want to continue?

SERB2EM D BT RE |, HEnterlEEEN B R

Restore CD C15Co Firepower Management Center 7.0.4=-55
Checking Hardware

We re updating the system reéstore partition... This might take

The USE device was succéssTully imaged. Reboot from the USE de
FRERNERERNEFN RN RN RR RN

Il
The system will restart after you press enter.

SRS IMERERE LIZ TEnterLARERR E B4

SOBE TImE.

vice To continue Installation...




Install Complete
The installation 1s
complete. Press OK to
reboot.

EE RREFRER  REREEXSEHEAN K RARELRELREEERK. REER
17 "System Recovery Mode Menu ( RFEMEENEE ) , LHEIRE. EXHZIBE
, WEBRTERZERBOWETTZEUTHERRGBIE,

S ER9 £ "Configuration ( BLiE ) 1 TheER L , BIFRIE4 K RAREF FTEREHEDT



——L15C0 Firepower Aqq 1ance 7.0.4-55 ConTiguration Menu
ollo

Choose one of the f

wing or press <Cancel> To exi1t

IP Configuration
Choose the transport protocol
Select Patches/Rule Updates

Run the Install

save Configuration
Load Configuration
wipe Contents of Disk

$ 810 IR [ElConfiguration Menu#® , [BIZRESLLETZHEES

—C15C0 Firepowe
Choose one of the

r ﬂqq lance 7.0.4=-55 Cont uration Menu
following or press <Cancel> to exit

IP Configuration

Choose the transport protocol
Select Patches/Rule Updates
Download ISO

Save Configuration
Load Configuration
wipe Contents of Disk

HR101 EBEEEHE L |, EHEnterBEHGREN 2 BE




—WARNING!
You are about to
re-partition the disk(s)
on this system.
All data will be
destroyed. _
Do you want to continue?

%10.25 B/ "Restore of the system ( IKERMR ) 1 URFF IR MBI EHMER , FFEA T
ves (=) 1 , RBREBXRTEFIREnter
Restore CD Cisco Firepower Management Center 7.0.4-55
Checking Hardware
we're updating the system restore partition... This might take some time.

This €D will restore your Firepower Management Center
to its original factory state. A1l data will be destroyed

on the appliance.

Restore the system? (yes/no): yes

During the restore process, the l1icense file and basic
network settings are preserved. These files can also be
reset to factory settings

Delete Ticense and network settings? (ves/no): yes

SB103ETRRE—RES , A "yesy WIREnteriEiE



THIS IS YOUR FINAL WARNING. ANS
FROM THIS FIREPOWER MANAGEMENT CENTER. .. T

Are you sure? (yeas/no): yes

AR RERKR , KNFE200EFBTER. T —iRkEH BEIT LR TR IR G H 8
=l

Cisco Firepower Management Center 7.0.4-55

) Preparing Disk

BEBRBEREBRRERERRBRRERBBERERRRERY

(2) Installing System

$E10.3 IREBEHAEPWEnter@ R EFE



Insta cComplete
The installation 1is
complete. Press OK to
reboot.

if : ENMRERIFMCHIEBRETREE R0 E , RATERHATETRM. FMCEAE
AERR  EMREBENTX , SR REETIHRERE.

FMCEHMRERNEAER A

- eth0, using defaults..

- athl ing defaults...
eth, g defaulrs...
ethl, using defaul

startin ¥l € " i FﬂE‘.’J'E.E' Walt...No PM running!
- - 3TAr

Oct 28 o1 ISOct 28 20:01:07 firepower SF-IMS[4824]: [4824] pm:pm [INFO] Using mode]l number GEN

s of Fr1 Oct 28 20:00:

255.0

AE  HTEMNFMCRITERRERIEA : admin/Admin123
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