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Messages in Quarantine: "Policy™

HMHeszsgas bn Juasmntins: "Policy®

[ﬁtlunm wziele] s 0 P i_| g g 2 L Eore Aclions.. : | e Al Mazsag .hl.'hll".' Quarariine... |

Smrder Ezcipient Suzjmct Amceived - Schedusd Exit In Othar Quersntines Quarantined ‘zr Roason

E ntaher Fus=hY buninmes 05 Mar 7014 03-30 [GHT #30:00] | LS Ma- 2004 02:33 (SHT +00:00] - Carkark Fikar: *_policy_gq_in_'

| r=hen e risahes Tieie werit fusrry 05 Mar 14 03210 [GHT <30:00] | L5 Mar 3004 07: 30 (SHT +00:00] = Carkare Fkar: ' pelisy_ g in !
_ rahsrara clscn@yehon mmEahere g eineg. onm FLNRY thire Fus pipes rascl 05 Mar 7314 0736 [GHT +500000 | 15 Mar 2004 236 (5HT +00:00) b= Carkant Fker; ' podioy g '

EEBELHE , ARMBSMAERBRERBIRRENEHERE , BRI THRHA,
HSMAL  EfRFERRE-ETRHE>KEE, HENRBREE. WREREA , FHEMA

Policy, Virus and Outbreak Quarantines

Policy; Virus and Outbreak Quarantines Setting

The Polfcy, Virus and Outhreak Quarantines are not enahied.

EEZERANEERESATISMANRENTE ( MREA ) .
AR REHRTREHWER , ERMRBHXMB/MEEACL , AIFENTRE.

Policy, Virus and Outbreak Quarantines

Configure Cantralized Quarantines Service
a Enable Centralized Quarantines service [for Policy, Virus and Outbreak Quarantines)

Quarantine 1P Interface: e we (MEANAEMENT] &

Quarantine Port: | [7025 Specify any avaiable port

Configuring Centralized Policy, Virus, and Outbreak Quarantines requires the following additional steps:

1. Enable Centralized Palicy, Virus, and Duthreak Quarantines Ter each ESA by selecting Centralized Services > Security Appliances.
2. Configure migration of local quarantines to centralized quarantines by selecting Centralized Services > Policy, Virus, and Outbreak Quarantines.
3. [nitiate migraton w0 centralized quarantines by going to each ESA and selecting Sacurity Sarvices > Policy, Virus, and Dutbreak Quarantnes,

B —TSubmit, ERBRIFUER "IRBSHAL BE , MTFAR



Policy, Virus and Outbreak Quarantines

Artention — i Servics enabled. You may proceed with next steps to enable the functionality cornpletely, as showr
below.

Palley, Virua and Outbraak (PVO) Quarant/na Settinga
Centralized Quarantines Service: | Enabled
Quarantine [P Intedaca: v o tManagement)

Quarantine Port: | 7025

| Edit Glabal E‘-l:i'hngi!

Multiple steps are required to completely configure the Centralized Quarantine service and to migrake existing quarantines messages from the Email
appliances.

Sarvics Migration Steps and Status

Migration Steps Status
Step 1. On thes 5MA, select ESA appliances to use the centralized 0 Email Appliances (ESAs) have the Centralized Quarantines service
Palicy, Virus, and Dutbreak Quarantines selected on the SMA,

To sefect additional ES4 appliances, go to Management Appliance >
Centraiized Servces > Securty Appliances.

Step 2. Configure migration of any messages currently guarantined | Migration is not configured for any appliances.
an the ES#&s
| Launch Migration Wizard... |

Step 3. Lo into each ESA to start migration and begin using Mo ESAs selected.
centralized quarantines.

Email Appliance Stwtus

| Selected Email Appliances (ESAs) | semtus ]

| Mo ERAS salactad,

EMIEERE-EPRB>ZLRKE , WKESAEAEMEISMA

Security Appliances

Cantralized Service Status
Spam Quarantine: | Service desabled

Palicy, Virus and Dutbreak Quarantines: | Enabled, using O licenses

| Migrabion configurabion need o be completed before enabling Centralized Quarantines servce from
respechve ESAS,

Centralized Email Reporting: | Service dsabled
Centraliced EI‘I‘I:H:' .Hr_-r.l-ng: Tm.:kllng: . Service disabled
Centralized Web Configuration Manager:  Service disabled
Centralized Web Reparting: | Service disabled

| Add Email Apgliance...

R agaiiances Rave Becn added.

o centralized services are currently availatde.

¥ — T Add Email Appliances

i BREWMSMARESABERARFEANIPHL, REZREREERESE,



Add Email Security Appliance

Email Becurity &pplisncs Sstlings
Applance Mo EGA

® dddress: (7

Soam Quarenting: serdie Ssabled
B Policy, virs and Sutbreak Quarantises
Ceniraliped leporting: sersice dsaboed

EGh Caniraliced Sarsices

Canbradeed Message |racking: service Sisabled

Coenecien Sts: | Mot enalehed.

Esipbiteh an S5H commcctian for spnchvpndzaied of Me Spam Quarasime s SafeiseBiockist, Palcy, Vrus and Cuilvreak Quardaines,
Cenfrakired Repartng, Sod Hessepe Traoking

Fstabiish Connsctsn, .. Tl Loncaschic

AAEREILERNMAEER, BUNSMASIESARERE  #FEREESEAERBNER. ER
IEEEMNESANERERENRR, RECHRANATREEENNAR  ASRERTEEHHN
@, BERELR :

Add Email Security Appliance

Wamming — MNot all services are correctly configured on the remote appliance:

+ Policy, Virus and Qutbreak Quarantines capability check: Ok

= Policy, Virus and Outbreak Quarantines service check: Warning: Go to Centralized Services >
Polfcy, Virus and Outhreak Quarantine to configure migration once you submit/commit the
changes.

BRI ESMA EETIRIMBERENR,
LB | MRBEHFHHBESAY E R AL & K IEFREERY Centralized Servicesf% , AIFELIAUTRR :



s Cisco X1070

CISCO Email Security Appliance

Manitor

Mail Policies Security Services Network

Anti-Spam
IronPort Anti-Spam
IP Interfaces Anti-Virus
Sophos
Metwork Interfaces and IP Addresses McAfee I
Add IP Interface... Data Loss Prevention
Maims RSA Email DLP
Management Cisco IronPort Email Encryption

IronPort Image Analysis
Dutbreak Filters

SenderBase

Copyright © 2003-2013 Cisco Systems, Inc. Al fl  centralized Services
Reporting

Message Tracking

Policy, Virus and Outbreak Quarantines

Spam Quarantine

Service Updates

Policy, Virus and Outbreak Quarantines

Policy; ¥irus and Outhreak Quarantines Setting

The Policy, Virus and Quibreak (PWO) Quarantines serace is not enabied.

There are muitiple steps io centralizing Policy, Virus and Owuthreak (PY0) Quarantines, before youw can enable service on this ESA. ..
= To configure migraton of PO Quarantines, go to SMA = Management Appliance = Cenfralized Services > Policy, Virus and Outbreak
Quaraniings ),
= Afer you enabie service and confligure migration on the SMA, return here o enable Centraized Policy, Virus and Quibveak (PV0)
GQuarantines for this ES4.

Enable...

SMAEHWEBB LS BRMALATHK. BESMAILEE T —Hi,



Policy, Virus and Outbreak Quarantines

Warning — Appliance ESA has been added. Not all services are correctly configured on the remote appliance;

= [Policy, Virus and Outbreak Quarantines capability check: O
= Policy, Virus and Qutbreak Quarantines service check: Waming: Go to Cenfralined Servioes =
Bolicy, Wrus and Outbreak Quarantine to configure migration once you submit/commit the

changes,

Palicy, Virue and Outbreak (PYO) Quarantine Settings

Centralized Quarantines Service: | Enabled

Quarantine [P |ﬂu|’fﬂ(‘E=A4 Jomomm cme [Management)
Quarantine Port: | 7025

| Edit Global Settings...

Multiple sbeps are required to cormpletely configure the Centralized Quaranting service and Lo migrate existing quarantines messages from the Email
sppliances.

Sarvica Migretion Staps and Status

Migration Steps Status
Step 1. On this 5MA, select ESA appliances to use the centralized 1 Ermnail Appliances (ESAs) have the Centralized Quarantines service
Palicy, Wirus, and Outbreak Quarantines selected on the SMA.

Ta salgct additional ESA appliances, go o Managemant Appllance >
Centralized Sarvces » Security Appliances.

Step 2. | Configure migration of any messages currently quarantined | b mMigration is not configured for Lout of 1 selected ESAs,

an thi ESAS
Citck on the Commil Changes o proceed wilh Lawnch Migration Wizard” for
recently added applisnces.
: Launch Migration Wizard... |
Step 3. | Log inta each ESA to start migraticn and begin using . Service is not active on 1 aut of 1 selected ESAs.

centralized quarantines.

| Log into each ESA as required to enabie the service (see satus balow),
Email Applisnca Status

Selected Email Appliances [ESAs) Status
ESA A Action Reguired: Use Migration Wizard to define migration mapping.

TRRXENRR , 25PN EBEREBE ? 82 ATEEIRRE !
A8 Migration is not configured for 1 out of 1 selected ESAs.

Use the Migration Wizard to configure how gquarantined messages will be
migrated.

Launch Migration Wizard...

i#1#ZLaunch Migration Wizard X #& & UL TR 4E -




Configure Migration

Configure migration of ESA Policy Quarantines to Centralized Policy Quarsntines

Please Note:
Migration of messages will start when you will enahle centralization of Policy Quarantines from respective ESAs. At the same tme, following things
will happen:

» "Wirus” and "Outbreak” Quarantines from selected ESAs, will be avtomatically migrated w respective Centralized Quarantines

= After completion of migration, all the local Palicy Quarantines from ESA'S (along with "Virus® and "Outbreak™) will be deleted

& MNew messages will begin using new destination Centralized Guarantine on SHA&

Canfigure migration of Policy Quarantines from ESAS associated with this SMA.
{*) Automatic

« All (1) local Policy Quarantines and their messages will be migrated from all (1) ESAs.
» Centralized Policy Quaranting names will be created from existing local Policy Quaranting names,

() Custem

#« You can select local Policy Quarantines from individual ESAs to migrate.
= You can specify a Centralized Policy Quarantine name far each local ESA Policy Quarantines to migrate.

Cancel et >

MREEBEERBME , FiRiBCustom, EARRHIF , RFSEERNTES , IRESAEETM/FT
BEXRBIEHERESABBEISMA, #FIE , S SEEHEEINESAEMBEEENEEER
, EERBEAPEANIPHL

Configure Migration

Configura migmtion of ESA Pollcy Quarsntines to Cantralized Pollcy Quarmntines

Centralized Quarantines

Quarantae names & be automatically created on the SMA by replicating local Policy Quarantae names from EShs,
IF the same Palicy Quasanting nams exists on multiple ESAS, & single Cantralizad Palicy Quaranting with that name will be croated an thi SMA,

Cannaizod Polcy Dulnaring Nama Migratiog from ESA Sz

ESA | m ]

(01} Local Virus Quarartines (from selected 1 ESAs) will be automatically migrated to Centralized "Virus® Quarantine
(01} Local Qutbreak Quarantines (fram salectad 1 ESAG) will b autormatically migrated ta Captralized "Dutbreak® Quaranting

All (1) local Palicy Quarantines ard their messages will be migrated from all selected (1] ESAs (tokal DG )
Awadable free spade at Centralized Policy Quarantings is 366

E—TNext , REHEIE :



Configure Migration

Configure migration of ESA Policy Quarantines to Centralized Policy Quarantines

Migration is configured

Please Note:
Migration of messages will start when you will enable centralization of Palicy Quarantines from respective ESAS. AL the same Lime, fallowing things
will happen:

= "Wirgs® and "Outbreak” Quarantnes from selected ESAs, will be avtomatically migrated to respective Centralized Quarantings

= After cormmpletion of migraton, all the lecal Policy Quarantines from ESA'S (along with "Virus® and "Outbreak™) will bae delated

& PMew messages will begin using new destination Centralized Quarantine on SM&

&% , #H—"TSubmit , ltEFAGHEER "Success, BH :

Policy, Virus and Outbreak Quarantines

Success — Settings have been saved.

Palicy, Virus and Outbresk (PVD) Quarsntine Settings
Centralized Quarantines Service: | Enabled

Quarantne IF [nterface: | "o we o« (Management)

Quarantine Part: | 7025

| Edit Glonal Settings. ..

Multiple steps are required to completely configure the Centralized Quarantine service and to migrate existing gquarantines messages from the Email
appliances.

Sarvica Migration Staps snd Status

Migration Steps Status
Step 1. On this SMA, select ESA appliances o use the centralized 1 Email Appliances (ESAs) have the Centralized Quarantines service
Palicy, Virus, and Qutbreak Quarantines salected on the SMA.

To sefect addibonal ES4 applances, go to Management Appliiance =
Ceonraized Sorvicos > Securlty Appiignces.

Step 2. Configure migration of any messages currently quarantined  Migration is configured for all appliances.
Yo tse the Migration Wizard to configure how quarantined messages will be
migrated,
Launch Migration Wizard...
Step 3. Leg inta each ESA to start migration and begin using A service is not actve on 1 out of 1 selected ESAS,

centralized quarantings.
Log into each ESA ag required lo enable the service (see stalus balow).

Email Applisnce Status
Selectad Email Appliances (ESAs) Status
ESA Ay Action Reguined: Log into ESA to enable Centralized Quaranting, |

AESMALRRREXH.
REESA , EfEZEBH>KEE, KFEVRERRE. SMARTRIEG SRR S EIMHT

Policy, Virus and Outbreak Quarantines

Policy, ¥Virus and Dutbreak Quarantines Setting

" The prereguisite far enabling Centralized Palicy, Wirus, and Outhreak Quarantings servce and canfiguring migration an the 5M4 ane campiete,

¥ou can enabie this £54 to use Centralized PUD Quarantines. This wil! begin migration of messages and guarantines to the Cantralired Poiicy,
Virus, and Qutbreak Quarantines an the SMA. All messages and gquarantines wil be delehed from this ESA,
Enable...




2 —TEnable ? , REBEE

Policy, Virus and Outbreak Quarantines

Configurs Cantralized Quamantines Sarvica

E Enable Centralized Quarantines (for Policy, Virus and Outbreak Quarantines)
SMA in use: (7025

1P interface to accept messages FEIEEEE{I;;&H: Management
Note: Please make sure sefecied interface is reachable from SMA 14.2.30.118. Use ping from the SM4

to check for a wonking connection.

Porg: |?l:|25

You may use any avaiable free port.

Send Notification When Migration is Complate
{Cptional) Separate multipie email addresses with commas.

s Migration Do centralized quarantines will st a5 S000 a5 wou submit and commit this page.
» Plegse confirm that the migration conliguration shown below is correct. Make any changes needed on the SMA belfore proceeding.
« Any Policy Quarantines not selected for migration will not be migrated and will be deleted fram the ESA.

Migration Configuration for Policy Quarantines (a8 Saved ot e bl )i (7

|—|J:|B| (E5A) Quarantine Target Centralized Quarantine at SMa
Policy Folicy {Default Policy Quarantine)

Filtars and Actions to be Updated: (7)
Original Policy Quarankine Mew Centralized Policy

Filtzrs and Actions |
ESA] Quaranting

Requiring Lipdates | Type

Ko updates are required,

AR, WEBREEATARNEAN EMRE, ELMXALE , XH , RER T A RE/MERE
ACL , AlXEITFR S BEFEESANISMAZ F [EHEE R

AR MREHEESALBE T RE, MENREREE Al - BERXNLENR , BHREREM
BEMHEEEIFRRER

AR MR RREE —EBEEXEEETH, E2iNBBRTHZE  FOEHMB4R
2REFRASPRE. HENREREE.

B —TSubmit , &L —TCommit, BFBHEXEL. NRAHIEHREFESHEREERHF , Al
ESAZISMAREELEHARFE - LKME !



Policy, Virus and Outbreak Quarantines

Info —  Migration of Policy, Vinus and Outbreak Quarantines finished

| Migration of Palicy, Virus and Outbreak Quarantines is in progress: 100 % Complete |

Paolicy, ¥Virus and Outbreak Quarantines Batting

Status: | Enabled

SMA in use: = 2 h025
1P interface w0 accept messages released from | Managearment
SMA:

Port: | FOZ5
Edit Settings

Cantralized Policy Quarantines baing used by this ESA (s configured at SMA ™

Centralized Quarantines

Policy

EFMFHESMA , RBEMIERRE>EFRE>KE, BENFREHE. BESTHEBRIR

Policy, Virus and Outbreak Quarantines

Policy; Virus and Outbreak {PVO) Quarantine Settings

Cantralized Quarantines Service:  Enabled

Quarantine IF Interface: w0 om = (Management)

Quarantine Part: | 7025

| Egit Global Setiings... |

Muitiple steps are required to completely configure the Centralized Quarantine service and to migrate existing quarantines messages from the Email
appliancas,

Barvica Migration Steps and Status

Migration Steps Status
Step 1. On this 5MA, select ESA appliances o use the centralized 1 Email Appliances (ESAS]) have the Centralized Quarantines sorvicd
Policy, Virus, and Outbréak Quarantines selected on the SMA.

To sefect additional 54 applances, ga o Management Appliance >
Conratzod Sendaces = Socunty Applianons,

Step 2. Canfigure migration of any messages currently guarantined = Migration is configured for all appliances.
on e ESAS
Use the Migratfon Wizard o configure how quarantined messages will be
rrigraled,
Launch Migration Wizard... |
Step 3. Log inte each ESA bo starl migration and begin using Service i sctive on all selected ESAs.
centralized guarantines.
Email Applianos Stabus
Selected Email Appliances (ESAs) Status
ESA Centralized quarantines are active.

B RE
BB | ERBBEESABBEISMAN TR A, BETRKEE  HRESMA LK HHREE



a]rae Cisco M160

CISCO Content Security Management Appliance

Management Appliance
Reporting Message Tracking Message Quarantine

Spam Quarantine

Policy, Virus and Outbreak Quarantines

- e S W . _ &

st]isr]is Cisco M160

CIS5CO Content Security Managamant Appliance

Management Appliance

Repaorting Message Tracking Message Quarantine

Policy, Virus and Outbreak Quarantines

| Add Pelicy Quarantine... | Search Acrass Quarantines |
k& =t = ——

Quarantne Mamea Type Mazsages | Default Acton Last Message Quarantned On Siza Dalate
DOuthreak Retention Varias

Duthraak 1] == o
[Manage by Rule Summary] Action: Release
Policy Centralized Policy 3 | Retain 10 days then Delebe == L. 54K ﬁ
Unclassified Unclassified 0 | Retain 30 days then Release - o
Virus Antivirus 0 | Retain 30 days then Dalebe == o

Mmhmvﬂ!wﬂm:m;

BEZERIRVEESALIHNMARIEE, #I "FAE . WMAPNHEER AR .

Messages in Quarantine: "Policy™

Lﬂ_ﬂnhflﬂnﬂkm hexvei £ parge =j Besboind B D kile |m Worey A0 Mizidgess | SEErCh Qludr B Lnies. .|
| Saraier | Reciient Fahiart Reca eedd Bendiubed Fuit Gire | [n Qihar Quarsntines | g L d Tor Bantan
_-.rnbll- Y [ cam | Painf businass 05 Har 2204 02:38 EGH1'_|. 15 Mar 3014 3230 {GMT] 5i0 [ | s [14.2.30.113} | Cantart Mier: *_palicy_g_in '
- gmal.c [ o mm | e wann't funmy 03 Far 2004 O2:38 I:GHTJ. 15 Mer 1014 02:30 (GMT] e |- | 5 [L#.230.113} [E— *_pabcy_g_n_’
.-l.rm!r.#—_:m-yai‘nu- "-msrhe--i:m'.;a.;um [ FUMMF M= hagape s, .. -i:r! .h..h 2814 r;z:secah'r:.' 15 plar b]:.t G258 (T -Sli-s |= 1!5-& LLkﬂ.]ﬂ.Llﬁ}:mrﬂtﬂ. FI;.Er: '_p-ui:;-_q_-f;_'

WMRERRESA LHImail_logs , KERTERBHNES

SEE  SEBESA (XXX XX XXX)FISMA (YY.Y.YY.YYY)Z BiEiB #7025 1T # &R

Wed Mar 5 02:48:40 2014 Info: New SMTP DCID 2 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:48:40 2014 Info: DCID 2 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:49:52 2014 Info: New SMTP DCID 3 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:49:52 2014 Info: DCID 3 TLS success protocol TLSvl cipher RC4-SHA
the.cpqg.host

Wed Mar 5 02:50:22 2014 Info: New SMTP DCID 4 interface XX.X.XX.XXX address



YY.Y.YY.YYY port 7025
Wed Mar 5 02:50:22 2014
the.cpg.host

Wed Mar 5 02:50:23 2014
YY.Y.YY.YYY port 7025
Wed Mar 5 02:50:23 2014
the.cpg.host

Wed Mar 5 02:50:40 2014
YY.Y.YY.YYY port 7025
Wed Mar 5 02:50:40 2014
the.cpg.host

Wed Mar 5 02:50:41 2014
YY.Y.YY.YYY port 7025
Wed Mar 5 02:50:41 2014
the.cpg.host

Wed Mar 5 02:50:42 2014
YY.Y.YY.YYY port 7025
Wed Mar 5 02:50:42 2014
the.cpg.host

Wed Mar 5 02:51:01 2014
YY.Y.YY.YYY port 7025
Wed Mar 5 02:51:01 2014
the.cpg.host

Wed Mar 5 02:51:01 2014
Wed Mar 5 02:51:01 2014
YY.Y.YY.YYY port 7025
Wed Mar 5 02:51:01 2014
the.cpg.host

Wed Mar 5 02:51:02 2014
YY.Y.YY.YYY port 7025
Wed Mar 5 02:51:02 2014
the.cpg.host

Wed Mar 5 02:51:02 2014
"Policy" (content filter
Wed Mar 5 02:51:02 2014
Wed Mar 5 02:51:02 2014
YY.Y.YY.YYY port 7025
Wed Mar 5 02:51:02 2014
the.cpg.host

Wed Mar 5 02:51:02 2014
PoTlicy Quarantine

Wed Mar 5 02:51:02 2014
"Policy" (content filter
Wed Mar 5 02:51:02 2014
Wed Mar 5 02:51:02 2014
"Policy" (content filter
Wed Mar 5 02:51:02 2014
Wed Mar 5 02:51:02 2014
policy quarantine)

Wed Mar 5 02:51:02 2014
Wed Mar 5 02:51:02 2014
Wed Mar 5 02:51:02 2014
Wed Mar 5 02:51:02 2014
PoTlicy Quarantine

Wed Mar 5 02:51:02 2014
YY.Y.YY.YYY port 7025
Wed Mar 5 02:51:02 2014
the.cpg.host

Wed Mar 5 02:51:02 2014
YY.Y.YY.YYY port 7025
Wed Mar 5 02:51:02 2014
the.cpg.host

Info: DCID 4 TLS success protocol TLSvl cipher RC4-SHA
Info: New SMTP DCID 5 interface XX.X.XX.XXX address
Info: DCID 5 TLS success protocol TLSvl cipher RC4-SHA
Info: New SMTP DCID 6 interface XX.X.XX.XXX address
Info: DCID 6 TLS success protocol TLSvl cipher RC4-SHA
Info: New SMTP DCID 7 interface XX.X.XX.XXX address
Info: DCID 7 TLS success protocol TLSvl cipher RC4-SHA
Info: New SMTP DCID 8 interface XX.X.XX.XXX address
Info: DCID 8 TLS success protocol TLSvl cipher RC4-SHA
Info: New SMTP DCID 9 interface XX.X.XX.XXX address
Info: DCID 9 TLS success protocol TLSvl cipher RC4-SHA

Info: CPQ Tistener cpg_listener starting
Info: New SMTP DCID 10 interface XX.X.XX.XXX address

Info: DCID 10 TLS success protocol TLSvl cipher RC4-SHA
Info: New SMTP DCID 11 interface XX.X.XX.XXX address

Info: DCID 11 TLS success protocol TLSvl cipher RC4-SHA
Info: MID 1 enqueued for transfer to centralized quarantine
_policy_g_in_)

Info: MID 1 queued for delivery

Info: New SMTP DCID 12 interface XX.X.XX.XXX address

Info: DCID 12 TLS success protocol TLSvl cipher RC4-SHA
Info: Delivery start DCID 12 MID 1 to RID [0] to Centralized
Info: MID 2 enqueued for transfer to centralized quarantine
_policy_g_in_)

Info: MID 2 queued for delivery

Info: MID 3 enqueued for transfer to centralized quarantine
_policy_g_in_)

Info: MID 3 queued for delivery

Info: Message done DCID 12 MID 1 to RID [0] (centralized
Info: MID 1 RID [0] Response 'ok: Message 1 accepted'
Info: Message finished MID 1 done

Info: MID 1 migrated from all quarantines

Info: Delivery start DCID 12 MID 2 to RID [0] to Centralized
Info: New SMTP DCID 13 interface XX.X.XX.XXX address

Info: DCID 13 TLS success protocol TLSvl cipher RC4-SHA
Info: New SMTP DCID 14 interface XX.X.XX.XXX address

Info: DCID 14 TLS success protocol TLSvl cipher RC4-SHA



Wed Mar 5 02:51:02 2014 Info: Message done DCID 12 MID 2 to RID [0] (centralized
policy quarantine)

Wed Mar 5 02:51:02 2014 Info: MID 2 RID [0] Response 'ok: Message 2 accepted'’
Wed Mar 5 02:51:02 2014 Info: Message finished MID 2 done

Wed Mar 5 02:51:02 2014 Info: MID 2 migrated from all quarantines

Wed Mar 5 02:51:02 2014 Info: Delivery start DCID 12 MID 3 to RID [0] to Centralized
PoTlicy Quarantine

Wed Mar 5 02:51:02 2014 Info: Message done DCID 12 MID 3 to RID [0] (centralized
policy quarantine)

Wed Mar 5 02:51:02 2014 Info: MID 3 RID [0] Response 'ok: Message 3 accepted’
Wed Mar 5 02:51:02 2014 Info: Message finished MID 3 done

Wed Mar 5 02:51:02 2014 Info: MID 3 migrated from all quarantines

Wed Mar 5 02:51:02 2014 Info: New SMTP DCID 15 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:51:02 2014 Info: DCID 15 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host

Wed Mar 5 02:51:07 2014 Info: DCID 12 close

EFHMESA , RIEEW, BE. BRBHEHSERUTAS :

Cisco X1070
Emall Security Applance

CISCO

Monitor Mail Policies Security Services Network System Administration

Policy, Virus and Outbreak Quarantines

Policy, Virus and Outbreak Quarantines

Folicy, Wirus and Outhreak Quarantines are not visible as Centralized Quarantne service (for Policy, Virus and Outbreak Quarantnes) is anabled.
Please see details at Security Services > Centralized Services = Paolicy, Virus and Cutbresk Quarantines.
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Start MID 4 ICID 6

MID 4 ICID 6 From: <robsherw.cisco@gmail.com>
Wed Mar 5 02:57:47 2014 Info: MID 4 ICID 6 RID 0 To: <robsherw@cisco.com>
Wed Mar 5 02:57:47 2014 Info: MID 4 Message-ID
'<7642E61C-4BA2-432E-A524-E163EA0B9753@gmail.com>"

Wed Mar 5 02:57:47 2014 Info: MID 4 Subject 'NEW FUNNY'

Wed Mar 5 02:57:47 2014 Info: MID 4 ready 525 bytes from
<robsherw.cisco@gmail.com>

Wed Mar 5 02:57:47 2014 Info: MID 4 matched all recipients for per-recipient
policy DEFAULT in the inbound table

Wed Mar 5 02:57:47 2014 Info: MID 4 enqueued for transfer to centralized
quarantine "Policy" (content filter _policy_g_in_)

Wed Mar 5 02:57:47 2014 Info: MID 4 queued for delivery

Wed Mar 5 02:57:47 2014 Info: New SMTP DCID 16 interface XX.X.XX.XXX address
YY.Y.YY.YYY port 7025

Wed Mar 5 02:57:47 2014 Info: DCID 16 TLS success protocol TLSvl cipher RC4-SHA
the.cpg.host
Wed Mar 5 02:57:47 2014 Info: Delivery start DCID 16 MID 4 to RID [0] to Centralized

Policy Quarantine

Wed Mar 5 02:57:47 2014 Info: Message done DCID 16 MID 4 to RID [0] (centralized



policy quarantine)

Wed Mar 5 02:57:47 2014 Info: MID 4 RID [0] Response 'ok: Message 4 accepted'’
Wed Mar 5 02:57:47 2014 Info: Message finished MID 4 done

Wed Mar 5 02:57:52 2014 Info: DCID 16 close
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Messages in Quarantine: "Policy™
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