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AR IR 7 MIEBT I (BGP)(eBGP/IBGP) B i 7T B 9 5 A £ A B A
B ERH
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BRESRERHELT EE !

- BRERR B E
. Cisco BGP#{#
- BGP {ER#3E

BH T4
AR EFAIE 1T Cisco ASAERBE kR 4<9.16 /9 Cisco Firepower 21003 51| B X &

ANHNEARRBEREERETREANEEMEIL. IqJEFHEUEﬁFﬁﬁ%z%‘%?*E/ﬁF? ( B
) AVAERERRED . MRIEHVEEREET | FBHRARCHEAETAE S TRERNTE,

ERER

AIEMBWMMAREVYBCPERAERE., BEEFRBGPSIB. AEELT2EKEASA)LAYEERIBIRA
MR ERAREEAREE, tIhEEREASAKBEMA9.2.19 5| AR

JE R FI PR

- BGPTEIPv4RIPveibit RIIWEBERAMSEX P HZ R E,
. ZEEHME R Cisco I0S® BGP VPNv4(VPNES B &% (VRF) IR 5), 4845 £ T 3B 28
, BGPE LR ECisco IOSHEEVRF IPv4it it R %1,

. Fﬁﬁ EREXE—MBBARAAS)MmIE , BCisco IOSHFIA ik R I HY — @ £ 1 EASH 1L,

- AEEERARABESN. EERBERTZEBGP,

- RETEHECPRERPHIEEBPPPoEZE WM IPH AR HIKE . BGPEBKMIACPEAR
LEBRTCPEE , ItBGPF K TCPEE., Eitt , FXEFHAPPPoEXBGP,

- ERRRERAEMARER ENRIMTUMERZRNBEHENSRNBEED , FREAEHEEK
W E EEEMERHMTU,

- HEETWBCGPRERFIETLRTES, REHKAKEREHETKAKRBEL,

. W LA{E Arouter bgp <as_num>t SR EASHR , IFEAGSRASERBML R,

. BGPEARBHEXEMERER , FFHMEA T AR show processin &, ELHERETIEBCGPER,
BGPHi2f2. BGP&E#2E. BGPRKHEE. BGP /OMBGPEH4,

ASA-1(config)# show proc | in BGP

Mrve 0x00000000010120d0 0x00007f f ecc8cab5c8 0x0000000006136380
0 0x00007ffecc8c27c0 29432/ 32768 BGP Task

Mrve 0x0000000000f b3acd 0x00007ff ecbad7b48 0x0000000006136380
11 0Ox00007f f ecba3f dOO 31888/ 32768 BGP Scheduler

Lwe 0x0000000000f d3e40 0x00007ffecd3373e8 0x0000000006136380
26 0x00007ffecd32f5f0 30024/ 32768 BGP Scanner



/content/en/us/td/docs/ios-xml/ios/iproute_bgp/configuration/12-2sx/irg-12-2sx-book/irg-overview.html
https://www.cisco.com/c/zh_tw/support/docs/ip/border-gateway-protocol-bgp/26634-bgp-toc.html

Mre 0x0000000000f d70b9 0x00007f f ecd378cd8 0x0000000006136380
10 0x00007ffecd370eb0 28248/ 32768 BGP Router

Mre 0x0000000000f c9f 84 0x00007f f ecd32f 3e8 0x0000000006136380
2 0x00007ffecd3275a0 30328/ 32768 BGP I/O

Mre 0x000000000100c125 0x00007f f ecd33f 458 0x0000000006136380
0 0x00007ffecd337640 32032/ 32768 BGP Event

RELTXEEFMELTXHNEASEMEE , BLUAEEMAE I RTIM 2 E A B Cisco
I0S,

- BRHEIRERRHE. BHHE. TCPEREAEBMRET(MTU)ER, RISERNSITMEFRSE
. REREENEEERHBEBCGPHSERXN THRAELTXF A,

- BGPEBGTXEURSEAEAEN M RINERX ETXT,

- XEFTEEELFENREEMT,

- fE AR RENUIOR B Bl B X IR I 8 3% B UR(RTBH)

- F—BEACHIERMEREERNP)PNBW ARBRTD, Ul , EETARBHEHRR, T
HERRA T XESBCGPEHIIEENPERRD (HMBCGPEHECPHRREZESNEONE
, Rt s EE A MER HRARER T —HER ) .

- XEELEHBER.

- XECAEMBEGNER. T, BHERABERIP), ARREREELOSPF)MERAR
LR 48 EA % B 1 E (EIGRP)) T E 2 2.

- no router bgp <as_no> [with confirmation prompt]an = MBRFT B 1E = P HIBGPELE,

- BRHEGIERE (flNREYER, FREBE, FEBE. tBEFEMNas-pathihBEFE ) RIBR
BT EREC IR,

. BI| AT #rintshow asp table routing address <addr> resolved , LA{E7ENP#E 2% XK th B R IEE
FEATHIBGPEE A,

- BTETRRRIERBGPEE , EZEX T 5| A T #198 ©show bgp system-config.

. BANBGPHRENEENEXE

- EHARIPVOHIBGPX &

HARBLEHBRABGPXE

- BRARASAEHEHHIBGPXE

- IPv6X BT EERK

BGPFIFC & M & F 1§ 5L
show route summaryi & AR ERZEEHBHENCEREAER.

BGPHIA#EEN

- FRAMRMER/EAHAR E X EBGP,

- AEEHETETCPEI7TI L ERRAHLSENBGPER.

- EAEXTTSHEBGPHE , AL TREETCPE179 , bt F2HEBGPX,

- BGPESHFTIE MM BRBIESR EALBEREEHEE.

C WEYRE SN ETAEESEETCPE179 B HH SN BGPHIZER Y,

- MRFEAEPEEZNSF) , BRI HEERTEERETHEEBREREYSRE I HEEE
%, EBEPTERHEEREHNBCGPEH, EEURRASARBIREEENHEEBNT — @
BGP keepalive ( TAE%60% ) , EEHHERBEREERK L , RAREV T —EFELR.

. EBGPEHRISHE , FNEZALEKEEFAUNERNBRAERRE,

- BGPE W BHET ¥ 25 B H E 55 E 5210% (show route failoverds B RETEFERH) , SUER
BGPR MBI U iR L AN ER A,

- BGPEH UGB EIAE , FIABKRABCPE A S KA EAE(RIB)FIER,



. BGPHEMBIDH T AR BEASIEALE. £HALE L2 HBGPHMABIDIE.
. MZUEHTEE Awrite standby®+ , BAEEBER TAERERRAS , SLBBRHA L
SELEELS

A SEL % B AR AT

- BGPEHNEOMHERECPHFAATA (EREABGPHMEHEAEMEAMERR , AT HRZS
Bk ) o

- BET—EFNBGPRASHIEEINPHARMBART , BEKREBITELEH,

- EEBGPEAFEHLEEMNRNE —BERTEBEREHEAASAR | EFEMTEAR , X HIEE
H#h B NP AR HRREE L O HE.

- EERAREARENR (REBCP) , RIEFENKARSEBETSIEE,

- EEEBGPH AN RN T —EERSEREREPEAASAR , ASAH B H R B /Y K3
BEFENBREARGERETLR, MRRNERBETTE , SEXREELRERFITBE

, Wigsk R B REEBEH A EKAREEBMERE. &7 L6 Ashow asp table routingin H 8

REEME ., show asp table routing address <route>7r B R FE M R B VEFEE |, show
asp table routing@s - # R B B R FEE

. E1%# Ashow asp table routing address <addr> resolvedin S8 , A EHIETEEFEHE
R R EFATIBR,

DGEERAEANREETRMEANE, FERIACEAEANENOHEE , ZEZREAA "8E
FlFMAEAH (EKE ),  YEBEEBEHXRBEERKRNEERRE,

- AEBGPEH ( TRFERH ) XEEER BB,

BGPH FRR G R E

BCPHEREMAMEMMELRIMIRAEA 2 EB S EMREER, EEERET  HERHLEAE
ENBUOEE., BEEEERTNKRLER , FreBE AT —EiRE, EXABABCPARIKE
HW(FSM), MREREEMRRAY , SESWER  BFRTSERD "2/, RELBRFER
R, SREMAEREE  BERRPMBRRERBMBNBESFNAERA , KMEREH.

1. IDLE - ASABESEHAR , URRERFEIENENRH,

2. CONNECT - ASARZBAMENIEH , YHEXERK=AETCPEF.
3. ACTIVE - ASAKR K ZEI BB 5| BV IR E.

4. OPEN SENT — &i%Open’H & , HEFZEBGPEERI B2,

5. OPEN CONFIRM - ASAE W BB T SN 5 8B E.

6. ESTABLISHED — B ZE W FHAKEH,



Listenfor | Initiate TCP Open Open Neighbor
State TCP? TCP? Up? Sent? Received? | Up?
Idle No
Connect Yes
Active Yes Yes
Open sent Yes Yes Yes Yes
Open confirm Yes Yes Yes Yes Yes
Established Yes Yes Yes Yes Yes Yes

R E
eBGP#EAE

BGPEAFEW BARKIHARZ 2 EET. FERIBERT , HeBGP(METREM BERHKEAS)HH

HEHE)TR , IPTTLEREAR , ERTHEHERZAEERER, EEEBRLT , EXGORBE— @R

HERlR , TTLEE A0, 2AHISHRE, NEMEBERIEEEER (i, HRENEHER
HEEEZERMEMSETYHSE ) |, BIFEEFHEneighbor x.x.x.x ebgp-multihop <TTL>@& %, &

Bl EEVUBCGPHERR, Lt/ , cBGPHEREREHMENCREHER ( EWSBCGPHZE
2R BCGPHEH ) BANMERERS , BGPWE R IFMLL,

Eifd B

EBGP Meighborship

DrZ7-192.168.10.1,24 Servers-10.10.10.1,/24
A5-100 As-200
203.0.113.1 203.0.113.2
H ——— I .d
Inside Outside Outside nside
172.16.20.1/24 .-_-T-.il ASA-L ASAD? Bemrnnn® 172.16.30.1/24
Trtp- 10.106.43.142,/24 Wireless-10.180.10.1,24
ASA-1EE

router bgp 100
bgp | 0og- nei ghbor - changes
bgp bestpath conpare-routerid
address-fam |y ipv4 unicast
nei ghbor 203.0.113.2 renote-as 200
nei ghbor 203.0.113.2 activate



network 192.168.10.0 nask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
no aut o- sunmary

no synchroni zation

exit-address-famly
1

ASA-2 I

router bgp 200

bgp | og- nei ghbor - changes

bgp bestpath conpare-routerid
address-fam |y ipv4 unicast

nei ghbor 203.0.113.1 renote-as 100

nei ghbor 203.0.113.1 activate

network 10.10.10.0 nask 255.255. 255.0
networ k 10.180. 10. 0 mask 255.255.255.0
network 172.16.30.0 mask 255.255.255.0
no aut o- sunmary

no synchroni zation

exit-address-famly

iBGPAEAE

HIBGPH , R AMELSAERKERNIRS, ER , BCPHEFRELSERBCGPHEREENFTE

BEHRS —EBCGPHEE, <ATUFHELRS , RATEEFE -ASANIRE, HTRBEE—H

, ERRHEEReBCGPHERI , AASIRIRAFIE Slas-pathtVFEF , Bt , MEEFUWREIMEE

MEMIIRE , KA MEas-pathFHIAS , AIHEBEERER , ZEREREER. BR , EBH

BERBCGPHERE , TR EASHEHE

Ammx

IBGP Meighborship

DMZ-192.168.10.1,21

Flas-path , A ERER —EASH,

Servers-10.10.10.1,24

AS-100

203.0.113.2

AS-100
203.0.113.1
Inside === Outside
el ASA-L

172.16.20.1,24 I-Tl

Ttp- 10.106.44.142 /24

ASA-1ECE

router bgp 100
bgp | og- nei ghbor - changes
bgp bestpath conpare-routerid
address-fanmily ipv4 unicast

Inside

Owside @

ASAZ Lotiane” 172.16.30.1,/24

Wireless-10.180.10.1,24



nei ghbor 203.0.113.2 renote-as 100

nei ghbor 203.0.113.2 activate

network 192.168.10.0 nask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
no aut o- sunmary

no synchroni zation

exit-address-famly
1

ASA-2/ K

router bgp 100

bgp | 0og- nei ghbor - changes

bgp bestpath conpare-routerid
address-fam |y ipv4 unicast

nei ghbor 203.0.113.1 renote-as 100

nei ghbor 203.0.113.1 activate

network 10.10.10.0 nmask 255.255.255.0
network 10.180.10.0 mask 255. 255. 255.0
network 172.16.30.0 mask 255.255. 255.0
no aut o- sunmary

no synchronization

exit-address-fanly
|

eBGPHIBGPZ ML R

. eBGPEMETRIMASZ ¥ % , MIBGPIER —EASZE.

- teBGPHERENNRAGES R EMYFR (eBGPHIBGP ) . B8R , KIBGPHEFREA
MR TERGHEMIBCPE R,

- FERRIERT , cBGPHERREARTIL=1 , EERENERBREAEEER , MBGPHIERAI
TR, EEEFeBGPHLLITA , 58 Aneighbor x.x.x.x ebgp-multihop <TTL>%H 5. ZERE
2, 2EAReBGPHIMEE,

- eBGPRHME R IEREA20 , MiBGPA200,

- ERHBLERBCGPHEHE  T—HRETE, B2 , AEEREATHHES ZeBGPHEH
i, EHEHETER.

eBGP-Multihop

— B E EBGP#ERIASAR S —EHEE —BERIASAHIE, BRBERR , CEERRBEHES
EEM. Ping ATERIER, MAREREZBHMES @ LERFFTCPETI,

EBGP kultihop

DiZ-192, 165.10.1,21 Servers-10,0,10.1/29
A%-100 AS-200
20901131 0301132 105,51 100.2 198,51100.1 nside
Inside Dutside Outside
1721620124 .-_-.|.-.. ASA1 f— ASA-D _—_—_I_-_ 5 1724630124

Trip- 201086, 34.1:42 524 Wirebess-10.180.10.1,/23

ASA-1E B



router bgp 100

bgp | og- nei ghbor - changes

bgp bestpath conpare-routerid
address-fam |y ipv4 unicast

nei ghbor 198.51.100.1 renote-as 200
nei ghbor 198.51.100.1 ebgp-multihop 2
nei ghbor 198.51.100.1 activate

network 192.168.10.0 nask 255.255.255.0
network 10.106.44.0 mask 255.255.255.0
network 172.16.20.0 mask 255.255.255.0
no aut o- sunmary

no synchroni zation

exit-address-famly
1

ASA-2/ K

router bgp 200

bgp | 0og- nei ghbor - changes

bgp bestpath conpare-routerid
address-fam |y ipv4 unicast

nei ghbor 203.0.113.1 renote-as 100
nei ghbor 203.0.113.1 ebgp-nul ti hop 2
nei ghbor 203.0.113.1 activate

network 10.10.10.0 nmask 255.255.255.0
network 10.180.10.0 mask 255. 255. 255.0
network 172.16.30.0 mask 255.255. 255.0
no aut o- sunmary

no synchroni zation

exit-address-fanmly

BGPE A

EIBBGP , A R FEEMBERARBER, EARRHT , BRASA-22 BNERFTE
172.16.30.0/24 , R EHMHMAE L, BREHBIR , BREERFEEACL,

access-list bgp-in line 1 standard deny 172.16. 30.0 255.255.255.0
access-list bgp-in line 2 standard permt any4

router bgp 100

bgp | og- nei ghbor - changes

bgp bestpath conpare-routerid
address-fanmily ipv4 unicast

nei ghbor 203.0.113.2 renote-as 200

nei ghbor 203.0.113.2 activate

network 192.168. 10. 0 nask 255. 255. 255.0
network 172.16.20.0 mask 255.255.255.0
net work 10. 106. 44.0 mask 255.255.255.0
distribute-list bgp-in in

no aut o- summary

no synchroni zati on

exit-address-famly

BB .



ASA-1(config)# show bgp cidr-only

BGP table version is 6, local router IDis 203.0.113.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mmltipath
Oigin codes: i - IGP, e - EGP, ? - inconplete

Net wor k Next Hop Metric LocPrf Wi ght Path

*> 10.10.10.0/24 203.0.113.2 0 0 200 i
*> 10.106.44.0/24 0.0.0.0 0 32768 i
*> 10.180.10.0/24 203.0.113.2 0 0 200 i

*> 172.16.20.0/24 0.0.0.0 0 32768 i
*> 192.168.10.0/16 0.0.0.0 0 32768 i

B FEURHIEE(ACL) S FIR B,

ASA-1(confi g)# show access-list bgp-in

access-list bgp-in; 2 elements; nane hash: 0x3f99del9

access-list bgp-in line 1 standard deny 172.16.30.0 255.255.255.0 (hitcnt=1) Oxb5abad25
access-list bgp-in line 2 standard permit any4 (hitcnt=4) 0x59d08160

[E#kith , &7 LAE AAACLE distribute-listds iR EA Touts EENAR.

ZiERPHASA BGPE R

ZHERPXEBGP, EZHERENFERT , LEAFTEERRER T ERBCPHHRER, MREE
AEY —EABGPERMAERMLTXHERE , BRI IEER,

ASA- 1/ admi n(confi g)# router bgp 100

9BGP process cannot be created in non-system context
ERROR: Unable to create router process

First we Need to define it in system context.

ASA- 1/ admi n(confi g) #changeto context system

ASA- 1(confi g)# router bgp 100

ASA- 1(confi g-router) #exit

Now create bgp process in adm n context.

ASA- 1(confi g) #changeto context admin

ASA- 1/ admi n(confi g)# router bgp 100
ASA- 1/ adnmi n(confi g-router)#

B
BEBGPHEMNE

EEIE179 LM TCPERR.

ASA-1(confi g)# show asp table socket

Protocol Socket State Local Address Forei gn Address
SSL 00001478 LI STEN 172. 16. 20. 1: 443 0.0.0.0:*
TCP 000035e8 LI STEN 203.0.113.1:179 0.0.0.0:*
TCP 00005cd8 ESTAB 203. 0. 113. 1: 44368 203.0.113.2:179

SSL 00006658 LI STEN 10. 106. 44. 221: 443 0.0.0.0:*



#RBGP#E,

ASA-1(confi g)# show bgp neighbors

BGP neighbor is 203.0.113.2, context single_vf, remote AS 200, extermal link >> eBGP
BGP version 4, remote router ID 203.0.113.2
BGP state = Established, up for 00:04:42
Last read 00:00: 13, last wite 00:00:17, hold time is 180, keepalive interval is
60 seconds
Nei ghbor sessi ons:
1 active, is not nultisession capable (disabled)
Nei ghbor capabilities:
Route refresh: advertised and recei ved(new)
Four-octets ASN Capability: advertised and received
Address famly | Pv4 Unicast: advertised and received
Mul ti sessi on Capability:
Message statistics:
InQ depth is 0
QutQ depth is 0

Sent Revd
Opens: 1 1
Notifications: O 0
Updat es: 2 2
Keepal i ves: 5 5
Route Refresh: O 0
Tot al : 8 8

Default mninmumtinme between advertisenent runs is 30 seconds

For address family: |Pv4 Unicast

Session: 203.0.113.2

BGP tabl e version 7, neighbor version 7/0
Qut put queue size : O

I ndex 1

1 updat e- group nenber

Sent Revd
Prefix activity: ---- ----
Prefixes Current: 3 3 (Consunes 240 bytes)
Prefi xes Total : 3 3
Implicit Wthdraw 0 0
Explicit Wthdraw 0 0
Used as best pat h: n/ a 3
Used as nul ti path: n/ a 0
Qut bound I nbound
Local Policy Denied Prefixes: -------- -------
Bestpath fromthis peer: 3 n/ a
Tot al : 3 0

Nunber of NLRIs in the update sent: nmax 3, min O

Address tracking is enabled, the RIB does have a route to 203.0.113.2
Connections established 1; dropped O

Last reset never

Transport (tcp) path-ntu-di scovery is enabl ed

Graceful -Restart is disabled

BGP&H

ASA-1E



ASA-1(confi g)# show route bgp

Codes: L - local, C - connected, S - static, R- RIP, M- npobile, B - BG
D- BEIGRP, EX - EIGRP external, O- OSPF, |A - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2
i - 1S1S su- ISIS sunmary, L1 - IS-ISlevel-1, L2 - 1S IS level-2
ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR P - periodic dowl oaded static route, + - replicated route

Gateway of last resort is 10.106.44.1 to network 0.0.0.0

B 10.10.10.0 255.255.255.0 [20/0] via 203.0.113.2, 00:05:48
B 10.180.10.0 255.255.255.0 [20/0] via 203.0.113.2, 00:05:48
172.16.30.0 255.255.255.0 [20/0] via 203.0.113.2, 00:05:48

B
ASA-2/ &

ASA- 2# show route bgp

Codes: L - local, C- connected, S - static, R- RIP, M- nmobile, B - BGP
D- EIGRP, EX - EIGRP external, O- OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2

i - 1S1S, su- ISISsummary, L1 - IS IS level-1, L2 - IS-1S level-2

ia - IS-ISinter area, * - candidate default, U - per-user static route
0 - ODR P - periodic downl oaded static route, + - replicated route

Gateway of last resort is not set

B 10. 106.44.0 255.255.255.0 [20/0] via 203.0.113.1, 00:36:32
B 172.16.20.0 255.255.255.0 [20/0] via 203.0.113.1, 00:36:32
B 192.168. 10. 0 255. 255.255. 0 [20/0] via 203.0.113.1, 00:36:32

ERRISEASAWEE R , 558 Ashow route bgp <AS-No.>T T,

ASA-1(confi g)# show route bgp ?

exec node conmands/ opti ons:
100 Autononous system nunber
| Qutput nodifiers

<cr>

1 EeBGPH H I &M

ASA-1(confi g)# show route 172.16.30.0

Routing entry for 172.16.30.0 255.255.255.0
Known via "bgp 100", distance 20, nmetric O
Tag 200, type external
Last update from 203.0.113.2 0:09:43 ago
Routi ng Descriptor Bl ocks:
* 203.0.113.2, from203.0.113.2, 0:09:43 ago
Route netric is 0, traffic share count is 1
AS HOPS 1------mmmm e oo > ASA HOP is one
Route tag 200
MPLS | abel: no | abel string provided

ASA-1(confi g)# show bgp cidr-only



BGP table version is 7, local router IDis 203.0.113.1

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale, mmultipath
Oigin codes: i - IGP, e - EGP, ? - inconplete
Net wor k Next Hop Metric LocPrf Weight Path
*> 10.10. 10. 0/ 24 203.0.113.2 0 0 200 i
*> 10. 106. 44. 0/ 24 0.0.0.0 0 32768 i
*> 10.180. 10. 0/ 24 203.0.113.2 0 0 200 i
*> 172.16. 20.0/ 24 0.0.0.0 0 32768 i
*> 172.16.30.0/ 24 203.0.113.2 0 0 200 i

BGPHE

ASA-1(confi g)# show bgp summary

BGP router identifier 203.0.113.1, |ocal AS nunber 100

BGP table version is 7, main routing table version 7

6 network entries using 1200 bytes of nenory

6 path entries using 480 bytes of nenory

2/ 2 BGP path/bestpath attribute entries using 416 bytes of nenory
1 BGP AS-PATH entries using 24 bytes of nenory

0 BGP route-nmap cache entries using 0 bytes of nmenory

0 BGP filter-list cache entries using O bytes of menory
BGP using 2120 total bytes of menory

BGP activity 6/0 prefixes, 6/0 paths, scan interval 60 secs

Nei ghbor \% AS MsgRcvd MsgSent Tbhl Ver 1nQ QutQ Up/ Down St at e/ Pf xRed
203.0.113.2 4 200 16 17 7 0 0 00:14:19 3

ASA-1(confi g)# show route summary

IP routing table maxi numpaths is 3

Rout e Source Net wor ks Subnet s Replicates Overhead Mermory ( byt es)
connect ed 0 8 0 704 2304

static 2 5 0 616 2016

ospf 1 0 0 0 0 0

Intra-area: O Inter-area: 0 External-1: 0 External-2: 0
NSSA External -1: O NSSA External-2: 0

bgp 100 0 3 0 264 864
External: 3 Internal: O Local: O

i nternal 7 3176

Tot al 9 16 0 1584 8360

BEBGPHERRK

ASA- 1(confi g)# show bgp neighbors

BGP nei ghbor is 203.0.113.2, context single_vf, remote AS 100, internal link >> i BGP
BGP version 4, renpte router |ID 203.0.113.2
BGP state = Established, up for 00:02:19
Last read 00:00:13, last wite 00:00:17, hold time is 180, keepalive interval is
60 seconds
Nei ghbor sessi ons:
1 active, is not nultisession capable (disabled)
Nei ghbor capabilities:
Route refresh: advertised and received(new)
Four-octets ASN Capability: advertised and received
Address family | Pv4 Unicast: advertised and received
Mul ti session Capability:
Message statistics:
InQ depth is 0



QutQ depth is O

Sent Revd
Opens: 1 1
Notifications: O 0
Updat es: 2 2
Keepal i ves: 5 5
Route Refresh: 0 0
Tot al : 8 8

Default mnimumtine between advertisenent runs is 30 seconds

For address family: |Pv4 Unicast

Session: 203.0.113.2

BGP tabl e version 7, neighbor version 7/0
Cut put queue size : O

I ndex 1

1 updat e- group menber

Sent Revd
Prefix activity:
Prefixes Current: 3 3 (Consunes 240 bytes)
Prefixes Total : 3 3
Implicit Wthdraw 0 0
Explicit Wthdraw 0 0
Used as best pat h: n/ a 3
Used as mul ti path: n/ a 0
Qut bound | nbound
Local Policy Denied Prefixes: -------- -------
Bestpath fromthis peer: 3 n/ a
Tot al : 3 0

Nurmber of NLRIs in the update sent: nax 3, mn O

Address tracking is enabled, the RIB does have a route to 203.0.113.2
Connections established 1; dropped O

Last reset never

Transport (tcp) path-ntu-discovery is enabl ed

Graceful -Restart is disabled

S EIBGPIEHFFMARA

ASA-1(confi g)# show route 172.16.30.0

Routing entry for 172.16.30.0 255.255.255.0
Known via "bgp 100", distance 20, netric 0, type internal
Last update from 203.0.113.2 0:07:05 ago
Routi ng Descriptor Bl ocks:
* 203.0.113.2, from 203.0.113.2, 0:07:05 ago
Route netric is 0, traffic share count is 1
AS Hops 0 = ——mmmmmmmmmmmm >> ASA HOP is 0 as it's internal route
MPLS | abel: no | abel string provided

BGPHAEMTTLE

HREAT , BGPHELAERER, EREHABGPHEMNTILE—&EA1 (HRE) . Bt , R
BGPHMEREEHER , BFEEERBCPEHE , REIUAREREREHAIBE.

LT REENTTLERGIZEH

ASA- 1(confi g) #show cap bgp detail



5: 06:30:19. 789769 6c41. 6alf.25e3 alOcf.5b5c. 5060 0x0800 Length: 70
203.0.113.1.44368 > 203.0.113.2.179: S [tcp sum ok] 3733850223: 3733850223(0)
Wi n 32768 <nss 1460, nop, nop, ti mestanp 15488246 0> (DF) [tos OxcO0] [ttl 1] (id 62822)

6: 06:30:19.792286 aOcf.5b5c. 5060 6c41. 6alf.25e3 0x0800 Length: 58
203.0.113.22.179 > 203.0.113.1.44368: S [tcp sum ok] 1053711883: 1053711883(0)
ack 3733850224 win 16384 <nmss 1360> [tos 0xcO0] [ttl 1] (id 44962)

7: 06:30:19.792302 6c41.6alf.25e3 aOcf.5b5c. 5060 0x0800 Length: 54
203.0.113. 1. 44368 > 203.0.113.22.179: . [tcp sum ok] 3733850224: 3733850224( 0)
ack 1053711884 win 32768 (DF) [tos OxcO] [ttl 1] (id 52918)

MEMEREEEELR , AIEEH Abgp multihop®+ , LA EEMEZEMIPHREHDTTLER
HOPS®( &,

UTEHBERSERMBATHTILE (ER+ , BGPHMERI1ERIELUINN ) -

ASA- 1(confi g) #show cap bgp detail

5: 13:10: 04. 059963 6¢c41. 6alf.25e3 alcf.5b5c. 5060 0x0800 Length: 70
203.0.113.1.63136 > 198.51.100.1.179: S [tcp sum ok] 979449598: 979449598( 0)
Wi n 32768 <nss 1460, nop, nop, ti mestanp 8799571 0> (DF) [tos OxcO] (ttl 2, id 62012)

6: 13:10:04.060681 aOcf.5b5c. 5060 6c41l. 6alf.25e3 0x0800 Length: 70 198.51.100.1.179 >
203.0.113.1.63136: S [tcp sumok] 0:0(0) ack 979449599 wi n 32768 <nss 1460, nop, nop,
ti mestanp 6839704 8799571> (DF) [tos Oxac] [ttl 1] (id 60372)

7: 13:10: 04. 060696 6c41. 6alf.25e3 alcf.5b5c. 5060 0x0800 Length: 66
203.0.113.1.63136 >198.51.100.1.179: . [tcp sum ok] 979449599: 979449599(0) ack 1
Wi n 32768 <nop, nop, tinestanp 8799571 6839704> (DF) [tos OxcO0] (ttl 2, id 53699)

BB R ATB R

ASA-1(config)# show asp table routing

route table timestanp: 66

in 255. 255, 255. 255 255. 255. 255. 255 identity

203.0.113.1 255.255.255.255 identity

203. 0. 113. 254 255. 255. 255. 255 via 10.13.14. 4, outside

192.0.2. 78 255. 255. 255. 255 via 10.16.17.4, DV

192.168. 0.1 255. 255. 255. 255 identity

172.16. 20. 1 255. 255. 255. 255 identity

10. 106. 44. 190 255. 255. 255. 255 identity

in 10.10.10.0 255.255.255.0 via 203.0.113.2, outside (resolved, timestamp: 66)
in 172.16.30.0 255.255.255.0 wvia 203.0.113.2, outside (resolved, timestamp: 64)
in 10.180.10.0 255.255.255.0 wvia 203.0.113.2, outside (resolved, timestamp: 65)
203.0.113. 0 255. 255. 255. 0 out si de

172.16. 10. 0 255. 255.255.0 via 10.13. 14. 4, outside

192.168. 10. 0 255. 255.255.0 via 10.13.14. 20, outside

192. 168. 20. 0 255.255.255.0 via 10.16.17.4, DV

172.16. 20. 0 255. 255. 255. 0 i nsi de

10. 106. 44. 0 255. 255. 255. 0 managenent

192. 168. 0. 0 255. 255. 0.0 DwvZ

ASA BGPHI B ERZhEE

5D O O 5 S S
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BGP support for nonstop forwarding
We added support for BGP Nonstop Forwarding.
We introduced the follow ng new commands: bgp graceful -restart, nei ghbor ha-node graceful -



restart

REREGE R

CETEER  REERAMAEE %Bﬁa_%io BERICMPHI TCPIR 1790 E 4R
. RBGPHEHREEZER K FRALCKREBGPZERY,

- WNRELRIERE |, Eshow asp table socket@f F i & , TCPEZEFAILARMESTABAR RE,

ASA-1(confi g)# show asp table socket

Protocol Socket State Local Address For ei gn Address
SSL 00001478 LI STEN 172.16. 20. 1: 443 0.0.0.0:*

TCP 000035e8 LI STEN 203.0.113.1:179 0.0.0.0:*

TCP 00005cd8 ESTAB 203.0.113. 1: 44368 203.0.113.2:179
SSL 00006658 LI STEN 10. 106. 44. 221: 443 0.0.0.0:*
ET=XEFR , MEYHSFRAEIMRBCP OPENIH B3 1% 5| #o

Mo, lirne purce Destinghon frotocol Length denkibcston Irifo

B 0.335386 203.0,113.1 203, D ll' 2 BzR lC.'-" I]}t:dgEL: {=5E|58:I CIF‘EN HESSEgE

@ Framz 8; 107 bytes on wire (856 bits), 107 bytes captured (B3 hits)
@ Echernet 11, src: cisco Af:25:e3 (Gc:dl:6a:1F:25:e3), pst: cisco_5c:S0:A0 (a0:of:5h:5c:50:60)
+ Lrternet Pratocol version £, Spsr 203.0.113.1 Q203.0.113.17, DsT! 203.0.113.2 €203.0.113.2%
# Transmission Commrol Protocol, Sro Porti A43658 (443880, DSt Port: bgp €1790, S=q:i 3970505808, ack: 2508095044, Len: 53
= Border Gateway Protocol - OPENW Message

Marker = FEFEFFEFFFFFFFEFIFFEFFEFFEfrarre

Length: 53

Tyie: OFEN Message (10

version; 4

My &= 100

Hald Time: 180

BeP Icertifier: 20#.0.113.1 {203.0.113.10

optionz]l Parametsars Length; 24

# optional raraveter: capakiloy
® optional Paraverer: Capalkility
& optional Parameter: Capabkility
m optional Paraseter: capabilicy

SIRXE , MY FREFEABGP UPDATER R XA EH.

17 0. 3-’-'3'383 203 13.2 203.0.113.1 BGF 1:'3 C:-'.F?C.E (_2 Eﬁj UPCATE Message, UFDATE Message

UPCATE Message

M RFPame 1% 139 oyTes an wlire riile bits), 139 hytes captured rLLiz bits)
B Ethermet II, Sre; Cisco_bo:50:60 Cad;of:hb:5c:50:600, Dst: CiscoAf:29:e3 (Hcc4l:6a:1F:25:e3)
H lrternet Frotocol wversdon 4, Src! 203.0,113.2 ’“u3 0.115.2%, bst: 203.0.113.1 (203.0.113.10
© Transmission Control Protocol, Sec Port: bgp Q17%)1, Dst Port: 44368 (443680, Sagr 2H68959E125, ack: 36715678, Len: 8BS
H pordar Gateway Protoco] - UPDATE MEssage

Marker: FEFFE-FRFsFrrrfrrrrrerrFeErFreree

—ength: &2

TypeE: URDATE Massags [2)

anfeas1bTe roures Tengoh: o byres

Total path atzribute length: 27 bytes

= ORLGIMD LGP O ByTtesl

[ AS_PaTH: 200 (5 byres)

HOMENT_HOP: 203,0,113.2 7 lytes)

E MULTI_E«TT_DI=C: O [T byLes)

- etwork Tayer reachability information: 12 bytes

L L0, A0, oS E

B iT2.16.30.0/24

B L. 180,10, bed
B Border Gateway Protocd] - UPDATE MEsSsage

%ASA- 7- 609001: Built local-host identity:203.0.113.1

%ASA- 7- 609001: Built | ocal -host outside:203.0.113.2

%ASA- 6- 302013: Built out bound TCP connection 14 for outside: 203.0.113.2/179
(203.0.113.2/179) to identity:203.0.113.1/43790 (203.0.113.1/43790)

%ASA- 3- 418018: nei ghbor 203.0.113.2 Up

MREMEETCP= XU EF 2 RMATKIMPERR , AIFBEHEAEBGP FSMLE, #RASAKREER S
HBENRKAF , LRELEDBENMRE,

a8

FHEE : 66/ debug EET 28I , MESEER Debug ETHWEERA,



i Adebug ip bgph T LA B E2 3 JZ BA R I B8 B ERT AR B RV R

ASA-1(confi g)# debug ip bgp ?

exec node commuands/ opti ons:
A. B. C. D BGP nei ghbor address
events BGP events

in BGP I nbound infornation

i pv4 Address famly

keepal i ves BGP keepal i ves
out BGP Qutbound information
range BGP dynami c range
rib-filter Next hop route watch filter events
updat es BGP updat es

<Cr>

¥ Adebug ip bgp eventsin < LAk % B2 35 J= BA £ 45 A AV R RE,

BGP: 203.0.113.2 active went from Idle to Active

BGP: 203.0.113.2 open active, local address 203.0.113.1

BGP: ses gl obal 203.0.113.2 (0x00007ffec085c590:0) act Addi ng topol ogy |Pv4 Unicast: base
BGP: ses gl obal 203.0.113.2 (0x00007ffec085c590:0) act Send OPEN

BGP: 203.0.113.2 active went from Active to OpenSent

BGP: 203.0.113.2 active sending OPEN, version 4, my as: 100, holdtime 180 seconds,

ID cb007101

BGP: 203.0.113.2 active rcv nessage type 1, length (excl. header) 34

BGP: ses gl obal 203.0.113.2 (0x00007ffec085¢c590: 0) act Receive OPEN

BGP: 203.0.113.2 active rcv OPEN, version 4, holdtinme 180 seconds

BGP: 203.0.113.2 active rcv OPEN w OPTI ON paraneter |len: 24

BGP: 203.0.113.2 active rcvd OPEN w optional paraneter type 2 (Capability) len 6

BGP: 203.0.113.2 active OPEN has CAPABILITY code: 1, length 4

BGP: 203.0.113.2 active OPEN has MP_EXT CAP for afi/safi: 1/1

BGP: 203.0.113.2 active rcvd OPEN w optional paraneter type 2 (Capability) len 2

BGP: 203.0.113.2 active OPEN has CAPABILITY code: 128, length O

BGP: 203.0.113.2 active OPEN has ROUTE-REFRESH capability(old) for all address-families
BGP: 203.0.113.2 active rcvd OPEN w optional paraneter type 2 (Capability) len 2

BGP: 203.0.113.2 active OPEN has CAPABILITY code: 2, length O

BGP: 203.0.113.2 active OPEN has ROUTE- REFRESH capability(new) for all address-families
BGP: 203.0.113.2 active rcvd OPEN w optional paraneter type 2 (Capability) len 6

BGP: 203.0.113.2 active OPEN has CAPABILITY code: 65, length 4

BGP: 203.0.113.2 active OPEN has 4-byte ASN CAP for: 200

BGP: 203.0.113.2 active rcvd OPEN w/ remote AS 200, 4-byte remote AS 200
BGP: 203.0.113.2 active went from OpenSent to OpenConfirm
BGP: 203.0.113.2 active went from OpenConfirm to Established

¥ A debug ip bgp updatesn 5 LA BE#7 1§ Fa 5 #AH BRI A R RE

BGP: TX | Pv4 Unicast Mem gl obal 203.0.113.2 Changing state fromDOM to WAIT
(pending advertised bit allocation).

BGP: TX | Pv4 Unicast G p global 4 Created.

BGP: TX | Pv4 Uni cast Wkr gl obal Cur Blocked (not in list).

BGP: TX | Pv4 Uni cast Wkr gl obal Ref Bl ocked (not in list).

BGP: TX | Pv4 Uni cast Rpl gl obal 1 Created.

BGP: TX | Pv4 Uni cast Rpl gl obal 1 Net bitfield index O allocated.

BGP: TX | Pv4 Uni cast Mem gl obal 1 203.0.113.2 Added to group (now has 1 menbers).
BGP: TX | Pv4 Unicast Memglobal 4 1 203.0.113.2 Staying in WAIT state
(current wal ker waiting for net prepend).

BGP: TX | Pv4 Unicast Top global Start net prepend.

BGP: TX | Pv4 Unicast Top global Inserting initial narker.

BGP: TX | Pv4 Uni cast Top gl obal Done net prepend (0 attrs).

BGP: TX I Pv4 Unicast Gp global 4 Starting refresh after prepend conpl etion.

E R i



BGP: TX | Pv4 Uni cast Wkr global 4 Cur Start at marker 1.

BGP: TX | Pv4 Unicast G p global 4 Message linmt changed from 100 to 1000 (used 0 + 0).

BGP: TX | Pv4 Uni cast Vkr gl obal 4 Cur Unbl ocked

BGP: TX | Pv4 Uni cast Mem global 4 1 203.0.113.2 Changing state fromWAIT to ACTI VE
(ready).

BGP: TX | Pv4 Uni cast Mem global 4 1 203.0.113.2 No refresh required.

BGP: TX | Pv4 Unicast Top gl obal Collection done on marker 1 after 0 net(s).
BGP(0): 203.0.113.2 rcvd UPDATE w/ attr: nexthop 203.0.113.2, origin i, metric O,
merged path 200, AS_PATH

BGP(0): 203.0.113.2 rcvd 10.10.10.0/24

BGP(0): 203.0.113.2 rcvd 172.16.30.0/24

BGP(0): 203.0.113.2 rcvd 10.180.10.0/24----------------- > Routes rcvd from peer
BGP: TX | Pv4 Unicast Net gl obal 10.10.10.1/32 Changed.

BGP: TX | Pv4 Unicast Net global 172.16.30.0/24 Changed.

BGP: TX | Pv4 Uni cast Net gl obal 10.180.10.0/24 Changed.

BGP(0): Revise route installing 1 of 1 routes for 10.10.10.0 255.255.255.0 ->
203.0.113.2(global) to main IP table

BGP: TX IPv4 Unicast Net global 10.10.10.0/24 RIB done.

BGP(0): Revise route installing 1 of 1 routes for 172.16.30.0 255.255.255.0 ->
203.0.113.2(global) to main IP table

BGP: TX IPv4 Unicast Net global 172.16.30.0/24 RIB done.

BGP(0): Revise route installing 1 of 1 routes for 10.180.10.0 255.255.255.0 ->
203.0.113.2(global) to main IP table

BGP: TX IPv4 Unicast Net global 10.180.10.0/24 RIB done.

BGP: TX | Pv4 Unicast Tab RIB wal k done version 4, added 1 topol ogi es.

BGP: TX | Pv4 Uni cast Tab Ready in READ WRI TE.

BGP: TX | Pv4 Unicast Tab RIB wal k done version 4, added 1 topol ogi es.

BGP: TX | Pv4 Unicast Tab All topol ogies are ECR ready.

BGP: TX | Pv4 Unicast Tab RIB wal k done version 4, added 1 topol ogi es.

BGP: TX | Pv4 Uni cast Tab Executi ng.

BGP: TX | Pv4 Uni cast Vkr gl obal 4 Cur Processing.

BGP: TX | Pv4 Uni cast Wkr gl obal 4 Cur Reached nmarker with version 1.

BGP: TX | Pv4 Uni cast Top gl obal Appending nets fromattr 0x00007ffecc9b7b88.
BGP: TX | Pv4 Uni cast Vkr global 4 Cur Attr change from 0x0000000000000000 to
0x00007f f ecc9b7b88.

BGP: TX | Pv4 Uni cast Vkr global 4 Cur Net 10.10.10.0/24 Ski pped.

BGP: TX | Pv4 Uni cast VWkr global 4 Cur Net 172.16.30.0/24 Ski pped.

BGP: TX | Pv4 Uni cast VWkr gl obal 4 Cur Net 10.180.10.0/24 Ski pped.

BGP: TX | Pv4 Unicast Top global No attributes with nodified nets.

BGP: TX | Pv4 Uni cast Top gl obal Added tail marker with version 4.

BGP: TX | Pv4 Uni cast Wkr gl obal 4 Cur Reached nmarker with version 4.

BGP: TX | Pv4 Unicast Top global No attributes with nodified nets.

BGP: TX | Pv4 Uni cast VWkr gl obal 4 Cur Done (end of list), processed 1 attr(s),
0/3 net(s), O pos.

BGP: TX | Pv4 Unicast G p global 4 Checking EORs (0/1).

BGP: TX | Pv4 Uni cast Mem global 4 1 203.0.113.2 Send EOR

BGP: TX I Pv4 Unicast G p global 4 Converged.

BGP: TX | Pv4 Uni cast Tab Processed 1 wal ker(s).

BGP: TX | Pv4 Uni cast Tab Generation conpl et ed.

BGP: TX | Pv4 Unicast Top global Deleting first marker with version 1.

BGP: TX | Pv4 Unicast Top gl obal Collection reached marker 1 after 0 net(s).
BGP: TX | Pv4 Uni cast Top gl obal First convergence done.

BGP: TX | Pv4 Unicast Top global Deleting first marker with version 1.

BGP: TX | Pv4 Unicast Top gl obal Collection reached marker 1 after 0 net(s).
BGP: TX | Pv4 Unicast Top gl obal Collection done on marker 4 after 3 net(s).
BGP: TX | Pv4 Unicast Top gl obal Collection done on marker 4 after 0 net(s).
BGP: TX | Pv4 Unicast Net gl obal 192.168.10.0/24 Changed.

BGP: TX | Pv4 Unicast Net global 172.16.20.0/24 Changed.

BGP: TX | Pv4 Uni cast Net gl obal 10.106.44.0/ 24 Changed.

BGP(0): nettable walker 10.106.44.0/24 route sourced locally

BGP: topo global:IPv4 Unicast:base Remove_fwdroute for 10.106.44.0/24

BGP: TX IPv4 Unicast Net global 10.106.44.0/24 RIB done.

BGP(0) : nettable_walker 172.16.20.0/24 route sourced locally

BGP: topo global:IPv4 Unicast:base Remove_fwdroute for 172.16.20.0/24



BGP: TX IPv4 Unicast Net global 172.16.20.0/24 RIB done.

BGP(0): nettable walker 192.168.10.0/24 route sourced locally--------- > Routes
advertised
BGP: topo global:IPv4 Unicast:base Remove_fwdroute for 192.168.10. 0/ 24
BGP: TX | Pv4 Unicast Net gl obal 192.168.10.0/24 RI B done.
BGP: TX | Pv4 Unicast Tab RI B wal k done version 8, added 1 topol ogi es.
BGP: TX | Pv4 Uni cast Tab Executi ng.
BGP: TX | Pv4 Uni cast Vkr gl obal 4 Cur Processing.
BGP: TX | Pv4 Uni cast Top gl obal Appending nets fromattr 0x00007ffecc9b7c70.
BGP: TX | Pv4 Uni cast Vkr global 4 Cur Attr change from 0x0000000000000000 to
0x00007f f ecc9b7c70.
BGP: TX IPv4 Unicast Rpl global 4 1 Net 10.106.44.0/24 Set advertised bit (total 1).
BGP: TX IPv4 Unicast Wkr global 4 Cur Net 10.106.44.0/24 Formatted.
BGP: TX IPv4 Unicast Rpl global 4 1 Net 172.16.20.0/24 Set advertised bit (total 2).
BGP: TX IPv4 Unicast Wkr global 4 Cur Net 172.16.20.0/24 Formatted.
BGP: TX IPv4 Unicast Rpl global 4 1 Net 192.168.10.0/24 Set advertised bit (total 4).
BGP: TX IPv4 Unicast Wkr global 4 Cur Net 192.168.10.0/24 Formatted.
BGP: TX | Pv4 Unicast Top global No attributes with nodified nets.
BGP: TX | Pv4 Uni cast Top gl obal Added tail marker with version 8.
BGP: TX | Pv4 Uni cast Wkr gl obal 4 Cur Reached nmarker with version 8.
BGP: TX | Pv4 Unicast Top global No attributes with nodified nets.
BGP: TX | Pv4 Uni cast Wkr global 4 Cur Replicating.
BGP: TX | Pv4 Uni cast VWkr gl obal 4 Cur Done (end of list), processed 1 attr(s),
4/ 4 net(s), O pos.
BGP: TX | Pv4 Unicast G p global 4 Start mnimum advertisenent tiner (30 secs).
BGP: TX | Pv4 Uni cast Vkr gl obal 4 Cur Bl ocked (minimum advertisenent interval).
BGP: TX I Pv4 Unicast G p global 4 Converged.
BGP: TX | Pv4 Uni cast Tab Processed 1 wal ker(s).
BGP: TX | Pv4 Uni cast Tab Generation conpl et ed.
BGP: TX | Pv4 Unicast Top global Deleting first marker with version 4.
BGP: TX | Pv4 Unicast Top gl obal Collection reached marker 4 after 0 net(s).
BGP: TX | Pv4 Unicast Top gl obal Collection done on marker 8 after 4 net(s).
BGP: TX | Pv4 Uni cast Top gl obal Collection done on marker 8 after 0 net(s).
BGP: TX Menber message pool under period (60 < 600).
BGP: TX | Pv4 Unicast Tab RIB wal k done version 8, added 1 topol ogi es.
WMALT ST AT R B B AR

- show asp table socket

- show bgp neighbor

- show bgp Summary

- show route bgp

- show bgp cidr-only

BTBEBEE
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