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ASA CLIE i

ASA CLIE K

ci scoasa#show run
Saved

ASA Version 8.0(4)
|
host nane ci scoasa
donai n- nane ci sco. com
enabl e password 8Ry2Yj |yt 7RRXU24 encrypt ed
passwd 2KFQnbNI dI . 2KYQU encrypt ed

nanes

|
interface G gabitEthernet0/0

narei f outside

security-level 0O

i p address 10.66.79. 86 255. 255. 255. 224

nterface G gabitEthernet0/1

narei f inside

security-level 100

i p address 10.238. 26. 129 255. 255. 255. 248

nterface Managenment 0/ 0
shut down

no nanei f

no security-Ieve

no i p address

|
!--- Write regular expression (regex) to match the FTP
site you want !--- to access. NOTE: The regul ar
expression witten below nmust match !--- the response
220 received fromthe server. This can be different !---
than the URL entered into the browser. For exanple, !---
FTP Response: 220 glu0103c. austin. hp.com

regex FTP_SITEl " ([0-9A-Za-z])*[Hh] [Pp]\.[Cc][O0] [Mm]"
regex FTP_SITE2 "([0-9A-Za-z])* CISCO SYSTEMS ([0-9A-Za-
Z] ) *n

!--- NOTE: The regul ar expression will be checked
agai nst every line !--- in the Response 220 statenent
(which nmeans if the FTP server !--- responds with
multiple lines, the connection will be denied if !---
there is no match on any one line).

boot system di skO:/asa804-k8. bin
ftp node passive

pager lines 24

| oggi ng enabl e

| oggi ng timestanp

| oggi ng buffered debuggi ng

ntu outside 1500

ntu inside 1500

no failover

icnp unreachable rate-limt 1 burst-size 1
asdm i mage di skO:/asdm 61557. bin
no asdm hi story enabl e




arp timeout 14400

gl obal (outside) 1 interface
nat (inside) 1 0.0.0.0 0.0.0.0
route outside 0.0.0.0 0.0.0.0 10.66.79.65 1

timeout xlate 3:00:00

ti meout conn 1:00: 00 hal f-cl osed 0:10:00 udp 0: 02: 00
icnp 0:00: 02

timeout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp

0: 05: 00 ngcp-pat 0:05: 00

timeout sip 0:30:00 sip_nedia 0:02:00 sip-invite 0:03:00
si p-di sconnect 0: 02: 00

ti meout sip-provisional-nedia 0:02: 00 uauth 0:05: 00
absol ute

dynami c- access-policy-record Dflt AccessPolicy

http server enable

http 0.0.0.0 0.0.0.0 inside

http 0.0.0.0 0.0.0.0 outside

no snnp-server |ocation

no snnp-server contact

snnp-server enable traps snnp authentication |inkup
| i nkdown col dstart

telnet tinmeout 5

ssh scopy enabl e

ssh timeout 5

consol e timeout O

managenent - access i nsi de

threat-detection basic-threat
threat-detection statistics access-1list

no threat-detection statistics tcp-intercept

class-map type regex match-any FTP_SITES
match regex FTP_SITEl
match regex FTP_SITE2

! Class map created in order to match the server names !
of FTP sites to be blocked by regex. class-map type
inspect ftp match-all FTP_class_map

match not server regex class FTP_SITES

! Write an FTP inspect class map and match based on

server !--- names, user name, FTP commands, and sSo on.
Note that this !--- example allows the sites specified
with the regex conmand !--- since it uses the match not
command. If you need to block !--- specific FTP sites

use the match command wi thout the not option.

cl ass-map i nspection_default
mat ch defaul t-inspection-traffic

policy-map type inspect dns preset_dns_nap
par anmeters
message- | ength maxi mum 512

policy-map type inspect ftp FTP_INSPECT_ POLICY
parameters

class FTP_class_map

reset log




! Policy map created in order to define the actions !---
such as drop, reset, or log. policy-nmap gl obal _policy

cl ass inspection_default inspect dns preset_dns_nap

i nspect h323 h225 inspect h323 ras inspect netbios

i nspect rsh inspect rtsp inspect skinny inspect esntp

i nspect sqlnet inspect sunrpc inspect tftp inspect sip

i nspect xdncp inspect icnp inspect ftp strict
FTP_INSPECT POLICY

!--—- The FTP inspection 1s specified with strict option
!--- followed by the name of policy. Service-policy

gl obal _policy gl obal pronmpt hostnane context

Crypt ochecksum 40cef b1189e8c9492ed7129¢c7577¢c477 : end
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Cun‘i;uuarenn eapradsion class wsing eadabls raguiss Bxpresions. For a cass bo ba corsiderad & match, ooy one of B2 match
condibions neseds to be met,

Meame: ETP_SITES
Description;

Bvalable Regdar Expresmord Configured Match Conditions

| Pmpdar Expression
| OB (50| DTy % T T T
_ el _aim-messeroer

| el faatihau-tunnel_|
_defai_fretheu-bunnel 7
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_ ol gris-http-tunoel_uni

{_chefault_httprbunned

| _clefoult hitport=tunned

| defankt_icy-metadara e
_defaul_on-messange
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| kel _sndiouss-mecka-plaer -tunne|

Match Type: [y Match
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& Add FTP Traffic Class Map

Name: FTP_Block_Site
Descripkion:

rastch Optson: () Match all (&) Makch Any

Match Type Criterion valse

B% Add FTP Match Criterion

Match Type: (%) Makch () No Match
Match Type: [y Match Ej Mo stk Critesian: Server bl

Lo J| Cened [ nb |
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o

. show running-config regex — R EBERN EHR KT,

ci scoasa#show running-configregex

regex FTP_SITEL "[Cc][1i][Ss][Cc][Oo]\.[Cc][ Co][Mi"

regex FTP_SITE2 ".*hp\.com *"

- show running-config class—map — F/R E i B AV H R,

ci scoasa#show running-config class-map

cl ass-map type regex match-any FTP_SI TES
mat ch regex FTP_SI TELl
mat ch regex FTP_SI TE2
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class-map type inspect ftp match-all FTP_Block _Site
mat ch not server regex class FTP_SITES
cl ass-map i nspection_default

mat ch defaul t-inspection-traffic
!

. show running-config policy-map type inspect http — B R E S EENHT TP E Y 3K B ¥ BR

o
ci scoasat#show running-config policy-map type inspect £ftp
|
policy-map type inspect ftp FTP_I NSPECT_PCLI CY
par aneters
mask- banner
mask-syst-reply
class FTP_Block_Site

reset |og
|

. Show running-config policy-map — B RFTE REE B AR FER RIS EIMRELE

Cci scoasa#show running-config policy-map
!
policy-map type inspect dns preset_dns_map
par anet er s
nmessage- | ength maxi mum 512
policy-map type inspect ftp FTP_I NSPECT_PCLI CY
par anet er s
mask- banner
mask-syst-reply
class FTP_Bl ock_Site
reset |og
pol i cy-map gl obal _policy
cl ass inspection_default
nspect dns preset_dns_map
i nspect h323 h225
i nspect h323 ras
i nspect net bi os
i nspect rsh
i nspect rtsp
i nspect skinny
i nspect esntp
i
i
i
i
i
i

i nspect sql net
i nspect sunrpc
i nspect tftp

i nspect sip

i nspect xdntp

inspect ftp strict FTP_I NSPECT_POLI CY
!

- show running-config service-policy — # R~ E Bl BT AT E RE KB ELE,
ci scoasa#show running-config service-policy
service-policy global _policy gl oba

REREDE A

AERENEF T AREEEETEHEDAE,

& 0] LA Fshow service-policyin TR ERES | ZREREREL EFR AT EERE.

Ci scoasa#show service-policy

G obal policy:



Service-policy: global_policy
Cl ass- nap:
| nspect:

| nspect:

| nspect:

| nspect:

| nspect:

| nspect:

| nspect:

| nspect:

| nspect:

| nspect:

| nspect:

| nspect:

| nspect:

| nspect:

HHE & A

. ASA/PIX 8.x:ff Fi IE R &R R R HMMPF & B 7= 5 PH 1 5 2548 Y5 (URL)

i nspecti on_def aul t

dns preset_dns_map, packet 0, drop O, reset-drop O

h323 h225 _default_h323 _nmap, packet 0, drop 0, reset-drop O
h323 ras _default_h323_map, packet 0, drop 0, reset-drop O
net bi os, packet 0, drop O, reset-drop O

rsh, packet 0, drop O, reset-drop O

rtsp, packet O, drop O, reset-drop O

skinny , packet 0, drop 0, reset-drop O

esntp _default_esntp_map, packet O, drop O, reset-drop O
sql net, packet 0O, drop O, reset-drop O

sunrpc, packet 0O, drop O, reset-drop O

tftp, packet 0, drop O, reset-drop O

sip , packet 0, drop O, reset-drop O

xdncp, packet O, drop O, reset-drop O

ftp strict FTP_I NSPECT_POLI CY, packet 40, drop O, reset-drop 2
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