ASA/PIX 8.x:{i# F #Microsoft CARY B { B | AV U
B3 yL B IPSec VPN B R B E B R

58 PR
AEER

bl

RIRPAMAFEREHEBVPNARHERNZLEB(ASAPIX) 8 x EREFE=FHEMEBMESE , N
& FAMicrosoftT& E /8 2 B 48 (CA) R R 23 B FE IPSeci &8,

DR
ER

ANEERCEEF BB ERBRIBCAETESEM. XENFE =S CAHER IHEBaltimore,
Cisco, Entrust, iPlanet/Netscape, Microsoft, RSAHIVeriSign.

AR ERERASA/PIXFREFRAFEENVPNEE.
FEE . AR AWindows 20031 AR BEE A 5 =R CAMIARES.

RA T
AXHHEARBIRA T R AERIRA



. BATE BB MR Z<8.0(2) IASDMAR Z<6.0(2) i Cisco ASA 5510 B E R & £ B
AXHHNEARRBEEEREREANEEMEY., XHPEAZNMEREBRREER (R
) WARRE RN E), MRENBREREIER , FRAZLEBBITMIESTRENNTE,

E

ASAER B )= 7] LA Bd & 178X B8 iR 4~8.xHY Cisco 500 & FIPIX—#2{E M,

: g

BBRATIR B 5 SRR 7 B = 15 BR S A+ 1B 6l gy B A

RXIE

AERHEARRER XS FRATIRIIEENER.
B : A Command Lookup Tool(EREME F) I BIAH P ERAN G HNFMEENR.

125 I %
FERSEAUTRBRE

%{.!II

@_ I{} IPSec Tunnel @
[ I- i | 10550024
g el ln'arm: Clouwd _E_E!

—

Commamication bebewsen CA server
and its Clients for corlifcate request
AN shand e cations for suthenBeatiing

Cartificats Autherdty (CA) Server — CA1 Bl e

AR WEEPEANIPHELS R EInternet EREES AR, EAREEREREPEANRFC
19184t 31k

B8
AR AU TRE

- ASA-1ZFELE
- ASA-ELERE

ASA-1EE
EHEASALRRE=FHEBRBUIEE

a’n'lu
HI}

AT R


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
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- SR RBR H . AR R (R A R

- B2 A RBEBREER

- FRS BB EEE

- FBRARERE

- HERE FE VA BRI VA R VPN(IPSec) A E AT RN FHE

SR RER F R, B O {7 T

ASDMia#E

1. 2 — T Configuration , %1 — T Device Setup.

2. RBASystem Time , A% iZ#ZClock,

3. REHIHNEARBER, Date. TimeHTime ZoneWI BN HEMMET | TREETIEENFZSE
.

File View Toolk Wizards Window Help

@ Hime L‘%} canfiguration [:—J] Munimrlng! L] Save @Rer'resh a Back \_) - | ‘i;’? HelpE

Device Setup o o X Configuration > Device Setup > System Time > Clock
o Startup Wizard
&8} Interfaces Configure the ASA date and clock.
53] +§+ Routing
.;§3 Device Name Password Time Zone: | (GMTHIS:30) Caloutta
= {3 Syanem Tifre
Date
F [
@ N | Apr 14, 2009 v
Time

Time: |14 -:|5I:I |: 27 |h'l1:mrn:ss {24-twour)

Update Displayed Time |

up SHRE

ASA-1

ASA- 1# sh cl ock
14:53:15.943 | ST Tue Apr 14 2009

SR AR RERTER

FERERRBR(CSR), E=ZAHACAT B FMHHE. CSRESEMNASAH T 2 %% F(DN)F H
REERWL S, ASA@%EEZE’J%A%@%TCSRL?T%({&%EO

ASDMi&a#=

1. E FConfiguration > Device Management > Certificate Management > Identity
Certificates , A% & — TAdd,




Fle Wew Took Wzads Window  Help Look Font | e ||||.|||,

(g) Home G%n:mﬁguran:ni[ﬁl monitock | [ save @ Refech | € Back () | D Hel | I CISCO

Device Monagement o 3 = Configurotion * Dewvice Meanogement * Cerificate Monogement > ldentity Cerificates O
E-fif' Management Access

o] g System [mage,/ Configuration
- High awailability Is=ed To lssied By Expiry Date Itsage Add
-0 Logging
E-IF Users/aas show Detalks
=-EY Certificate Management

By Ca certificates

L
- DHCP
- DS
o] Adwanced Install

2. ¥ — T Add a new identity certificate 252 1% &,
A= Add Identity Certificate

(P9

" Import the idenkity certificate From a File:

Decryption Passphrase: I

File to Impoart From: I Browse; |

(ﬁ' fdd a new idenkiky n:ertiFin:aI:e:]

ey Pair: }ny.C.ﬁ..keﬂ ;l Shaw. ., Mew, .,

iCertificate Subject DM: ICN=Ci5cD.ﬁ.S.ﬁ. Select. ..

[T Generate self-signed certificate

[T Act as local cerbificate autharity andissue dynamic cerificates bo TLS-Proxy

Advanced. ..

#dd Certificate I Cancel Help |
3. HMEME , #— TNew.
@& Add Key Pair - x|

Mame: { Use default key pair name

f* Enter new key pair name: Imy.C.ﬁ..ke';.f

Size: 1024 -

Usage: % General purpose ™ Special

iaenerate Mow I Cancel Help




4. ¥ — T Enter new key pair nameEEZift, HRBBIEH , X ERRELSR/EEE,
5.#%—T "Generate Now., . REXVEEIESH|/E,

6. %EE%E%EHDN , 81& — T Select , WX E T RAFINE 4

A= Add Identity Certificate

(P

" Import the identity certificate From a File:
Decryption Passphrase:
File ta Irnpart From: Browse: ., |
f* add a new identity certificate:
kKey Pair: hy.Cﬁ.key| |E Shiow, . | Mew, . |

iertificate Subject DM: ICN=Ci5cD.ﬁ.S.ﬁ. l Select. .. |l

[T Generate self-signed certificate

[T | Act as local cerbificate autharity: and issue dynamic cerkificates o TLS-Proxy

advanced...

add Certificate I iZancel Help |

EERTEELE , FKR "B, THXEERRE—EE , MARKE , ARIEZ—TAd,
&Eertlﬁcate Subject DN S — x|

attribute Yalue
Mame(CM)  CiscodSA cisco. l
DN Attribute to be Added - A S e

Departrment (0L TSWEE
Attribute: |-- Select attribute - - | frdd == Company Name (0} Cisco Systems
Caunkry (C) s
Halue: I Delete Skake (SE) Morth Carolina
Location (L) Raleigh
8] 4 Cancel | Help |

AR RUE=FHERERERESOIEZN TSR ERE. NRETEEMENEM
, FRER IR RS B AR DA R AR S B E A

7. BEENER , BF—TRE, RFEAERAI Identity Certificate¥$5E 548 , EFERT
Certificate Subject DN

8. #%—T "Advanced. .



A= Add Identity Certificate

(P

" Import the idenkity certificate From a File:

Decryption Passphrase:

File to Irnport From:

Brotse,
f* add a new identity certificate:
key Pair: hy.CA.key| |E Shiow, ., MeEw, , .,
Certificate Subject DM: ICN=Ci5n:::n.ﬁ.S.ﬁ. Select. ..

[T Generate self-signed certificate

[T act as local cerbificate autharity andissue dynamic certificates bo TLS-Praxy

( Advanced... |]

#dd Certificate I iZancel Help |

9. EFQDNM L , & A A fEInternetsh & BERIFQDN, LLEXAEARLAE(CN)A
FQDN#H &,

@% Advanced Dptions . I

Enrollment mode parameters and SCEP challenge password are nok available For self-signed certificate

ertificate Parameters I Enrallment Made | SCEP Challenge Passward |

FDM: ICiscD.ﬁ.S.ﬁ..ciscD.cDm

E-mail:

IP Address: l

[ Include serial number of the device

2K, iZancel Help

10. #&—T TOK. , A% —T TAdd Certificates . RFERREMCSRAEFII A1 ERL LAY



B= Identity Certificate Request ' x|

To complete the enrollment process, please sawve the PKCS10 enrollment
request (C5R) and send it ta the CA,

Yo will then need toinstall the certificate that is returned from the Co by
clicking the Install butkon in the Identity Certificates panel,

Sawve C5R ko file: Ic;fcen_client_t;{t Brawse, .,

(8] 4 iZancel Help

BRP,

11. % —T "Browse. , BEEMFCSRINE , YA EIEARRTFER, XX : £/ .xtEE
ZREERE , TUAFEANXAFRES (WNEER ) AMEERARTPKCS#H#105E K,
ﬂ cert_client.txt - Notepad

File Edit Format Help

[T ICKZCCAZQCADAWDA0 X EDACEBMYEACTBLJhhGYpZ 2 gxF ZAVEQMYEADT
IEMhCmSs aw 5 Mg swiz Oy DVOOGEEW VU ZEWMBQGEAL UEChMNGZ T2Y 2 8qu3 Tz
MCIGALUEAXMBbGZ 12 29BU0EUY2 1 2 28Uy 2 9T IESVPVRTVIVCMT UwWE QY D
Twowo TMLSZzAlMDATEgk ghk 1 GSwOBCOIWEkK MOC2 My MELMMPC2 My Lmbdy
Bokghk 1GSw0BAQEF AAOE ] QAw Y kCOYEALOTKQDM] v dbZgBzua] TC10]
OkoOHZPCal cEZ9d N+ 090 mOKr ] 68L6K>T [POQMNAAFMWEZ Y ST ION+h 8
I GxLykrGo7hoPAsLPe0Bx ] LVLTY30ROCYyY2QP3IrlESwoyEBaOFPSRE]
OB IpECZEQCAWEAAIADMDS GCSGESIHE DOEIDT EUMCwwwy DVR OPEAQDA
A1 UdEQOWMESCEK MpC2 My QWNELMMpC2 My LmiwhTANEgk ghk 1 GowlBAQOF 4
STEyADTOORSe]9EWTE 4 BT oxd2 OLChxaoPSL 1 kbPaEeaCk TH,/PRomAT A;
bsxswljssx0s0]5b84 2 DEMEGHCUTEX ], K1 ZEMx af UvCHr OP Wy LlwgR ]
189,74 S8 xhg 7 ST wBwhREUxSemhFHpGHNG, MpsTuldg==

—-——End - This 1ine not part of the certificate reguest---

12. BREFHCSRERMGENE=HHIER ( HliiMicrosoft CA) , N IR, £AAVPNMER
BRIREMNEREBEHTRCARERES172.16.5.180WebE A,



"z} about:blank - Microsolt Internet Explorer provided by Lisco Systemis, 1|

File Edit Mew Favorites Tools  Help

gmBack - = - ot | ‘hoearch [ Favortes EMedia o4 |E
Address Iﬁhttp:ﬁl?z. 16.5. 1 jcertsry)

Enter Network Password __" 3 2| x|

Fleaze type pour uzer name and pazsword.

Site: 1721651

Uszer Hame | YPHU=er

KHKKHKK)'1

FPazzword

Cramain

[ Save thiz password in your password list

ak I Cancel

X R
BECARBREE P HEBASA ( VPNRIMRES ) WEAEIRF. #Z—T "Request a certificate >

advanced certificate request., , JUZEE "Submit a certificate request by using a base-64-

encoded CMC or PKCS#10 file or submit a renewal request by using a base-64-encoded
PKCS#7 files o

Adcress [£] hitp: /172165, 1 feantavfservqad 260

=] Eo i

Microzedl Carthicals Semces - LAd

Home

Advanced Certificate Request

The palicy of the CA daterminas the twpes of ceficates you can request. Click ana of the follovang cpiions to:
Create and submil & reguest to this CA.

(Mme;atmmﬁatmusiugﬂbaﬂﬁﬂ;ﬁamﬂeﬂ.mf:.mﬁﬁﬁmﬁ,.emmrtimmrﬂmmuﬁm.uﬂaﬂ
g bage-fd-encoded PKCS #7 fils,

Him TS E AR AL E FSaved RequestiEH , A% 1% — T Submit.



Submit a Cetificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded ©
source (such as aVyeb server) in the Saved Request box,

Saved Reqguest:

[ OVNELnpo 2 HvLnllvh TANEgkghki 39w0 B AQOF AR |
Base-64-encoded| |4BfcEd20LChXAoPSL1ELPaEeaCkfN,/ PpSmATASGE
certificate request [DEMEGECu?Ex ]/ K1 Z6Muaf TvCHEOP TV T 1wgRIGh+

(CMC ar SUxSemhFHpGHRO/ MpS£U0d0==

FKCS #10 or

PECS #7: not part of the certificate reguest—-—-—
4] |

Browese for a file to insert.

Certificate Template:
Psec |

Additional Attributes:

-]
Attributes: -
Kl b

submit = I
B—T
Base 64 encoded; Ei&1%Zif , R#E%E—T "Download certificate s
Microsoft Ceddificate Services -- CA
Cerificate Issued
The certificate you requested was issued to you.
" DER encoded or & Base 64 encoded
e Dowinload cerificate
e==24 Diownload certificate chain
HIR TFile

Download ( &R TH ) 4 A&, FMcert_client_id.cerZBREEXRE X2 BRERER
ASALNEHREE.



File Download

. pd

© ey Some files can harm pour computer. IF the file information below
. lookz suzpicious, or pou do not fully trust the zource, do not open ar

zave thiz file.
File name: certnew,cer
File tupe:  Secunty Certificate
From: 1721651

&-, Thiz type of fle could harm pour computer if it contains
maliciousz code.

Whiould you like to open the file ar zave it to pour computer’?
Open | Save Cancel tare Info

¥ Always ask befare opening this tupe af file

wRIRH

ASA-1

ASA- 1# configure term nal

ASA- 1(confi g) #crypto key generate rsa label my.ca.key
modulus 1024

!--- Generates 1024 bit RSA key pair. "label" defines
the name of the Key Pair. |NFQ The name for the keys
will be: my.CA key Keypair generation process begin.
Pl ease wait... ASA-1(config)#crypto ca trustpoint CAl
ASA- 1(config-ca-trustpoint)# subject-nanme
CN=Ci scoASA. ci sco. com OU=TSWEB,

O=Ci sco Systens, C=US, St=North Carolina, L=Ral ei gh

!--- Defines x.500 distinguished name. Use the
attributes defined in table as a guide. ASA-1(config-ca-
trust poi nt) #keypair my.CA.key

!-—-- Specifies key pair generated in Step 3 ASA-
1(config-ca-trustpoi nt)#fgdn CiscoASA.cisco.com

!--- Specifies the FQODN (DNS:) to be used as the subject
alternative name ASA-1(config-ca-trustpoint)#enrollment
terminal

!--- Specifies manual enrollment. ASA-1(config-ca-

trust poi nt) #exit

ASA- 1(confi g) #crypto ca enroll CAl

!--- Initiates certificate signing request. This is the

request to be !--- submitted via Web or Email to the
third party vendor. % Start certificate enrollnent .. %
The subject name in the certificate will be:

cn=Ci scoASA. ci sco. com OQU=TSVEEB, O=Ci sco Systens,
C=US, St =North Carolina, L=Ral ei gh % The fully-qualified




domain nane in the certificate will be:

Ci sSCOASA. ci sco. com % I ncl ude the device serial nunber in
the subject nane? [yes/no]: no

!--- Do not include the device's serial number in the
subject. Display Certificate Request to termnal?
[yes/no]: ¥

!--- Displays the PKCS#10 enrollment request to the
terminal. You will need to !--- copy this from the
terminal to a text file or web text field to submit to
!--- the third party CA. Certificate Request follows:

M | CKz CCAZQCAQAWga0x EDAOCBgNVBACTB1JhbGVpZ2gx Fz AVBgNVBAQ T

Dk5venRo

I ENhc m9s aWs hMQs wCQYDVQQGEWI VUz EWWBQGALUEChMNQ2I 2Y28gU3I z
dGvt czEk

MCl GALUEAXMyQRI zY29BUOEUY2! z2Y28uY29t | EQVPVRTVOVCMIUwEg YD
VQQFEW K

TVgwOTMLSz ALNDAF Bgkghki GOWOBCQ WEK Npc2Nv QVNBLMNpc 2Nv Lim\v
bTCBnz AN

Bgkghki GOWOBAQEFAAOB] QAWY Yk CgYEAUO KgDM Vr dbZgBz UA] Tc10j

xSl bkker

XgKoH2Pcel cGZ9dUXn+Y09Q mOKr j 68L6KXTI PgNAaFMAMB2Ys Tl On+hJ
BVg5Sxj v

M 6xLyKr Go7bOPAsLPeOBxI / LVLTy30Rqcyy2QP3I r 1BSwoyBaoFPsRe
JGSAYG+O

QX8Jp6qcZEOCAWEAAaAINMDSs GCSqGSI h3DQEJ D) EuMOwwCwYDVROPBAQD
AgWIMBOG

Al Ud EQQWVBSCEK Npc 2Nv QVNBLMNpc 2Nv Lni\vb TANBgk ghki GOWOBAQQF
AAOBg(BM

3t zyAD706R5ej 9EWEj 4Bf ¢ Xd20LCbXAoP5LI KbPaEeaCkf Nl PpSmATA
sG832TBm

bsxSvl j SSXQsQ Sh842D6MEGEcuU7BX| / KI Z6Mkaf Uv CHr OPYW/UlwgRJ
Gh+ndCZK j 89/ Y4S8XhQ79f vBWRBUx9emhFHpGHNQ MpSf U0d Q== - -
-End - This line not part of the certificate request---
Redi spl ay enrol |l ment request? [yes/no]: n
ASA-1(config)#

SR.BBELH
WEIRBE=FHEBN NI ER , EUEERITILSR,
ASDM;B&
1. B FRRERBEFI R ER.
2. MRERETTFRERFT X base 64MRBRE , LY AERbase 6475 B WG H By L F A4

E LS

3. A cerBIEBENMARTRIR : EA.corRlERENNBERE , EXEREERARSE

, MEFF o



Certificate >

General | Details | Certification Path |

®
i =" Certificate Information

Thi%ertiﬁcate is intended for the following purpose(s):

*Ensures the identity of a remote computer
#Proves your idenkity to a remoke computer
#2.16.840,1.113733.1.7.21

4. EMTBERER, S
: MBRWindows R B 2N EFRREBUBESHEHEE "ER, BEFP , ASBALBEE
ZHHBEBCARTMCARE  RR2TEEMLBRE, FHEENE=ZSHERRCAEES
, IEREZRMBCATHHECARE,

5. ¥ — T Certificate PathE &,

6. BRESERNENEESEBMNCARE K REHERTIRR.

General | Details Certification Path |

—Certification path

----- Ciscofsd, cisco,com OU=TSWEE

Wiew Certificake

i_ertificate skatus:

This certificate is Ok,

OF lid:=3 =4 =]

CAREMFFMER,
7. B — T Details AR f# E R 5 B B E W FHEH,



Certificate 7| x

izeneral Details |CertiFicatiDn Path I

Shio: -=::;:-.||::=- L‘
Field Yalue -
E'-.-'ersi::un V3
ESErial nurmber &11E ES9E 0000 0000 0007
Eﬁignature algorithrm shalR54 i
EIssuer CAl, TSwWeb, cisco, com
E'-.-'aliu:l From Saturday, December 15, 2007...
E'-.-'alil:l ko Monday, December 14, 2009 ..,
ESuhject CiscofSa, cisco.com OU=T3W, .,
[EPublic key RS54 {1024 Eits) hd

Edit Properties. .. iZopy ko File. ..

ok |

8. EXEHMNEEZA , BANRCAARR THCARBLMSHLTEKEASAH |, MEIFFR. THKIE
LSRR, B ACAINCARRES TECATRRE. EARMEVPNARIRNBEHNITWebEA




a ahout:blank - Microsoft Internet Explorer

File: Edit View Favorites Tools: Help

ek - & v B | ) search =7 Favorites 421 | [

Address I@ htkp:f172.16.5. 1 cartsry

Connect ko 172.16.5.1
1Y, %l
Tx:[i 2

Connecting to 172.168.5.1

LR

Lsetr name: ﬂ YPNSErVEr

Password: TTTTIITL

[ Remember my password

i,

Zancel

3|

CAfAlAR#8172.16.5.1,

—T TDownload a CA certificate , certificate chain or CRL, UBBIRE , M TR H—T

Base 64E 2 1ZHEARISH % , A% 1%E — T Download CA certificate.

7



Jownload a CA Certificate, Certificate Chain, or CRL

T'otrust certificates issued from this certification authority, install this CA cert

[o dowinload a CA certificate, certificate chain, or CEL, select the certificate

A certificate:

-ncoding method:

.............................

Jownload CA cerificate ]
Jownload CA certificate chain
Jownload latest base CEL
Jownload latest delta CREL

EEM L Acertnew.cerZ BREFCARS,
File Download - Security Warning

Do you want to open or save this file?

i Mame: certnew,cer
Type: Security Cerkificate, 1.64 KB
From: 172.16.5.1

Open Save

While files from the Intermet can be ugeful, thiz fle twpe can
o potentially harm your computer. [Fyou do naot fruzt the source, do not

open of zave thiz software, What's the nsk?

9. BIBRIRFCARENNE,

10. BFAXFHRESR (PIWNEER ) ARER, B—THERER  REREE "H23, > "CE
$J o

1. RSB TREE N EBE B L Nbase 64RISHAE



12.
13.
14.
15.

16.

i certnew.cer - Motepad

Eile Edit Format Help

F-—--BEGIMN CERTIFICATE-----—
MIIENTCCAdwgawIBAQIQCInxmUdkd IxGUdgaowt OnDAarEgk ghk 1GSwlBAQUFADER,
MRMWECY KCZIMTZPyLGOEGRY DY 2 STMRUWEWY KCZIMIZPyLGOBGRYFY 2 12Y 2 BxFTAT
Bgolkialk /IsZaAEZFogvuuld ]y | EMMADGALUEAXMDOOE xMES XD TAZMT IxNDAZMDED
M1OxDTEYMT I xMNDAZMT AXNYOWITETMEESCgmMSJomT 81 xk ARk WAZ NwhTEVMBEMSECgmS
1omT 81 xk ARk WEWNPCZ MyMRUWE WY KCZIm ZPyLGOEGRY FWFNZWI xDDAKEQNVEAMT
AQNBMTCCASIwDQY JK0ZIhv CNAQEEBCQADYYEPADCCAQDCHYEBADGRY S eLUVY Yy TLMAS
BSGEMZ3 sCTRATCMWO X 7 grMEmmi o070k GApAYMTHr K4 31 TMuaekBposZdd TMOhT x
bt ACzaHpBUYI SwoZ00ULPmwaAMUiMAD+mLSI gThndos 1Ty 7y hh2wwem i § conwdog+
Kx+swaeNC]slrxeuaHpIBTuanockueBUE] xgpIuNPaklGEywEBTaTvdmM A kZzT4dbgT
w3IGOFGMhBZGxEy =1 DEaUd xRvwhDhM I vwy Bxdwkhd uZ 04 woxomr /St ltdwqovk 2w
UBwCsptw7ClakTofmsxk, ds /22 aluxrHyysoCToFyk 1vES, Qo+ T0essz4T 1 Dhxx
wPXROLBCAWEAAIOC AWEBWCQF rMEMECSSGAQOED | CUAQOGHOQADWEEMASGAL UdDwWOE
AWIEhjAPEgNVHRMEAFBEBTADAQHIMEDGAlUdDgQWEBTEFEBIBjqIERRDLEmeNQJ
AP TwDCCA0ME Al UdHWS B+ ZCB+DCEYACBEEqCE 74 aBTwxk vab L ywBvi0d SO0Ex L ERO
PYRTLWVCYSZMTQUNTLENOPUNEUC xDT j1lodwls aw IM]BELZ=k TM]BTZx12 awN1 CyxD
TI1TZx32 awN 1 oy xDTi10b2 SmawdlcmFOawSULERDPVRT W2 VI LERDPWHNPDCZ N LERD
PWHYhTS]Z=10awzZpy 2F0ZvI TdmS] vxRph2 SMaxNOP2 The2 U D2 JgZwWN002 xhe3me
¥1IMRGT ZdHIpy mvOawsuUuESpbnsGNwhodHAB Ly S0yl 3Mms ZLWF J oy 0c3d v 5]
axMbyiib2 ova2vydEvucm9shCSDOTEUY 3 JsMBAGC S5GAQOED] CWAQQDAGEAMAQG
CSqGSIbEDQEEBQUAA&IBAQA&UF?AsyESIth+?SiiﬁSL+HUU3dKDDEdMiCbKJEKP
LEZE6IGWLRhT Svvn 1 TrgRy&HED 1 rdUScHgHUC DS BZwWAgTmGUm++HM 1 nwE 1w IF
DCMwx TOxsDT+nSY 0k 8hnGouoTd SQETHr NBEy YW SGROTE+OC SL+yT Jwwl SsZh | ZE
TowUFPA+PTA 7dmARGUOZ2VZE ZDwW S KGAVLUBGSr FAdBwWZDPEVMECgFWHCNIT cufudx]h
1 CBBDKOZY 09pPOE7 7UTA0USCLTUT TPOMedyZg 0N+ X aZ x 2 EwGPNL1d 9z 0w 5T OT
Gp= FABALH+PRIOT ETJOgMSOGF 1457 CIH7dx 1 vD+pE5at

————— EMD CERTIFICATE---—-—

£ASDMA | & — T Configuration , A% & — T Device Management.

[& B Certificate Management , A& iE1ECA Certificates.

#—T TAdd. .

1% — T Paste certificate in PEM FormatE @izl , ARAGE=HHERREMNERG4 CARE
S8 F B XA,

#—T TlInstall Certificate




= Install Certificate

™ Install From a File: I

(+ Paste certificate in PEM Formnat:

e

Browse,

VR TLVCySzMEQUNTLENOPUNELC:DTi1 QdW IsaWMIMIBLZZHMIBTZ: 12l =D _:l

i1 TZx1zaw Moy xDTil DbZSmaw'd 1 crmFoaw uLER DPYR TY2VILER DPWNpcZMyLERD
Wb TIiZE I0aWZpY 2F0ZY Ndm9j¥ xR pb2 SMaxMOP2 JheZU b2 Jg2W k02 xhc3Me

1 IMR.GlzdHIpY R 0a IuUEIpbnsGMWhOdHAGL w90y 1 3Mmsz LW FicwS0c3dlYis)

s MibySib2 v 2y dEYUCSsbC DO TELY 31sMBAGC SsGAQOETICYAQODAGE AMADS
5qGSIb3DOEBECUAAIBACAaYFDASYESIE QA+ TSiiSL+KUY 34/ DoE4Michi ek
62363W 1REFSYYnlTrgRvEHE olrdiUUecHgHUC DS BZW A gfrGUm++HMlne 3liv IF

chwxCres DT 409y OkabnEEUOF4S0E THNrMGE Y Y YrSGEOIE+OCSL 4wt vin 1 9GZHIZE
CYUFPA+P T4 7dmARELoZY 2200 Sk GAYLUBG s FdSwZ DPBY MEZgPWhchItcufulxlb
1XXce3DKoZY09pPaa 7 uT aoudcLiuiPOme Oy ag JOMN+xaZ < 2ZEwGPn 1 49zpHvakgT
O 7 ABAU+pR I0iEFQOQMSQGFI4S 7 cIHT dx WD +piESat

J

| of

" Use SCEP:

SCEP URL: http:j)

More Oplions...

Retry Period: 1 rinukes
Rekry Counk: II.'I (Use 0 to indicate unlimited retries)
Install Certificate iZancel Help
B—EHELR , L EKY.
wHHRE
ASA-1

ASA- 1(confi g) #crypto ca authenticate CAl

!-—-—- Initiates the prompt for paste-in of base64 CA
intermediate certificate. ! This should be provided by
the third party vendor. Enter the base 64 encoded CA
certificate. End with the word "quit" on a line by
itself ----- BEGIN CERTIFICATE-----
MIIEnTCCA4WgAwIBAgIQcInxmUdk4 IJxGUAgAoWt OnDANBgkgqhkiG9w0B
AQUFADBR
MRMwEQYKCZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21lz
Y28xFTAT
BgoJdkiaJdk/IsSZAEZFgVUUldlYjEMMAOGA1UEAXMDQOExXMB4XDTA3MTIxX
NDA2MDEO
M1oXDTEYyMTIXNDA2MTAXNVOwUTETMBEGCgmSJomT 8 ixkARKWA2NVbLTEV
MBMGCgmS

JomT 8 iXkARKWBWNpPCc2NVMRUWEWYKCZImiZPyLGQBGRYFVFNXZWIXDDAK




BgNVBAMT
AONBMTCCASIwDQYJKoOZIhvcNAQEBBQADggEPADCCAQOCggEBAOQP7 seu
VvyiLmA9

BSGzMz3sCtRITCMWOx7gM8mmiD0070kGApAvmt HrK431iMuaeKBpo5zd
4TNgNtjX

bt6czaHpBuyIsyoZOOUl1PmwAMuiMAD+mL9 IgTbndosJfy7Yhh2vieMij
cQnwdoqg+
Kx+sWaeNCjslrxeuaHpIBTuaNOckueBUBjxgpJuNPAk1G8YwBfaTV4M7
kz£f4dbQI
y3GoFGmh8zGx6ys1DEaUQxRVwhDbMIvwqYBXWKh4uC04xxQmr//Sctlt
dwQcvk2Vv
uBwCsptW7ClakTqgfm5XK/d//z2eUuXrHYySQCfoFyklvE6/Qlo+£fQeSS
z+T1DhXx
wPXRO18CAwWEAAaOCAW8S8wggFrMBMGCSsGAQQBgjcUAgQGHgQAQwBBMASG
AlUdDwQE
AwIBhjAPBgNVHRMBAfSEBTADAQH/MBOGA1UADgQWBBTZrb8I8jgI8RRD
L3mY£NQJ
PAP1WDCCAQMGA1UdHwSB+zCB+DCB9aCB8gCB74aBtWxkYXA6Ly8vQ049
QOEXLENO

PVRTLVcySzMt QUNTLENOPUNEUCxDT]j 10dWJsaWM1MjBLZXk1MjBTZXJ2
aWNlcyxD
Tj1TZXJ2aWN1lcyxDTj1lDb25maWdlcmF0aW9uLERDPVRTV2ViLERDPWNpD
C2NVLERD
PWNvbT93jZXJ0aWzZpY2F0ZVJI1ldm9jYXRpb25MaXNOP2Jhc2U/b2JgZWNO
Q2xhc3M9
Y1JMRG1zdHIpYnV0aWw9uUG9pbnSGNWhOdHA6LyY90cyl13MmszLWFjcy50
c3d1vYi5j

aXNjby53ib20vQ2VydEVucm9 sbCIDQTEUY3JsMBAGCSsGAQQBgjcVAQQD
AgEAMAOG
CSQGSIb3DQEBBQUAA4IBAQAavFpPASYESItgA+7sii/5L+KUV34/DoE4M
icbXJeKr
L6Z86JGW1Rbf5VYnlTrqRy6HE0olrdU6cHgHUCDY / BZWAG £fmGUm++HM1 j
nw8liyIF
DcNwx1lQxsDT+n9YOk6bnG6uOf4SgETNrNS8EYYVrSGKO1lE+OC5L+ytJvw
19GzhlzE
10VUfPA+PT47dmMAR6UO2V2ZDW5KGAVLU8GsSrFA8wZDPBVMKCgFWNCNIt
cufulxlb
1XXc68DKoZY09pPg877uTaou8cLtuiiPOmeOyzgJON+xaZx2EwGPnl149
zpXv5tqgT

9Ms7ABAu+pRIoi/E£fjQgMSQGF1457cIH7dx1VD+p85at

quit

!-—-- Manually pasted certificate into CLI. | NFQO
Certificate has the following attributes: Fingerprint:
98d66001 f65d98a2 b455f bce d672c24a Do you accept this
certificate? [yes/no]: yes

Trustpoint CA certificate accepted.

% Certificate successfully inported
ASA-1(config)#

TR ERR

ASDMia#=
ERAE=AHEFRHNSIHIERTHIATHER

1. & — T Configuration , #A#% 1% — T Device Management.
2. [R BiCertificate Management , A& iEZ|dentity Certificates.
. EELESBHEVNENEE. B JMBARERAFE,



4. % —T Tlnstally -
Configuration > Device Management > Cerlificste Management > identity Cerificates

Issued To Iszued By Expry Dabo

| ClecoldSa. cieca .com Cll=TS, ., |[:..-_r S | bl ) |Panding

% Install [dentity certificate

Identity Cestificate

(= Paste the certficate data in base-64 format: )

g

tnstall Certificate | cacdd | Help |

" Instal from & Fls: I Drovse

R R AT | SR B B Fa T e B L PoS THEDR

kA D Cr 2 IR 7 4o T PR Mpiv2e WV 1iipesi Ty chinakB 48
PHOhSsZ 5w upzPEHEL O3 4wmd dpuLuiHirre\WnF | 2Cnofey MCcE Tis L5t Inil psc
LSnuPsdaMaschcs

—<END CERTIFICATE =]
-
| K
| |

# — T Paste the certificate data in base-64 formatZ &% , AR B E=FHHEBEHNZH

HE M RIS,

ﬁ:_'lnfurmatiun

@ Cettificate irmpork succeeded.

5. #&—T Tinstall Certificate. »
—E¥FES B , LARERRE AR Ih,
e RE

ASA-1

ASA- 1(confi g) #crypto ca import CAl certificate

!--- Initiates prompt to paste the base64 identity !---
certificate provided by the third party vendor. %he
fully-qualified domain nane in the certificate will be:
Ci scoASA. ci sco. com Enter the base 64 encoded
certificate. End with the word "quit" on a line by
itself !--- Paste the base 64 certificate provided by
the third party vendor. =--=-- BEGIN CERTIFICATE-----
MIIFpzCCBI+gAwIBAgIKYR7 lmwAAAAAABZANBgkghkiG9w0OBAQUFADBR
MRMwEQYK
CZImiZPyLGQBGRYDY29tMRUWEWYKCZImiZPyLGQBGRYFY21zY28XFTAT
BgoJdkiad
k/IsZAEZFgVUU1ldlYjEMMAOGA1UEAXMDQOEXMB4XDTA3MTIXNTA4MZzZUZ
OVOXDTAS
MTIXNDA4MzUzOVowdjELMAkKGA1UEBhMCVVMxFzAVBgNVBAgTDk5vcnRo
IENhcm9s
aW5hMRAwWDgYDVQQHEwdASYWx1laWdoMRYwFAYDVQQKEw1lDaXNjbyBTeXNO
ZW1zMSQw
IgYDVQQDExtDaXNjbOFTQS5jaXNjby5jb20gT1U9VFNXRUIwgZ8wDQYJ
KoZIhvcN

A% R



AQEBBQADgYO0AMIGJAOGBALjiCqgzIla3W2YAclAIO3NAI8SUpW5JHK14C
qgB9j3HpX
BmEXVF5/mNPUI5tCqg4+vC+il05T4DQGhTMAAMLEYDp/0SQVauUsY7zCO
sS8igxqgOo
2zjwLCz3jgcZfylS08tzkanMstkDIYKIQUsKMgWgBT7EXiRkgGBvikF/
Cae@nGRN
AgMBAAGjggLeMIIC2jALBgNVHQS8EBAMCBaAWHQYDVRORBBYWFIISQ21z
Y29BUOEu
Y¥21zY28uY29tMBOGA1UdDgQWBBQsJC3bSQzeGv4tY+MeH7KM10xCFjAf
BgNVHSME
GDAWgBTZrb8I8jqgqI8RRDL3MYENQIPpAP1IWDCCAQMGA1UdHwSB+zCB+DCB
9aCB8QCB

74aBtWxkYXA6Ly8vQ049Q0EXLENOPVRTLVCcYSzMt QUNTLENOPUNEUCXD
Tj1QdWJTs
aWM1MjBLZXk1MjBTZXJ2aWNlcyxDTj1lTZXJ2aWNlcyxDTj1Db25mawdl
cmF0aWw9u
LERDPVRTV2ViLERDPWNpc2NvLERDPWNvVbT9jZXJ0aWZpY2F0Z2VJ1dm9j
YXRpb25M
aXNOP2Jhc2U/b2JgZWN0Q2xhc3MI9Y1IMRG1zdHIpYnV0aWwouUG9pbnsG
NWhOdHA6
Ly90cyl3MmszLWFjcy50c3dlYi5jaXNjby5ib20vQ2VydEVucm9sbC9D
QTEuY3Js
MITBHQYIKwYBBQUHAQEEggEPMIIBCzCBQQYIKwYBBQUHMAKGgZxXSZGFw
0i8vLONO
PUNBMSxDT3j1BSUEsQ049UHVibGljIJTIwS2V5JTIwU2VydmljZXMsQ049
U2Vydmlj
ZXMsQ0490Q029uZmlndXJhdGlvbixEQz1UU1dlYixEQzljaXNjbyxEQz1]j
b20/YOFD
ZXJ0aWZpY2F0ZT9iYXN1P29iamVjdENsYXNzPWN1cnRpZmljYXRpb25B
dXRob3Jp
dHkwXQYIKwYBBQUHMAKGUWhOJHAG6Ly90cyl13MmszLWFjcy50c3dlYi5j
aXNjby53j
b20vQ2VydEVucm9sbCI9UUy1XMkszLUFDUy5UU1dlYi5jaXNjby5jb21f
QOEXLmMNY
dDAhBgkrBgEEAYI3FAIEFB4SAFCAZQBiAFMAZQBYAHYAZQBYMAwWGA1Ud
EwEB/wQC
MAAWEWYDVRO01BAwwCgYIKwYBBQUHAWEWDQYJKOZIhvcNAQEFBQADggEB
AIgCaA9G
+8h+3IS8REVAGZCWAEVRXCyBlx0ONpPR/jlocGJI7QbQxkjKEswXqg/02xDB
7TwXQaGph
ZRQ4dxALl111JkIjhfeQY+7VSkZ1GEpuBnENTohdhthz5vBjGlcROXIsS8
+3Ghg8hy
YZZEM73e8EC0sEMedFb+KYpAFy3PPy418EHe4MJbdjUp/b901516IzQP
5151YB0y
NSLsYWqgjkCBg+aUO+WPFk4jICr2XUOK74oWTPFNp£fv2x4VFI/Mpcs87y
chngKB+8
rPHChSsZsw9upzPEH2L/034wm/dpuLulHirrwWnFlzCngqfcyHcETieZtS
tlnwLpsc

1L5nuPsd8MaexBc=

INFO. Certificate successfully inported
ASA-1(config)#

25 B85 70 [ Vi 36 B 04 BEVPN(IPSec) bAfiF 1 #T 22 56 1Y 58 1

STEREAT ZEBRENAE U VPNEIE

1. BIRUBIE 853 & A https://<IP_Address of the interface of ASA which has configured for



ASDM Access>LAE5BEIASA_ ERIASDM,
2. ¥ —TDownload ASDM Launcher and Start ASDM , TEHASDMEFARERANLZHERER,
3. FTHASDMBBEIRERR K BFEKIRRIEENS R , UELEHREWEITCisco ASDMBEIER

4. W AEAhttp - T HRENN N ENIPHL  URERAEZBINERE (WREBEE)
5. ASDME AR EMRFIASAE |, iE1TIPsec VPNIBN,
File View Tooks | Wizards | Window Help

@ Home| o cer| 1 Startup wizard.. !F) Bk () | D tep]

] .
Home |f IPsec VPN Wizard... |

/m S5L WPM Wizard...

. High Availabiity and Scalability Wizard...
Device Informal
Packet Capture Wizard...

General |Li|: o

Host Mamea: ASA-1.default.domain.mwvalid

a54 version:  8.002) Device Uptime: 7d 23h 40m 65
ASDM Version: 6.0(2) Device Type:  ASA 5510
Firewall Mode: Routed Context Mode: Single

Total Flash: 64 MB Total Memory: 256 MB

VPN Tunnels
IKE: O IPs=c: D Clientless SSL WPN: O SSL YPN Client; 0

Ty brveyn DF rvryn pesgerag T oyl g

6. i#1#Site-to-Site IPSec VPNERERE , A% L — TNext , M TFIR,
= YPN Wizard
d VPN Wizand WP Tunnel Type (Step 1 of ...)

Lise this wizard bo configure new ste-to-site VPR bunnels o new remoke access VPN tunnels. &
tunnel between two devices 5 called & site-to-site bunnel and |5 Bidirectional, & tunnel
established by calls from remobe users sudh as telecommisters is called remote access tunnel.

Thi= wizard creates basic tunnel corfigurations that you can edit [ster using Hhe A50M,

WER Tunnel Type:

Site-bo-Sabe VEN
Local ﬁ
(%) bite-to-Sit @E
—_— - .Jl.-f

WPMN Remdbe Access
'ﬁ““‘"[“ Fieimate
E‘E Innert - ﬁ
el

() Remote Acosss

YWEN Tunnel Interface: |-:-J:5||:|E W

] Enable inbound IPsac sessions to bypass rkerface access lists. Group policy and per-user
authorization access lisks skl spply o the braffic,




7. BERRHEREONITIPHu, MAESFRANSHBRIBEN , IXRROFHNELRAER, KR

Bl AR TE L FH €88 Rcisco123, MEEEL2L VPN , BITEER1E R T BREHE R B2 EH HEB
IPitsit, ¥ "Nexty ( T—%
g% VPN Wizard

VPN Wizard Remote Site Peer (Step 2 of &)

Configure the IP address of the peer device, authentication method and the unnel
group for this site-to-site tunnel.

Peer IP Address: (172.17.1.1

Authentication Method

() Pre-shared key
pre,shared Koy [T

(®) certificate
Certificate Signing Algorithm: raa-sig

O Challenge/response authentication {CRACK)

rTunia| Group

| For site-to-site connections with pre-shared key authentication, the wnnel
| group name must be the same as either the peer IP address or the peer
| hosmame, whichever |s usad as the peer's Identity,

......

| Tunnel Group Name: 1172,17.1.1 |

| <Back |[ Next> | Finish | [ cancel | | Hebp |

8. HEEARNIKERNEY , tiBAKK1, EASANIOSKKHRER L , ELBUXAMEE, & ™
Nexty (T—% ).,




B VPN Wizard |

VPN Wizard IKE Policy  (Step 3 of 6)

Select the encryption algorithm, authentication algorithm, and Diffie-Hellman
group for the devices 1o use 1o negotiate an Internet Key Exchange (IKE)
sacurity association betweaen thern. Configurations on both sides of the
connection must match exacthy,

Encryption:

Authentication: | SHA W

CH Group: |2 b

I < Back “ Mext > I Finish 1CEII"IEEI| I IHEIIII J

9. EEZEMMNIPSec ( thBAE2MEER ) WEBM. HASAMIOSIEEMEE L , ELBMAALE, &
"Next, (=% ),



% VPN Wizard o

VPN Wizard IPsec Encryption and Authentication (Step 4 of 6)

Sekect the encryption and authentication algorithms for this Peec YPN funnel.
Configurations on both sides of the connection miust match exacthy.

ERcryption:

Authentication: |E}-!.-'-'x W

[ < Back " Mext = ] Finish [ Canicel ] [ Help ]

10. EESARFEREBBVPNRREN M, FIPERD | BHBARVPNERERR 42 ith 7R by
#8B&. 1 — TLocal Networks35 2 YR ( MULEEAT T ) , R TANEE PIBIEAR 1 R sth 3t

o




B YPN Wizord ]

r =
VPN Wirzard Hosts and Retworks (Step 5 of 6)

&n IPsec tunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and networks o be used in the [Psec bunnel,

Ackicn; (=) Protect () Do nok Probect
Local Mebwarks: |an5,.-
|
Remaote Metworks: |un-.r
Exempt ASA side host/retwork From address translation: inside "

[:Elal:h ][ Next = ] Finish

11. iZ#Local Networkitt it , A% HZF—TOK , I TR



0% Browse Local Networks

% add ~ B Edt [ Delete Q

Fiker: |-|---.r =
Hame “1 1p address Metmask Descripkion
=-Network Objects
- 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192

O inside-network {10.10.10.0 2o5.255.295.0

" flh outside-network 172,16.1.0 255,255,255.0

Selected Local Networks

[ Local Metwarks - ]|arrg.-'

| ':ID“_H Cance| ]

12. ¥ — T Remote Networks3Z:i2 1% ( MMEIFTR ) , R T ILHREPIRIBRIFEMR UL,




= YPH Wizard %]

¥ VPN Wizard Hosts and Retworks  (Step 5 of 6)

An IPsec kunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and netwarks to be used in the [Psec bunnel,

Ackion; () Protect () Do not Probect

Local Metwarks: |r5|-:le-natwnr|-c,l'24 E]

Remobe Nebworks: |un-.r % \

Exempt ASA side host/retwork From address translstion: inside w |

[:Elal:h ][ Next = ] Finish

13. i#1ZRemote Networkiti it , REE—TOK , M TR, EX : MRBFEHERERHRDE
, I A AR FTIBEIEES ; & —T "Add. -



% Browse Remote Metworks

Fier| clec

nf

10.20,10.0 10.20.10.0

i add |- Cf Edt [ Delete Q
Fiker;
| Name “1 1p address Metmask Descripkion
=-Network Objects
- gy any 0.0.0.0 0.0.0.0
i Wb dmz-network.  10.77.241.64 255,255.255.192
- mh inside-network 10.10,10.0 255,295.295.0
- oukside-network 172.16.1.0 25K ,255.255.0

Selected Remote Nebworks

[ Remote Metworks - ] | any

| QK | [ Cancel

]

14. iEFExempt ASA side host/network from address translationZEL 5 # , EXPEZEREM T
2t {TNetwork Address Translation. # "Next:s ( T—% ),




I YPN Wizord %]

4 VPN Wizard Hosts and Networks  (Step 5 of 6)

An IPsec kunnel protecks data exchanged by selected hosts and networks at the locsl and
remote sites, Please idientify hosts and networks o be used in the [Psec bunnel,

Ackion; () Protect () Do not Probect

Local Metwarks: |r5|-:le-natwnr|-c,l'24

L&

Remote Networks: |1n.zu.1n.mzq

[+] Exempt ASA side biostretwcek From address translation: inside w

(<o g oo

15. VPNEBEEENW BB R ELEES, FHRERE , Y EREAREEREBE T

Finish, -
# VPN Wizard X
¥ VPN izard Summary (Step 6 of G)

fou have created a Site-to-Site WPH tunnel with the following attributes:

YP Tunnel Interface: outside
Peer IP Address: 172.17.1.1
IPSsec authentication uses certificate cal
Tunrel Group Mame: 172.17.1.1
IKE Policy Ercryption  Authentication / DHGroup: 30ES / SHA / Group 2
IPsec ESP Encryphion / ESP Authentication: 2DES [/ SHA
Traffic fiow to be protected by this unnel:
(local) 10.10.10.0§24
{remabe) 10,20.10.0/24

o> [P (careet) (o0




ASA- 1R RBE

ASA-1

ASA- 1#show runni ng-config
Saved

ASA Version 8.0(2)

|

host nane ASA-1
domai n- name ci sco. comenabl e password 8Ry2Yj | yt 7TRRXU24
encrypt ed

nanes

|

interface Ethernet0/0

narei f outside

security-level 0O

i p address 192.168.1.5 255. 255. 255. 0!

interface Ethernet0/1

narei f inside

security-level 100

i p address 10.2.2.1 255. 255. 255. 0!

interface Ethernet0/2

nanei f DMZ

security-level 50

i p address 10.77.241. 142 255. 255. 255. 192

!-- Output suppressed ! passwd 2KFQnhbNI dl . 2KYQU
encryptedftp node passive dns server-group Defaul t DNS
donmai n- nane ci sco. com access-1|ist inside_natO_outbound
extended permt ip 10.2.2.0 255.255.255.0 10.5.5.0
255. 255. 255. 0 access-list outside_1 cryptomap extended
permit ip 10.2.2.0 255.255.255.0 10.5.5.0 255.255.255.0
pager lines 24 ntu inside 1500 ntu outside 1500 no
failover asdminmage di sk0:/asdm 613. bin asdm history
enabl e arp tineout 14400 gl obal (outside) 1 interface
nat (inside) 1 10.2.2.0 255.255.255.0 nat (inside) O
access-list inside_natO_outbound route outside 0.0.0.0
0.0.0.0 192.168.1.3 1 timeout xlate 3:00:00 timeout conn
1: 00: 00 hal f-closed 0:10:00 udp 0:02:00 icnp 0:00: 02
ti meout sunrpc 0:10:00 h323 0: 05: 00 h225 1:00: 00 ngcp
0: 05: 00 timeout ngcp-pat 0:05:00 sip 0:30:00 sip_nedia
0: 02: 00 tinmeout uauth 0:05:00 absolute http server
enable http 0.0.0.0 0.0.0.0 dnz no snnp-server |ocation
no snnp-server contact ! crypto ipsec transformset ESP-
3DES- SHA esp-3des esp-sha-hnac crypto nmap outside_map 1
mat ch address outside_1_cryptomap crypto nmap outside_nmap
1 set peer 172.17.1.1 crypto nmap outside_map 1 set
transform set ESP-3DES-SHA crypto map outsi de_map
interface outside ! crypto ca trustpoint CAl enroll ment
term nal subject-nane cn=C scoASA. ci sco. com OU=TSWEB
O=Ci sco Systens, C=US, St=North Carolina, L=Rale serial-
nunber keypair mny.CA key crl configure crypto ca
certificate chain CAl certificate 611ee59b000000000007
308205a7 3082048f a0030201 02020a61 1ee59b00 00000000
07300d06 092a8648 86f 70d01 01050500 30513113 3011060a
09922689 93f22c64 01191603 636f 6d31 15301306 0a099226
8993f 22c¢ 64011916 05636973 636f 3115 3013060a 09922689
93f 22c¢64 01191605 54535765 62310c30 0a060355 04031303
43413130 1e170d30 37313231 35303833 3533395a 170d3039
31323134 30383335 33395a30 76310b30 09060355 04061302
55533117 30150603 55040813 Oede6f 72 74682043 61726f 6¢C
696e6131 10300e06 03550407 13075261 6c656967 68311630




14060355
22060355
6f 6d204f
01010105
5b660073
0667d754
4cc01d98
db38f 02c
414b0a32
02030100
05a0301d
63697363
490cdela
18301680
58308201
ef 8681b5
2d57324b
69632532
65727669
2c44433d
6d3f 6365
6973743f
44697374
2f 2f 7473
6f 2e636f
3082011d
a906082b
3d434131
4b657925
65732c43
53576562
65727469
6173733d
7479305d
732d7732
6f 6d2f 43
532e5453
74302106
00530065
30003013
0d06092a
fbc87edc
96870627
cdlab877
9c4353a2
61964433
f 041dee0l
3522ech61
e285933c
acf 1c285
8abaf 05a
94be67b8

a0030201
0d06092a
268993f 2
f22c6401
2c640119
31301el7
31343036
64011916
16056369
05545357
300d0609

040a130d
0403131b
553d5453
0003818d
5008d373
5e7f 98d3
b1320e9f
2cf 78e07
05aa053e
01a38202
0603551d
6f 2e636f
fe2d63e3
14d9adbf
03060355
6c646170
332d4143
304b6579
6365732c
54535765
72746966
62617365
72696275
2d77326b
6d2f 4365
06082b06
06010505
2c434e3d
32305365
4e3d436f
2c44433d
66696361
63657274
06082b06
6b332d61
65727445
5765622e
092b0601
00720076
0603551d
864886f 7
84bc45f 5
b41b4319
100b965d
1761b61c
bddef 040
c25b7635
6aa39020
53697ef d
2b19b30f
7175cc29
fbldf Oc6

02021070
864886f 7
2c640119
19160563
16055453
0d303731
31303135
03636f 6d
73636f 31
6562310c
22864886

43697363
43697363
57454230
00308189
5d23c¢529
d4239b42
e849055a
197f 2d52
c45e2464
de308202
11041630
6d301d06
lelf b28c
08f 23a88
1d1f 0481
3a2f 2f 2f
532c434e
25323053
434e3d43
622c4443
69636174
3f 6f 626a
74696f 6e
332d6163
7274456¢
01050507
07300286
4149412c
72766963
6666967
63697363
74653f 62
69666963
01050507
63732e74
6e726f 6¢C
63697363
04018237
00650072
25040c30
0d010105
401b3716
23284b30
499088e1l
f9bc18c6
b4b0431e
29f dbf 74
60f 9a50e
blel5148
6ea733c4
ea7dcc87

6f 205379
6f 415341
819f 300d
02818100
5b92472b
ab8f af Ob
b94b18ef
d3cb7391
80606f 8e
da300b06
14821243
03551d0e
974c4216
f114432f
f b3081f 8
434e3d43
3d434450
65727669
6f 666669
3d636973
65526576
65637443
506f 696e
732e7473
726f 6¢C6C
01010482
819c6c64
434e3d50
65732c43
75726174
6f 2c4443
6173653f
6174696f
30028651
73776562
6c2f 5453
6f 2e636f
14020414
300c0603
0a06082b
05000382
0045515c
5eaf cedb
7de418fb
95c44e5c
7456f €29
97997a23
f963c593
fccabch3
1f 62f f 3b
7044e279

7374656d
2e636973
06092a86
b8e20aa8
5e02a81f
e8a5d394
308ebl12f
a9cch2d9
417f 09a7
03551dof
6973636f
04160414
301f 0603
79987cd4
3081f 5a0
41312c43
2c434e3d
6365732c
67757261
636f 2c44
6f 636174
6c617373
74863568
7765622e
2f 434131
010f 3082
61703a2f
75626c69
4e3d5365
696f 6e2c
3d636f 6d
6f 626a65
6e417574
68747470
2e636973
2d57324b
6d5f 4341
1120057
551d1301
06010505
0101008a
2c81971d
10clef 05
b5529199
8b3cfb71
8a40172d
340f e65e
88c80abd
cef 27219
7e309bf 7
9b52b759

9ec417 quit certificate ca
7099f 1994764e09c4651da80al6b749c 3082049d 30820385

99f 19947
0d010105
1603636f
6973636f
57656231
32313430
5a305131
31153013
15301306
300a0603
f70d0101

64e09c46
05003051
6d311530
31153013
0c300a06
36303134
13301106
060a0992
0a099226
55040313
01050003

51da80al
31133011
13060a09
060a0992
03550403
335al170d
0a099226
268993f 2
8993f 22¢
03434131
82010f 00

73312430
636f 2e63
4886f 70d
332356b7
63dc7a57
f 80d0lal
22abla8e
03f 722bd
aa9c644d
04040302
4153412e
2c242ddb
551d2304
09a403e5
81f 2a081
4e3d5453
5075626¢C
434e3d53
74696f 6e
433d636f
696f 6e4c
3d63524c
7474703a
63697363
2e63726¢C
010b3081
2f 2f 434e
63253230
72766963
44433d54
3f 634143
6374436¢C
686f 7269
3a2f 2f 74
636f 2e63
332d4143
312e6372
00650062
01f f 0402
07030130
82680f 46
Oda51f e3
d0686a61
46129b81
al83c872
cf 3f 2e25
75601d32
9750e2bb
e0281f bc
69b8bb87
f02e9blc

6b749c30
060a0992
92268993
268993f 2
13034341
31323132
8993f 22¢
2c640119
64011916
30820122
3082010a




02820101
7d4c2316
f 588ch9a
88b32a19
5f cbb621
35af 17ae
351bc630
bleb2b35
38c71426
5a913a9f
6f 13af dO
0001a382
061e0400
551d1301
d9adbf 08
0603551d
6461703a
2d414353
4b657925
65732c43
53576562
74696669
6173653f
69627574
77326b33
2f 436572
06010401
01050500
4bf 8a515
df e55627
8081f 986
f e9f d60e
a513e382
3b766011
clbcc282
34f 693ea
b1699c76
48a22f c4

0Oea8f ee
3bleea33
78a069a3
38e5353e
876bd678
687a4805
05f 69357
0c469443
af f fd272
9b95cafd
968f 9f 41
016f 3082
43004130
01f f 0405
f23a88f 1
1f 0481f b
2f 2f 2f 43
2c434e3d
32305365
4e3d436f
2c44433d
63617465
6f 626a65
696f 650
20616373
74456e72
82371501
03820101
df 8f c3a0
953aead7
526f belc
93a6e71b
edbf b2b4
€94a3657
80558d70
f 3beeedd
13018f of
7e342031

c7ae56fc
c9a6883d
965del133
6c0032e8
c8a37109
3b9a34e7
833b9197
1455c¢210
ddéd7564
df ffcf67
e492cfed
016b3013
0b060355
30030101
1443279
3081f 830
4e3d4341
4344502c
72766963
6e666967
63697363
5265766f
6374436¢C
6f 696e74
2e747377
6f 6¢c6¢2f
04030201
00labcbha
4e0c89c6
2e871289
€c9639d6f
ab8e7f 84
9bf 0d7d1
6cc35b92
d22d72e7
aa2ef 1c2
5e3dce95
2406165e

a22e603d
28ece906
6036d8d7
8c003f ab
f 074eabe
24b9e054
f 875b408
db308bf 0
1cbe4d95
94bh97ac7
e50el5f1
06092b06
1d0f 0404
ff301d06
987c¢d409
81f 5a081
312c434e
434e3d50
65732c43
75726174
6f 2c4443
63617469
6173733d
86356874
6562263
4341312e
00300d06
40b32112
d725e2ab
6b754e9c
258b2205
a011336b
99865cc4
860152d4
eed3195b
edba288f
ef e6da93
39edc207

quit ! crypto isaknp enabl e outside
10 authentication rsa-sig encryption 3des hash sha group
1 lifetime 86400 telnet tinmeout 5 ssh timeout 5 console
timeout O threat-detection basic-threat threat-detection
statistics access-list ! class-map inspection_default
mat ch defaul t-inspection-traffic
suppressed! tunnel -group 172.17.1.1 type ipsec-|2|

tunnel -group 172.17.1.1 ipsec-attributes trust-point CAl
Crypt ochecksum be38df aef 777a339b9e1c89202572a7d : end

0521b333
02902f 9a
6ede9ccd
2f d22a4d
2b1f ac59
063c60a4
cb71a814
29805758
b81c02b2
63249009
c0f 5d13b
01040182
03020186
03551d0e
a403e558
f 2a081ef
3d54532d
75626c69
4e3d5365
696f 6e2c
3d636f 6d
6f 6e4c69
63524c44
74703a2f
6973636f
63726¢30
092a8648
22da80f b
2f a67ce8
1e01d408
0dc370c6
37¢13261
94e5547c¢
f 06b2b15
d575dceb
3a678ech
f 4cb3b00
eddc6554

3decOad4
dleb2b8d
ale906ec
b9dda2c2
a78d0a3b
9b8d3c09
69alf 331
a878b82d
9b56ec2d
fa05ca4d
5f 020301
37140204
300f 0603
04160414
30820103
8681b56¢
57324b33
63253230
72766963
44433d54
3f 636572
7374362
69737472
2t 74732d
2e636f 6d
1006092b
86f 70d01
bb228bf e
9196d516
3f 7f 0595
5431b034
5ad218a3
f 03e3d3e
df 306433
cOcaal96
3809d0df
102ef a94
3f a9f 396 ad

crypto isaknmp policy

!I'-- Output

ASA-2F B

BEBASA-2Z 2 K BN BB ERE.

B

TEASAL

, BRI TSI B H & @showdn T , SABREFE /IR

ERABHAE , BREENE

REREBIETERE,

- show crypto ca trustpointin S HE R EE BN EE R




ASA- 1#show crypto ca trustpoints

Trust poi nt CAL:
Subj ect Nane:
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
Serial Nunber: 7099f 1994764e09c4651da80al6b749c
Certificate configured.

- show crypto ca certificate iF T EE TR RMK L LBV AERE.
ASA- 1# show crypto ca certificate
Certificate
Status: Avail abl e
Certificate Serial Nunber: 3f14b70b00000000001f
Certificate Usage: Encryption
Public Key Type: RSA (1024 bits)
| ssuer Nane:
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
Subj ect Nane:
cn=vpnserver
cn=Users
dc=TSWeb
dc=ci sco
dc=com
Princi pal Name: vpnserver @SWeb. ci sco. com
CRL Distribution Points:
[1] I dap:///CN=CALl, CNETS- WRK3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces,
CN=Ser vi ces, CN=Conf i gur at i on, DC=TSWb, DC=ci sco,
DC=confcertifi cat eRevocati onLi st ?base?obj ect Cl ass=cRLDi stri buti onPoi nt
[2] http://ts-w2k3-acs.tsweb. cisco.conf CertEnroll/CAl.crl
Validity Date:
start date: 14:00:36 | ST Apr 14 2009
end date: 14:00:36 | ST Apr 15 2010
Associ ated Trustpoints: CAl

CA Certificate
Status: Avail able
Certificate Serial Nunber: 7099f 1994764e09c4651da80al6b749c
Certificate Usage: Signature
Public Key Type: RSA (2048 bits)
| ssuer Nane:
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
Subj ect Nane:
cn=CAl
dc=TSWeb
dc=ci sco
dc=com
CRL Distribution Points:
[1] I dap:///CN=CALl, CNETS- WRK3- ACS, CN=CDP, CN=Publ i c%20Key%20Ser vi ces,
CN=Ser vi ces, CN=Conf i gur at i on, DC=TSWb, DC=ci sco,
DC=confcertifi cat eRevocati onLi st ?base?obj ect Cl ass=cRLDi stri buti onPoi nt
[2] http://ts-w2k3-acs.tsweb. cisco.conf CertEnroll/CAl.crl
Validity Date:
start date: 06:01:43 | ST Apr 14 2009
end date: 06:10:15 | ST Apr 14 2014
Associ ated Trustpoints: CAl



Certificate

Subj ect Nane:
Name: Ci SCOASA. ci sco. com
Status: Pending term nal enroll nent
Key Usage: General Purpose
Fi ngerprint: 1a022cf2 9771e335 12c¢3a530 1f 9a0345
Associ ated Trustpoint: CAl

. show crypto ca cristn & & BRIV RFEF R EBBEE (CRL),

- show crypto key mypubkey rsafs = #RFT A £ R INZE S8,
ASA- 1# show crypto key nypubkey rsa
Key pair was generated at: 01:43:45 | ST Apr 14 2009
Key nane: <Defaul t - RSA- Key>

Usage: GCeneral Purpose Key
Modul us Si ze (bits): 1024
Key Dat a

30819f 30 0d06092a 864886f 7 0d010101
05000381 8d003081 89028181 00d4a509
99e95d6¢c b5bdaa25 777aebbe 6eed42c86
23c49f 9a bea53224 0234h843 1c0c8541

f 5a66ebl 6d337c70 29031b76 e58c3c6f
36229b14 fef d3298 69f9123c 37f6c43b

4f 8384c4 a736426d 45765cca 7f 04cbal
29295890 84d2c5d4 adeeb248 allObilf 68

2f e4b9b1 5f al2d0e 7789ce45 55190e79
1364aba4 7b2b2lca de3af 74d b7020301 0001

Key pair was generated at: 06:36:00 I ST Apr 15 2009
Key nare: ny. CA key

Usage: GCeneral Purpose Key
Modul us Si ze (bits): 1024
Key Dat a

30819f 30 0d06092a 864886f 7 00010101
05000381 8d003081 89028181 00b8e20a
a8332356 b75b6600 735008d3 735d23c5
295b9247 2b5e02a8 1f63dc7a 570667d7
545e7f 98 d3d4239b 42ab8faf Obe8a5d3

941 80d01 al4cc01ld 98b1320e 9f e84905
5ab94b18 ef 308ebl 2f22abla 8edb38f0

2c2cf 78e 07197f2d 52d3ch73 91a9cch2
d903f 722 bd414b0a 3205aa05 3ec45e24
6480606f 8e417f09 a7aa9c64 4d020301 0001

Key pair was generated at: 07:35:18 I ST Apr 16 2009
ASA- 1#

. show crypto isakmp safn T HERE ER LA E8IIKE SA.

ASA#show crypto isakmp sa

Active SAI 1
Rekey SA: 0 (A tunnel will report 1 Active
and 1 Rekey SA during rekey)

Total IKE SA: 1

1

| KE Peer: 172.17.1.1
Type ©L2L Rol e :initiator
Rekey > no State : MM_ACTI VE

. show crypto ipsec safrn T RE E#® L ATE E8IIPSec SA,

ASA#tshow crypto ipsec sa

nterface: outside
Crypto map tag: outside_map, seq num 1
| ocal addr: 192.168.1.1



local ident (addr/mask/prot/port):
(10.2.2.0/255.255.255.0/0/0)

remote ident (addr/mask/prot/port):
(10.5.5.0/255.255.255.0/0/0)

current_peer: 172.17.1.1

#pkts encaps: 9, #pkts encrypt: 9, #pkts digest: 9
#ipkts decaps: 9, #pkts decrypt: 9, #pkts verify: 9
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not compressed: 9, #pkts conp failed

0, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures
0, #fragnments created: O
#PMIUs sent: 0, #PMIUs rcvd: O,
#decapsul ated frgs needi ng reassenbly: 0
#send errors: 0, #recv errors: O

local crypto endpt.: 192.168.1.1,
remote crypto endpt.: 172.17.1.1

path mu 1500, ipsec overhead 58, nedia nmtu 1500
current outbound spi: 434C4AA7TF

i nbound esp sas
spi: 0xB7C1948E (3082917006)
transform esp-3des esp-sha-hnmac none
in use settings ={L2L, Tunnel, PFS Goup 2, }
slot: 0, conn_id: 12288, crypto-map: outside_nap
sa timng: remaining key lifetime (kB/sec): (4274999/3588)
IV size: 8 bytes
replay detection support: Y
out bound esp sas:
spi: O0x434C4A7TF (1129073279)
transform esp-3des esp-sha-hnmac none
in use settings ={L2L, Tunnel, PFS Goup 2, }
slot: 0, conn_id: 12288, crypto-map: outside_nap
sa timng: remaining key lifetime (kB/sec): (4274999/3588)
IV size: 8 bytes
replay detection support: Y

WHEZFFIS(EHEEMEFEA)OIMXERE Eshowin . EAOITHEshowis T H I 54

o

REREDER
AR 0 T PR AR RS 1T SR RETER
B T B (E 4 DEME 5 )OI XER Eshowd &, EAOITHIRshows S 1957

o

X : fFAdebugii S 28l , FEEA SR EEDebug THIPEZ M HEHRNEEEH — BENF
Hdebugfito

- debug crypto ipsec 7 — BT 2ME B A IPSect# ™. debug crypto isakmp 7 — B R 1FEEREY
ISAKMP1# 7,

BRI vh B2 vh RVPNE T HEE SRRV ERA | F2RERE RNL2L MiEiRHEIPSec
VPN FEHEBREEIR 75 56



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
//www.cisco.com/en/US/tech/tk583/tk372/technologies_tech_note09186a00800949c5.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
//www.cisco.com/en/US/products/ps6120/products_tech_note09186a00807e0aca.shtml
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//www.cisco.com/en/US/products/ps6120/tsd_products_support_series_home.html?referring_site=bodynav
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