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1. BASSLEE

EliEAnyConnecth§ , BEIFEEE,

FEHMBEEFUTRS :

1. EFTDL , EERHREEN(CA)EFE , TELERBEBER(CSR)

2. MRRHNEERCSR |, BIfEAPKCS120 H At 75 5%,

EFTDEELBBBBEN S LZESE  BRLBENSEREICSRIHCAEE, UTERESZ
1. Y0 VEZE 1R I8 Z Objects > Object Management > PK1 > Cert Enrollment , #A# 3% — FAdd Cert Enrollment.

2. W ASEBERAVPN-SSL-cert ( A& )

3. #£CA InformationE & T , i###EManual "EEMERB, |, AR ECARE , BT,



Add Cert Enroliment (7]

Name*

RAVPN-SSL-cert

Description

CA Information Certificate Parameters Key Revocation
|

Enrollment Type: ‘ Manual v

| CA Only
Check this option if you do not require an identity certificate to be created
from this CA

CA Certificate: | ----- BEGIN CERTIFICATE----~
MIIG1jCCBL6gAwIBAgIQQAFu+
wogXPrrdY9x1zq7eDANBgkghki
G9wOBAQsFADBK
MQswCQYDVQQGEwJVUzESMB
AGATUEChMJSWRIbIRydXNOMS
cwJQYDVQQDEx5JZGVu
VHJ1c3QgQ29tbWVyY2lhbCBSh
290IENBIDEWHhcNMTkxMJEYMT
Y TNJETWheNMjkx

FMC - CARH

4. £ Certificate Parameters ~ , B A T B E ., 24FIRER -




Add Cert Enrollment

Name*

RAVPN-SSL-cert

Description

CA Information Certificate Parameters Key Revocation

Include FQDN:

Include Device's IP Address:
Common Name (CN):
Organization Unit (OU):
Organization (O):

Locality (L):

State (ST):

Country Code (C):

Email (E):

Don't use FQDN in certificate

v

ftd.cisco.com

TAC

cisco

Include Device's Serial Number [j

FMC -5 &

5. fEKey HET , BESHBBR , WRHBZBAUK D, HRRSA , 2204811,

6. & — T Save,




Add Cert Enrollment (7]

Name*

| RAVPN-SSL-cert ‘

Description

CA Information Certificate Parameters Key Revocation
I—

Key Type:
(@) RSA () ECDSA () EdDSA

Key Name:*

| RSA-key ‘

Key Size:

| 2048 v ‘

v Advanced Settings

[ | lgnore IPsec Key Usage
Do not validate values in the Key Usage and extended Key Usage extensions of IPsec remote client
certificates.

FMC - B &8
7. ELZE Devices > Certificates > Add > New Certificate,

8. ##EDevice, TECert Enrollment™ |, IBIEBERIMNETE , ARE—TAd , EFFR.



Add New Certificate

Add a new certificate to the device using cert enrollment object which is used to
generate CA and identify certificate.

Device*:
| fd v \
Cert Enrollment*:
[ RAVPN-SSL-cert v ‘ +
Cert Enrollment Details:
Name: RAVPN-SSL-cert
Enrollment Type: Manual (CA & ID)
Enrollment URL: MN/A

FMC -BFTDEE R &

9.8 —TID , RIEASBERERCSRIVIER , RERIEEVes,

LiZe] Firewalll_h??_n_agemem Center Overview Analysis Policies Devices Objects Integration
RAVPN-SSL-cedt Global Maruad (CA & 10 LCA D Bdentity cenificate imgan requaned

FMC -E&M&EECA

pepioy O, P £r @ adminv Wl secupe



Warning

This operation will generate Certificate
Signing Request do you want to
continue?

e |

FMC -#£ R CR

10. BE4EMRCSR , AILABECARARCSR , MEEM S HEE,

11. R CAl Blbaseb4 & K B A E 1% , 35R — T Browse |dentity Certificate®lImport{EREREFPIRIBYE |, EIFTR.



Import Identity Certificate (7]

Step 1
Send Certificate Signing Request (CSR) to the Certificate Authority.

Certificate Signing Request (Copy the CSR below and send to the Certificate Authority):

MIICgjCCAZICAQAWNEMMA0GA1TUECWwWDVEFDMQ4wDAYDVQQKDAVDaXNjbzEWMBQG
ATUEAwWwWNRIRELMNpc2NvLmNvbTCCASIwDQYJKoZIhve NAQEBBQADggEPADCCAQoC
ggEBAPLLWTQ6BkKGJER2FfyofT+RMcCT5FQTrrMnFYok7drSKmdaKlycKM8Ljn+2m
8BeVcefHsCpUybxn/ZrisDMxSHo4EDoJEUgutsk++p1jlWedVRONOvtahe+BRxC3q
jo1FsLep5zQruSgoloRQRoiFwn5syAqOztgl0aUrFSSWF/Kdh3GeDE1XHPP1zzl4

Step 2

Once certificate authority responds back with identity certificate file, import it to device.

Identity Certificate File: | | Browse Identity Certificate

FMC-BEABMEE

12. B A% , SEHRAVPN-SSL-certi§# 185 :

Harme Domain Enrolmant Type Status

oL L

FMC -S1EShEE MR 3D
2. Bt ERADIUSRI R 3%
2.1L.EFMCLEEFTD

1. Efi F Objects > Object Management > RADIUS Server Group > Add RADIUS Server Groupo.

2. M ABRISE, REIE—T+¥® "RADIUSHIBRES. o



Name:*
|\ ISE J

Description:

| |

Group Accounting Mode:

| Single v
Retry Interval:* (1-10) Seconds
10 |
Realms:

| d

| | Enable authorize only

(] Enable interim account update

| | Enable dynamic authorization

RADIUS Servers (Maximum 16 servers) +
IP Address/Hostname

10.197.224.173 A |

FMC - Radiusfal lR 25 & &

3. £ RISE RadiusfA iREFMVIPHEut AR H A €488 ( £88 ) , ZSBEISERREE LHER.

4. 1B IZFTDER| SEfA] AR 2518 31 A 8 F 19 Routing 2 Specific Interface,




5. #— T Save BT BT

Edit RADIUS Server @

IP Address/Hostname:*
‘ 10.197.224.173

Configure DNS at Threat Defense Platform Settings to resolve hostname

Authentication Port:* (1-65535)
1812

Accounting Port: (1-65535)
1813 |

fimeout: (1-300) Seconds
10

Connect using:
‘@ Routing () Specific Interface @

outside v +

Redirect ACL.:

FMC - ISEfR AR 2%



6. fE1F1% , ARESENE MMEIRADIUS Server Group T, M1~ EFfFRo

RADIUS Server Group Q, Filter

RADIUS Server Group objects contain one or more references to RADIUS Servers. These AAA servers are used to authenticate users logging in through Remate Access VPN connections.

Nasmae Vailue

ISE 1 Serves

FMC - RADIUSfR AR 2548
22 EISELEEFTD

1. B ENetwork Devices , A& —TAdd.
2. & A A BRES MFTDEA N ERADIUSH IP AddressF it Y % #8'Cisco-Radius
3. fERadius Authentication Settings T , 1 hlShared Secret,

4. 2 — T Save,

Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences NAC Managars External MDM

Motwork Devicos List > Cisco-Radius
Natwork Devices

Wetwork Devices
Default Dovice

Device Securlty Settings

Narne Cisco=Radius
Description

P Addross . IR 10.197.167.5 ! 25 i3
Device Profile a5 Cisco-Radivs v
Model Name e
Softwane Version w

Network Device Group

Devico Type All Device Types w Set To Default
IFEEC Mo b Set To Default
Location All Locations ~  Set To Default

B - RADIUS Authentication Settings

RADIUS UDP Settings

Protocol RADIUS

Shated Secr Show
Use Second Shared Secrat

networkDevices. secondSharedSecret Show

Coa Port Set To Default
ISE - EE
5 EERYEAE , SYEREREEZE Network Access > |dentities > Network Access Users , A% 1% — T Add.

6.8 EE & 37 UsernameandLoginZ & .

Location Services



Overview Identities Id Groups Ext Id Sources Network Resources Policy Elements Palicy Sets Troublesheot Reports More

Endpaints Network Access Users List > ikev2=uses
Network Access Users

Identity Source Sequances ~ Network Access User

* Usarname  [kew2-user

Status B Enabled ~

Email

~ Passwords

Passward Type: Intarnal Users B
Password Re-Entier Passward
* Login Password ‘s e Generate Password

Enable Passward Generate Password

ISE-EAE

7. BERREERRE , SBENLZEPolicy > Policy Sets> Default > Authentication Policy > Default , $R#%IZE#ZEAIl_User_ID_Stores,

8. YN fE %R 1E = Policy > Policy Sets > Default > Authorization Policy > Basic_Authenticated_Access, 3 iZ#EPermitAccess , I~ BIFf R

o

All_User_ID_Stores &
] Default 3 4 C}
> QOptions
= 2
|SE - & 17 58 7 SR &
@ Basic_Authenticated_Acces Netwark_Access_Authentication_Passed PermitAccess Select from list 4 {@}
8

|SE - R MR IR

3. AFMCEMVPNAE R BB ittt

1. E{Z Z Objects > Object Management > Address Pools > Add | Pv4 Pools,
2. i A B TBRAVPN-Pool SE2ithiL S0 | JEE RiREM,
3. B—TfE.



Edit IPv4 Pool (7]

Name*

| RAVPN-Pool ‘

IPv4 Address Range*
[ 10.1.1.0-10.1.1.255 \

Mask
‘ 255.255.255.0 ‘

Description

Allow Overrides

i ] Configure device overrides in the address pool object to
avoid IP address conflicts in case of object is shared across
multiple devices

» Override (0)

FMC - 31k 3t

4. kB AnyConnectil &

1. FE{i Z Objects > Object Management > VPN > AnyConnect File > Add AnyConnect File.
2. & A & Fanyconnect-win-4.10.07073-webdeploy , $R#%& 3% — T Browse A fERERE PiRIBAnyconnectiE R , REB IR — T Save ( WEIFTR

)o




Edit AnyConnect File (2]

Name:*

‘ anyconnect-win-4.10.07073-webdeploy ‘

File Name:*

‘ anyconnect-win-4.10.07073-webdeploy ‘ [ Browse..
File Type:*

‘ AnyConnect Client Image v ‘
Description:

l Cancel J

FMC - Anyconnect % /5 i BR 15

EE

gl?"

5 EIXML

S5.LEREEmES L

1. fsoftware.cisco.com T HEL B & RimEER VI T,
2. YIHE IR IBEE Server List > Add...

3. WA "TERBML RAVPN-IKEV2HIFQDN , LUKk "{ERERHE (518 )1 .

4,818 "EE | BAWE IPsec, axlick , 210k BT R



Server List Entry X

Server |oad Balancing Servers SCEP  Mobile  Certificate Pinning

Primary Server Connection Information
Display Mame (required) |RAVPN-IKEV2 Primary Protocol IPsec "
FQOM or IP Address IUser Group [+] AsA gateway
ftd.cisco.com | |RAVPN-IKEV2 Auth Method During IKE Negotiation EAP-AnyConnect -
Group URL IKE Identity (I0S gateway only)

ftd. dsco.comRAVPM-IKEV 2

RERRER-ARFEE

5. #i8ERESEE., % FEAClentProfilexmlo

[3h AnyConnect Profile Editor - VPN - ] x
File Help
Joven | Server List

{% :::z:z ((::: g Profile: C:\Users\Amrutha\Documents\ClientProfile.xml
ot

-G Backup Servers
[# Certificate Pinning

JZ Certificate Matching Hostname Host Address User Group Backup Server List SCEP Mobile Settings Certificate Pins
B3 Certificate Enroliment RAVPN-IKEV2 fitd. disco.com RAVPN-IKEV2 - Inherited —
. Mobile Policy

Server List

Note: it is highly recommended that at least one server be defined in a profile. Add... | | Delete

Edit.. | Details

R E R AR EE RS- ClientProfilexml
52fEFMCLE
1. FE {3 E Objects > Object Management > VPN > AnyConnect File > Add AnyConnect File.

2.8 A T&#. ClientProfile , #2132 — T Browse LA {E R TR IR IZ 8 = ClientProfilexmlo
3. & —TSave,



Edit AnyConnect File

Name:*

[ IClientProfile ‘

File Name:*

‘ ClientProfile.xml ‘ [ Browse..

File Type:*
‘ AnyConnect VPN Profile v ‘

Description:

[ Cancel 1

FMC - Anyconnect VPN B 1 5

6. Bt B iR imRh

1. EfiFDevices> VPN > Remote Access , RBIZX— T+ MEREEER , WTEFT.

RAVPMN-IKEV2

Loscal Rl Mo

Connection Prohie Access Interfazes  Advanced

Hame AAR Group Policy

gz
28
& 1

DetaWEIVPRG oW

FMC -Eimah B EARE EER

2. 8 NEREBEZBBRAVPN-IKEV2 , BB — T+ KM (WGroup PolicyBFIR).

Cancal

Policy Assignmenis (1)

Dynamic Access Policy: Nene
0



Add Connection Profile

Connection Profile:* ‘ RAVPN-IKEV2 ‘

Group Policy:* ‘ v ‘ H

Edit Group Policy

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA

Servers. Configure the 'Client Address Assignment Policy' in the Advanced tab to define the
assignment criteria.

Address Pools:

+
Name IP Address Range
DHCP Servers: _|_
Name DHCP Server IP Address
=3
FMC -5 B&

3. By A B HBRAVPN-group-policy , ARIBIZEVPNIFE SSL and | Psec-lKEV2 IEIFIRo



Edit Group Policy (7]

Name:*
| RAVPN-group-policy |

Description:

General AnyConnect Advanced
— I—

VPN Protocols VPN Tunnel Protocol:
Specify the VPN tunnel types that user can use. At least one tunneling mode

IP Address Pools must be configured for users to connect over a VPN tunnel.
Banner SSL
DNS/WINS IPsec-IKEv2

Split Tunneling

FMC - VPNE A E

4. 7EAnyConnect > Profile ™ , {8 FHIREE FIBEXMLE B RClientProfile , A% — T Save ( IEFTR ) »



Edit Group Policy 9

Mame:*

| RAVPN-group-policy |

Description:

General AnyConnect Advanced
[————]

m AnyConnect profiles contains settings for the VPN client

Management Profile | functionality and optional features. Firewall Threat Defense

deploys the profiles during AnyConnect client connection.
Client Modules

SSL Settings Client Profile:

[ ClientProfile

Connection Settings

Custom Attributes Standalone profile editor can be used to create a new or

modify existing AnyConnect profile. You can download the
profile editor from Cisco Software Download Center.

FMC - Anyconnectfi & 1% 52

5.3%— T+ asshownintheimagei® il "ttt ; RAVPN-Poolo



Edit Connection Profile (7]

Connection Profile:* | RAVPN-IKEV?2 |

Group Policy:* | RAVPN-group-policy v | +

Edit Group Policy

Client Address Assignment AAA Aliases

IP Address for the remote clients can be assigned from local IP Address pools/DHCP Servers/AAA
+Servers. Configure the 'Client Address Assignment Policy' in the Advanced tab to define the
I assignment criteria.

Address Pools: -
Name IP Address Range
RAVPMN-Pool 10.1.1.0-10.1.1.255 ,I’i
DHCP Servers: -
Name DHCP Server IP Address

FMC -& Fim b ik 55 Big
6. TN E R IEEAAA > Authentication Method , ZREIZIZEAAA Only,

7. i# 2 Authentication ServerfE &1SE (RADIUS),



Edit Connection Profile (7]

Connection Profile:* | RAVPN-IKEV2 |

Group Policy:* | RAVPN-group-policy v | +

Edit Group Policy

Client Address Assignment AAA Aliases

Authentication
Authentication Method:

- R e e R e

Authentication Server: | ISE (RADIUS)

[ ] Fallback to LOCAL Authentication

| | Use secondary authentication

Authorization

Authorization Server: | Use same authentication server |

[ ] Allow connection only if user exists in authorization database

Accounting

Accounting Server: | v |

» Advanced Settings

FMC - AAABR &

8. EfiBAliases , i A BB RAVPN-IKEV2, %518 #EClientProfilexml & B{EFEH &,

9. #&— T Save,



Edit Connection Profile (7]

Connection Profile:* | RAVPN-IKEV? |

Group Policy:* | RAVPN-group-policy v | +

Edit Group Policy

Client Address Assignment AAA Aliases

Alias Names:

Incoming users can choose an alias name upon first login. Aliases from all connections configured
on this device can be turned on or off for display.

Name Status

RAVPN-IKEV2 Enabled

URL Alias:

Configure the list of URL alias which your endpoints can select on web access. If users choose the
following URLs, system will automatically log them in via this connection profile.
+

URL Status

FMC -BI&
10. Ef Bl Access Interfaces , MBS BRARAVPN IKEV2H AT T o
11 B1BSSLMIKEV2H BB EE,

12. ¥ — T Save,



Conrection Profle Access Interfaces Advanced

Intnrfaces of the targetnd device which beiong to below specified interface groups will suppert incoming Remote Access VPN connections

OTLE 6L Pgee - IKEV2

outsice o o o su

Access Settings

Allow Users to select connection profile while logging in

S5L Settings

Web Access Por Num - 443
DTLS Port Number:* 483

SSL Global ke Certibcate: v |+
IPsec-IKEv2 Settings

FEVD Idanlity Comtiheats RAVPN-SSL-cart v |4+

Access Control for VPN Traffic

Bypass Access Control policy for decrypted traffic [syzopt perm

FMC -ZE /T E

13. Y0818 E Advanced .

14. #H—T -+ MAnyconnect® F i B &
RAVPN-IKEV2 =

Dynamic Access Polic

Local Realn

Connection Proble Access Interfaces Advanced

AnyConnect Cllent Images

kg

Downboad ArpConnect Client packages from Safiw “ o

AryGomnect Fs G AryGonnect Client Package Name Dparating

L1l

I aryccnneci-win-4. 10,0707 3-webdeploy- k9 phg anycannect-win-4.10.07073-webdeploy- k¥ pkg Windows -

AnyConnect External Browser Package

A PACKaGe that 6nabins SAML based MUTanticaton Using xbemal wib Bowses instend of th browser That I embedaed in T AnyConnect Clent. Ensbsy ha axtemal rowbér GOHON In 04 0f more Connection PIofkes 10 Gapioy this packge

Package i

Deloult-External- Browser-Packey | +

FMC - Anyconnect® FinEL BB &4

15, #EIPsec T , 3N E TR Crypto Maps.

RAVPN-IKEV2 =

Local Realm: Nons Dynamic Accass Policy: Nona

Connection Profile Access Interfaces Achanced

43 VPN comtgurason i Ance

T i

IKExZ IPsec Proposals BRI

AES-CCR

FMC -hnZ3 % i

16. #EIPsec T , ¥2— T +IKE Policy LA%718.



RAVPN-IKEV2 =

Local Realm: None
Connection Profile  Access interfaces  Advanced
IKE Palicy
This list specifees ol of e IKEVZ pobcy cijects applicable for ihis VB pokey when AnyCornect andpoints connect wa iPse:-IKEvE peoioco
-
. Encryption PRF Hash DH Grosp
I i 4356, SHAIBS, SHAG2 AES, AES-102, AES-256 SHA, SHAZES, SHAE4, S8 4, 15, 16, 19, 20, 24 ¥ I

FMC - IKESK B

17. #IPsec T , 8 h01Psec/IK Ev2 Parameters.

Connection Profile Access Interfaces Advanced

AnyConnect Client Images

IKEv2 Session Settings

Address

Cart Identity Sent to Peers: = Auto v

Group Policies Enable Notification on Tunnel Disconnect

. . Do not allow device reboot until all sessions are terminated
LDAP Attribute Mapping

Load Bal IKEv2 Security Association (SA) Settings
IPsec Cookie Challenge: = Custom v
Crypto Maps
Threshold to Challenge Incoming Cookies: = 50 %
IKE Policy
Number of SAs Allowed in Negotiation: 100 %

IPsec/IKEv2 Parameters

Maximum number of SAs Allowed: Device maximum

IPsec Settings
Enable Fragmentation Before Encryption
Path Maximum Transmission Unit Aging

Value Reset Interval:

NAT Transparency Settings
Enable IPsec over NAT-T

Note: NAT-Traversal will use port 4500, Ensure that this port number is not used in other services, e.g. NAT Policy.

NAT Keepalive Interval: 20

FMC - IPsec/IKEV25| &

18. fEConnection Profile ™ , TR E&RAVPN-IKEV2EHRE,
19.Savel® — T EIFi o

RAVPN-IKEV2 You have unsaved :lmrcm

Local Realm: Home Dyramic Access Policy: Mon

Conepetion Protie Accass IMoraces Arhancod

+
Nama Group Policy
DelidtWEBVPNGows % DGRPoicy u
v ISE (RADHUS) _
RAVPHN-IKEVZ 1SE (RADIUS) Wy RANPN-roup-policy u

FMC -



HEIREEIE3RERAVPN-IKEV2

20. EEE.

Deploy Q 00{1' @ adminvy el spc

VAN

Q Advanced Deploy. Deploy All

ftd I Ready for Deployment fad)

FMC - FTDE 2

7. Anyconnect it & 18 R fil B

PCEMEERE , f1EME C:\ProgramData\Cisco\Cisco Anyconnect Secure Mobility Client\Profile .

<#root>
<?ml version="1.0" encoding="UTF-8"?> <AnyConnectProfile xmlns="http://schemas| dot] xml soap<dot>org/encoding/" xmlns:xsi="http://www][dot]w3
<Host Name>RAVPN- | KEV2</ Host Name> <Host Addr ess>f td. ci sco. conk/ Host Addr ess> <User Gr oup>RAVPN- | KEV2</ User (

</HostEntry> </ServerList> </AnyConnectProfile>



AR BEREEEFHRRERRTRHRIMESAENPCE , EAXK TEASSLESIREARBERE. ETURERERE
HBE{E A IKEV2/| Psechg i i EHE T8 4R o

B

BRI LAER LB 0 REESDENERBEREBIER T,

1 HRAE—EELR , EAFQDN/IPEIBAnyconnectf i F & PCE 3 SSLIE#R .

ClientProfilexml 2. MR EFASSLIHE , 3t B EE#T L —SB | FRMAKRPCLE F ikl &8 R C:\ProgramData\Cisco\Cisco
Anyconnect Secure Mobility Client\Profilefg & T ( a0 , TFTPRIBREF R TFTPRIARSS ) »

SEHERTRE  BAARSARINERESBNER.



4. BHBRBERIIE  BFHEEERSTRIEAENPCL,

5. &7 BH B2 Anyconnect Y B4R o

6. TREEERR A BEATHNEEZEFFHEEERTRERMNEME , RAVPN-IKEV2 LUEREHIKEV2/IPseciE#RE|
Anyconnect,

7. ¥ — T Connect,

M Cisco AnyConnect Secure Mobility Client - X

@ ven

Ready to connect.

RAVPN-IKEV2 v Connect

Anyconnect T~ hIiE 2

8. W AEISEfMRER LRV WS DRENEAERBNER,



9 Cisco AnyConnect | RAVPN-IKEV2

Username: | ikev2-user

password: x::x:::ﬁ

Cancel

VPN:
Contacting RAVPN-IKEV 2.

RAVPN-IKEV?2 Connect

AnyconnectiE 47

0. B IEAR R A FA RV EC B A2 SR M 15 E (IKEv2/I Psec)o



@ ven
Connected to RAVPN-IKEV2.

RAVPN-IKEV2

) Cisco AnyConnect Secure Mobility Client . X

crscoAnyConnect Secure Mobility Client

Status Overview Virtual Private Network (VPN)
Preferences 5Statistics Route Details Firewall Message History
VPN
"~

Network Administrative Domain: Undefined
Profile Name: ClientProfile. xml

System Scan ransport Infermation A

' . Protocol: IKEv2/IPsec NAT-T

Roaming Security Cher: AEAD_AES. 256 GCM
Compression: None
Proxy Address: No Proxy

Feature Configuration A
FIPS Mode: Disabled
Trusted Network Detection: Disabled
Always On: Disabled
Secure Mebility Solution A
Status: Unconfirmed
Collect diagnostic information for all Appliance: Not Available v
installed components.
Diagnostics... Reset Export Stats...
Anyconnect & 8 4%
FTD CLIEH :

<#root>

firepower# show vpn-sessiondb detail anyconnect

Sessi on Type: AnyConnect

Usernane : ikev2-user I ndex : 9

Assigned IP : 10.1.1.1 Public IP : 10. 106. 55. 22
Pr ot ocol : I KEv2 | PsecOver Nat T AnyConnect - Par ent

Li cense : AnyConnect Prem um

Encryption : I KEv2: (1)AES256 | PsecOverNatT: (1)AES-GCM 256 AnyConnect-Parent: (1)none



Hashi ng

Bytes Tx

Pkts Tx

Pkts Tx Drop :
Group Policy :
Login Tine

Dur ati on
Inactivity :
VLAN Mappi ng :
Audt Sess ID:
Security Gp :

| KEv2 Tunnel s:

| KEv2:
450

6

0
RAVPN- gr oup- pol i cy

07:14: 08 UTC Thu Jan 4 2024
Oh: 00m 08s

Oh: 00m 00s

N A
0ac5e205000090006596618c
none

1

| PsecOver Nat T Tunnels: 1
AnyConnect - Parent Tunnels: 1

AnyConnect - Par ent :

Tunnel 1D
Public IP
Encrypti on.

Aut h Mode
Idle Tine out:
Adient CS :
dient CS Ver:
Cient Type
dient Ver

| KEv2:

Tunnel ID: 9.
UDP Src Port
Rem Aut h Mode:
Loc Auth Mode:
Encryption
Rekey | nt
PRF : SHA512
Filter Name
Cient OS

(M:

| PsecOver Nat T:
Tunnel 1D
Local Addr
Renot e Addr
Encryption
Encapsul ati on:
Rekey Int (T):
Idle Tine CQut:
Bytes Tx

Pkts Tx

9.1
10. 106. 55. 22
none.

user Passwor d
30 M nutes
Wi n

10. 0. 15063
AnyConnect
4.10.07073

65220

user Passwor d
rsaCertificate
AES256

86400 Seconds

W ndows d i ent

9.3

0.0.0.0/0.0.0.0/0/0

10. 1. 1. 1/ 255. 255. 255. 255/ 0/ 0
AES- GCM 256

Tunnel

28800 Seconds

30 M nutes

450 Bytes

6

firepower# show crypto ikev2 sa

(1) SHA512 | PsecOver Nat T:

Bytes Rx 656
Pkts Rx 8
Pkts Rx Drop : O
Tunnel Goup :

VLAN

Tunnel Zone : O

Hashi ng

Idle TO Left

UDP Dst Port

Hashi ng

Rekey Left(T):

D'H G oup

Type

Hashi ng

Rekey Left (T)
Idle TO Left
Rx

Pkts Rx

(1) none AnyConnect - Parent:

none

(1) none

RAVPN- | KEV2

none

29 M nutes

4500

SHA512
86391 Seconds
19

AnyConnect

none

28791 Seconds
29 M nutes
656

8



| KEv2 SAs:
Session-id: 6, Status:UP-ACTIVE, |IKE count:1, CH LD count:1

Tunnel -id Local Renot e fvrf/ivrf
16530741 10.197.167.5/ 4500 10. 106. 55. 22/ 65220

Encr: AES-CBC, keysize: 256, Hash: SHA512, DH Gp:19, Auth sign: RSA, Auth verify: EAP

Li fel/ Active Tine: 86400/17 sec

Child sa: local selector 0.0.0.0/0 - 255.255.255. 255/ 65535

renote selector 10.1.1.1/0 - 10.1.1.1/65535

ESP spi in/out: Ox6f7efd6l/0xded2chc8

firepower# show crypto ipsec sa

interface: Cutside
Crypto map tag: CSM Qutside_map_dynami c, seq num 30000, |ocal addr: 10.197.167.5

Protected vrf:

| ocal ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

renote ident (addr/mask/prot/port): (10.1.1.1/255.255.255.255/0/0)
current _peer: 10.106.55.22, usernane: ikev2-user

dynam c allocated peer ip: 10.1.1.1

dynam c al |l ocated peer ip(ipv6): 0.0.0.0

#pkts encaps: 6, #pkts encrypt: 6, #pkts digest: 6

#pkts decaps: 8, #pkts decrypt: 8, #pkts verify: 8

#pkts conpressed: 0, #pkts deconpressed: 0O

#pkts not compressed: 0, #pkts conp failed: 0, #pkts deconp failed: O
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needing reassenbly: 0
#TFC rcvd: 0, #TFC sent: O

#Valid ICVWP Errors rcvd: 0, #lnvalid ICWP Errors rcvd: O

#send errors: 0, #recv errors: O

Il ocal crypto endpt.: 10.197.167.5/4500, renote crypto endpt.: 10.106.55.22/65220
path mu 1468, ipsec overhead 62(44), nedia mu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

I|CVMP error validation: disabled, TFC packets: disabled

current outbound spi: DED2CBC8

current inbound spi : 6F7EFD61

i nbound esp sas:
spi: Ox6F7EFD61 (1870593377)
SA State: active
transform esp-aes-gcm 256 esp-null-hmac no conpressi on
in use settings ={RA, Tunnel, NAT-T-Encaps, |KEv2, }
slot: 0, conn_id: 9, crypto-map: CSM CQutside_map_dynanic
sa timng: remaining key lifetime (sec): 28723
IV size: 8 bytes
replay detection support: Y
Anti replay bitnmap:



0x00000000 0x000001FF

out bound esp sas:
spi : OxDED2CBC8 (3738356680)
SA State: active

transform esp-aes-gcm 256 esp-null-hmac no conpression
in use settings ={RA, Tunnel, NAT-T-Encaps,
slot: 0, conn_id: 9, crypto-map: CSM Qutside_map_dynami c
28723

sa timng: remaining key lifetine (sec):

IV size: 8 bytes

repl ay detection support: Y
Anti replay bitnmap:
0x00000000 0x00000001

ISEREE :

Time Status Detalls  Repes_.  Identity Endpolat ID

n B4, 2038 OT:14:10.4. o

ISE-BIEEE S

EERHHEAR

AERENEATRAREARETR B,

debug radius all

debug crypto ikev2 platform 255
debug crypto ikev2 protocol 255
debug crypto ipsec 255

Endpeint...

Authentl...

Authoriz..

| KEv2, }

Authoriz_

IP Address

Motwork De..

onteveert Davies

Dewice Port

Mdentity Group  Posture

Server

Mdm Ser._.
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