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簡介

本文檔介紹適用於思科安全終端、思科安全惡意軟體分析、思科威脅響應(CTR)和思科SecureX等產
品的高級威脅解決方案(ATS)文檔連結。

必要條件

需求

本文件沒有特定需求。

採用元件

本文件所述內容不限於特定軟體和硬體版本。

本文中的資訊是根據特定實驗室環境內的裝置所建立。文中使用到的所有裝置皆從已清除（預設
）的組態來啟動。如果您的網路運作中，請確保您瞭解任何指令可能造成的影響。

背景資訊

以下文章是高級威脅解決方案產品配置/故障排除的參考指南。在聯絡思科TAC之前，可參閱此文章
。

Cisco Secure Endpoint文檔連結

產品門戶 相關文章 標記

一般檔案 

安裝、設定及解除安裝Secure Endpoint 
Connector for Windows

適當安全終端和安全惡意軟體分析操作所需的伺
服器地址

安全端點聯結器支援策略

安全終端部署方法和最佳實踐

安全端點的授權

安全端點通知電子郵件

公有雲

美國雲 
EU雲 
APJC雲

在安全端點
中配置和管 影片 

https://console.amp.cisco.com/docs
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215704-installation-and-configuration-of-amp-co.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215704-installation-and-configuration-of-amp-co.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215704-installation-and-configuration-of-amp-co.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215704-installation-and-configuration-of-amp-co.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/sourcefire-amp-appliances/118121-technote-sourcefire-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215377-amp-for-endpoints-connector-support-poli.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215377-amp-for-endpoints-connector-support-poli.html
/content/en/us/products/collateral/security/fireamp-endpoints/secure-endpoint-og.html
/content/en/us/products/collateral/security/fireamp-endpoints/secure-endpoint-og.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215433-entitlement-for-amp-for-endpoints.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215433-entitlement-for-amp-for-endpoints.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215474-amp-for-endpoints-notification-emails.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215474-amp-for-endpoints-notification-emails.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://console.amp.cisco.com
https://console.eu.amp.cisco.com
https://console.eu.amp.cisco.com
https://console.apjc.amp.cisco.com
https://console.apjc.amp.cisco.com
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://video.cisco.com/detail/video/6038252112001?autoStart=true&q=exclusions
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html


理排除

思科維護的安全終端控制檯的排除清單更改

安全端點排除的最佳實踐

在安全終端門戶上配置簡單的自定義檢測清單

Secure Endpoint Console和上次檢視的過濾器

使用API從安全終端門戶導出應用阻止清單

如何使用安全終端API建立事件流

如何從安全終端門戶提交安全惡意軟體分析中的
檔案？

在安全終端部署中選擇並啟用Orbal高級搜尋

疑難排解TETRA定義更新失敗

與Splunk的安全終端整合

在安全終端中配置彈出通知

在安全端點中排除誤報檔案分析事件

安全終端-軌道日誌因錯誤而被填滿- 
CSCwh73163

AWS工作空間上的安全終端- Golden Images的
啟動和設定指令碼

安全端點鑑識快照資訊

檢閱安全端點(CSE) Windows掃描

確定在安全終端中觸發自動操作的條件

https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215418-configure-and-manage-exclusions-in-cisco.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214809-cisco-maintained-exclusion-list-changes.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/213681-best-practices-for-amp-for-endpoint-excl.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215176-configure-a-simple-custom-detection-list.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214893-amp-for-endpoints-console-and-the-last-s.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214893-amp-for-endpoints-console-and-the-last-s.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214893-amp-for-endpoints-console-and-the-last-s.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215175-export-an-application-blocklists-from-th.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215212-how-to-create-an-event-stream-with-amp-a.html
https://www.cisco.com/c/zh_tw/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/zh_tw/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/zh_tw/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/zh_tw/support/docs/security/threat-grid/215177-how-to-submit-a-file-in-threat-grid-from.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215280-opt-in-and-enable-orbital-advanced-searc.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214787-troubleshooting-tetra-definitions-update.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215973-amp-for-endpoints-integration-with-splun.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215973-amp-for-endpoints-integration-with-splun.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215973-amp-for-endpoints-integration-with-splun.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215973-amp-for-endpoints-integration-with-splun.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215995-configure-pop-up-notification-in-amp-for.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215995-configure-pop-up-notification-in-amp-for.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215993-troubleshoot-false-positive-file-analysi.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215993-troubleshoot-false-positive-file-analysi.html
https://www.cisco.com/c/zh_tw/support/docs/troubleshooting/221198-cisco-secure-endpoint-orbital-logs-fil.html
https://www.cisco.com/c/zh_tw/support/docs/troubleshooting/221198-cisco-secure-endpoint-orbital-logs-fil.html
https://www.cisco.com/c/zh_tw/support/docs/troubleshooting/221198-cisco-secure-endpoint-orbital-logs-fil.html
https://www.cisco.com/c/zh_tw/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/zh_tw/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/zh_tw/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/zh_tw/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/zh_tw/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/zh_tw/support/docs/instructions-guides/221033-secure-endpoint-on-aws-workspaces-star.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/218165-cisco-secure-endpoint-forensic-snapshot.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/218165-cisco-secure-endpoint-forensic-snapshot.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/220362-review-secure-endpoint-cse-windows-sca.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/220184-identify-conditions-to-trigger-automated.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/220184-identify-conditions-to-trigger-automated.html


獲取安全終端的Android裝置上的故障排除資料
Android 連接器

安全終端Android聯結器作業系統相容性

Cisco安全聯結器Apple iOS相容性

從安全終端Cisco安全聯結器建立報告問題/診斷
資料iOS清晰度

如何監督iOS裝置與思科安全聯結器(CSC)配合使
用？

從運行在Windows上的安全終結點聯結器收集診
斷資料

安全終端Windows聯結器作業系統相容性

安全終端Windows聯結器更新重新啟動要求

Secure Endpoint Connector版本的支援終止通知

Windows XP、Windows Vista和Windows 2003 
for the Secure Endpoint Connector支援終止公告

截至2020年1月8日的現有客戶新安全終端軟體套
件常見問題解答

在安全終結
點中配置
Windows策
略

影片

[External] -安全端點聯結器安裝程式的命令列開
關

安全終端命令列交換機

Windows聯結器

手動強制更
新TETRA定 影片

https://www.cisco.com/c/zh_tw/support/docs/security/advanced-malware-protection-endpoints/118713-technote-fireamp-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/advanced-malware-protection-endpoints/118713-technote-fireamp-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/advanced-malware-protection-endpoints/118713-technote-fireamp-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-endpoint/221763-secure-endpoint-android-connector-os-com.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/215337-cisco-security-connector-apple-ios-compa.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/215337-cisco-security-connector-apple-ios-compa.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/215337-cisco-security-connector-apple-ios-compa.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/215337-cisco-security-connector-apple-ios-compa.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215553-collection-of-diagnostic-data-from-amp-f.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/zh_tw/support/docs/security/security-connector/214748-how-to-supervise-an-ios-device-for-use-w.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/216035-collect-debug-logs-file-in-amp-for-endpo.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214847-amp-for-endpoints-windows-connector-os-c.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/214848-amp-for-endpoints-windows-connector-upda.html
/content/en/us/support/docs/security/amp-endpoints/215376-end-of-support-announcement-for-amp-for.html
/content/en/us/support/docs/security/amp-endpoints/215376-end-of-support-announcement-for-amp-for.html
/content/en/us/support/docs/security/amp-endpoints/215376-end-of-support-announcement-for-amp-for.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/211531-End-of-Support-Announcement-for-Windows.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215120-faq-for-existing-customers-regarding-new.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/215385-configure-windows-policy-in-amp-for-endp.html
https://video.cisco.com/detail/video/6147796312001?autoStart=true&q=Windows%20Policy
/content/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
/content/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
/content/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
/content/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
/content/en/us/support/docs/security/sourcefire-fireamp-endpoints/118587-technote-fireamp-00.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/213690-amp-for-endpoint-command-line-switches.html
https://www.cisco.com/c/zh_tw/support/docs/security/amp-endpoints/213690-amp-for-endpoint-command-line-switches.html
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MacOS和Linux中的安全終端進程排除

安全終端Mac聯結器效能調整指南

控制檯中的MAC核心和全磁碟訪問-安全終端

安全終端Mac聯結器的手動解除安裝過程

MacOS 11 (Big Sur)、macOS 10.15 
(Catalina)和macOS 10.14 (Mojave)上的安全終
端Mac聯結器1.14建議

安全終端Mac聯結器故障

使用MDM配置安全終端Mac聯結器和軌道裝置的
許可權：全磁碟訪問、系統擴展

安全終端Mac代理自動配置(PAC)設定指南

一般檔案

安全終端私有雲支援策略

安全終端虛擬私有雲的安裝和配置

重新映像安全終端私有雲PC3000並還原備份

生成並增加安裝安全終端私有雲3.x及後續版本所
需的證書

AirGapped安全終端私有雲（虛擬和裝置）的升
級過程

生成安全終端私有雲支援快照並啟用即時支援會
話

透過SSH訪問安全終端私有雲的CLI並透過
SCP傳輸檔案

私有 雲
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安全終端私有雲3.0.1升級程式

升級到安全終端私有雲3.1.1 -增加磁碟空間和記
憶體

安全終端私有雲版本的EOS公告

效能/補救/法規遵循 疫情/感染（事件響應）

思科安全惡意軟體分析裝置

產品門戶 相關文章 標記

疑難排解指南

特色指南

安全惡意軟體分析裝置系統版本

銷售終止和生命週期終止公告

為群集操作配置安全惡意軟體分析裝置

生成安全惡意軟體分析支援快照並啟用即時支援
會話

為思科安全惡意軟體分析裝置設定SSH客戶端

更新安全惡意軟體分析裝置空隙模式

生成安全惡意軟體分析支援快照並啟用即時支援
會話

使用Prometheus監控軟體配置安全惡意軟體分
析裝置

如何使用EFI Shell將安全惡意軟體分析裝置引導
至恢復模式並將恢復模式增加到引導選項

思科安全惡意軟體分
析裝置
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更新安全惡意軟體分析裝置空隙模式

為控制檯和OPadmin門戶配置基於DTLS的安全
惡意軟體分析RADIUS身份驗證

配置安全惡意軟體分析裝置第三方整合

對安全惡意軟體分析裝置控制台中不存在的示例
和裝置進行故障排除

安全惡意軟體分析裝置與FMC整合的故障排除

安全惡意軟體分析影片播放清單

Cisco SecureX

產品門戶 相關文章 標記

疑難排解指南

SecureX參考指南

SecureX部落格

SecureX常見問題

Cisco Live On-Demand Library

Cisco SecureX

美國雲 
EU雲 
APJC雲

Cisco SecureX影片播放清單

2023年Cisco Live！Secure Endpoint和
SecureX會話

整合CTR和安全惡意軟體分析
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