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Dashboard Analysis ~ Outbreak Control ~ Reports RUERELENELISEE Accounts

Quick Start
Computers

Groups

Policies

Exclusions

Download Connector
Deployment Summary

SR RIEAIKRIREERERAPolicy , RE L —TPolicy , EAERMPolicytiE. #&—T &
ﬂJ )

Policies @ View All Changes

ayakimen Q

All Products || Windows | Android || Mac || Linux || Network || ios AU TE
B A ayakimen Linux Policy A

Mades and Engines Exclusions Proxy Groups

Files Quarantine Mot Configured Mot Configured ayakimen Group =2
MNetwork Audit

ClamAV On

Outbreak Control
Custom Detections - Simple Custom Detections - Advanced Application Control Network

Mot Configured Mot Configured Mot Configured Mot Configured

£ Duplicate

@ View Changes Maodified 2019-05-27 14:37:59 UTC Serial Number 10002 & Download XML & Edit

S EBB4 .3 — T Duplicate® , AMPIE#| @& FAERN R ETEN.



B2 A Copy of ayakimen Linux Palicy

Maodes and Engines

Files Quarantine
Metwork Audit
ClamAV on

Outbreak Control
Custom Detections - Simple

Nat Configured

@ View Changes

Maodified 2019-05-30 17:41:36 UTC

Exclusions Proxy

MNat Configured

Custom Detections - Advanced

MNat Configured

Nat Configured

Nat Configured

o o
Groups
Nat Configured
Application Control Network
Nat Configured
& Download XML || (] Duplicate | [# Edit = & Delete

Serial Number 10007

S ER5. #E—TFEdit , #2— T Advanced Settings , A% #£12 # P 1Z1F 1% — T Administrative B §E.

Mame

Description

Modes and Engines

Exclusions
No exclusion sets

Proxy

Outbreak Control

Product Updates

Advanced Settings

Administrative Features
Client User Interface
File and Pracess Scan
Cache

ClamAY

Netwaork

Scheduled Scans

Copy of ayakimen Linux Policy

Heartbeat Interval

Connector Log Level

send User Name in Events €

Send Filename and Path Info €

Ak

15 minutes

Default

Ak

Command Line Capture €

Command Line Logging €

%5 ER6. ForConnector Log Level , £ T~ h#EE FiEEDebug,



Heartbeat Interval 15 minutes =
Default .
Connector Log Level + Debug =

Command Line Capture

Command Line Lagging

SER7 M — T Saveve MR ERASR,

SRS REHMRKER , FEE/EREUIEHRR , YEY/EXEEHPERBREANend &
B

FRAREKER

EZEEAEHES  FRBEAFNERSBATURMAEEER |, {845 Connector Log Level 2 F
A Default,

ERAw S5
BARRSR

MRGEFRZFHENEMERBE , YEARERABPRARN | FECLILETUTHRT

[ opt/ci scol/ anp/ bi n/ anpcl i
anpcl i >debugl evel 1

BHINT :

anpcl i >debugl evel 1
Daenon now | ogging at 'info' level until next policy update

FRAERN

EZARAEN  FEAUTSHS

/ opt/ ci sco/ anmp/ bi n/ anpcl i
anpcl i >debugl evel 0 Daenpn now | oggi ng at 'notice' level until next policy update

YETE AERRAE

ERRZEERBEZY , FERBESNEAEXERRA R EHER, LREBBAMPIES
1&J&iB Management -> Policies iR VB i8S R BA X E T AL, #m¥ERBK W F| Advanced Settings B #
8 Administrative FeaturesEBs . #% Connector Log Levels% ERE S A&Debug.


https://console.amp.cisco.com/
https://console.amp.cisco.com/

ETR, MERK, MERBR , FRACKEBSIBGESR., EEXTETHERED15-200
iE, RREEREHST D

NB:FRE TR % , TESiCHE Connector Log Levelsetting® th BDefaultso , LAMEBFERS AR ERE
MBEBRHERIELT,

ETXRTA

WHESRERAXEIL T ERMKAMP MacBiffss —BLXEMNEARER. EBIRM T/Applications->Cisco AMP->Support Tool.app#Applications& %t
RGEZEAER. ESERESHMPEHRERN TR ES,

R i@EF , ERP , FERETUTHTIE & Kin 857 :

sudo /opt/cisco/ anp/ bi n/ anmpsupport -x

sudo /opt/ci sco/ anp/ bi n/ anpsupport
E—AREZERIEERANRL  EEHBOSELER. FTERERMUT —EXENXEE , Hh B HEHRE ( BESRRE111.0REH
MRARGILIE ) TREFENHAER , FIWAE.

ERLREPESRNETE , IBETEHEE~home LAER —HzipER , HH I EMBERELZEER : fileops.txtFexecs.txt, fileops.ixtBEEEH L HIE
ZEVMERNBREE  ELEEHNEETEAFZTHRIEEER. execs xtiSEEREHMTRRNBE , SLEERYN THEHR, EEHH. EREFE
EYEREGEHEF  RISAERENEEEREZTERS.

EHRBEEAAERTET15-2008  ARETXETE. BRENRY , ZRRER , PHSTRER1000RHA ENEAERSREBIEHRNRT
RZRE,

HFpREAE

BVEE, BRAFR, BENEMEHKRE

PR EHRR AN —ES LR |, #ileops P EHRBERENERNERKERL , AREBRELBRTETRA, TREKE  ERMHWCPUEAT
o EEMRMATRTESIM0PESIBRCPURAERTH , RATERATHRERRESREL, NRANPREI[E , FERNETXIEURER
BEEDIMHER R,

- —EFHNEREAR , AAESAFRAFRERENSYTRERASENIRZBEER,
BIER kR
NOTE: Process Exclusions on Linux can only be inplenmented for ELF files. Users cannot inplenent

Process Exclusions for file formats such as .sh (Shell Scripts).
EEREERNRERR , F2H . AMPRKER - MacOSHLinux™ W HER

—EHNRECERE , Biftexecs.XtPRBBIBTREANER , REHTENRR , ARBIHKREHIR. B2 , AERETRAEEZR , A48

- BRAEARR — BRTEHRERBEARI(BHIN : usrbin/grep) , MAEBUTER. HAETUREHEEARS EEFUZBRBIN : EHHUT
grep) I RERR |, WHRRER, HFEMERXERTULLERAERERE | FEIATIRAE. MREREHREARFE , AIRERERNTAFEN
B SRR, TTUREEESTHIBENERAE. (FIM: MREAE Trooty EEAMKFUMER | BT UHRZER , BEREHEEENERE

Troots , B AFFAMPEIZIE Mrooty MEAMEAEHITIHEETR, XM : Process Exclusions®Connector 1.11.0 R EF AR #TINTHEE. it

, EARARXTHESHAERER110. 2R ERREPHEEER, G2 , AREBUALRETHRITRE , TRREALGE.
EHNERENERIRIFER, - ARIRERNRERN/IEAE  REAERTUARBERAER LI R , YEEREREAN FER , MFER
NASHERRZA & T RER RETRHE BRIV M TR

BEEQUER
1. BRERSE1-3BERER,

2. BRAUTHRZ —REEROERE . U ERBTHERREERNEREDHIM | U0). ETerminallEETUTHS : get ent
passwd # | —d:-f1l, K E$P#REAEID, ZEZSEIEMUUTHEL : User name , EdUsernameRIGEEBRNEAE.


/content/en/us/support/docs/security/amp-endpoints/214656-amp-for-endpoints-process-exclusions-in.html

3. Il TSR & B B B UserfE B T M9Process Exclusionth , LURB/NERR ST | H Kt Process ExclusionsTi S , WAEMEREE, & :m
REBNSEAERBRMNZMAE , YARERXABARESTE R FERAENSERE , A TEA%, SEXARETANARN TEEH R, B
RARMEERE.

R

. #*Windows EiE{THIFireAMPES i SS INEE 2 B & &
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/content/en/us/support/docs/security/sourcefire-fireamp-endpoints/118228-technote-fireamp-00.html
/content/en/us/support/docs/security/fireamp-mac/118365-technote-fireamp-00.html
https://www.cisco.com/c/zh_tw/support/index.html
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