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ASA1
Dutside Go/o 3 GO/1 [ rsiche
192.168.1.1 192.168.2.1
E1/0/8 G1/0/
Vianlo Viano
G108
G1/0/2 3750X%-5 GLl/0/1
ISE Viani0 Vlan20
{10.48.66.129) Tag: 2 Tag: 3

Tag name: VLANI1D Tag name: VLAM2D

Windows7 WindowsXP
192.168.1.200 192.168.2.200

R
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. 3750XTEG1/0/1FIG1/02 L BLE BB B BT,

. ISERES M ERE. REMEIRAAA) [RRES.

- MAC Address Bypass(MAB) B AMS Windows 78 5 2B 5%
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IERB02.IxBMABH BT E, REELFEARBISENEHEMNE , T EFERADIUSEREEX

(CoA)s

aaa new nodel

aaa aut hentication dotlx default group radius

aaa aut horization network default group radius

aaa aut horization network ise group radius

aaa accounting dot1x default start-stop group radius

I Radi us COA

aaa server radius dynam c-aut hor
client 10.48.66.129 server-key cisco
server-key cisco

p device tracking

nterface G gabitEthernet1/0/1
description wi ndowsxp

swi tchport node access

aut hentication order mab dot 1x
aut hentication port-control auto
nmab

dot 1x pae aut henti cator

spanni ng-tree portfast

nterface G gabitEthernetl/0/2
description wi ndows7

swi tchport node access

aut hentication order mab dot 1x
aut hentication port-control auto
nmab

dot 1x pae aut henti cator

spanni ng-tree portfast

radi us-server host 10.48.66. 129 pac key cisco
radi us-server host 10.48.66.129 auth-port 1812
radi us-server vsa send accounting

radi us-server vsa send authentication

SRR, SCTHMSGACLERMISER R
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CISCO  [dentity Services Engine

4 Home Operations » Policy *  Administraion

"i"'n.' System .ﬁ. |dentity Managameant | i Metwork Resources £ Wb Partal Management

[HetworkDevices | Metwork Device Groups  Extemal RADIUS Servers  RADIUS Server Sequences  SOAARA Servers  NAGC Managers
- .
Nebwork Der Metwork Devices
[ P] JEdit gphdd  [yDuplicate | golmpert @eExport » ) Generats PAC ;g_IEe::[gi:l-_:r;
*N twork Device . Hame « [PfMask Lacation Type
elwark Deviess
= ’ O 37s0x 10.48.66,10... All Locations All Device Types
i Default Dewvice

O asa 10.48.67.15... All Locations

All Device Types

HAFEAMABE D EFEAIMS Windows 7 , X% BEBE>FHEE>EO>KRBTREYRIES G
( MACHEHE )

st van]ns
CISCO Identity Services Engine

f4 Home Operations FPaolicy Administration

=%s System | Jgt ldentity Management | g Metwork Resources |2t Web Portal Management

ldentities Groups External ldentity Sources ldentity Source Sequences Settings
( o Endpoints
Identities P
[¢ g] J Edit obAdd | M Delete » | @almport «
- (] -
Endpoint Profile a | MAC Address
— Users
— 2 [] Cisco-IP-Phone 00:07:50:32:69:41
~—— Endpoints
L_ P > [] windows7 Workstation 00:50:56:99:4E:B2
[ | Latest Metworlk Scan Besults ¥

HRAEHS02.1xF R ERFEANMS Windows XP , X BAEEE>SEHEE>BH>EHETEIERES
7 (EREER)



st uan]s
CISCO Identity Services Engine

{4 Home Operations Palicy Administration

=%= Systern | Jeb |dentity Management = g Metwork Resources |28 Weh Portal Management

[dentities Groups External ldentity Sources ldentity Source Sequences Settings
f . Network Access Users
Identities
[ " P] J Edit <pAdd (i) Change Status »  @almport
e~ S -
N Status Name « Description
| Users ¥
- . O] Enabled ¢ cisco
— Endpoints
— ’ ] Enabled € guest
[ Latest Metwork Scan Results »

{5 A £ F & & Fcisco. FALLTEEAMS Windows XPHE B W[ iEE & 17 B % 15 E R EBREAP(EAP-
PEAP).

HISEL , FRABEREOREFRE (FVENR ) . E—ERMABEHEREHRRE , 55 _E2802.1x:

stfuenlns
CISC0  Identity Services Engine

& Home Oparations - Palicy = Administrafon w

i) Authenteation || [m) Authorizalion [ Profiling |7 Posture [esj Chiemt Pravizioning |z Secuwity Group Ascess &, Policy Elements

Authentication Policy

Diefine tha Authenticaton Policy by selecting the protocols that ISE should use b0 communicats with the network devicas, and fe idanily sources that it should usa Tor authentication.
Palicy Type ') Simple (= Rule-Based

* || MAB I | wired_Mam qe | allow protocols [Allowed Protocal : Default Ne) | and. )
(B - |Dotix | < [ wiren_goz.1x 4 | atlow protocols [Allowed Protocel : Defauk Wl | and..
= || Wireless MAR |t | Wineluss_MAR ar | alow protoials |Allowed Protacal ; Dafault NeD | and.. 4

* | [ Custem wireless | it | RagiusNas-Par - | allow protecals [allowed Protecal : Default NeD) | and..

B8 Default Rule (If no match) allow protocols | Allowed Protocol : Default Mel) | and usa identity source . | Imfernal Users

Ef ERERR , 4 A7EPolicy > Results > Authorization > Authorization Profiles T & & IR #E fil &
R, HE T THACLDACL)WVLANIOERERRAFFFIERE , ARMS Windows 7ELEER :
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r: - is Authorization Profiles = VIAN10-Profile
esu e
Authorization Profile
L L)
== ol Mame | LANLD-Profile |
* i Avthenticaiion Description |
= L Authorization
= (0] Autharization Profiles “Arcess Type | ACCESS ACCEPT -]
i Blacihele \Wireless_Access
@ WA I' Common Tasks
53 Cisco_P_Phones %] DACL Namé [PERMIT ALL TRAFFIC - |
i3 Denyhccess ]
5@ Permeaccess VLAN TagD 1 | Edit Tag |iDidame| 10
@ LA d [ Valce Domain Pemmission
g VLAMIOD-VoiceProfits A
6 VLANIO Profie [ Web Authentication
5@ ianz

» O Downioadable ACLs
F O inline Prchre Hocde Brofileo

[ ] Auto Smart Part

MS Windows XP & f LK B & VLAN20-Profile , {BVLAN#RSE(20)BRk,

EEISELEESGTH (FER ) |,
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i TRREERN ; THADHR1IZANE —EZEREE,

&2 & i1 Z|Policy > Results > Security Group Access > Security
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== . J Edit obaAdd  @oImport [y Export » | M Delete » | () Push

al— i — o
— = it Name « SGT(Dec/Hex) Description

B Authentication

_— ;M:T_ _ O Unknown 0/ 0000 Unknown Security Group
k| uiharization
; - pant [0 vLaAmM1O 2 /0002 SGA For VLAN10 PC

] Irr r'r.g
> B Posture O VLAN1OO 470004 Wlans For Phone
" = Cliant Previsioning [0 wvLAM2ZO0 370003 SGA For VLAN20 PC
¥ ] Secunly Group Access

¥ | Security Group ACLs

* | Securfty Groups )

* | Security Group Mappings :
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Security Group Access > Security Group ACLs:

A EE EPolicy > Results >
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sllnen]ne
CISCOo  Identity Services Engine

ﬁ- Home  Oparatons - Folicy = Administration

|:; Aushentication - |_u..‘ Authanzation - = Profiing I_'?._ Postura ﬂ-‘ Clignt Provisioning |=-l Sacurity Group Access o Podicy Elemanis

Authorization FPolicy

Diedine the Authorzaton Palicy by condguing rutas basad on identity groups andlior other conditions. Drag and doop neas fo changs tha order

| First Matched Rule Applies -
Status  Fuls Mame# Conditions (identity groups snd other conditions) Parmissions
MAS AN T-CTS Radws Calling:Sla%or:D EQUALS 00: 505649 d¢:0 2 LA D Profiia WA D
MAS-WInXP-CTS Radius UserMame EQUALE cisco VLA Profile WLAMZ0

TERARBMASAERE , UEEMEZSGT RADIUSE .

ASAFI3750X L ICTSHEIE

BN ERBEARCTSIRE. E3750X L , LAEHER ML RRERMETE

aaa aut horization network ise group radius
cts authorization list ise

HASAL , EFREAAARARBRAK BB A ARARRICTS:

aaa-server | SE protocol radius
aaa-server | SE (ngnt) host 10.48.66.129
key * %k k k%

cts server-group | SE

B . 1£3750X L , %ZA{E A group radius @R BARIEEISEMMRER. ELE A3750XE A BB
PACHZE,

3750XFASALWPACHE (BB ) (FH)

CTSEFHEAEEHRNVENEMNBRFEMRBI[(ISE)ETEMRRTE , T HEMEEEST, BlkeE
AAERENRINE — BBREHENE TS HEE(EAP-FAST)SE(RFC 4851), LA EER
BIEFIMEHPAC, WEEXtbFEAphasel , REEMRFCHESE, EAP-FASTHPACERTIERE 5 1%
BRHE — BREZS(EAP-TLSNEEZEEEHELUNAR, PACAREIZLEE ( F1KE

), EE2RERETENREBBFETEREE,

3750X EWPACH &

3750XZ EHBPACHE, EXMEMISELFEAHAEBTHPAC, HAEISELHEE>BRRE
FoERERTEEXZHEMID, BERIRM , AL EMAdvanced TrustSec SettingsZf % LA EL & :



* Advanced TrustSec Settings
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Use Device ID for SGA
Identification

Device Id | 3750%

* PassWord [ eeseesssss | | Show

Xl
[
=]
1
Qa
(=]
(V5]
o
]
L]
[=T1)
=
m
[F5]

* Download environment data every | 1

|Dav5

#*

Download peer autharization policy every | 1

|Dav5

| Days

|
|
* Reauthentication every | i |
|

* Download SGACL lists every | 1

|Dav5

Other SGA devices to trust this device
Motify this device about SGA configuration changes

EBPACHEAEBLRR , FBANTSHT :

bsns- 3750- 5#cts credentials id 3750X password ciscocisco
bsns- 3750- 5#show cts pacs
Al D C40A15A339286CEAC28A50DBBAC59784
PAC- | nf o:
PAC-type = Cisco Trustsec
Al D C40A15A339286CEAC28A50DBBAC59784
I -1D: 3750X
A-1D-Info: ldentity Services Engine
Credential Lifetime: 08:04:40 UTC Sep 25 2013
PAC- Opaque: 000200B00003000100040010C40A15A339286CEAC28A50DBBAC59784000600940003
010094F559DAE0C837D7847F2454CAD7ES0B0000001351C8235900093A803D7D427BFB5C6FOFBBDF
7EDF0818C58FECF97F8BDECF1B115FB0240260ADA8CO6 A46 AA2 A64COEA2DB51EOE886768CA2D133D
2468D9D33339204BAA7E4ACA2DESE37FF1EB5BCB343408E9847998E301C26DDC6F91711F631A5B4C7
C2CB09EAB028630A3B22901FE3EF44F66FD019D09D2C46D92283
Refresh timer is set for 2y24w

ASA EHIPACRIEL

ASAEXEFEPACHE., EEWRELZMLRAEISELFHERTE ( ERIREE/ASAH )



Generate PAC

The Identity field specifies the Device ID of an SGA network device and is provided an initiator 1d by the EAP-FAST protocol.
If the Identity string entered here does not match that Device ID, authentication will fail.

* [dentity

* Encryption Key | g eee |
* PAC Time to Live [ [vears -

Expiration Date 04 Jul 2014 13:31:35 GMT

RENBALERER (HIWMERAFTP)

bsns- asa5510-17(config)# cts import-pac ftp://ftp:ftp@10.147.25.80/ASA.pac
password ciscocisco
1 PAC I nported Successfully

bsns- asa5510-17(confi g)# show cts pac

PAC- | nf o:
Valid until: Jul 04 2014 13:33:02
Al D c40al5a339286ceac28a50dbbac59784
I-1D: ASA
A-1D I nfo: ldentity Services Engine
PAC-t ype: Cisco Trustsec
PAC- Opaque:

000200a80003000100040010c40al15a339286ceac28a50dbbac597840006008c000301
0003d64668f 2badc76e251683394b3d5690000001351d15dd900093a8044df 74b2b71f
€667d7b908db7aeea3229e61462bdb70f 46580bef 9425011126bbf 6¢c2f 4212ccdacf 08
c01ddbc7608c3alddeb996ba9bf bd1b207281e3edc9f f 61b9e800f 225dc 3f 82bd5f 794
7e0a86beeB8a3d437af 93f 54e61858bac877c58d3f e0ec6be54b4c75f ad23elfd

ASAFI3750X L Ky IR B

HEMMEER A MEREHCEMEZEPACY BEIFK THISEREEN, ELENERX LRERR
REERE, ERBASALNRERF  FEWALTHS

bsns-asa5510- 17# cts refresh environment-data

EEASALREE (RER , EETIRBENSCTER/AH , BHEEREE )  FWAUTHS

bsns-asa5510-17(confi g)# show cts environment-data
CTS Environment Data

St at us: Active

Last downl oad attenpt: Successful

Environnent Data Lifetime: 86400 secs

Last update tine: 05:05: 16 UTC Apr 14 2007
Env-data expires in: 0: 23: 56: 15 (dd: hr: mm sec)
Env-data refreshes in: 0: 23: 46: 15 (dd: hr: mm sec)

HEHITS0XERTBE |, FEAUT T EERERN

bsns- 3750- 5#cts refresh environment-data



EERTER , FRWAUTSHS

bsns- 3750- 5#show cts environment-data
CTS Environnent Data

Current state = COVWLETE
Last status = Successful
Local Device SGT:
SGT tag = 0-01: Unknown
Server List Info:
Installed list: CTSServerlList1l-0001, 1 server(s):
*Server: 10.48.66.129, port 1812, A-1D C40A15A339286CEAC28A50DBBAC59784
Status = ALIVE flag(0x11)
auto-test = TRUE, keyw ap-enabl e = FALSE,

deadti ne = 20 secs
Security Group Nane Tabl e:
0001-60 :

0-47 :Unknown

2-47:VLAN10

3-47:VLAN20

4-47:VLAN100O
Transport type = CTS_TRANSPORT_I P_UDP
Environnent Data Lifetime = 86400 secs
Last update tine = 05:33:49 UTC Thu Apr 7 2011
Env-data expires in 0: 16: 46: 50 (dd: hr: mm sec)
Env-data refreshes in 0:16:46:50 (dd: hr: mm sec)
Cache data applied = NONE
State Machine is running

EESEERTHAEERMNEENEHE,

idle-tinme = 60 mns,

3750X LAY EAR IR R BT

HEITS0XEBRRERE , LERBSCTREEANEHRENEREER.

EHEMS Windows 7TEEFREBBS D , FRAUTHS

bsns- 3750- 5#show authentication sessions interface gl1/0/2

Interface: GigabitEthernetl/0/2
MAC Address: 0050.5699. 4eb2
| P Address: 192.168.1.200
User - Nane: 00-50-56-99-4E-B2
Status: Authz Success
Donai n: DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host node: singl e-host
Qper control dir: both
Aut hori zed By: Authentication Server
Vlan Policy: 10
ACS ACL: XACSACLX- IP-PERMIT_ALL_TRAFFIC-51134bb2
SGT: 0002-0
Session tinmeout: NA
Idle tineout: NA
Comon Session | D: COA80001000001002B67334C
Acct Session ID: 0x00000179
Handl e:  0x94000101



Runnabl e net hods i st:
Met hod State
mab Authc Success
dot 1x Not run

W HFER , VLAN10EESGT 0002F1DACL— 2 AR FI B E.

EBMEMS Windows XPRAEHEEBENRE , FWAUTHS

bsns- 3750- 5#sh aut henti cation sessions interface g1/0/1
Interface: GigabitEthernetl/0/1
MAC Address: 0050.5699. 4eal
| P Address: 192.168.2.200
User - Nane: cisco
Status: Authz Success
Domai n:  DATA
Security Policy: Should Secure
Security Status: Unsecure
Oper host npbde: nulti-auth
Qper control dir: both
Aut hori zed By: Authentication Server
Vlan Policy: 20
ACS ACL: XxACSACLx-|P-PERM T_ALL_TRAFFI C-51134bb2
SGT: 0003-0
Session timeout: NA
Idle tineout: NA
Common Session | D: COA80001000000FE2B67334C
Acct Session ID: 0x00000177
Handl e:  0x540000FF

Runnabl e net hods i st:
Met hod State
dotlx Authc Success
mab Not run

B B , VLAN 2082SGT 0003FIDACL—EE AR FTE R &

£ AipZ B IR M ThrEMBIP#th it , DHCPAR 4 FERL & Adhcp snooping. & , EEEDHCPEE
% TENEFRNIPi, HAFTERENIP ( MAFIFR ) , & Harp snoopingZh At
, M B PCAEBIEFAE B E T et iRl Sy 1P st

HRERBRE  TREFTERRSTUEELRAT !

bsns- 3750- 5#ip device tracking interface gl1/0/1
bsns- 3750- 5#ip device tracking interface gl/0/2
bsns- 3750- 5#show ip device tracking all

I P Device Tracking = Enabl ed

| P Device Tracking Probe Count = 3

| P Device Tracking Probe Interval = 30

| P Device Tracking Probe Delay Interval =0

| P Addr ess MAC Addr ess Vlan Interface STATE
192. 168. 1. 200 0050. 5699. 4eb2 10 G gabi t Et hernet 1/ 0/ 2 ACTI VE
192. 168. 2. 200 0050. 5699. 4eal 20 G gabi tEthernet1/0/ 1 ACTI VE

Total nunber interfaces enabled: 2
Enabl ed i nterfaces:
G1/0/1, G1/0/2



3750X £ WY SR MG SEH

3750X ( BBASAT[E ) ATLAEISET 8K, ETHRMERKB 2 , BLXREAUTRTHRARE
B

bsns- 3750- 5(confi g) #cts role-based enforcement
bsns- 3750-5(confi g) #cts role-based enforcement vlan-list 1-1005,1007-4094

MRRRAZIRE  RRRETHZERE , EFSREXKBKALBETSREARER,
ERRRMBIN , FRMAUTSHS

bsns- 3750- 5#cts refresh policy
Policy refresh in progress

EREESRISETHRE , FRAUTH S :

bsns- 3750- 5#show cts role-based permissions

I Pv4 Rol e-based permi ssions default:
Permt |P-00

| Pv4 Rol e-based permi ssions fromgroup 2: VLAN1O to group Unknown:
| CVP- 20

| Pv4 Rol e-based perm ssions fromgroup 2: VLAN1O to group 2: VLAN1O:
| CVP- 20

| Pv4 Rol e-based perm ssions fromgroup 2: VLAN1O to group 3: VLAN20:
| CVP- 20
Deny | P-00

BHER  RATHTERROSLEED,

ECTSEd , ERBEESREMNSCT , Y EENBER FRE, EXRTHERFFEXINFE—
BAEE A MEEREEBEZEFIENLIH, ZIXERERY K RACHEHEETHENSCT , I
HEH RS EBIESGT , EAFERIEBISHRSCTHEAERS,

HREERRISET HA KL,

EBEDH  MERBESHETR. B2 , MRFERMS Windows XPE BB EEE
(SGT=VLAN20) , B3 E T EH(EMEAVLAN20E FER KR (1T) , RARKSGTHREESZH
BEARTIR M,

Bk ( BREHEAE ) B0 REASTS0XMMEBRER T BMARE T HEPLRA,

SXP Exchange ( ASAERERESR , 3750X/ERBEE )

ASATXESGT, ASAEZEMEEASGTHE, Hit , 3750XE LS SCTER N IEEIXZFIASA, ™
BEASXP, HEAFASAK R EEEZINEEIPH I ESCT 2 MHMNENR. EEIRENA
, ASABESTHS IP b 1 ¥ AR BISG T AR ESGACLI AR K,

EERITSOXEEABES  FRAUTH T

cts sxp enable
cts sxp default source-ip 192.168.1.10
cts sxp default password cisco



cts sxp connection peer 192.168.1.1 password default mode local

ERASAREAERER  FBANTHT

cts sxp enable

cts sxp default password *****

cts sxp default source-ip 192.168.1.1

cts sxp connection peer 192.168.1.10 password default mode local listener

ERFASARTEKRTIYH  BFRAUTSHS

bsns-asab5510- 17# show cts sxp sgt-map ipv4 detail
Total nunber of |P-SGT mappings : 2
Total nunmber of |P-SGI mappi ngs shown: 2

SGT . 2: VLAN1O

| Pv4 . 192.168. 1. 200
Peer | P :192.168.1.10
I ns Num 1

St at us . Active

Seq Num © 49

SGT . 3: VLAN20

| Pv4 : 192.168. 2. 200
Peer | P :192.168.1.10
I ns Num 1

St at us . Active

Seq Num : 39

BT , EASAKEIRIP# L 5192.168.1.200 EAE R EK , AJLUEHR AR ESCT=2R B,
HRIRIPH1E192.168.200.2 , ERESMHER AR ESCT=3, ERKERAR B IPibL,

RBE:3750X A A AE MBI M P, ERBBIPRERMTHN . HRKIREW EHERE
KIPihi , XML EE B NREBRBZREAEND, SKBRPRERMIEHHEIPH
, e IBSXPEH ., MRIABSCTREHN , HIFSEBSXPEIEX.

fEFSGT ACLIWASA L W H &R

LT RYEASAERENBRE

interface Ethernet0/0

nanei f out si de

security-level 0O

i p address 192.168.1.1 255.255.255.0
1

interface Ethernet0/1

nanei f inside

security-level 100

i p address 192.168.2.1 255.255.255.0

ACLENEE VYW ERASIRINE. ALFFHRSGT=32ISGT=2(FEAVLAN10O)WFIEICMPH & :

access-list inside extended permt icnp security-group tag 3 any security-group
name VLAN1O any
access-group inside in interface inside



AR BULMERARRERIEREE.

WMRBRIPH1E £192.168.2.200(SGT=3)1IMS Windows XP¥fIPih it £192.168.1.200(SGT=2)#Y
MS Windows 7#11Tping , ASAAS 2 3 ELR

Y%ASA- 6- 302020: Built outbound | CVP connection for faddr 192.168.1.200/0
(2: VLAN1O) gaddr 192.168.2.200/512 | addr 192.168. 2. 200/ 512( 3: VLAN20)

EREREATenetly , RESEEIHE

Deny tcp src inside:192. 168. 2. 200/ 2478( 3: VLAN20) dst outsi de: 192. 168. 1. 200/ 23

(2: VLAN1O) by access-group "inside"

ASALEEZEEERE, RMEEHTURREARSEEN P, iR R AFFESGTERE= 3
|Pth11k192.168.2.200%] & AVLAN10RYSCTZE M B /2 = #1#15192.168.1.200M ICMPEI FER £

access-list inside extended permt icnp security-group tag 3 host 192.168. 2. 200
security-group name VLANLO host 192.168.1.200 echo

BEAGTUERILAN

obj ect-group security SGT-VLAN 10
security-group name VLANLO

obj ect-group security SGT-VLAN 20
security-group tag 3

obj ect-group network host1l

net wor k- obj ect host 192.168. 1. 200
obj ect-group network host2

net wor k- obj ect host 192.168. 2. 200
obj ect-group service ny-icnp-echo
servi ce-object icnp echo

access-list inside extended pernit object-group ny-icnp-echo
obj ect-group-security SGT-VLAN 20 obj ect-group host2 object-group-security
SGT- VLAN- 10 obj ect-group host1

fE AHEISE T MAY SKREFE3750X L 1T 7 MiB M(RBACL)

WA A EREME F ERARREE, B2 , WREBERRISETHN KK, AHFEASALERNFKE
E—ERAFFERIPHUFISGT ( LAK K BActive DirectoryfIEREEZHE ) . XM L ERMNF
( A FEEISE ) EAFFSCT, MREBFEERHR AP EAIPHbHE | BIZEZEASA LEITBIR.

£MS Windows XPFIMS Windows 72 BBIEICMPHRE. Al , BA4EEMS Windows L A5 FaE5 48
RATRASAE RN B3750X, 3750XEERANE , WEHAKAHS

interface VI anl0

i p address 192.168. 1. 10 255.255.255.0
!

interface VI an20

i p address 192.168. 2. 10 255. 255. 255.0

RERERISETH. ERIBEM , FRANUTHS



bsns- 3750- 5#show cts role-based permissions
I Pv4 Rol e-based permnissions default:
Permt |P-00

I Pv4 Rol e-based permi ssions fromgroup 2: VLAN1O to group Unknown:

| CMP- 20

I Pv4 Rol e-based perm ssions fromgroup 2: VLAN1O to group 2: VLANI1O:

| CMP- 20

I Pv4 Rol e-based perm ssions fromgroup 2: VLAN1O to group 3: VLAN20:

| CVP- 20
Deny | P-00

#VLAN10(MS Windows 7)BIVLAN20(MS WindowsXP)#J 7 & & 2 FICMP-20 ACLH 414 , &

ERISETH :

bsns- 3750- 5#show ip access-lists ICMP-20
Rol e-based I P access list | CvP-20 (downl oaded)
10 pernmit icnp

EEMIRACL , BBALUTSS

bsns- 3750- 5#show cts rbacl
CTS RBACL Policy

RBACL | P Version Supported: |Pv4

name = Deny | P-00
| P protocol version = |PV4
refecnt = 2
flag = 0x41000000
stale = FALSE
RBACL ACEs:
deny ip
name = ICMP-20
| P protocol version = |PV4
refcnt = 6
flag = 0x41000000
stale = FALSE
RBACL ACEs:

permit icmp

nanme = Permit IP-00
| P protocol version = |PV4
refcnt = 2
flag = 0x41000000
stale = FALSE
RBACL ACEs:
permt ip

ERESCTHMRUBARKEMAEIHNREERER  FWAUTHS

bsns- 3750- 5#show cts role-based sgt-map all
Active | P-SGT Bindings Information

| P Addr ess SGT Sour ce
192. 168. 1. 200 2 LOCAL
192. 168. 2. 200 3 LOCAL

| P- SGT Active Bindi ngs Sunmary

i



Total nunber of LOCAL bi ndi ngs
Total nunber of active bi ndi ngs

#MS Windows 7(SGT=2)Z/MS Windows XP(SGT=3)KICMPEEACL ICMP-20¥5 B £ X R R #F
wER273 (15EAFNERE ) WRENFTBERTURFTE-H

bsns- 3750- 5#show cts role-based counters
Rol e- based | Pv4 counters

# '-' in hardware counters field indicates sharing anong cells with identical
policies

From To SW Deni ed HW Deni ed SWPernitted HWMPernitted
2 0 0 0 1695 224

2 2 0 - 0 -

* * 0 0 133258 132921

2 3 0 0 0 15

EXMEATelnetf B EE% , ERELNFT I WM (ICMP-20 ACLEFTAREF)

bsns- 3750- 5#show cts role-based counters
Rol e-based | Pv4 counters

# '-' in hardware counters field indicates sharing among cells with identical
policies

From To SW Deni ed HW Deni ed SWPernmtted HWMPernmitted
2 0 0 0 1695 224

2 2 0 - 0 -

* * 0 0 133281 132969

2 3 0 2 0 15

HE  BEPERNER)ETEMEREBRNREAGINMITEISELNEEFES
unknown , 3£ F EE#E SR 5%0)

MREHACLIRE FHloglRF (EISELER ) , B ENERIFMEAMRIMNRESCE
RIEFACLEBlogBER T

B

AERREE K F2RSERERND.

REREGE R

PACHE
A BEPAC

FEFTRE IR ERE, B BSYRADIUSHARES £ Hpacki# =, 3750X LA BE



PACEREFEREAP-FASTH N AIER S BT IHE , AZB A EEAMicrosoft EHEF 5 1B FE %

TE(EAP-MSCHAPV2) B 3885, HETHRREF

, BB I ZERADIUSHE ,

© M REAP-FAST# &

HN—&2 , ARBREZ2RBE  ZBEEAERCEEBEIDMNERRIEAP-MSCHAPV2ETT & 13 5

o

% —{ERADIUSEE 3R F§ AAA service-type=cts-pac-provisioningi@ HlISEiE & — fEPACEE K.

bsns- 3750- 5#debug cts provisioning events

bsns- 3750- 5#debug cts provisioning packets

* Mar

10. 48.

* Mar

10. 48.

* Mar
* Mar
* Mar

10. 48.

* Mar
* Mar

10. 48.

* Mar
* Mar
* Mar

10. 48.

* Mar
* Mar

10. 48.

* Mar
* Mar
* Mar

10. 48.

*Mar
*Mar
*Mar
*Mar
*Mar

10. 48.

*Mar
*Mar
*Mar
*Mar
*Mar

10. 48.

*Mar
*Mar
*Mar
*Mar
*Mar

10. 48.

*Mar
*Mar
*Mar
*Mar
*Mar

10. 48.

*Mar
*Mar
*Mar
*Mar
*Mar

1 09:55:11.997: CTS-provisioni

66. 109: 57516 dst =10. 48. 66. 129:
1 09:55:11.997:

66. 129

1 09:55:
1 09:55:
1 09:55:
66. 129.

1 09:55:
1 09:55:
66. 129

1 09:55:
1 09:55:
1 09:55:
66. 129.

1 09:55:
1 09:55:
66. 129

1 09:55:
1 09:55:
1 09:55:
66. 129.

1 09:55:
1 09:55:
1 09:55:
1 09:55:
1 09:55:
66. 129.

1 09:55:
1 09:55:
1 09:55:
1 09:55:
1 09:55:
66. 129.

1 09:55:
1 09:55:
1 09:55:
1 09:55:
1 09:55:
66. 129.

1 09:55:
1 09:55:
1 09:55:
1 09:55:
1 09:55:
66. 129.

1 09:55:
1 09:55:
1 09:55:
1 09:55:
1 09:55:

11.
11.
11.

12.
12.

12.
12.
12.

12.
12.

12.
12.
12.

12.
12.
12.
12.
12.

12.
12.
12.
12.
12.

12.
12.
12.
12.
12.

12.
12.
12.
12.
12.

12.
12.
12.
12.
12.

997:
997:
997:

006:
006:

006:
106:
115:

744:
744:

744:
844:
844:

853:
853:
853:
853:
861:

861:
861:
861:
878:
878:

886:
886:
886:
895:
895:

895:
895:
903:
912:
912:

920:
920:
920:
928:
928:

CTS- provi si oni

CTS- provi
CTS- provi
CTS- provi

CTS- provi
CTS- provi

CTS- provi
CTS- provi
CTS- provi

CTS- provi
CTS- provi

CTS- provi
CTS- provi
CTS- provi

CTS- provi
CTS- provi
CTS- provi
CTS- provi
CTS- provi

CTS- provi
CTS- provi
CTS- provi
CTS- provi
CTS- provi

CTS- provi
CTS- provi
CTS- provi
CTS- provi
CTS- provi

CTS- provi
CTS- provi
CTS- provi
CTS- provi
CTS- provi

CTS- provi
CTS- provi
CTS- provi
CTS- provi
CTS- provi

si
si
si

si
si

si
si
si

si
si

si
si
si

Si
Si
Si
Si
Si

Si
Si
Si
Si
Si

Si
Si
Si
Si
Si

Si
Si
Si
Si
Si

Si
Si
Si
Si
Si

oni
oni
oni

oni
oni

oni
oni
oni

oni
oni

oni
oni
oni

oni
oni
oni
oni
oni

oni
oni
oni
oni
oni

oni
oni
oni
oni
oni

oni
oni
oni
oni
oni

oni
oni
oni
oni
oni

ng: New session socket:
1645

ng:

ng:
ng:
ng:

ng:
ng:

ng:
ng:
ng:

ng:
ng:

ng:
ng:
ng:

ng:
ng:
ng:
ng:
ng:

ng:
ng:
ng:
ng:
ng:

ng:
ng:
ng:
ng:
ng:

ng:
ng:
ng:
ng:
ng:

ng:
ng:
ng:
ng:
ng:

Src=

Sendi ng EAP Response/ldentity to

OUTGO NG RADI US
| NCOM NG RADI US
Recei ved RADI US

Recei ved TX_PKT
Sendi ng EAPFAST

OUTGO NG RADI US
| NCOM NG RADI US
Recei ved RADI US

Recei ved TX_PKT
Sendi ng EAPFAST

OUTGO NG RADI US
| NCOM NG RADI US
Recei ved RADI US

Recei ved TX_PKT
Sendi ng EAPFAST
OUTGO NG RADI US
I NCOM NG RADI US
Recei ved RADI US

Recei ved TX_PKT
Sendi ng EAPFAST
OUTGO NG RADI US
I NCOM NG RADI US
Recei ved RADI US

Recei ved TX_PKT
Sendi ng EAPFAST
OUTGO NG RADI US
I NCOM NG RADI US
Recei ved RADI US

Recei ved TX_PKT
Sendi ng EAPFAST
OUTGO NG RADI US
I NCOM NG RADI US
Recei ved RADI US

Recei ved TX_PKT
Sendi ng EAPFAST
OUTGO NG RADI US
I NCOM NG RADI US
Recei ved RADI US

msg to 10. 48. 66. 129:
msg from 10. 48. 66. 129:
chal l enge from

from EAP net hod
response to

msg to 10. 48. 66. 129:
msg from 10. 48. 66. 129:
chal l enge from

from EAP net hod
response to

msg to 10. 48. 66. 129:
msg from 10. 48. 66. 129:
chal l enge from

from EAP net hod

response to 10. 48. 66. 129
msg to 10. 48. 66. 129:

msg from 10. 48. 66. 129:
chal l enge from

from EAP net hod

response to 10. 48. 66. 129
msg to 10. 48. 66. 129:

msg from 10. 48. 66. 129:
chal l enge from

from EAP net hod

response to 10. 48. 66. 129
msg to 10. 48. 66. 129:

msg from 10. 48. 66. 129:
chal l enge from

from EAP net hod

response to 10. 48. 66. 129
msg to 10. 48. 66. 129:

msg from 10. 48. 66. 129:
chal l enge from

from EAP net hod

response to 10. 48. 66. 129
msg to 10. 48. 66. 129:

msg from 10. 48. 66. 129:
chal l enge from



10. 48. 66. 129.
*NMar 1 09:55:12.970: CTS-pac-refresh: PAC C40A15A339286CEAC28A50DBBAC59784
refresh timer has been set for 20y30w

*Mar 1 09:55:12.970: CTS-provisioning: Ignoring key data.

*Mar 1 09:55:12.979: CTS-provisioning: Received TX_PKT from EAP net hod

*Mar 1 09:55:12.979: CTS-provisioning: Sending EAPFAST response to 10.48.66. 129
*Mar 1 09:55:12.979: CTS-provisioning: OUTGA NG RADI US nmsg to 10.48. 66. 129:

*Mar 1 09:55:12.995: CTS-provisioning: | NCOM NG RADI US nsg from 10. 48. 66. 129:
*Mar 1 09:55:12.995: CTS-provisioning: Received RADIUS reject from 10.48.66.129

*Mar 1 09:55:12.995: CTS-provisioning: Successfully obtained PAC for A-ID
c40al5a339286ceac28a50dbbac59784

*Mar 1 09:55:12.995: CTS-provisioning: cts_provi_server_cl eanup: 10.48.66.129
*Mar 1 09:55:12.995: CTS-provisioning: work conplete, process termninating.

i 5 R EZERADIUS reject , AR ERKFIPAC , Y EREHITE- TN HHRBBE,

fmaclE , HISENFTEHMBRAIIEEPAC, B2 , IRELIEMBRERN KR , RNKBER B
MEERARFREREK, BETR , ETFZERADIUSE R F /i flcts-opaqueue(PAC) , ESZERK
KB

WMREHPACEIRIER |, ISELEETRUTHRHEE

The Message- Authenticator RADIUS attribute is invalid

ﬁﬂ%PAC@ﬁﬁﬁ’*M , TR 85 & F{5485 (debug cts provisioning + debug radius)#9 LA T & H

Apr 20 10:07:11.768: CTS-provisioning: Sending EAP Response/ldentity t

Apr 20 10:07:15.325: RADIUS(0000024B): Request timed out!

Apr 20 10:07:15.325: RADIUS: No response from (10.62. 84.224: 1645, 1646) for
id 1645/ 37

MRIEFE AR KRradius servert&fl , SRR :

radi us server KRK-1SE
address ipv4d 10.62.84.224 auth-port 1645 acct-port 1646
pac key CISCO

AR CXAEISELERAERESHRIERETEANERER.

PACHE K% , ISELEBERUTRA :



Authentication Summary

Logged At: June 26 2013 1:36:32.676 PM
RADILS Status: PAC provisioned

MAS Failure:

Username: 3750

MAC/F Address: BC:16:65:25:A5:00

Metwork Device: 37E0X : 10.48.66.109 :
Allowed Protocol: MOACD SGT Semnice

ldentity Store: Internal CTS Devices

Authaorization Profiles:
SGA Securty Group:
Authentication Protocol : EAP-FAST(EAP-MSCHAPYZ)

B

RIERIFANRISEEREARER , BESCTHRBEMNEHE, HETBRE RSB =ERADIUSERMH
B Ry C e,

HWRE—EFER , XEBKFICTSServerlistE ., HRE_ME , CEWFENFMER ; HR&K
®R—EBE K cEWSEEBRNEBNABASCT:



No. |Source Destination | Prutocall Length | Info

110.48.66.109 10.48.606.129 RADIUS 347 Access-Request(1l) (id=166, 1=319)
210.48.66.129 10.48.66.109 RADIUS 337 Access-Accept(2) (id=166, 1=389)
310.48.66.109 10.48.66.129 RADIUS 351 Access-Request (1) (id=167, 1=323)
410.48.66.129 10.48.66.109 RADIUS 288 Access-Accept(2) (id=167, 1=260)
510.48.66.109 10.48.66.129 RADIUS 350 Access-Request(l) (id=168, 1=322)
610.48.66.129 10.48.66.109 RADIUS 396 Access-Accept(2) (1d=168, 1=368)

RUthenticator: DIb/ZC4290e05934 170643 15eeubaduc
[This i i ! = i 5]
[Time from request: 0.008000000 seconds]
= Attribute Value Pairs
= AVP: 1=14 t=User-Name(l): #CTSREQUEST#
User-Name: #CTSREQUEST#
AVP: 1=40 t=State(24): 52656175746853657373696f6e3a30613330343238313030. ..
AVP: 1=50 t=Class(25): 434143533a30613330343238313030303031343033353143, ..
AVP: 1=6 t=Termination-Action(29): RADIUS-Request(1)
AVP: 1=18 t=Message-Authenticator(80): ac8e7b6f0d59da776fodbflffaddbafl
AVP: 1=39 t=Vendor-Specific(26) v=Cisco(9)
b ¥SA: 1=33 t=Cisco-AVPair(l): cts:security-group-table=0001-5
= AVP: 1=46 t=Vendor-Specific(26) v=Cisco(9)
b ¥SA: 1=40 t=Cisco-AVPair(l): cts:security-group-info=0-0-00-Unknown
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=ffff-0-00-ANY
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
P VSA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=2-0-00-VLAN1®
= AVP: 1=45 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=39 t=Cisco-AVPair(l): cts:security-group-info=3-0-00-VLAN20

jq = w v w

LRSS EDFERMSCT 0. ffUARMERESR : SCTEE2H B AVLAN10,SCTEE3INE A
VLAN20,

X - HAPACTHHEL , FTERADIUSE sk #4aEcts-pac-opaqueo



No. |Source Destination Protocol| Length| Info

110.48.66.109 10.48.606.129 RADIUS 347 Access-Request (1) (id=166, 1=319)
210.48.66.129 10.48.66.109 RADIUS 337 Access-Accept(2) (id=166, 1=309)
310.48.66.109 10.48.66.129 RADIUS 351 Access-Request (1) (id=167, 1=323)
4106.48.66.129 10.48.66.109 RADIUS 288 Access-Accept(2) (id=167, 1=260)
510.48.66.109 10.48.66.129 RADIUS 350 Access-Request(l) (id=168, 1=322)
610.48.66.129 10.48.606.109 RADIUS 396 Access-Accept(2) (id=168, 1=368)

¢ Raw packet data
b Internet Protocol Yersion 4, Src: 10.48.66.109 (160.48.66.109), Dst: 10.48.66.129
v User Datagram Protocol, Src Port: sightline (1645), Dst Port: sightline (1645)
« Radius Protocol
Code: Access-Request (1)
Packet identifier: 0xa6 (166)
Length: 319
Authenticator: 60a2c@dbab563d6adfdb44910f646d%e
[The response to this request is in frame 2]
= Attribute Value Pairs
= AVP: 1=203 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=197 t=Cisco-AVPair(l): cts-pac-opaque=\000\002\000\2604000%003\000%\0
= AVP: 1=14 t=User-Name(l): #CTSREQUEST#
User-Name: #CTSREQUEST#
AVP: 1=34 t=Vendor-Specific(26) v=Cisco(9)
P VSA: 1=28 t=Cisco-AVPair(l): cts-environment-data=3750X
AVP: 1=18 t=User-Password(2): Encrypted
AVP: 1=6 t=Service-Type(6): Dialout-Framed-User(5)
AVP: 1=6 t=NAS-IP-Address(4): 10.48.66.109
AVP: 1=18 t=Message-Authenticator(80): al6f5aea9aflcb47abb8do6d229eecec?

4

L A - 4

£3750X L |, BEZEEFME =ZERADIUSEIENESE  UREENSE, FEFMEANESEE
HSGT-inside/E & :

bsns- 3750- 5#debug cts environment-data all

*Mar 1 10: 05:07.454: CTS env-dataé&col on; cl eanup ntast SGT table

*Mar 1 10: 05:18.057: CTS env-data&col on; Force environnent-data refresh
*Mar 1 10: 05:18.057: CTS env-data&col on; downl oad transport-type =
CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18. 057: cts_env_data START: during state env_data_conpl ete,
got event O(env_data_request)

*Mar 1 10:05:18.057: @@ cts_env_data START:. env_data_conplete ->
env_data_waiting_rsp

*Mar 1 10:05:18.057: env_data_waiting rsp_enter: state = WAl TI NG_RESPONSE
*Mar 1 10: 05:18.057: env_data_request_action: state = WAl TI NG_RESPONSE

*Mar 1 10:05:18.057: cts_env_data_is_conplete: FALSE, req(x0), rec(x0),
expect (x81), conpl etel(x85), conplete2(xB5), conplete3(x28B5)

*Mar 1 10: 05:18.057: cts_aaa_req_setup: (CTS env-data)Private group appears DEAD,
attenpt public group

*Mar 1 10: 05:18.057: cts_aaa_req_setup: (CTS env-data)CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18.057: cts_aaa_req_setup: (CTS env-data)AAA req(x7C3DF10)

*Mar 1 10: 05:18.057: cts_aaa_attr_add: AAA req(0x7C3DF10)

*Mar 1 10:05:18.057: user nane = #CTSREQUEST#

*Mar 1 10: 05:18. 057: cts-environnent-data = 3750X

*Mar 1 10: 05:18.057: cts_aaa_req_send: AAA req(0x7C3DF10) successfully sent to AAA

*Mar 1 10: 05:18.083: cts_aaa_call back: (CTS env-data)AAA req(0x7C3DF10)
response success



*Mar 1 10: 05:18.083: AAA attr: Unknown type (447).

*Mar 1 10: 05:18.083: AAA attr: Unknown type (220).

*Mar 1 10: 05:18.083: AAA attr: Unknown type (275).

*Mar 1 10:05:18. 083: AAA attr: server-list = CTSServerList1-0001.
*Mar 1 10:05:18. 083: AAA attr: security-group-tag = 0000- 00.

*Mar 1 10: 05:18.083: AAA attr: environment-data-expiry = 86400.
*Mar 1 10: 05:18.083: AAA attr: security-group-table = 0001-5.

*Mar 1 10: 05:18.083: CTS env-data&col on; Receiving AAA attributes
CTS_AAA SLI ST
slist name(CTSServerListl) received in 1lst Access-Accept
slist name(CTSServerlListl) created
CTS_AAA SECURI TY_GROUP_TAG - SGTI = uni cast - unknown- 00
CTS_AAA_ENVI RONVENT_DATA_EXPI RY = 86400.
CTS_AAA_SGT_NAME LI ST
tabl e(0001) received in 1st Access-Accept
ol d name(), gen()
new nane(0001), gen(50)
CTS_AAA DATA_END
*Mar 1 10: 05:18.083: cts_env_data WAl TI NG_RESPONSE: during state
env_data_waiting_rsp, got event 1(env_data_received)
*Mar 1 10:05:18.083: @@ cts_env_data WAl TI NG RESPONSE: env_data_waiting_rsp ->
env_dat a_assessi ng
*Mar 1 10: 05:18.083: env_data_assessing_enter: state = ASSESSI NG
*Mar 1 10: 05:18.083: env_data_assessing_action: state = ASSESSI NG
*Mar 1 10:05:18.083: cts_env_data_is_conplete: FALSE, req(x1089), rec(xC83),
expect (x28B5), conpl et el(x85), conplete2(xB5), conplete3(x28B5)
*Mar 1 10: 05:18.083: cts_env_data ASSESSI NG during state env_data_assessing,
got event 3(env_data_i nconplete)
*Mar 1 10: 05:18.083: @@ cts_env_data ASSESSI NG env_data_assessing ->
env_dat a_wai ting_rsp
*Mar 1 10:05:18.083: env_data_waiting rsp_enter: state = WAl TI NG_RESPONSE
*Mar 1 10: 05:18.083: env_data_request_action: state = WAl TI NG_RESPONSE
*Mar 1 10:05:18.083: cts_env_data_is_conplete: FALSE, req(x1089), rec(xC83),
expect (x28B5), conpl etel(x85), conplete2(xB5), conplete3(x28B5)
*Mar 1 10: 05:18.083: cts_aaa_req_setup: (CTS env-data)Private group appears DEAD,
attenpt public group

*Mar 1 10:05:18.083: cts_aaa_req_setup: (CTS env-data)CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18.083: cts_aaa_req_setup: (CTS env-data)AAA req(x792FFDO)

*Mar 1 10:05:18.083: cts_aaa_attr_add: AAA req(0x792FFDO)

*Mar 1 10:05:18.091: user nane = #CTSREQUEST#

*Mar 1 10:05:18.091: cts-server-list = CTSServerlListl

*Mar 1 10:05:18.091: cts_aaa_req_send: AAA req(0x792FFD0) successfully sent to AAA

*Mar 1 10: 05:18.099: cts_aaa_cal |l back: (CTS env-data) AAA req(0x792FFDO)
response success
*Mar 1 10: 05:18.099: AAA attr: Unknown type (447).
*Mar 1 10: 05:18.099: AAA attr: Unknown type (220).
*Mar 1 10: 05:18.099: AAA attr: Unknown type (275).
*Mar 1 10:05:18.099: AAA attr: server-list = CTSServerList1-0001.
*Mar 1 10:05:18.099: AAA attr: server = c40al5a339286ceac28a50dbbac59784:
10. 48. 66. 129: 1812.
*Mar 1 10: 05:18.099: CTS env-data&col on; Receiving AAA attributes

CTS_AAA SLI ST

2nd Access-Accept slist name (CTSServerListl), gen(0001)
CTS_AAA_SERVERS
server (c40al5a339286ceac28a50dbbac59784: 10. 48. 66. 129: 1812) added

CTS_AAA DATA _END
*Mar 1 10: 05:18.099: cts_env_data WAl TI NG_RESPONSE: during state
env_data_waiting_rsp, got event 1(env_data_received)
*Mar 1 10:05:18.099: @@ cts_env_data WAl TI NG RESPONSE: env_data_waiting_rsp ->
env_dat a_assessi ng
*Mar 1 10: 05:18.099: env_data_assessing_enter: state = ASSESSI NG
*Mar 1 10: 05:18.099: env_data_assessing_action: state = ASSESSI NG
*Mar 1 10:05:18.099: cts_env_data_is_conplete: FALSE, req(x108D), rec(xC87),
expect (x28B5), conpl etel(x85), conplete2(xB5), conplete3(x28B5)



*Mar 1 10: 05:18.099: cts_env_data ASSESSI NG during state env_data_assessing,
got event 3(env_data_i nconplete)

*Mar 1 10:05:18.099: @@ cts_env_data ASSESSI NG env_data_assessing ->
env_data_wai ting_rsp

*Mar 1 10:05:18.099: env_data_waiting rsp_enter: state = WAl TI NG_RESPONSE

*Mar 1 10: 05:18.099: env_data_request_action: state = WAl TI NG_RESPONSE

*Mar 1 10:05:18.099: cts_env_data_is_conplete: FALSE, req(x108D), rec(xC87),
expect (x28B5), conpl etel(x85), conplete2(xB5), conplete3(x28B5)

*Mar 1 10:05:18.099: cts_aaa_req_setup: (CTS env-data)Using private server group

*Mar 1 10:05:18.099: cts_aaa_req_setup: (CTS env-data)CTS_TRANSPORT | P_UDP

*Mar 1 10: 05:18.099: cts_aaa_req_setup: (CTS env-data)AAA req(x7A6C4AAC)

*Mar 1 10:05:18.099: cts_aaa_attr_add: AAA req(0x7A6CAAC)

*Mar 1 10:05:18. 099: user nane = #CTSREQUEST#

*Mar 1 10: 05:18.099: cts-security-group-table = 0001

*Mar 1 10: 05:18.099: cts_aaa_req_send: AAA req(O0x7A6C4AAC) successfully sent to AAA

*Mar 1 10: 05:18.108: cts_aaa_cal |l back: (CTS env-data) AAA req(0x7A6CAAC)
response success
*Mar 1 10: 05:18.108: AAA attr: Unknown type (447).

*Mar 1 10: 05:18.108: AAA attr: Unknown type (220).

*Mar 1 10: 05:18.108: AAA attr: Unknown type (275).

*Mar 1 10: 05:18.108: AAA attr: security-group-table = 0001-5.

*Mar 1 10: 05:18.108: AAA attr: security-group-info = 0-0-00-Unknown.
*Mar 1 10: 05:18.108: AAA attr: security-group-info = ffff-0-00-ANY.
*Mar 1 10: 05:18.108: AAA attr: security-group-info = 2-0-00-VLANLO.
*Mar 1 10: 05:18.108: AAA attr: security-group-info = 3-0-00- VLAN20.

*Mar 1 10: 05:18.108: CTS env-data&col on; Receiving AAA attributes
CTS_AAA_SGT_NAME_LI ST
tabl e(0001) received in 2nd Access- Accept
ol d name(0001), gen(50)
new nane(0001), gen(50)
CTS_AAA SGT_ NAME_INBOUND - SGT = unicast-unknown-00
flag (128) server name (Unknown) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME _ENTRY on
CTS_AAA SGT NAME INBOUND - SGT = unicast-default-00
flag (128) server name (ANY) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME _ENTRY on
CTS_AAA SGT NAME_INBOUND - SGT = 2-00
flag (128) server name (VLAN10) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME _ENTRY on
CTS_AAA SGT_NAME_INBOUND - SGT = 3-00
flag (128) server name (VLAN20) added
name (0001), request (1), receive (1)
Setting SG Nane receving bit CTS_ENV_DATA SGI_NAME_ENTRY on
CTS_AAA_DATA_END
*Mar 1 10: 05:18.108: cts_env_data WAl TI NG_RESPONSE: during state
env_data_waiting_rsp, got event 1(env_data_received)
*Mar 1 10:05:18.108: @@ cts_env_data WAl TI NG RESPONSE: env_data_waiting_rsp ->
env_dat a_assessi ng
*Mar 1 10: 05:18.108: env_data_assessing_enter: state = ASSESSI NG
*Mar 1 10: 05:18.108: env_data_assessing_action: state = ASSESSI NG
*Mar 1 10:05:18.116: cts_env_data_is_conplete: TRUE, req(x2085), rec(x2C87),
expect (x81), conpl etel(x85), conplete2(xB5), conplete3(x28B5)
*Mar 1 10:05:18. 116: cts_env_data ASSESSI NG during state env_data_assessing,
got event 4(env_data_conpl ete)
*Mar 1 10:05:18.116: @@@cts_env_data ASSESSI NG env_data_assessing ->
env_data_conpl ete
*Mar 1 10:05:18.116: env_data_conplete_enter: state = COWLETE
*Mar 1 10:05:18.116: env_data_install _action: state = COWLETE

SRR ol T



REXBBEIERERF . CRELUARKRERF., LA RRADIUSFERMES,

RMBEERNERRBFETFNABACL, AR, HREBEFTR&HHTN (RAFE ) WACL, EE
BiE 5 —EFERUENFEEA.

T REBERICMP-20 ACLEFHY EI FEEE 51 -

No. I Source | Destination | Pmtc:-cnll Lengl:h| Info

310.48.66.109 10.48.66.129 RADIUS 375 Access-Request (1) (id=31, 1=347)
410.48.66.129 10.48.66.109 RADIUS 235 Access-Accept(2) (id=31, 1=207)

510.48.66.109 10.48.66.129 RADIUS 390 Access-Request(1l) (id=32, 1=362)
1]
b Frame 4: 235 bytes on wire (1880 bits), 235 bytes captured (1880 bits)
* Raw packet data
¢ Internet Protocol VYersion 4, Src: 10.48.66.129 (10.48.66.129), Dst: 10.48.66.109
b User Datagram Protocol, Src Port: radius (1812), Dst Port: sightline (1645)
= Radius Protocol
Code: Access-Accept (2)
Packet identifier: 0x1f (31)
Length: 2087
Authenticator: 75c¢1a287476bb50b917480b9%41eeldll
[Time from request: 0.008000000 seconds]
= Attribute VYalue Pairs
P AVP: 1=14 t=User-Name(l): #CTSREQUEST#
FOAVP: 1=40 t=State(24): 52656175746853657373696f6e3a30613330343238313030. ..
FAYP: 1=50 t=Class(25): 434143533a30613330343238313030303031343042353143. ..
P AVP: 1=6 t=Termination-Action(29): RADIUS-Request(l)
b AVP: 1=18 t=Message-Authenticator(80): ebacc40303fc804ee71b587818c2f330
= AVP: 1=24 t=Vendor-Specific(26) v=Cisco(9)
» ¥SA: 1=18 t=Cisco-AVPair(l): cts:rbacl=ICHNP-2
= AVP: 1=35 t=Vendor-Specific(26) v=Cisco(9)
b VSA: 1=29 t=Cisco-AVPair(l): cts:rbacl-ace#l=permit icmp

FEidE |, B AR B cts role-based enforcement= BEi& &I B #EZACL,

ARETEAFEENR (ERRID) . NRFE , TU#EKRLTEERE , ARZEH KK, E0F
ASICRE\ERGT (ERxE ) .

bsns- 3750- 5#debug cts all

Mar 30 02:39:37.151: CTS authz entry: peer(Unknown-2) Receiving AAA attributes
rcv rbacl list: flags: req(81)rcv(0)wait (80)prev(0)install (880)
- SGT 2-01:VLAN10
- SGT 2-01:VLAN10
current arg_cnt=8, expected_num args=11
3rd Access-Accept rbacl received name(l CMP), gen(20)
recei ved_pol i cyp- >sgt (2- 01: VLAN10)
exi sting sgt_policy(73FFDB4) sgt(2-01: VLANLO)
RBACL name (ICMP-20)f| ag(40000000) already exists
acl _|istp(740266C) ol d_acl _i nfop(0), exist_rbacl _type(0)
CTS_AAA_AUTHORI ZATI ON_EXPI RY = 86400.
CTS_AAA DATA _END



Mar 30 02:39:37.176: cts_authz_entry_conpl ete_action: Policy download complete -
peer (Unknown-2) SGT(2-01:VLAN10) status(RBACL-POLICY SUCCEEDED)

Mar 30 02:39:37.176: cts_authz_rbacl _uninstall _cb:

Mar 30 02:39:37.176: uninstall cb_ctx:

Mar 30 02:39:37.176: sessi on_hdl F1000003

Mar 30 02:39:37.176: sgt _policyp = 73FFDB4, sgt=(2-01: VLAN1O), magi c( BABECABB)
Mar 30 02:39:37.176: i p_version = 1PV6

Mar 30 02: 39:37.176: src-or-dst = BOTH

Mar 30 02:39:37.176: wait_rbminstall _ip_ver(0)

Mar 30 02:39:37.176: wai t _rbm uninstall _i p_ver (C0000000)

Mar 30 02:39:37.176: cts_authz_rbacl _uninstall _cb:

Mar 30 02:39:37.176: uninstall cb_ctx:

Mar 30 02:39:37.176: sessi on_hdl = F1000003

Mar 30 02:39:37.176: sgt _policyp 73FFDB4, sgt=(2-01: VLAN10), magi c( BABECABB)
Mar 30 02:39:37.176: i p_version = 1PV4

Mar 30 02: 39:37.176: src-or-dst = BOTH

Mar 30 02:39:37.176: wait_rbminstall _ip_ver(0)

Mar 30 02:39:37.176: wai t _rbm uninstall _i p_ver (40000000)

Mar 30 02:39:37.210: install cb_ctx:

Mar 30 02:39: 37.210: sessi on_hdl F1000003

Mar 30 02:39: 37.210: sgt _policyp 73FFDB4, sgt=(2-01: VLAN10), magi c( BABECABB)
Mar 30 02:39: 37.210: i p_version = 1PV6

Mar 30 02: 39: 37. 210: src-or-dst = SRC

Mar 30 02:39: 37.210: wait _rbm.install _ip_ver(C0000000)

Mar 30 02:39: 37.210: wai t _rbmuninstall _ip_ver(0)

Mar 30 02:39:37.210: cts_authz_rbacl _install _cb: Waiting for nore RBM cal | back
for remaining | P version(40000000) RBACL policy(73FFDB4) for SGI(2-01: VLAN1O)
flag(41400001)

Mar 30 02:39:37.210: cts_authz_rbacl _install _cb:

Mar 30 02:39:37.210: install cb_ctx:

Mar 30 02:39: 37. 210: sessi on_hdl F1000003

Mar 30 02:39: 37.210: sgt_policyp = 73FFDB4, sgt=(2-01: VLAN1O), magi c( BABECABB)
Mar 30 02:39: 37.210: i p_version = 1PV4

Mar 30 02: 39:37. 210: src-or-dst = SRC

Mar 30 02:39: 37.210: wait _rbm.install _ip_ver(40000000)

Mar 30 02:39: 37.210: wai t _rbmuninstall _ip_ver(0)

Mar 30 02: 39: 37.210: cts_authz_rbacl_install cb: Program RBACL policy(73FFDB4)
for SGT(2-01:VLAN10) flag(41400001) success

SXP Exchange

SXPEFHHEHEE IPHUIPEERMAITEE, 2E  FHEAEHE(SMPP)EARAREREE
E#. SEATCPRIBE19E TR  EH2 A MEENHEBGP)HERE. SMPPEHE KN,
Wireshark’2 8 AIASMPPE KN & B#AIEEE , ERZZHIEHHNER -



Ho. | Source Destination Protocol| Length| Infe

J99% = SB15 y Ackml4753081901 Winm327638 Le

192 16E.7.18 182.144.1. TCR T4 50154 = H4899 [ACK]| Seq=14T5381981 Ack=2R02T375980 Win=4128 1 on=0

1.1
A L4E, LGS, 1.1 182, 163.1,1 SAPP 9d SMIM Bind_receiver[Malforned 'acket]
5 19%, 168,1.1 162,164,108 TCP T4 64990 = BR154 [ACK] Seqe2E92737598 Acks1475381917 Wine32768 Lansd
G192, 16E. 1.1 192.168.1. 18 SHFPP i SHPP Eind Cranamilter[Hal forned Packel |
CABE. L. 19 1. sAPP 143 SHI'T Query_sm
1

8192, 168.1.1 192.168, 1. 08 TCP T4 64990 = 58154 [ACK] Seq=269273706014 Acks147538199]1 Win=22768 Lensd

=

FAntemet Protocol Yersion 4, Smod 192, 168, 1.10 (192, 168,.1.148], Dst: 1%, 168.1.1 (1%2,168.1.1)

b Transmission Control Protocol, Src Pert: 58154 (58154, Dst Port: 64999 (64999), Seq: 1475381917, Ack: 2692737614, Len: 74
- Shart Message Peor bo Pesr, Command: Query sm, Soq

Length: 74

Operabion: Query sm (BxAOOBEART)

S s e 14
BRR B0 22 55 T IR 32 be 16 RS 2% a5 42 4% AR 45 od
BI1R PA A6 [T 7O 8D AB 11 A6 3B &% cf 49 41 Ba cp af
B2B Bl AL e3 Za fd 7 57 14 EBa 9d a0 71 22 d4e ab 18
Bab i og 13 L. F
BB i ch
LLINN0 03 @ il
RER
RThH 3 ]
RER  [Z[ERE N BB BE ol afl B 38 b1 AR B0
ICREE G2 G0

. £ —18c0 a8 01 c82192.168.1.200 , I HEHE®2,

. 55 —1EcO a8 02 c8:2192.168.2.200 , #H K3,

. 88 =1Ec0 a8 0a 02:2192.168.10.2 , EAtag 4CEEA R BIREFESGT=4)
EIPEE R MR FIMS Windows 78 IPH4E# | FE3750X LT 7 — LR -

bsns- 3750- 5#debug cts sxp message
bsns- 3750- 5#debug cts sxp internal
bsns- 3750- 5#debug cts sxp conn
bsns- 3750- 5#debug cts sxp mdb
bsns- 3750- 5#debug cts sxp error

Apr 7 00:39:06.874: CTS- SXP- CONN: sxp_process_nessage_event = CTS_SXPMSG_REQUEST
Apr 7 00:39:06.874: CTS- SXP- CONN: sxp_process_request CTS_SXPVMSG_REQ CONN_NVGEN
Apr 7 00:39: 06.874: CTS-SXP- CONN: cts_get _next _sxpconn_cl

Apr 7 00:39: 06.874: CTS- SXP- CONN: cts_get _next _sxpconn_cl

Apr 7 00:39: 06.874: CTS-SXP-INTNL: sxp_process_request bool ean set

Apr 7 00:39: 06.874: CTS-SXP-INTNL: sxp_send_request set bool ean after

Apr 7 00:40: 05.418: CTS-SXP-CONN:is_cts_sxp_rf_active

Apr 7 00:40: 05.418: CTS- SXP- MDB: sxp_export _i psgt_change 192.168.1.200/32 add 1

S\ 2ASA R FESER -

bsns-asa5510- 17# debug cts sxp all

YASA- 7- 776018: CTS SXP: Binding 192.168.1.200->2:VLAN10 from peer 192.168.1.10
(instance 1) added in SXP database.

YASA- 7- 776019: CTS SXP: Bi ndi ng 192. 168. 1. 200- >2: VLAN1O added. Update bi ndi ng
manager .

%ASA- 6- 776251: CTS SGT- MAP: Bi nding 192. 168. 1. 200->2: VLAN10 from SXP added to
bi ndi ng manager.

YASA- 7- 776014: CTS SXP: SXP received binding forwarding request (add) binding
192. 168. 1. 200- >2: VLANL1O.

ATHWBEASALNEZHH , B URARFFMRS

bsns-asa5510- 17# debug cts condition level detail
debug cts condition level detail is enable



ASA EH#ISGACL

EASAEFELZESXPEZEWMSCTHME K ZEEACLEZUUEE T/, BEHMETIRERE
A

bsns-asa5510- 17# debug cts sgt-map
# B security-groupfIACLAY TEAF RN ERARIPHut s E A& 5 HNACLH TEA R T2 MEE,
AR REE , URFrar P ARACLEYREYIMRE o

AT 2 #MS Windows XPZIMS Windows 7Hipingis ¥ , 2 B RPacket Tracer TEEH :

bsns-asa5510- 17# packet-tracer input inside icmp 192.168.2.200 8 0 192.168.1.200
detailed
<out put ommitted>

Phase: 2
Type: ACCESS-LIST
Subt ype: | og
Result: ALLOW
Config
access-group inside in interface inside
access-list inside extended permit icmp security-group tag 3 any security-group
name VLAN10 any
Addi ti onal Infornmation:
Forward Fl ow based | ookup yields rule:
in id=0Oxaaf2ae80, priority=13, donmi n=permt, deny=false
hi t s=185, user_dat a=Oxaa2f 5040, cs_i d=0x0, use_real _addr, flags=0x0
protocol =1
src ip/id=0.0.0.0, nask=0.0.0.0, icnp-type=0, tag=3:VLAN20
dst ip/id=0.0.0.0, nmask=0.0.0.0, icnp-code=0, tag=2:VLAN10, dscp=0x0
i nput _i fc=i nside, output_ifc=any

<out put omitted>

HBER

. Cisco TrustSec 3750 B {5

. B RARASA 9.18Cisco TrustSechi BiEE
. Cisco TrustSecEZB & M & 4% M

. Fiii BB H - Cisco Systems

3
&

m
-
c


//www.cisco.com/en/US/partner/docs/security/asa/asa91/configuration/general/aaa_trustsec.html?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



