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# E{F FAsetspn.exe(RWindows Server 2003 Service Pack 1 # T Efy—284%2)BEBCLI¥TILE
T, FREALTGS

setspn.exe -A HTTP/test.kra-sec.cisco.com kra-sec.cisco.com\Administrator

iE R RAdministratorf Fi & & ¥ £ 1t test.kra-sec.cisco.comF ERHTTPIREHN Z EERF,
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Crial-irn | Object I Security I E nwironment I Sesziong
Remote contral I Terminal Services Profile I CO+ | Altribute Editor I

" General I Addresz I Aocount I Frafile | T elephones Delegation

Delegation iz a zecunty-zenzitive operation, which allows services to act on
behalf of another uzer.

" Do not trust this user for delegation
™ Trust this uzer for delegation to any service [Kerberos only)
% Trust this uzer for delegation to specified services only

™ Use Kerberos anly

¥ |se any authentication protocol

Services to which this account can prezent delegated credentials:

Service Tppe | Uzer or Computer Fort | Service Mame | Dc
HTTF test kra-zec. clzco.com

J | o

[ Expanded Add... | Remove |

ak. I Cancel Spply Help

EGeneral&Z5I1ZEH L , WA LAE A KerberosTA LR E., ERTEZERM , KA IIEEAARE
DCRSEMRNE, ASATTIEEFERESHEE.
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B Active Directory Users and Computers
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. Active Directory Users and Comput
® [ saved Queriss
Bl G kra-sec.cisco.com

# | Builtin

" Computers

H 2 Domain Controllers

# 7 ForelgnSecurkyPringipals
. # 7 LostAndFound
] # | Program Data
H | System

_| Users
® ] NTDS Quotas
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B pa-s-aSA05 Co
I RE-SEC-WINT Co

ASALHER

interface Vlan2ll
nameif inside
security-level 100

ip address 10.211.0.162 255.255.255.0

hostname KRA-S-ASA-05

domain-name kra-sec.cisco.com

dns domain-lookup inside
dns server-group DNS-GROUP
name-server 10.211.0.221

domain-name kra-sec.cisco.com

aaa-server KerberosGroup protocol kerberos

Location | ManagedBy | Obiect | Securiy | Diakin | Attibute Editor
General | Operating System | Membes Of Delegation |F"umn:| Replication

Diedegabion iz & secunty-sensifive operation, which aklows services to act on
behalf of anothes uses.

= Do not rust this compuber for delegation
™ Trust this computer for delegation to any service [Kerberos ondy)
% Trust this computer for delegation to specified services only

i Uze Kerberos only

& Use any authentication protocol

Services to which thes accourt can present delegated credentials:

Service Type  User or Computer | Part | Servce Mame | Dc
HTTP st kra-sec. cisco. com

oK I Carvcel Spply Help

aaa-server KerberosGroup (inside) host 10.211.0.221
kerberos-realm KRA-SEC.CISCO.COM

webvpn
enable outside
enable inside

kcd-server KerberosGroup username Administrator password ***#*%*

group-policy Gl internal
group-policy Gl attributes
WebVPN

url-list value KerberosProtected

username cisco password 3USUcOPFUiMCO4Jk encrypted




tunnel-group WEB type remote-access
tunnel-group WEB general-attributes
default-group-policy G1
tunnel-group WEB webvpn-attributes
group-alias WEB enable

dns-group DNS-GROUP

E

ASAAE

5 Fked-serverin 5 , ASAER IMAL :

FAxxAxxAkxx GTART: KERBEROS PACKET DECODE *** %% %% kkxdk*
Kerberos: Message type KRB_AS_REQ

Kerberos: Option forwardable

Kerberos: Client Name KRA-S-ASA-05%

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name krbtgt

Kerberos: Start time 0

Kerberos: End time -878674400

Kerberos: Renew until time -878667552

Kerberos: Nonce 0xa9db408e

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

Kerberos: Encryption type des3-cbc-shal

FAh*xAxxkx*x END: KERBEROS PACKET DECODE *****#%%x*k*xx

In kerberos_recv_msg

In KCD_self_ tkt_process_response

FAxxAkxxkxx GTART: KERBEROS PACKET DECODE *** %% %%k xdk*
Kerberos: Message type KRB_ERROR

Kerberos: Error type: Additional pre-authentication required, -1765328359
(0x96c73al9)

Kerberos: Encrypt Type: 23 (rcd-hmac-md5)

Salt: "" Salttype: O

Kerberos: Encrypt Type: 3 (des-cbc-md5)

Salt: "KRA-SEC.CISCO.COMhostkra-s-asa-05.kra-sec.cisco.com" Salttype: 0
Kerberos: Encrypt Type: 1 (des-cbc-crc)

Salt: "KRA-SEC.CISCO.COMhostkra-s-asa-05.kra-sec.cisco.com" Salttype: 0
Kerberos: Preauthentication type unknown

Kerberos: Preauthentication type encrypt timestamp
Kerberos: Preauthentication type unknown

Kerberos: Preauthentication type unknown

Kerberos: Server time 1360917305

Kerberos: Realm KRA-SEC.CISCO.COM

Kerberos: Server Name krbtgt

FAh*xAkxxkx*x END: KERBEROS PACKET DECODE **** %%k x%k*xx
Attempting to parse the error response from KCD server.
Kerberos library reports: "Additional pre-authentication required"
In kerberos_send_ request

FAxxAxxAkxx GTART: KERBEROS PACKET DECODE *** %% %% kkxd*
Kerberos: Message type KRB_AS_REQ

Kerberos: Preauthentication type encrypt timestamp
Kerberos: Option forwardable

Kerberos: Client Name KRA-S-ASA-05%

Kerberos: Client Realm KRA-SEC.CISCO.COM



Kerberos: Server Name krbtgt

Kerberos: Start time 0

Kerberos: End time -878667256

Kerberos: Renew until time -878672192

Kerberos: Nonce 0xa9db408e

Kerberos: Encryption type rc4-hmac-md5

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

Kerberos: Encryption type des3-cbc-shal

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% % %kx %k
In kerberos_recv_msg

In KCD_self_ tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxkxx
Kerberos: Message type KRB_AS_REP

Kerberos: Client Name KRA-S-ASA-05S

Kerberos: Client Realm KRA-SEC.CISCO.COM

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k ok %k
INFO: Successfully stored self-ticket in cache a6588e0
KCD self-ticket retrieval succeeded.

In kerberos_close_connection

remove_req 0xcc09adl8 session Ox1 id 0

free_kip Oxcc09adls8

kerberos: work queue empty

ASARES RN, BBERNEHRTER , ASASKRSIEEER : AS REPRBAGTHNERES
( TR HERBY Ticket1 ) -

26 2013-82-12 ©6:16! 19 6B6EEE 18,711,815 KRES 225 AS-REQ

20 P13-02-1F b6:16: M SHTHTE L. 2110, 206 5 c KRES 206 KR Evror: WRESKDC_ERR_ PREAUTH_REOUTRED

30 2013-82-12 S6116129. 719281 19.211.8, 152 ons 183 Standard query BxdcTd  SAY _kerberos-master. udp.KRA-SEC.C
31 F813-02-1F B6: 160 . T106AD 13.211.8,. 206 IHS 178 Standand quiery respense B2dcTd Mo such nass

12 FA1N-02-1F Ob; 16 M. TeES0H 18.211.8, 162 KRS @3 as-RED

33 381382 17 Bb: 16! 38 _Ta2E45 18.311.8. 316 : TPud 1318 Frageented TP proto<al (protoesUnf 17, oftel, Thecd3c| [Res
3 A013-02-1F Bh; 16 . Th2a5 A0, 2110, 206 b i 112 AS-REP

- Frame 34! 113 bytes on Wire (96 Blts), 112 bytes captured ;
b Ethermet 11, Src: Vewars Oc; 3098 (00; 50: 56:09c;34:95), Dst: Cisco el:ali:Bc [Jo:54:2d:el:ali:3c)
+ BAZ.10 Virtusl L&M, PRI: 8, CFI: @, I0: 11
b Internet Proledol Versien 4, Sic: 10, 2008216 (00.211.0, 2060, Dst; 10.211.68, 062 (10,200.0.162]
¢ User Datagram Protocol, Src Port: kerberos (BH), Dst Port: 30867 [(56887)
= Kerseros AS-REF
Pyno; %
H5G Type: AS<REF {11]
Client Realw; KRA-SEC, CISC0.O0H
¢ Client Name (Principall! Adsinistrater
b Ticket
b enc-part rod-heac

FEAEER R

FERAEHR —TWebVPNEL :

| € hitps://10.211.0.162/ +CSCOE +/portal.hitm| i ~ [ gm v Pagew Safety~v Toolsv i@~

SSL VPN Sanvice ::3) niiph v | Browse | | Logout

EE]) Home = [ webBookmarks =3
& DC Is7
@) Weh Access =

-5=j File Access =

ASAREBREREXTGS_REQ , EHEZSAS_REPRBOIFEBNER



Mo. |Time Source Destination Protecol | Length| Info

13 2013-82-15 11:56:37. 465857 16.211.8. 162 10.211.68,221 77T Te5-RED
14 2013-82-15 11:56:37. 468588 16,211.0,221 19.211.08.162 KRBS 1354 TG5-REP
16 2013-82-15 11:56:37.563325 18.211.0. 162 10.211.8.221 KRBS 1003 TGS -REQ

]

[ —— —————————— e e e i s N e e e ——
* Ethernet II, Src: Cisco el:ad:3c (2c:54:2d:el:aB:3c), Dst: Vmware 9c:5d:98 (00:50:56:9c:5d:90)
P 80O2.10 Virtual LAN, PRI: 8, CFI: 6, ID: 211
b Internet Protocel Yersion 4, Src: 10.211.0.162 (10.211.8.162), Dst: 10.211.0.221 (18.211.8.221)
b User Datagram Protocol, Src Port: netopia-vol (1839), Dst Port: kerberos (88)
= Kerberos TGS-RE(Q
Pvno: 5
MSG Type! TGS-RED (12)
« padata: FA-TGS-REQ PA-FOR-USER
b Type: PA-TGS-REQ (1)
= Type: PA-FOR-USER (1249}
= Value: 3053a0123010a003020101al0930071b05636973636Fa113. ..
b Client Name (Principall: cisco
Realm!: KRA-SEC.CISCO.COM
t Checksum
S4U25elf Auth: Kerberos
» KDC_REQ_BODY

B¥EE : PA-for-USERfE Acisco ( WebVPNfERA % ) . PA-TGS-REQB& BKerberos RIEFE>
BEWHWER (ASATHEEXE),

ASAEIBfE A #Ecisco ( TR4FP MR Ticket2 ) WIRIRERBEERAVEFE

Mo, |Time |5r.lurce | Destination | F‘mtﬂml| Lengl:h| Info

13 2013-02-15 11:56:37. 46585 10.211.8, 162 18,211.0.221 KRES T TGS -RE(
14 2013-02-15 11:56:37. 468588 10.211.8.221 16.211.0.162 KRES 1354 TGS -REP

16 2013-02-15 11:56:37.563325 10.211.8. 162 18.211.08.221 KRBES 1803 TGS -REQ
1

* Frame 14: 1354 bytes on wire (108832 bits). 1354 bytes captured (10832 bits)

Ethernet IT, Src: Vmware Oc:5d:98 (00:58:56:9c:5d:908), Dst: Cisco el:a@:3c (2c:54:2d:el:af:3c)
802.10 Virtual LAM, PRI: @, CFI: @, ID: 211

Internet Protocol Version 4, Src: 18.211.6.221 (10.211.0.221), Dst: 10.211.0.162 (108.211.0.162)
User Datagram Protocol, Src Port: kerberos (88), Dst Port: netopia-vol (1839)

Kerberas TGS-REP

q = = = =

Pvnio: 5
H5G Type: TGS-REP (13)
Client Realm: KRA-SEC, CISCO,COM
« Client Mame (Principal): clsco
Name- type: Principal (1)
Name: cisco
¢ Ticket
¢ oenc-part rod-hmac

ATRHTTPRBNRERER (RBRER AT ELEHR )

KRA-S-ASA-05# show WebVPN kcd
Kerberos Realm: TEST-CISCO.COM

Domain Join : Complete

find_spn_in_url(): URL - /

build_host_spn(): host - test.kra-sec.cisco.com
build_host_spn(): SPN - HTTP/test.kra-sec.cisco.com

KCD_unicorn_get_cred(): Attempting to retrieve required KCD tickets.



In KCD_check_cache_validity, Checking cache validity for type KCD service
ticket cache name: and spn HTTP/test.kra-sec.cisco.com.
In kerberos_cache_open: KCD opening cache
Cache doesn't exist!
In KCD_check_cache_validity, Checking cache validity for type KCD self ticket
cache name: a6ad760 and spn N/A.
In kerberos_cache_open: KCD opening cache a6ad760.
Credential is valid.
In KCD_check_cache_validity, Checking cache validity for type KCD impersonate
ticket cache name: and spn N/A.
In kerberos_cache_open: KCD opening cache
Cache doesn't exist!
KCD requesting impersonate ticket retrieval for:
user : cisco
in_cache : a6ad760
out_cache: adab04£f8T
Successfully queued up AAA request to retrieve KCD tickets.
kerberos mkreq: 0x4
kip_lookup_by_sessID: kip with id 4 not found
alloc_kip Oxaceaf560
new request 0x4 --> 1 (Oxaceaf560)
add_req Oxaceaf560 session 0x4 id 1
In KCD_cred_tkt_build_request
In kerberos_cache_open: KCD opening cache a6ad760.
KCD_cred_tkt_build request: using KRA-S-ASA-05 for principal name
In kerberos_open_connection
In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ****x %k xxkxx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request
Kerberos: Preauthentication type unknown

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name KRA-S-ASA-05

Kerberos: Start time 0

Kerberos: End time -1381294376

Kerberos: Renew until time 0

Kerberos: Nonce 0xe9d5fd7f

Kerberos: Encryption type rc4-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k% &
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxkxx
Kerberos: Message type KRB_TGS_REP
Kerberos: Client Name cisco
Kerberos: Client Realm KRA-SEC.CISCO.COM
FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k ok %k
KCD_unicorn_callback(): called with status: 1.
Successfully retrieved impersonate ticket for user: cisco
KCD callback requesting service ticket retrieval for:

user

in_cache : a6ad760

out_cache: adab04£f8S

DC_cache : adab04f8I

SPN : HTTP/test.kra-sec.cisco.com
Successfully queued up AAA request from callback to retrieve KCD tickets.
In kerberos_close_connection



remove_req Oxaceaf560 session 0x4 id 1
free_kip Oxaceaf560
kerberos mkreqg: 0x5
kip_lookup_by_ sessID: kip with id 5 not found
alloc_kip Oxaceaf560
new request 0x5 --> 2 (Oxaceaf560)
add_req Oxaceaf560 session 0x5 id 2
In KCD_cred_tkt_build_request
In kerberos_cache_open: KCD opening cache a6ad760.
In kerberos_cache_open: KCD opening cache adab04fS8I.
In kerberos_open_connection
In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxkxx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request
Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

Kerberos: Start time 0

Kerberos: End time -1381285944

Kerberos: Renew until time 0

Kerberos: Nonce 0x750cf5ac

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

*kkokkkokxk k% START: KERBEROS PACKET DECODE * % % %ok ko ko %
Kerberos: Message type KRB_TGS_REP

Kerberos: Client Name cisco

Kerberos: Client Realm KRA-SEC.CISCO.COM

*kkkxkkkxkk% END: KERBEROS PACKET DECODE ** % %%kt %
KCD_unicorn_callback(): called with status: 1.
Successfully retrieved service ticket

for user cisco, spn HTTP/test.kra-sec.cisco.com

In kerberos_close_connection

remove_req Oxaceaf560 session 0x5 id 2

free_kip Oxaceaf560

kerberos: work queue empty
ucte_krb_authenticate_connection(): ctx - 0xad045dd0, proto - http,
host - test.kra-sec.cisco.com

In kerberos_cache_open: KCD opening cache adab04f8S.
Source: cisco@KRA-SEC.CISCO.COM

Target: HTTP/test.kra-sec.cisco.com@KRA-SEC.CISCO.COM

ASAEWHTTPIRF K ERERRER ( TREPNENERES ) -

MEZRE BRI, F—EEREFEHBciscolRBRER | ARBRNBWFHBENHTTPIRIEH
E_EEH

KRA-S-ASA-05(config)# show aaa kerberos

Default Principal: cisco@KRA-SEC.CISCO.COM

Valid Starting Expires Service Principal

19:38:10 CEST Oct 2 2013 05:37:33 CEST Oct 3 2013 KRA-S-ASA-05@KRA-SEC.CISCO.COM

Default Principal: cisco@KRA-SEC.CISCO.COM



Valid Starting Expires Service Principal
19:38:10 CEST Oct 2 2013 05:37:33 CEST Oct 3 2013
HTTP/test .kra-sec.cisco.com@KRA-SEC.CISCO.COM

WHTTPER ( %3 ) ARHTTPER ( fEASPNEGO ) , ERAETEERMIMERR.

SRR AR

BRETAESEIERTERNREIE, Sl , ASAGEHERRERBFEHTTP/test kra-
sec.cisco.com ( E¥5 ) 1&%@2%KRB-ERROR(WE ERR_BADOPTION):

13 8130718 830909, TeETI4 10, F1L.0. 163 B, 2118716 KRES 1437 TGS «REQ
14 81383213 B3:00:00. TedEW  10.211.0.216 18, 211.8. 162 KRES LF3E TGS -REP
1% PSLT07: L3 BEBG: B9 BELESS 10, 21L.0. 16X 18, 2118716 IPwd 1518 F rageented 1P protocel (protostfi 17, ofled, IDeSd%h] |Redsseshlec
16 F913-82- 13 300109 BoES8  10.711.0. 182 18, 211.8. 716 KRES T TES -REQ
]

Fl
18 781387 17 0300 89 il 10,2100 163 182118716 TP Téqeapos il server = hitp IFIN, F5H. A0K] mﬂﬂ“ﬂ' kmmm-
o

Frame 17: 191 bytes on wire (1538 bits), 191 Bytes caplured (1538 Bits)

*Ethernet IL. Src: Veware Sc; 3000 (00050 56:% 0 14:00), Pt Cisco elral:de (2c:54:2d:elzal3c)
FOBOF. 00 Wirtual LAN, PRI: ©, OFI: @, ID: 211
¢ Intermet Protecol Yersien 4, Sec: 10.200.0.216 (R0.2011.0. 2065, Ost: 10, 200606 (00,2110, 162)
¥ User Datagras Protocal, Src Port: kerberos (885, Dst Pert: 40976 (40976)
= Merberos KR8 - ERAOR
Pvra: %
WG Type: KRO-ERIER [30)
Stlme: JORI-02- 15 02:09:0% (UTCH
s ©  HURE
errar_gode: MFESKDC CRR_BMDOPTION {13)
Realm: KRASOC. CTSC0, O0R
¥ Sarver Mane (Prirg ipall: HITP/Roa-sed -do 2 Kra-sed ¢ iS00, {om
= n-data PAPH-S0T
= Tyjee: PL-PW-S8LT {35
= Walue; bbb (HHHHESRNE) 1M
T Status: STATUS_NOT_SUPPORTED {Smc00000bd])
Urlroun ;O pissdOa000
Uslrsoun ;0 pBa0000 1

ERAREREEZRFBEMNBEIME, ASAKRSE "KDCHRZRZ R RAYIEE

KRA-S-ASA-05# ucte_krb get_auth_cred(): ctx = 0xccd4b5390,
WebVPN_session = 0xc919a260, protocol = 1
find spn_in url(): URL - /

build_host_spn(): host - test.kra-sec.cisco.com
build_host_spn(): SPN - HTTP/test.kra-sec.cisco.com
KCD_unicorn_get_cred(): Attempting to retrieve required KCD tickets.

In KCD_check_cache_validity, Checking cache validity for type KCD service ticket
cache name: and spn HTTP/test.kra-sec.cisco.com.

In kerberos_cache_open: KCD opening cache

Cache doesn't exist!

In KCD_check_cache_validity, Checking cache validity for type KCD self ticket
cache name: a6588e0 and spn N/A.

In kerberos_cache_open: KCD opening cache a6588e0.

Credential is valid.

In KCD_check_cache_validity, Checking cache validity for type KCD impersonate
ticket cache name: and spn N/A.

In kerberos_cache_open: KCD opening cache

Cache doesn't exist!

KCD requesting impersonate ticket retrieval for:

user : cisco

in_cache : a6588e0

out_cache: ¢919a260T

Successfully queued up AAA request to retrieve KCD tickets.

kerberos mkreqg: 0x4

kip_lookup_by sessID: kip with id 4 not found

alloc_kip 0xcc09adls8

new request 0x4 --> 1 (0xcc09adl8)

add_req 0xcc09adl8 session 0x4 id 1

In KCD_cred_tkt_build_request



In kerberos_cache_open: KCD opening cache a6588e0.
KCD_cred_tkt_build request: using KRA-S-ASA-05$ for principal name
In kerberos_open_connection

In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE **** %%k xxkxx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Preauthentication type unknown

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name KRA-S-ASA-05S

Kerberos: Start time 0

Kerberos: End time -856104128

Kerberos: Renew until time 0

Kerberos: Nonce 0xb086edab

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des3-cbc-sha

Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE **** %%k xxkxx
Kerberos: Message type KRB_TGS_REP

Kerberos: Client Name cisco

Kerberos: Client Realm KRA-SEC.CISCO.COM

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
KCD_unicorn_callback(): called with status: 1.
Successfully retrieved impersonate ticket for user: cisco
KCD callback requesting service ticket retrieval for:
user

in_cache : a6588e0

out_cache: c¢919a260S

DC_cache : c¢919a260I

SPN : HTTP/test.kra-sec.cisco.com

Successfully queued up AAA request from callback to retrieve KCD tickets.
In kerberos_close_connection

remove_req 0xcc09adl8 session Ox4 id 1

free_kip Oxcc09adls8

kerberos mkreqg: 0x5

kip_lookup_by_sessID: kip with id 5 not found
alloc_kip 0xcc09adls8

new request 0x5 --> 2 (0xcc09adls8)

add_req 0xcc09adl8 session 0x5 id 2

In KCD_cred_tkt_build_request

In kerberos_cache_open: KCD opening cache a6588e0.

In kerberos_cache_open: KCD opening cache ¢919a260I.
In kerberos_open_connection

In kerberos_send_request

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE ***** %k xxk*xx
Kerberos: Message type KRB_TGS_REQ

Kerberos: Preauthentication type ap request

Kerberos: Option forwardable

Kerberos: Option renewable

Kerberos: Client Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

Kerberos: Start time 0

Kerberos: End time -856104568

Kerberos: Renew until time 0

Kerberos: Nonce 0xf£84c9385

Kerberos: Encryption type rc4d-hmac-md5

Kerberos: Encryption type des3-cbc-sha



Kerberos: Encryption type des-cbc-md5

Kerberos: Encryption type des-cbc-crc

Kerberos: Encryption type des-cbc-md4

FrxAkxxkkxx END: KERBEROS PACKET DECODE *** % %% %%k k%
In kerberos_recv_msg

In KCD_cred_tkt_process_response

FrxAkkxkkxx GTART: KERBEROS PACKET DECODE **** %%k xxk*xx
Kerberos: Message type KRB_ERROR

Kerberos: Error type: KDC can't fulfill requested option, -1765328371
(0x96c73a0d)

Kerberos: Server time 1360917437

Kerberos: Realm KRA-SEC.CISCO.COM

Kerberos: Server Name HTTP

FrxAkkxkkxx END: KERBEROS PACKET DECODE *** %% %% &kx %k
Kerberos library reports: "KDC can't fulfill requested option"
KCD_unicorn_callback(): called with status: -3.

KCD callback called with AAA error -3.

In kerberos_close_connection

remove_req 0xcc09adl8 session 0x5 id 2

free_kip Oxcc09adls8

kerberos: work queue empty

EEX FRAHEFHRNEEMERE — #HEHETGS_REQ with BAD_OPTIONEE.

W RE M BSuccess , AIASAE K ZIHTTP/test.kra-sec.cisco.comfRIGHI EH |, ZREAR
SPNEGO# . B2 , HAEAEMIE , NT LAN Manager(NTLM)2#1TiHE , Y AFEREXFRME
B

R L e O T S TG T 6 A P 2R T B S GG T 2 02 DT 17032 2E TR 6EDHG T2 TO2ETOTEERTIE22E = Windews Inter | = | = [|=55|

Y v [ bips//M02100062/+C5C0+0075 v ot Certiicate Eror | | 7 | x| = 6ing P~
Vi Favorites e 2| uggested Sites « @ | Web Hice Galleny «
25+ @8 kra-sec-de2kra-sec.cisco... | 48 hitps//10.211.0.162/+C... X k- ~ [ @ v Pagev Safetyv Tools~ i@~

Home %F Loaou E3

Web Server Authentication Required
Enferyour usermame and password

zemame. Adminisirator

Password, ssssssss II

Confinue | Cancel

BRES—ERFZEMSPN ( L—RBXETNETE ) . WEHILLEHRKRB_AP_ERR_MODIFIEDH
, BERNSPNAGHERNIRFEM. BARARNETEARER (ISENERAEMN ) kS
&R o



o, Tirne Source Destination Protocal Length [Info -

24 1.30011200 10, 211.0. 216 10.211.0. 220 TCP 1314 [TCF' segment -:IF a reassemh'ln

25 1.3001320010.211.0. 216 10.211.0.220 HTTF 703 KRB Error: KRBSKRE_AP_ERR_MO

26 1.3001490010.211.0. 220 10.211.0. 216 TCR 54 51211 > http [Ack] Seqe9029

27 1.3000040010.211.0.220 10.211.0.218 TCP 54 51211 > http [FIN, ACK] Seq=

2B 1.3020750010,211,0. 216 10.211.0.220 TCP 60 http = 51211 [ACK] Seq=7669
29 1.30209800 10.211.0. 216 10.211.0.220 TCP 60 hTttp > 51211 [FIN, ack] seg= &
30 1.3021160010.211,.0.220 10.211.0,218 TCP 54 51211 » http [ACk] Seq=9030 -~

i | 1] 3
MSG Type: KRE-ERROR (30) -

stime: 2013-02-13 06:07:41 (UTC)
susec: SBOGSG
error_code: EKRBSKRB_AF_ERF_MODIFIED (41)

Realm: KRA-SEC.CISCO.COM
= Server Mame (Service and Host): host/kra-sec-dc2.kra-sec.cisco.com
Mame-type: Service and HosT (3]
Mame: host
Mame: kra-sec-dcZ.kra-zec.cisco. com
4 " | b

]

L |

W2tk #5 52KRB_ERR_C_PRINCIPAL_UNKNOWNES , ©&R R"DC LR EFEH & (WebVPNEA &
: CiSCO).

0 3819:03=1F A2:25:%3. 06434 16.711.8. L1hz 16 2311.68.316 KRES 231 A&=REQG
1B J813-0F=13F A2 35:FF. 497310 18.311.8. 316 18 0. 8. 1EF KRES 330 KRE Error! BRESKNC ERR_PREAUTH REQUIRED
11 2813-83-13 A3:35:33. 595770 16.211.8. 162 18.2010.8.218 KRES B8 LS -REQ
13 2813-82-13 82:25:33. Jd6B248 1B.%11.8.216 13,2008, 163 IPwd 1312 Frageanted 1P protocol {prato=U00 17, aft=0, I[0=0511) [Rodsseslle
13 3813-83-13 A3:135:%F. JHGAZD 16.311.8.3216 18,2008, 163 KRAS &4 KS-REP
14 3813.8F-13 Hil.i'_'l 2. 7097450 16.%11.8. 1h: 16.310.6.316 KRES L&3T TES=REQ

il | N
+ Frame 15: 148 bytes on wire (1138 bits), 148 bytes captured (1028 bits)
¢ Ethamnet IT, Src: Wesare Dc234:00 [(B0:58:56:0c:34:99), Det: Cisco el:a@i3c (2254 2dieliadiic )
+ B82.10 Virtual LAM, PRI: &, CFI: B, ID: FI1
+ Intemmet Protocol Wersion &, Src! DB.211.8.316 (1&. 200.06.216), Dst: 1&.F0L.6.16F {(18.311.& 163}
+ Usar Datsyras Protecol, Sec Pert: kerberos (BB]. Dst Port: 17403 [17413)
™ Kerberes KRB . ERROS
Fana:! 5
MSG Typae! BRE-ERRDR |39}
Stima! 2013-032-13 01:3%:32 UTCH
sumec! 50593
&rror_cotde: KRESKDC_ERR_C_PRIMCIPAL _UMKMOWR (G)
Faralm: WRL-SEC. CISDD.C0H
= Sgryor Home (Principal): KRA-S-AS4-B5%

M il - t'fEi! I"I'il'ltiEﬂl. 11}

MAE R Tee BRI ERE, ASAFIAS-REP , (EELSAMRBILH | 88584
: STATUS_ACCESS_DENIED:

LU0 2009-02- 15 02;09:57, 67992 1, 21,8, 221 1,201, 8. 162 Ty 182 15a OpenPolicy? response, STATUS ACCESS DENIED, Ervror: ST

111 2613-8%-15% B2:83:57.3686&83 16.311.8.103 16.311.6.321 TP TE 14768 = wicrosoft.-ds [ACK] Sene3BOIEFI345 AckeR111834843

a] | &
= Frame 118: 183 bybes on wire (1456 bits], 183 bytes capiured {145 bits)
v Lehermet 11, Srci Wesare Sc:Sd:90 (00: 50500950900, Dst; Cisco_elis@:3c (c:58;3dielsal;ic)
= BOZ.10 Yirtual LAN, PRI: 8, CFI: 8, ID: 211
b Intermet Protocol Wersion 4, Sec: 100210, 0, 2F1 (19, 211.8,220), Ost: 10.211,8, 162 (18, F11.0,162)
b Transmission Contrel Protocel, Src Pert: micresoft-ds (445}, Dst Port: 14768 {14TGR}, Serq: 2011834731, Ak IB6IFEFIA5, Len: 112
F HetBI0S Session Service
+ SHE [Server Message Block Protocolh
¢ Ristributed Compuling Envirerment / Resole Procedure Call (DCEMARPC) Response, Frageent: Single, Fraglem: 48, Call: 209 Cix: 1, [Req: elie]
= Local Security Autherity, lsa_OpenPolicy2

Dperation: Lsa OpenPolicy2 (44)

IRequest in frome: 18G]

¥ Pofinter to Handle Cpolicy_handle)
MT Error: STATUS ACCESS DEMIED {8xcBBBGEEZ |

BT HERIEE B ARZEREAdministrator) BUA/ZADC LN E S EE.
DT RETRESBERMNHEARERE -

- AR TRRABE. WRDCRARFEZSERBNEZHB[NIC)NEF ( ZEIPHL ) 7
RASATI LG RBIFFE N EF , REMAS(BEFiRREEE AR (ONS)EEERER).

- 5B 7% SPN:&Z BHOST/dc.kra-sec.cisco.comfE &AdministratortR B, HINAKZERTE , AJREEE X



EEDCHYERR.

- HEASAIMAEZ®E , TLABRFEEDC (ASAEHE ) LRIV IEHNERIRS., BEREAEERE
FERRT AT EHT B E RS (E AP , Administrator &8 [EFERVFT A ),

.- FRRCEASALHN ERERFMBENTP)EE. BRERT , DCEZ A ERERE, UK
DCEE TR,

- R ERABEFEA/DEEHBUDP/88HIKerberosiE R,
DC(KRB5KDC_ERR_RESPONSE_TOO_BIG)#& Hiir5R%& , B mtIEITCP/88, T LAsH
Windows® Fim{E A TCP/88 , {EASATERE R T A5 £ FAUDP,

- BERPOHEITRBE R |, Fic{Egpupdate /force.

- ASA:fEfitest aaamn T RIR S EE K ERFEICRAR —EABENSHRE.

. BEEDCYL B, FETHESERR |, BiAKerberosFARIEEE R WA HKerberosE 428,

BPHERRID

LT RAHEEZREERIDNEE -

. BRI$EERID CSCsi3224 - ASATE W B|KerberostR 2 IE52E A SV E|TCP

. BRI$EERID CSCtd92673 - KerberosEi kB , HE BB TE LB

. BRRFID CSCuj19601 - ASA Webvpn KCD — &7 B KB 1% B S i AAD
. BRI$EE5ID CSCuh32106 - ASA KCD#¢8.4.5th18 =

MR

- B Kerberos# RE ik

. BREKCDH TR

- PIX/ASA:EBASDM/CLIE B VPNE F s £ i & K Kerberos & 15 B %8 F L DAP 13 4 {r] Bk 85 48 7~ 5
. Cisco ASARIIGEHB#E

- BERZHNREFRKBKDC ERR BADOPTION

- I #EWindows H 58 #llKerberosff i TCPT £ 2UDP

- B iff X WEH - Cisco Systems



http://support.microsoft.com/kb/262177
https://tools.cisco.com/bugsearch/bug/CSCsi32224
https://tools.cisco.com/bugsearch/bug/CSCtd92673
https://tools.cisco.com/bugsearch/bug/CSCuj19601
https://tools.cisco.com/bugsearch/bug/CSCuh32106
http://technet.microsoft.com/en-us/library/cc995228.aspx
//www.cisco.com/en/US/docs/security/asa/asa84/configuration/guide/vpn_clientless_ssl.html#wp1462893
/content/en/us/support/docs/security/pix-500-series-security-appliances/68881-aa-svrgrps-asdm.html
//www.cisco.com/en/US/docs/security/asa/asa84/command/reference/jk.html#wp1635056
http://blogs.technet.com/b/tristank/archive/2007/06/18/kdc-err-badoption-when-attempting-constrai
http://support.microsoft.com/kb/244474
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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