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Viewr
| Alaem: || Conditons || History | | Cirouits _I-n. :: ﬂ | Irventnry || Maintenarde |

Gengial
Netaak
O
Protection
i ' i Reset
e
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L Adaern Profiles
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([ woneans |
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L CEH Profiles

| [usars || Actn Loging |[Policy || Duta Comm || Arcess || RADRIE Sarver | RS Rt | Lugs Discluirner

TRCALS Serveni in Qudder of Buthentad staen Help
Mode ddgeess hared Secret Authentication Pu.

Create..

2.5 EHIBTACACS+HARESFFME RN , 5512 — T Createizifl. ©E2FMMTACACS+EERE , T
B Ro

Edit TACACS+ Server Entry X
Mode Address: 10.64,106.24
Shared Secret: CISCO123
Authentication Port: |E|
| OK || Cancel

- By A Rl BR2FIP 1k
. EEIBFATACACS+HARESz EF B L A &8
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Marms | | Conditions || History || Circuits m Irvcertory || Maintenance
Gemeral |
T | Users || Actrer Loging | | Policy || Data Comen || Access | | RADIUS Server m Legad Disclaimer
Mebwark | . - . -
- 1| |0 Enable TACACS Authentication
Protection |
= i Reaet
"'}IMP TACACLS Servrs in Oeder of Authentsgatan ) y Help
- Heade Address Shared Secret Suthentication P...
G Channels |
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Al Profibe:
Dedyuits
WOMANG |
SuaN___ |
|__CEM Profiles |

Create.. Edat.... Dralute,..

3. ZEEENODE LRBUATACACSH+alfRzsELE , 5 4i#Enable TACACS AuthenticationZ&EL 5 1 , A
%% — T Applyikih , I T EFTR.

7] Enable TACACS Authentication
AEFEHUNARKBEE , ERLVBAKRSER K FR-TERRAR , W TEMRR.

V] Enable node as Final Authenticator when no TACACS+ Server is reachable



5EBRBENMMRBEE  FHEFRENRARFEET , B— TEJHRBUIEREE.
6. EMFRGEN MIRREE , FHEZFRENRRI[EET , R— T DeletetZ M BRXE B .
ACSafRER LFTEEE

. BVRREREMAAAT Fin , AREMBBRE K P E— Toreatetzilt , T EFT T,

"7 Network Resources

Metwork Devices and A2A Clients

2. RHUEONSHHEETRENKLASN, TR FOBRIEEK.

o Name: TACACS-NODE-156
Description:
Hetwork Device Groups

Location Al Locations ~ Select
Device Type Al Davice Types Selecl
IP Address Authentication Options
@ Single IPAddress () IPSubnets ) IP Range(s) w THCACS+
o P 1064106155 Shared Secret CISCO123  Hide
"l gingle Connect Device

19 Legacy TACACS Single Connect Support
- TACACS+ Draft Compliant Single Connect Support
- RADIUS [ ]

SharedSecret|  Show |
onpar 1700 |

|| Enabla Key\Wrap
KeyEncptionkey |

Message Authenticator Code ey, |

KeyinputFormat  ASCI @) HEXADECIMAL

& = Requirad fiskds
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Usirs: i iderdy SRonecs: = IMbbval ety S200ect = Lidors & Ol

Genieral

harmee Ay
Descriphon
Idandity Groug: Al Groups

Slatus: Enabled = O

Salect
Email Address:

Acoound Desabie
Disable Accound if Dade Exceeds: 2015-Noe 21§ b Mmim-dd)

Dipable accoun afar 3 SUCCRs s Laled aflempls

Password Hash
Applicable ondy fof Iedemal Usets to store passwond as hash
Endbile Pagewerd Hugh Authenbcation types CHAPMSCHAR will nof work if ihés option |8 ensbled
Vihile disabling the Rash, efurs Mal passwond i§ reconiigured Useng change pasEwond opton
Password Lifetene
Paseword Hever ExpiredDisabied. Crvinratibes user dotount blocking in tase passwond expiredidisabéed
Pastword Inforrmatin Enalis Pasword Iformation
Pagewied must Paseword mist
® Conkain 4 - 32 characiors & Condain 4- 128 characters
Pagsword Type: Intarmal Uears Saleil Enable Password
Paggword  sssseses Confirm
Pasgwoid
ol Passwond

Change pastwodd of nid lgin

L Iefor ration

Tl rn, i o ] o 6 i b, ok

_. Submit || Cancel ]
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IRTBM/EAE,
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¢ Policy Elements

shell Profiles




ldletime"0"&R REMRK T BE , B KA, MREAEEEEAEBERD  AERETABESY

o

| General | CommonTasks | CustomAtiibutes |

Privilege Level

Default Privilege: Static -

Maximum Privilege: NotinUse -

Shell Attributes

Access Control List: NotinUse -

Auto Command; MNotinUse «

Mo Callback verify:  MNotinUse =

No Escape: Notin Use «
Mo Hang Up: MNotin Use «
Timeout: MNotin Use -
Idle Time: MNotin Use «
Callback Line: MotinUse -

Callback Rotary: MotinUse -

Value 2

-

£ = Required fields




Palicy Elemerts = Aighorization and Permissions = Device Administration = Shell Profiles = Create

| General | Common Tasks | Custom Attributes ]
Commaon Tasks Attributes

Aftribute Reguirement Value

| Assigned Privilege Level Mandatory

anually Entered

Aftribute Reguirement Value

»

idletirme Mandatory

m

("AddA 1][ Edity || Replacen [ Delete || BulkEdit

Aftribute:

Requirement Mandatory
Attribute ;

Value: e

5. # TR, EARTEMAAERE



®_ Access Policies

=] Service Selection Rules

a

a.}&2 — T Service Selection Rulesifi 72 37 37 8 :

. BIETACACSEAHE
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- fR#& # Bl Default Device Admin,



Cisco Secure ACS - Mozil
@ https://10.201.229.210/acsadmin/Policylnputiction.do

General
MName: Rule-4 Status: Enabled + O
The Customize button in the lower right area of the policy rules screen controls which
policy conditions and results are available here for use in policy rules.
Conditions
Protocal: match - Tacacs
NDG:Device Type: in ~ All Device Types
Results

Semvice: Default Device Admin -

b.7EDefault Device AdminZEi& % # T &2 Authorization3f 72 37 AT IRERE A -

BECEBVshelflBEER
RERCEEEREERRPHNMEEE



#._ Access Policies

Alutharization
7




Cisco Secure ACS - Mozil

@ https://10.201.229.210/acsadmin/Policylnputéction.do

General

Mame: Rule-3 Status: Enabled + 0
The Customize button in the lower l‘ight area of the pl:llity rules screen controls which
}:ll:l|i|:ij,;J conditions and results are availahle here for use in pCI"C'y' rules.

Conditions

] 1dentity Group:~ -ANY-

L [] NDG:Location: -ANY-

| NDG:Device Type: in « All Device Types

[] Time And Date:  -ANY

Results
Shell Profile: TACACS-NODE-156 Select
H [ ok |l cancel | | Heln
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