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) IERAE. NREWEEEES | BRACRRIAES THERNYE,
RECLZENHREZ

$§4 show install active Fll show install committed FEEKOsecERIBREFE. NRTLE N EFE T |, FigEE
ERMZ LB EISSHE R,

<#root>
RP/0/RP0/CPU0:NCS1002_1#

show install active

Wed Jul 19 09:31:18.977 UTC
Label : 7.3.1

Node 0/RP0O/CPUO [RP]

Boot Partition: xr_1v58

Active Packages: 4

ncslk-xr-7.3.1 version=7.3.1 [Boot image]
ncslk-mpls-te-rsvp-3.1.0.0-r731
ncslk-mp1s-2.1.0.0-r731
ncslk-k9sec-3.1.0.0-r731

RP/0/RPO/CPUO:NCS1002_1#

show install commtted

Wed Jul 19 09:31:37.359 UTC
Label : 7.3.1

Node 0/RP0/CPUO [RP]

Boot Partition: xr_1v58

Committed Packages: 4

ncslk-xr-7.3.1 version=7.3.1 [Boot image]
ncslk-mpls-te-rsvp-3.1.0.0-r731
ncslk-mp1s-2.1.0.0-r731
ncslk-k9sec-3.1.0.0-r731

NCS1IKZEDEERE sshserverv2 ME A FFSSHIERR . B A showrunssh & BHEBFEELLERE :

<tfroot>
RP/0/RP0O/CPUQ:NCS1004_1#

show run ssh

Wed Jul 19 13:06:57.207 CDT
ssh server rate-1imit 600
ssh server v2



ssh server netconf vrf default

A THEISSHERE , NCSIKNHEBEEEL N HRNFSR, BMEERNEIB R B TETE show crypto key mypubkey {
d%w&@%wmﬁﬁﬁﬁﬁﬁmkmﬁﬁu+ﬁﬁﬁﬂ$$%ﬁ%$,ﬁ%fﬁ%g,ﬂﬁﬁﬁ

o

<#froot>
RP/0/RPO/CPU0:NCS1002_1#

show crypto key nypubkey rsa

Wed Jul 19 10:30:09.333 UTC

Key label: the_default

Type : RSA General purpose

Size : 2048

Created : 11:59:56 UTC Tue Aug 23 2022
Data : <key>

EARIEERBNESIE  FEADD cryptokey generate{ dsa| ecdsa| ed25519 |rsa) WHIEE —ELBEH, &
BRPREEZEMR,
TR FURTRYAR B/ dh AR 2L B ARERRE (1)
dsa 512, 768, 1024 1024
ecdsa nistp256. nistp384. nistp521|none
ed25519 256 256
rsa 512 - 4096 2048

Eﬁ%ﬁﬁﬁ EEIjJ Eﬁﬁ. E’g ﬁﬁ% show crypto key mypubkey.

EEBKRIRELE | FWAD cryptokey zeroize{ authentication | dsa| ecdsa| ed25519 |rsa} [ label . FEAR IR RE $0 @ 1B
Hibhm2EEE |, mEENRESWOEEEFRER , EILBBSSHETHR,

e ESSH{A AR2g T BE



HEVUSSHEF 2Bl , ARFAMEMLARSRIIE, ITHRSB/INBIHER —H. BEMENCSIKF

ﬁﬂngJﬁE ) %iﬂkﬁ% show ssh server.

<{froot>
RP/0/RPO/CPU0:NCS1004_1#

show ssh server

Wed Jul 19 13:28:04.820 CDT

Current supported versions := v2
SSH port := 22
SSH vrfs := vrfname:=default(v4-acl:=, v6-acl:=)

Netconf Port := 830
Netconf Vrfs := vrfname:=default(v4-acl:=, vb6-acl:=)

Algorithms

Hostkey Algorithms := x509v3-ssh-rsa,ecdsa-sha2-nistp521,ecdsa-sha2-nistp384,ecdsa-sha2-nistp256,rsa-sh
Key-Exchange Algorithms := ecdh-sha2-nistp521,ecdh-sha2-nistp384,ecdh-sha2-nistp256,diffie-helIman-grou
Encryption Algorithms := aesl128-ctr,aesl92-ctr,aes256-ctr,aesl128-gcm@openssh.com,aes256-gcm@openssh.com
Mac Algorithms := hmac-sha2-512,hmac-sha2-256,hmac-shal

Authentication Method Supported
PublicKey := Yes

Password := Yes
Keyboard-Interactive := Yes
Certificate Based := Yes

DSCP := 16

RateTlimit := 600

Sessionlimit := 64

Rekeytime := 60

Server rekeyvolume := 1024

TCP window scale factor := 1
Backup Server := Disabled

Host Trustpoint :=

User Trustpoint :=

Port Forwarding := Disabled
Max Authentication Limit := 20
Certificate username := Common name(CN)

WEE X HESSHINBE

ERERNEIRMATOIEERARSFN —EEIHRER, SWIB|MMBERE | FTREMSSHER

o



PuTTY

PUTTYSIHA TEA X EN BRI, THSBANBREEE comnections>ssH. FHBRIRHE DB E
Tﬁﬁ/ﬁiﬁfi ) Ef‘ﬂﬁﬁﬁ %ﬁﬂﬂ"]]“ﬁﬁ@?ﬁﬁﬁﬁ %3@5‘5@5‘; 5£o iglﬁ Attempt GSSAPI key exchange Z;%E
EREINCSIKEE,

ﬁ PuTTY Configurahion ? W
Cateqgory
Keyboard Options controlling S5H key exchange
Bell Key exchange algorthm options
| b Algorithm selection policy:
=) Window gnEl: l;nHE: = mnhpn icy:
ey exchange
ﬁppea.ran::e Diffie-Hellman group exchange U
Behaviour Diffie-Hellman group 14 P
- Translation RSA-based key exchange D
- Selection ~wam below here - oL
E . Colours Diffie-Hellman group 1
= Connection B Attempt GSSAPI key exchange
- Proxy Options controlling key re-exchange
=- S5H Max minutes before rekey (0 for no limit) &0
- Host keys Minutes between GSS checks (0 for never) 2
- Cipher Max data before rekey (0 for no limit) 1G
" Auth {Use 1M for 1 megabyte, 1G for 1 gigabyte etc)
..... %11
----- Tunnels
..... Eugs
----- More bugs
About Help Open Cancel

PuTTY SSHiZIEEHN EEEE

Linux

Linux@ iRESBE S Z X B EE ERETE /ecsshssh config TR, L EIHIR B Ubuntu Server
18.04.3,



Host *

ForwardAgent no

ForwardX1l no
ForwardX11Trusted yes
PasswordAuthentication yes
HostbasedAuthentication no
GSSAPIAuthentication no
GSSAPIDelegateCredentials no
GSSAPIKeyExchange no
GSSAPITrustDNS no

BatchMode no

CheckHostIP yes

AddressFamily any
ConnectTimeout 0
StrictHostKeyChecking ask
IdentityFile ~/.ssh/id_rsa
IdentityFile ~/.ssh/id_dsa
IdentityFile ~/.ssh/id_ecdsa
IdentityFile ~/.ssh/id_ed25519
Port 22

Protocol 2

Ciphers aesl128-ctr,aesl192-ctr,aes256-ctr,aes128-cbc,3des-cbhc
MACs hmac-md5,hmac-shal,umac-64@openssh.com
EscapeChar ~

Tunnel no

TunnelDevice any:any
PermitLocalCommand no
VisualHostKey no

ProxyCommand ssh -q -W %h:%p gateway.example.com
# RekeyLimit 1G 1h

SendEnv LANG LC_*

HashKnownHosts yes
GSSAPTIAuthentication yes

FHOoFH OH OH OH H H O K H K H K KK H WK HE K HH K HEH KRR

HEBRSSHE#R K&

EL S HBREREERASSHERN M E,

BEEREAFEESSHEEE show ssh session details.

<#root>
RP/0/RP0/CPU0:NCS1002_1#

show ssh session details

Wed Jul 19 13:08:46.147 UTC
SSH version : Cisco-2.0

id key-exchange pubkey incipher outcipher inmac outmac

Incoming Sessions

128733 ecdh-sha2-nistp256 ssh-rsa aes256-ctr aes256-ctr hmac-sha2-256 hmac-sha2-256
128986 diffie-hellman-groupl4 ssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal
128988 diffie-hellman-groupl4 ssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal



Outgoing sessions

FEHBTR , BESSHEFEEEXBAERES show sshhisory detail.

<#root>
RP/0/RP0/CPUO:NCS1002_1#

show ssh history details

Wed Jul 19 13:13:26.821 UTC
SSH version : Cisco-2.0

id key-exchange pubkey incipher outcipher inmac outmac start_time end_time

Incoming Session
128869diffie-hellman-groupl4-shalssh-rsa aesl28-ctr aesl28-ctr hmac-shal hmac-shal 19-07-23 11:28:55 19

SSHIRHR R B BIEARAVFFHHIZERE show sch traceall.

<ttroot>

RP/0/RPO/CPUO:NCS1002_1#

show ssh trace al

Wed Jul 19 13:15:53.701 UTC

3986 wrapping entries (57920 possible, 40896 allocated, 0 filtered, 392083 total)

Apr 29 19:13:19.438 ssh/backup-server/event 0/RPO/CPUO t6478 [SId:=0] Respawn-count:=1, Starting SSH Se
Apr 29 19:13:19.438 ssh/backup-server/shmem 0/RPO/CPUO t6478 [SId:=0] Shared memory does not exist duri

BLESSHEME R ZRE

SSHEMA M EREERTETH MR ZATN BNV TER, FERABRERIE sow shrekey.

<tfroot>

RP/0/RPO/CPUO:NCS1004_1#

show ssh rekey

Wed Jul 19 15:23:06.379 CDT
SSH version : Cisco-2.0

id RekeyCount TimeToRekey(min) VolumeToRekey(MB)

Incoming Session
1015 6 6.4 1024.0



1016 0 58.8 1024.0

Outgoing sessions

EXRTEHMEREEBMNSE |, BEHADD shserverrekey-volume[ size TAEXM EFE R €88 KN E1024
MB,

<#froot>
RP/0/RP0/CPU0:NCS1004_1(config)#

ssh server rekey-vol unme 4095

RP/0/RP0/CPUO:NCS1004_1(config)#

comni t

Bk , fF sshserver rekey-time[ time]. FEEX B A607 $&,

RP/0/RPO/CPU0:NCS1004_1(config)# ssh server rekey-time 120
RP/0/RP0O/CPU0:NCS1004_1(config)# commit

SSHFR

H debug shserver S HNEBISSHERFEMERERN KL, &EH KRVERETHREDR
,ERARAE  ERER , AREFLETR undeowgal EAPUTTYSHMKIREARKERSHETS
#o

<#root>
RP/0/RPO/CPU0:NCS1002_1#

debug ssh server

PuTTYZ2FE—1EIh8E , AN SSHE R E Session> Logging.
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ﬁ PuTTY Configuraticn

Categary:
[=]- Session Options controlling session logging
=} Terminal Session logging:
"t Keyboard () None () Printable output
. Bell () All session output © 55H packets
E ‘... Features (") 55H packets and raw data
= Window Log file name:
e Appearance putty log Browse...
i Behaviour
Translation (Log file name can contain &Y, &M, &0 for date, &T for
__ Selaction time, &H for host name, and &P for port number)
Colours What to do if the log file already exists:
EI C i () Always ovenwrite it
;:nne e () Always append to the end of it
Data O 24sk the user every time
o EFST 8 Flush log file frequently
+ N
Serial B Include header
Telnet Options specific to S5H packet logging
""" SIUDEBLIF' B Omit known password fields
[ Omit session data
About Help Dpen Cancel

PuTTY SSHH & EE

ELinux® , snhw (ERFM ) BT RESSHERBENFEET.

<#root>
ubuntu-18@admin:/$

ssh -vv adm n@92. 168. 190. 2

H B
B @Eshow techsHEBBSSHNE AEA.



show tech { ncslk | ncs1001 | ncs1004 } detail

show tech crypto session

show tech ssh

admin show tech { ncslk | ncs1001 | ncs1004 }-admin
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