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Cisco IOS®E I T, SFHEMERRRRE , REBEENDTE,
1. EM FPVLAN,

+ CatOS

<ffroot>

Swi t ch_Cat OS> (enabl e)
set vlan primary_vlan_id

pvl an-type primary name prinmary_vlan

l--- Note: This comand nust be on one line.

VTP advertisenents transmitting tenporarily stopped
and will resune after the conmand fini shes
VI an 100 configuration successful

« Cisco IOS#ig&

<#root>
Switch_I0S(config)#

vlan primary_vlan_id
Switch_IOS(config-vlan)#
private-vlan primary
Switch_IOS(config-vlan)#
name primary-vl an
Switch_I0S(config-vlan)#

exit

2. B RBEEVLAN,

+ CatOS

<#root>
Swi t ch_Cat OS> (enabl e)
set vl an secondary_vlan_id

pvl an-type isol ated nanme isol ated_pvl an

l--- Note: This command nust be on one |ine.



VTP advertisenents transmitting tenporarily stopped
and will resune after the conmand fini shes
VI an 101 configurati on successful

« Cisco IOSH#ig&

<#root>
Switch_I0S(config)#

vl an secondary_vlan_id
Switch_IOS(config-vlan)#
private-vlan isol ated
Switch_IOS(config-vlan)#
nane isol ated_pvl an
Switch_I0S(config-vlan)#

exit

3. IR VLAN/VLANE # 2 3= VLAN,

+ CatOS

<#root>
Swi t ch_Cat OS> (enabl e)
set pvlan primary_vlan_id secondary_vlan_id

VI an 101 configuration successful
Successfully set associati on between 100 and 101.

« Cisco IOSHE g

<#root>

Switch_IOS(config)#

vlan primary_vlan_id
Switch_I0S(config-vlan)#

private-vl an associ ati on secondary_vlan_id

Switch_I0S(config-vlan)#



exit

4. BEERAVLANEE,

+ CatOS

<#root>
Swi t ch_Cat OS> (enabl e)
show pvl an

Primary Secondary Secondary- Type Ports

100 101 i sol ated

 Cisco |IOS#iga

<#froot>
Switch_IOS#

show vl an private-vlan

Primary Secondary Type Ports

100 101 isolated

APVLAN S B8
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PVLANIE,
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EFFEEEN R EEE TR,

CatOS



<#root>

Swi t ch_Cat OS> (enabl e)

set pvlan primary_vlan_id secondary_vlan_id nod/ port

I--- Note: This command nust be on one |ine.

Successfully set the following ports to Private Vlan 100, 101: 2/20

Cisco | OSHR B2

<#root>

Switch_I0S(config)#

interface gi gabitEthernet nod/ port

Switch_I0S(config-if)#

swi tchport private-vlan host
primary_vlan_id secondary_vlan_id

I--- Note: This command must be on one Tine.

Switch_I0S(config-if)#

swi tchport node private-vlan host



Switch_I0S(config-if)#

exit

EEF-—EAXRE LEERSE,

CatOS

<#root>

Swi t ch_Cat OS> (enabl e)

set pvlan mapping primary_vlan_id secondary_vlan_id nod/port

I--- Note: This command nust be on one |ine.

Successfully set nmappi ng between 100 and 101 on 3/26



EE ¥R Catalyst 6500/6000 ( & Supervisor5| B4 CaOSEA R EBETE ) , MREHFEVLANZEH
HIERIMME | AlSupervisors|Z EHIMSFCIE ( 15/18016/1 ) BB

Cisco | OSHR B2

<#root>

Switch_IOS(config)#



interface interface_type nod/ port

Switch_I0S(config-if)#

swi tchport private-vlan
mappi ng primary_vlan_id secondary_vlan_id

I--- Note: This command must be on one Tline.

Switch_I0S(config-if)#

swi tchport node private-vlan proni scuous

Switch_I0S(config-if)#

end

SEIEEE
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<#root>

Switch_I OS(config)#

interface vlan primary_vlan_id

Switch_|I OS(config-if)#

private-vlan mappi ng secondary_vl an_|i st

Switch_|I OS(config-if)#

end
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2 i show interfaces private-vlan mapping ( Cisco IOSEX#8 ) Zishow pvlan mapping(CatOS)an 1 LA 5 7 ¥ A,



MRREHRETZBUHBVLANEE |, FFEMadd (B0 ) Fremove ( Mk ) BB F,

<#root>

Switch_| OS(config-if)#

private-vl an mappi ng add secondary_vlan_li st

or
Switch_| OS(config-if)#

private-vl an nmappi ng renove secondary_vl an_|i st



AR HREBEMSFCH Catalyst 6500/600033 i | FEFER fESupervisorSIZ BB A 51 ZBHE ( FlI0 , #15/1516/1 ) 2B
R,

<#root>

cat6000> (enable)

set pvlan mapping prinmary_vlan secondary_vlan 15/ 1



Successfully set mapping between 100 and 101 on 15/1

2% HH &S show pvlan mapping A BR ¥k,

<#root>

cat6000> (enable)

show pvl an nmappi ng

Port Primary Secondary

15/1 100 101

HaRE

RIERER T HHERE

$# A\ B (Catalyst 4003 : CatOS)

# (Catalyst 4006 : Cisco IOSELEE )

$Z A J& (Catalyst 4003 : CatOS)

<{froot>




Access_Layer> (enable)
show config

This command shows non-default configurations only.
Use 'show config all' to show both default and non-default configurations.

!--- Output suppressed.

#system

set system name Access_lLayer
1

#frame distribution method

set port channel all distribution mac both
I

#vitp

set vtp domain Cisco

set vtp mode transparent

set vlan 1 name default type ethernet mtu 1500 said 100001 state active

set vlan 100 name primary_for_101 type ethernet pvlan-type primary mtu 1500
said 100100 state active

I--- This 1is the primary VLAN 100.
!I--- Note: This command must be on one line.

set vlan 101 name isolated_under_100 type ethernet pvlan-type isolated mtu
1500 said 100101 state active

I--- This is the isolated VLAN 101.
!I--- Note: This command must be on one Tline.

set vlan 1002 name fddi-default type fddi mtu 1500 said 101002 state active
!--- Output suppressed.

#module 1 : O-port Switching Supervisor
I

#module 2 : 24-port 10/100/1000 Ethernet
set pvlan 100 101 2/20

!I--- Port 2/20 is the PVLAN host port in primary VLAN 100, isolated
I--- VLAN 101.

set trunk 2/3 desirable dotlq 1-1005

set trunk 2/4 desirable dotlq 1-1005

set trunk 2/20 off dotlg 1-1005

!I--- Trunking is automatically disabled on PVLAN host ports.
set spantree portfast 2/20 enable

!I--- PortFast is automatically enabled on PVLAN host ports.

set spantree portvlancost 2/1 cost 3




!--- Output suppressed.

set spantree portvlancost 2/24 cost 3
set port channel 2/20 mode off

!I--- Port channeling is automatically disabled on PVLAN !--- host ports.

set port channel 2/3-4 mode desirable silent
1

#module 3 : 34-port 10/100/1000 Ethernet

end
s ( Catalyst 4006 : Cisco IOSEXEE )
<{froot>
Core#

show runni ng-config

Building configuration...

!--- Output suppressed.

|

hostname Core

|

vtp domain Cisco

vtp mode transparent

!--- VTP mode is transparent, as PVLANs require.

ip subnet-zero

!

vlan 2-4,6,10-11,20-22,26,28

!

vlan 100

name primary_for_101
private-vlan primary
private-vlan association 101

!

vlan 101

name isolated_under_100
private-vlan isolated

|

interface Port-channell

!I--- This is the port channel for interface GigabitEthernet3/1
!--- and interface GigabitEthernet3/2.

switchport

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

|

interface GigabitEthernetl/1
!




interface GigabitEthernetl/2
|

interface GigabitEthernet3/1
!I--- This is the trunk to the Access_Layer switch.

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

channel-group 1 mode desirable
I

interface GigabitEthernet3/2
!I--- This is the trunk to the Access_Layer switch.

switchport trunk encapsulation dotlq
switchport mode dynamic desirable

channel-group 1 mode desirable
I

interface GigabitEthernet3/3
!

!I--- There is an omission of the interface configuration
!I--- that you do not use.

interface GigabitEthernet3/26

swi tchport private-vlan mapping 100 101
swi tchport node private-vlan prom scuous
!--- Designate the port as promiscuous for PVLAN 101.

!I--- There is an omission of the interface configuration
!I--- that you do not use.

[

!--- Output suppressed.

interface Vlan25

!I--- This is the connection to the Internet.
ip address 10.25.1.1 255.255.255.0

I

%nterface V1an100

I--- This 1is the Layer 3 interface for the primary VLAN.

ip address 10.1.1.1 255.255.255.0
private-vlan mapping 101

!I-—-- Map VLAN 101 to the VLAN interface of the primary VLAN (100).
!--- Ingress traffic for devices in isolated VLAN 101 routes
I--- via interface VLAN 100.
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show pvlan -BERPVLANE B, #BE#ESHVLANMEVLIANREHERE, kil , FRBREERME A IS,

show pvlan mapping -BUR &% L B B & RPVLANE AR,

Cisco |OSH#k g2

show vlan private-vlan — B/RPVLANER , P TIEEEIBRYE,

show inter facemod/portswitchport -BERGER N EMNEA. BBETEXTETPVLANRERTER,

show interfaces private-vlan mapping -B&’R EELEHIPVLANE B,
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<#root>

Access_Layer> (enable)

show pvl an

Primary Secondary Secondary-Type Ports

100 101 isolated 2/20

show vl an private-vlan

Primary Secondary Type Ports
100 101 isolated Gi3/26
REBESENERAE,

I HIE R |, BIRERRK Bproni scuous , MIETHIVLANAE10071101,

<#root>

Core#

show i nterface gigabitEthernet 3/26 switchport

Name: Gi3/26
Switchport: Enabled
Administrative Mode: private-Vlan promiscuous



Qper ational Mode: private-vlan prom scuous

Administrative Trunking Encapsulation: negotiate
Operational Trunking Encapsulation: native
Negotiation of Trunking: Off

Access Mode VLAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative Private VLAN Host Association: none

Admi ni strative Private VLAN Prom scuous Mappi ng: 100
(primary_for_101) 101 (i sol ated_under_100)

Private VLAN Trunk Native VLAN: none

Administrative Private VLAN Trunk Encapsulation: dotlq
Administrative Private VLAN Trunk Normal VLANs: none
Administrative Private VLAN Trunk Private VLANs: none

Qperational Private VLANs:
100 (primary_for_101) 101 (i sol ated_under_100)

Trunking VLANs Enabled: ALL
Pruning VLANs Enabled: 2-1001
Capture Mode Disabled

Capture VLANs Allowed: ALL

61 OB AR IR 2R S E AR AV BRI R 12 5 2B A 1 2 (ICMP) ping &,

Bl ARMAEEBENRE—EEVLANS , At EMSENRE—BEF8+.

<#froot>

host_port#

show arp



Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.1.100 - 0008.a390.fc80 ARPA FastEthernet0/24

I--- The Address Resolution Protocol (ARP) table on the client indicates
I--- that no MAC addresses other than the client addresses are known.

host_port#

ping 10.1.1. 254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.254, timeout is 2 seconds:

Success rate is 80 percent (4/5), round-trip min/avg/max = 1/2/4 ms

!I--- The ping is successful. The first ping fails while the
I--- device attempts to map via ARP for the peer MAC address.

host_port#

show arp

Protocol Address Age (min) Hardware Addr  Type Interface
Internet 10.1.1.100 - 0008.a2390.fc80 ARPA  FastEthernet0/24
Internet 10.1.1.254 0 0060. 834f . 66f0 ARPA Fast Et her net 0/ 24

I--- There is now a new MAC address entry for the peer.

EEHIE 2 BRENICMP pingo

EARHIH | host_port_2 (10.1.1.99)Ei¥thost_port (10.1.1.100)#1{Tpingi@fE. LttpingkB. BR , #E — A%
pingRHZE AR,



<#root>

host_port_2#

ping 10.1.1.100

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.1.100, timeout is 2 seconds:

Success rate is 0 percent (0/5)

!I--- The ping between host ports fails, which is desirable.

host_port_2#

ping 10.1.1.254

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.1.1.254, timeout is 2 seconds:
(NN

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms

!I--- The ping to the promiscuous port still succeeds.

host_port_2#

show arp

Protocol Address Age (min) Hardware Addr  Type Interface
Internet 10.1.1.99 - 0005.7428.1c40 ARPA Vlanl
Internet 10.1.1.254 2 0060.834f.66f0 ARPA Vlanl

I-—-- The ARP table includes only an entry for this port and
!I--- the promiscuous port.



g 3710

BERRPVLANBE

FEDNHBPVLANE B HEN —LE RREE,

1

EEWBILATEEIRVES ¢ %PM-SP-3-ERR_INCOMP_PORT : <mod/port>itik % i # i&# » #] 5 <mod/port>E_ ¢ s,

HERESTRERSEREMET , M THEHR,

REA- 1: ARAERRG , EE—COIL ASICHH —EE R . SPANBEREMPVLANER , Catalyst 6500/6000 10/100-MbpstE#H
SREIBHREBEHVLANENEE, ( COIL ASICEH X ZEEHE LY 12{EE M Catalyst 6548140 E#V48MEE, ) AR AIFIRE
R4 R R 2L T Catalyst 6500/6000 10/100-MbpstE#E E 32 BR &K 4 5 E Ao

RRBIE- 1 URBZEBETFZEPVLAN , BREZEERE —EH EFEASICEWIE, EFBREHMA , FEMEREEHVLANS LS
VLANIBEE 3 2 H shutdowndr 55 Fno shutdown®is $o

REA- 2 . ERFEE BIE L TERE E Hdynamic desirable 5 dynamic auto 3,

fRRBIE- 2 : A switchport mode accessin PSRRI BEAZEAER, EEEFHHA , B Hshutdownd+ Fno shutdowndi &



R : fECisco IOSERBEMRAN12.2(17a)SX R E S MRAH |, 1238 R &7 E A RWS-X6548-R}-45, WS-X6548-RJ-21F WS-
X6524-100FX-MM & A #33#a& 48,

RI=E2

EPVLANEEBRES , HBEUATEEZ2—

Cannot add a private vlan mapping to a port with another Private port in

the same ASIC.
Failed to set mapping between <vlan> and <vlan> on <mod/port>



Port with another Promiscuous port in the same ASIC cannot be made
Private port.
Failed to add ports to association.

REA : AREERS , EE—COIL ASICHI—EER S #, SPANEZHEMPVLANEE | Catalyst 6500/6000 10/100-MbpsiE A&
FREIBBE B VLANENEE, ( COIL ASICERHIAZEIER LAY 12{8E M Catalyst 6548140 L HI48EE, ) AN3CAE 15 B F0 BB 5150
2 RE M T Catalyst 6500/6000 10/100-Mbpst&#E 32 PR 189 2 E ..

##RIBTE : % Hshow pvlan capability@ 5 (CatOS) , than S A REBRETER/PVLANE, WRZISEETIEPVLAN , BiRE
FEEARS —EE - TEASICEHIE,

3EE : 1ECisco |IOSER BB IR AR 12.2(17a)SX R E S ARARH | 1242 PR H 118 F IAWS-X6548-RJ-45, WS-X6548-RJ-21F1WS-
X 6524-100FX -



MM Z KR 8
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BARER S FE LEREPVLAN,

BRITE : BEZTARSTXEPVLAN, BHBEE2H , FSHEEAVLAN Cadyst KT ER | URELNFANEEBRAREX
EPVLAN,

&5 784

{ECatalyst 6500/6000 MSFC £ | #EE¥ER TR Mkl F fRBHg My B TpingiR e,

R : fESupervisor5|Z £ | BRBEIMSFC ( 15/15X16/1 ) WIEER AR,

<#root>

cat6000> (enable)

set pvlan mapping prinmary_vlan secondary_vlan 15/ 1

Successfully set mapping between 100 and 101 on 15/1

WERBAXEDEIEHER BT , BMSFCEMVLANN HEHETEE.

i85

2 Hino shutdown B3 5% , EARBAREVLANSHEVLANKVLANAHE.

RRGE : ARPVLANMIME | BTEERUBREVLANSEEVLANBVLANNH. EREBABREVLANKVLANAH.

16

EHBMSFC/MSFC2fy Catalyst 6500/60008 & + , EE3EPVLANSE LB AWARPE B TEIBH,


https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/10584-63.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/10584-63.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6500-series-switches/10584-63.html

24T : EHRIBHEAVLANNE LEAMARPIKRE 2XBARPIKE , 7288, AR —IPHibERFTEESER—FHEE , XAF
SEIVARPEE., Ht , MEMACH I E R , BAXEAFEMBRPVLANEBARPER ., EFHEMAMBERPVLAN ARPIEE | SFRHEUT

Ao,
e

<#root>

Router(config)#

no arp 10.1.3.30

IP ARP:Deleting Sticky ARP entry 10.1.3.30
Router(config)#

arp 10. 1. 3.30 0000. 5403. 2356 ar pa

IP ARP:Overwriting Sticky ARP entry 10.1.3.30, hw:00d0.bb09.266e by
hw:0000.5403.2356

2 —{E& 18 £ Cisco |OSEBEEIR A 12.1(11b)ERE SRAF 3 Hnoip sticky-arpai o
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e Cisco Catalyst 2955% 5138 -EHEBEH
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https://www.cisco.com/c/en/us/obsolete/switches/cisco-catalyst-2955-series-switches.html
https://www.cisco.com/c/en/us/obsolete/switches/cisco-catalyst-2955-series-switches.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6000-series-switches/10601-90.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6000-series-switches/10601-90.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6000-series-switches/10601-90.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6000-series-switches/10601-90.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-6000-series-switches/10601-90.html
https://www.cisco.com/c/en/us/tech/index.html
https://www.cisco.com/c/en/us/tech/index.html
https://www.cisco.com/c/en/us/support/index.html
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