TEFirepower NGFWZEE LBl ESNMP

FPR4100/FPR9300 FXOS) SNMP

EiB GUI 5% FXOS SNMPv1/v2¢c

FEiRAH AN (CLI) &E FXOS SNMPv1/v2c
EiB GUI 5% FXOS SNMPv3

iR CLI 88 F FXOS SNMPv3
EPR4100/FPR9300 8 FTD (LINA) SNMP
5%7E LINA SNMPv2¢c
5% LINA SNMPv3
MIOJ] Ff SNMP#E —(FXOS 2.12.1, FTD 7.2, ASA9.18.1)

EPR2100 SNMP

FPR2100 FXOS) SNMP
5% FXOS SNMPv1/v2c
ERE FXOS SNMPv3

FPR2100 Y FTD (LINA) SNMP

B

B %% FPR4100/FPR9300 #J FXOS SNMP
FXOS SNMPv2c B s%

EXOS SNMPv3 B& 3%

% FPR2100 £ FXOS SNMP
EXOS SNMPv2 Eg s
EXOS SNMPv3 B8 5%

5% FTD SNMP

5T SNMP fiEi# A FPR4100/FPR9300 Y FXOS
EiB GUI SR E£ T BE
BB CLI jREL I FRUEE
BE
OID
SREEDER
L FTD LINA SNMP
X E#H FXOS SNMP
EFHA{EE SNMP OID {§ ?
SEENS SNMP 584
#|5FIR SNMP B53E FMC
Eirepower Device Manager (FDM SNMP #H &8

SNMP EE



RERNBNMET — B AMNGFW) FTDZ B L 5% € f 5 8 8% & B A 15 E (SNMP) I ¥ 1T
b 3713

AR

=K

B A X4+ FE Bl SNMP B E M E A AR

BRA JTAF

AR STAF PR A S BRI 45 E X BB M R BR AR AN
AXTHEFARBRBREEREREANEENEL, XFERAZNMEREERCER (ER
) MARREREE, MRENMEEFT , FHRAERBITMES TREXNEE,

HRAR

Firepower NGFW ExfR Al A5 B 2 EEE TR :

« Firepower Extensible Operating System (FX-OS) a3 &l M5 1E 88,
« Firepower Threat Defense (FTD) Al £ R #H 1T,

FIDR—EREMEE  HPaiE2EE52. Snort5|ZRILINASIZ, FTDRIE RISNMPE|Z4T4E
BEHASA , BT EZILINAMEEIThAE,

FX-OSMFTDEABUMEHFE X EHREZRBEN , EMEETENSNMPEIZE, ZF
SNMPS|ZHRETENENR , YA TRFLERBEREMEEN , UESELHNKRERERR

o

REBAERE , Firepower NGFWEE ERIEMEEEZSRHE : Firepower 2100R 5l MFirepower
4100/9300%& %,

Firepower 4100/9300 £EEEEEAMBEESENE , MELLNEAEIEXE FXOS FR#HKZ SNMP
RENRREMEWH, Z—FHE, FTD EAREX AN LINA 7T1HE ( ERF/HDE. £ 6.6 2EH
FTD iRA&m , B AT AR FTD BEE N E ) EAE SNMP,



FTD data Security Module
interfaces
+ diagnostic

FTD mgmt Mon SNMP-capable

Firepower Threat Defense (FTD)

Chassis mgmt

interface ' __ SNMP-capable j

Firepower 2100 %1% SNMP B|Z4 /M FTD BB N EM IP, RIELASFSHEELNE EZKIN
SNMP SREIX A HEIXZE FXOS HEEE,

SNMP-capable

FTD data Security Module

interfaces Firepower Threat Defense (FTD)

SNMP-capable

FTD mgmt Non SNMP-capable

EFERESERE 6.6 LKW FTD £, SBATHEE,

b Miiﬁﬁﬂg SNMPO
« £ FPR1000 = FPR2100 R3I¥ A L K HESBBHE—EENHEES LINA SNMP
FXOS SNMP, Ltt4h , B8t 7E T AEREL > "SNMP, TRt FMC fWE —HREE,

—

AxX &

FPR4100/FPR9300 Ky #58 (FXOS) SNMP



SNMP-capable

FTD data Security Module

interfaces Firepower Threat Defense (FTD)
+ diagnostic

FTD mgmt Non SNMP-capable

Chassis mgmt

interface —— SNMP-capable j

SNMP Request

1B GUI F%E FXOS SNMPv1/v2c

SR 1.3TBFirepower B EEEF(FCM) Ul , REEBM I L ARE> SNMPEE., 4iE "SNMP. B
TR BEEUSR , EEEAMN SNMP ERfY T#8, =8, REBBE "#17F. .

Overview Interfaces Logical Devices Security Modules EEBIGTZI =TS ATV _
- 1

5 I '

i Admen State: ¥ Enable

HTTFS smmunity/Usermame: P 2
AA5
System Admmmstrator Name:
Syslog
DNS Location:
FIPS and Common Critenia
Accens List SHMP Traps
:
Name ~Port  Version  V3Privilege  Type |

SNMP Users

Name AuthType  AES-128 |




S & R BEECommunity/Usernametfz , BIZZ BB AR XA HSet : Yes, HIRE
Community/Username i j= RIEHN{E , BIZZ B ARV ASet : No

HEBR 2. BLESNMPE B B 2 RBRER.

Add SNMP Trap P

Host Name:™ 192.168.10.100

Community/Username:™ sessanee

Port:™ 162
Version: V]l & V2 V3
Type: ® Traps nforms

V3 Privilege:

(8] 4 Cancel

N s EHNBRMEENERESEIN  TURE

FHRUERS IP VURKEBESR, BN "HE, L RKESEHDREFT SNMP R AKRI[HERE
o BAFEEN SNMP THETHREFiES. EMREMESH I,

FEiBaySHIAE (CLI) $2E FXOS SNMPv1/v2c

<#root>
ksec-fprok-1-A#
scope nonitoring

ksec-fprok-1-A /monitoring #



enabl e snnp
ksec-fprok-1-A /monitoring* #
set snnp comunity

Enter a snmp community:
ksec-fprok-1-A /monitoring* #

enter snnp-trap 192. 168. 10. 100
ksec-fprok-1-A /monitoring/snmp-trap* #
set community

Community:
ksec-fprok-1-A /monitoring/snmp-trap* #

set version v2c

ksec-fprok-1-A /monitoring/snmp-trap* #
set notificationtype traps
ksec-fprok-1-A /monitoring/snmp-trap* #
set port 162

ksec-fprok-1-A /monitoring/snmp-trap* #
exit

ksec-fprok-1-A /monitoring* #

comm t - buf fer

1B GUI 3% E FXOS SNMPv3

S BB 1.TBFCM I B i EPlatform Settings > SNMPE £,

SB2HUSNMP v3 , FTEEE LB EEMEHEFE, BUNSEFEREHTRIER B TE
FXOS SNMP 5|2 E#H, F—EALSBREFLESHPA SNMP, X% , N2V FERAEMBE i
BT, RS HEFET SNMP FHERM SNMP REE#,



-al Devices Security Modules EEIGTE RISl _
161

Part:

Community/Usermame: Set:o

Syetem Admarngkrator Name:

Location:

SHNMP Traps

SNMP Uzers

f —

SERSMEFR , EIMSNMPERE., REHE —EA SHA |, BT LIER AES 5 DES #{Tm&




Add SNMP User

Name:*

Auth Type:
Use AES-128:

Password:

Confirm Password:

Prnivacy Password:

Confirm Privacy Password:

! userl
SHA

Ld

LA L L LR L]

LA L L LR AL

HER A SBINSNMPREB =4 |, tNEFTR -

OK

Cancel



Add SNMP Trap

Host Mame:™ 192.168.10.100

Community/Username:* senes

Port:™ 162
Version: V1
Type: ® Traps
V3 Privilege: Auth

E1@ CLI 3% E FXOS SNMPv3

<#root>

ksec-fprok-1-A#

scope nonitoring
ksec-fprok-1-A /monitoring #
enabl e snnmp

ksec-fprok-1-A /monitoring #
create snnp-user userl

Password:
ksec-fprok-1-A /monitoring/snmp-user® #

set auth sha
ksec-fprok-1-A /monitoring/snmp-user® #
set priv-password

Enter a password:
Confirm the password:
ksec-fprok-1-A /monitoring/snmp-user® #

V2 ®Vy3
Informs

NoAuth

OK

®) Priv

Cancel



set aes-128 yes

ksec-fprok-1-A /monitoring/snmp-user* #
exit

ksec-fprok-1-A /monitoring* #

enter snnp-trap 10.48.26.190
ksec-fprok-1-A /monitoring/snmp-trap* #
set community

Community:
ksec-fprok-1-A /monitoring/snmp-trap* #

set version v3

ksec-fprok-1-A /monitoring/snmp-trap* #
set notificationtype traps
ksec-fprok-1-A /monitoring/snmp-trap* #
set port 162

ksec-fprok-1-A /monitoring/snmp-trap* #
exit

ksec-fprok-1-A /monitoring* #

comi t - buf fer

FPR4100/FPR9300 #y FTD (LINA) SNMP

SNMP Request

SNMP-capable

FTD data Security Module
interfaces Firepower Threat Defense (FTD)
+ diagnostic

FTD mgmt Non SNMP-capable

Chassis mgmt
interface

—— SNMP-capable j




6.6 A LRRAMEE
« 6.6 ZBMEAT , B ALLERMEA FTD EE M EETRHA MR,

SNMP Reguest

SNMP-capable

Security Module

Firepower Threat Defense (FTD)

FTD data
interfaces
+ diagnostic

Ag from 86+
It can forward SHMP packets to LINA

FTD mgmt

Chassis mgmt
interface

__{ SNMP-capable j

1 6.6 FtH , FTE FTD ¥ &19%X & SNMP E— IP EHEIh8E :

+ FPR2100

+ FPR1000

+ FPR4100

+ FPR9300

« #4117 FTD Y ASA5500
« FTDv

#XE LINA SNMPv2c

SEB1EFMCUIL , BfRBIEE>FA5XE> SNMP, #HEnable SNMP Servers i&I18 I Fi &
SNMPV2E&TE , WIRFI7R :

SR2ETHERL | BFENEBIIEESNMPRRRRE



Edit SNMP Management Hosts

IP Address* SNMP-SERVER v P
SNMP Version ¢ v
Username v
Community
String
Confirm
Poll Ld
' Trap U
| Port (1
Available Zones &
‘ 4, Search
i INSIDE_FTD4110
ie OUTSIDE1_FTD4110
S QUTSIDE2_FTD4110
B NET1_4100-3 Add

B nET2_4100-3
B¢ NET3_4100-3

65535)

Selected Zones/Interfaces

[3] OUTSIDE3 W]

Interface Name

0K | Cancel

BB LGSR E N EEES SNMP FAER R, WZENEAERNTE , RAFE AN HE
FERRE (EHER).




Add SNMP Management Hosts

IPF Address®
SNMP-SERVER

SMNKP Varsion
2c

B Fo
B trap

Trap Port
| 162

|:|':| |

Reachable By:

() Device Management Interface (APplicable from vE 6.0 and above)

) Security Zones of Named Interface

Ayailable Tones i

nterfaces

Q) Search

2100 _inside
2100_outside




LB A 6.6 RAFHERMIER BEMRERE,
Sk, £ 6.6 2RE FTD WA , S A SLUEEZEEENTE :



Add SNMP Management Hosts

P Address®
SHNMP-SERVER -+

Q, Search

2100_inside
2100 _outside

MRBEGTNEENE , BIADEBHNEZENEEA LINA SNMP,



ER

ARP Inspection Enable SNMP Servers L

B Read Community String ennas |

Extemal Authentication

Fragment Settings conbims = ]

HTTP System Adménistratar Name [ ]

B Location | |

Secure Shell

SMTP Server Port 161 | (1-ess39)
* SHMP

S5L

Srslog

Timeouts

Tume Synchronization

UCAPLACC Compliance

X E LINA SNMPv3

B 1EFMCUIL | EfRB|EE>FAERE> SNMP, 1ZEF EBUHSNMP{A BR 2512 18 I fit i
SNMPv3fER &M E# -

Add Username

Security Level | Priv

Username* | cisco

Encryption | Clear Text
Password Type

Auth Algorithm | SHA
Type

Authentication
Passwerd*

Confirm*

Encrytion Type

Encryption
Password*




Overview Analysis Policies JSNI<8 Objects = AMP Intelligence

| Device Management MNAT VPN * Qus Platform Settings FlexConfig Certificates

mzafeiro FTD4110-HA

ARP Inspeaction Enable SNMP Servers *
e Read Community String
External Authentication
Fragment Settings 2Ll
HTTP SﬁtEm Admindstrator Mame
Lep: Location
Secure Shell
SMTP Server Port 161
F SHMP Users  SNMP T:
= | Hosts | raps
Syslog Qi |
Timeouts Interface  Network  SNMP Version  Poll/Trap  Port  Username |
LSS (LS 2o T QUTSIDE3 SHMP-SERVER 3 pall cisca 7B
UCARL/CC Compliance |
S 2. EREE TR -

Edit SNMP Management Hosts

IP Address* SNMP-SERVER v B

SNMP Version 3 W

Username cisco g

Community

String

Confirm

Poll o

Trap L

Paort 162

Available Zones G Selected Zones/Interfaces
4y Search |_.| GUTSIDEE __J
| a
ssa IMSIDE_FTD<4110

HER 3. A LAFESNMPRE B &8 70 TR B R EURAYBABY



P oI Hosts Users L UEIETES

S5L
: &) an sump L sysio
Syslog Enable Traps yslog

Timeouts

Standard
Time Synchronization

UCAPL/CC Compliance Authentication: v
Link up v
Link Down v
Cold Start v
Warm Start v
Entity MIB

MIOJJ /i SNMP#E—(FXOS 2.12.1, FTD 7.2, ASA 9.18.1)

7T22HIM1TA

« 7£9300M14100F & Lt , EEEFTD/ASAFE AR LR EMNSNMP LE A BB EARISNMP
MIB, EREEMIOLZEBHREEERERHELERFHBE. MIOREEFI/O (Supervisor)i&
#Ho

- FEREMEBILHSNMPEE , —EEIH/ERAL , 5—BEMIOL , AHETSNMPE 2,

- FRERNE , —EBARITR , —@EARMIO , ARE—#£ENSNMPEZ,

- BREFIEBSNMPEREMES29300H4100% B fF | EAJAERE RS,

HEFHMRA (FXOS 2.12.1, FTD 7.2, ASA9.18.1RESA ) LHEEAR

« EAMIOT] K SNMP#E— , £ & A LAEIB R (ASA/FTD) /M EE#F#ELINAFIMIO MIB,

- AEBHAIMIO CLIFIFCM ( MFEEESR ) FAENMEHMASERIIEE,

- FERMEAERH. EEWREMIO SNMPREEABILHIEET. FEFEAMONTHERHME
/IDME MIB, RAAEIhee®k , ERARX T HETARWAER—HMIB,

- ZEEMNABTEEEERUIMPlatform-settings > SNMP > Admin Instance T , & LEE
FIEEFTDHIE | LMERE /W EMEMIBLUE HIZEHANMS

- XEASAFTDA#FMMIFEH

- WWIEEEEARERMIONFE A ( FPRI300FFPR4100 ) o

TRFM , XENF A

- TENREEEERAE : FCM 2.12.1
- TEHE : FPRI300/FP4100% %l
s FETENSEERSERERE : FXOS 2.12.1, FTD 7.288ASA 9.18.1

FPR2100 H#Y SNMP



FPR2100 R#E LR HE FCM, B REEZEB FMC RERE SNMP,

FPR2100 K #%§ (FXOS) SNMP

SNMP-capable

FTD data Security Module
interfaces Firepower Threat Defense (FTD)

SNMP Request

£ FTD 6.6 LA LBt , B AT SLUEEMEA SNMP 19 FTD BB HE. ELERAFIF , FXOS F LINA
SNMP &EFRiEiB FTD EE M H{EF#,

B E FXOS SNMPv1/v2c

ITBEFMC Ul , B BIEE>KEEE, EFEENEEFESNMP :

Overview Analysis Polices EECSIRGES Objects AMP  Intelligence . System Help v [bebar v

Davice Managemant NAT VPN ¥ Qo5 Flatform Settings FlexConfig Cartificates

Youw have unsewed charges H Saue ) Cancal

Crpra Firgpeongr 2110 Thineas Delergs 3
Doviee  Routing  Interfaces  Inling Sets  DHCP m

O PP sestings configered sn b ot il asole omidadit e gl atform

Admin State: + Eratis

[ 2-3+ a1

Community: FEREERES 1

System Admen Name: 1

Location:

SHMP Traps Confguration




SNMP Trap Configuration T X
Hostname:* 10.48.26.150 v 2

Community String: ¥ sassnEe

Port:* 1652 (1 - 65535)
SHMP Version: V2 v

Type: TRAPS v

Privilege: NO_AUTH ~

| oK || cancel |

FTD 6.6 A LHEE

WA LUEE FTD BENME -



v W Object AP Inbel| ] K
Device Management KT VP r QoS Platforen Settings  FlexConfy  Certificates

| Add SNMP Management Hosts
FTD_Platform_Palicy == caridier
Erter Desoription 1P Addresa™ host_10.239, 20,30 |
EHMP Yerpaon 2 w
: Uigrmame w
AR Inspection Erable SHHP Seroers L
Bt Comiminty At
Eiead Commuriky String anaaa SAnng

DHS

Exk s Conlrm™ Py Cenfirm ek

Frapmsant Settings System Admeistrator Hame Poll

HITP [ Trap

L Poat 163

Secure Fhell —— i Reachabie By

Sarver | * Devios Management Inferface I

¥ SHHP

i Sequrky Zones or Hamed Inberface

Srileg ]

Teseouls

Tamae Synchronizabon

Tiema Zane

WCAPLICE Comglinrs

HA AT LE Y SNMP SREEENH , AHEESBERUTESHAR

R iEiBDevices > Platform Settings (Threat Defense) > SNMP > Hostsff Fi 8% & & 12
SNMPERE , HIgFALE LHNEEFASNMPE E,

#XE FXOS SNMPv3

TRFMC Ul , EMEERRE-RETE, BEEEWIRESNMP,

Canig

THEET




Overview Analysis Policies EHSUTEER Ohjecks AMP  Intelligence Yeploy % System Help » itebar =

Device Management MAT VBN ¥ Qos Platform Settings FlexConfig Certificates

FTD2100-4 You have unsaved changes 8 cancel

Cisco Firepower 2110 Threat Defense 4

Device Routing Interfaces  Inline Sets  DHCP m

0 SHMP settings configured on this page will apply only to the device platform

Admin Stake: Enable 1
Port: 161
Caommiunity: [

System Admin Mame:

Locatien:

SHMP Traps Configuration

€ £ Page | > 3 ﬁ-

SHMP Users Configuration

SNMP User Configuration 7 X

Username:* useri

Auth Algonthm Type: SHA W

Use AES: T

Password™ PP
Confirm: TP
Privacy Password® —
Confirm: TP

| oK || Cancel |




SNMP Trap Configuration ? X

Hostname:™

Community String:* -

Port:= 1653 (1 - 65535)
SNMP Version: V3 W

Type: TRAPS v

Privilege: PRIV w

| OK || Cancel |

FPR2100 B FTD (LINA) SNMP

- WBE 6.6 ZHMAIRA , Bl FTD FP1xx/FP21xx 52{&# LINA FTD SNMP #2482 Firepower
4100 B} 9300 5&{&H FTD #[E.

'SNMP
Request
et
FTD data o Security Module
interfaces

Firepower Threat Defense (FTD)

SNMP-capable
SNMP

Request

FTD mgmt Non SNMP-capable

FTD 6.6 LA LRRZ



« £ 6.6 ZBRMREF , BT LLEREMER FTD EENEETT LINA SR,

FTD data Security Module
interfaces Firepower Threat Defense (FTD)

SNMP-capable

FTD mgmt

| Dvice Maragersant  HAT VPN« Oof Platform Seitings  FlexConfp  Certificates

| Add SHMP Management Hosts
FTD_Platform_Policy i igement Hos
ke 1P Adsress ,20.30
£hH .
e
ARP Irsgs et Erable SHMP Servers -
e Read Community Strng f— =
o fi C onlires:
Extensl Authesboaties Confirm - L —
Fragmart Setungd Syshem Admenairgtor Mams B -
Locabon o +
ICHF B
Tecung Shell Pt 161
il Users  SHMP Traps | P —
ERMHE
B | urty Zondd of s f
T mterlace  Metwerk S
Turse ks
Tt Sy vaisronEatan
Tima Torem

MEERFT N EENE

- BAEBEENEEA LINA SNMP,

- &£ THRE, > "T#EEE, T, "SNMPL EBKEEA , RATEEELESE., RREGET
BHEE. RAETE 2100/1100 FA& LS8R SNMP RERER. WEEFRFER
FPR9300/FPR4100 1 FTD55xx & L.

EFERE , B8 LINA SNMP + FXOS ( £ FP1xxx/FP2xxx £ ) SNMP E#/EREEAS A

Xa



FID BN mELS,

Owverview Analysis Policies EJOUIETS Objects AMP  Intelligence

Device Management MNAT VPN T Qs Platform Sektings FlexCanfig Certificates
FTD2100-6

Device Routing Interfaces  Inline Sets  DHCP m

£ 6.6 B , FTE FTD ¥ A& SNMP E— IP EEINEE :

+ FPR2100

+ FPR1000

+ FPR4100

+ FPR9300

 ¥41T FTD Hy ASA5500
 FTDv

MEHMAER  FEFE "5%E Threat Defense B SNMP
B 3%
& 2% FPR4100/FPR9300 B FXOS SNMP

FXOS SNMPv2c 52 7%

CLI {AREBRZE -

<#root>
ksec-fprok-1-A /monitoring #
show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact:
Sys Location:
ksec-fprok-1-A /monitoring # show snmp-trap



SNMP Trap:
SNMP Trap

Community Version V3 Privilege Notification Type

192.168.10.100

#* FXOS #=R :
<ffroot>

ksec-fprok-1-A(fxos)#

show run snnp

!Command: show running-config snmp
!Time: Mon Oct 16 15:41:09 2017

version 5.0(3)N2(4.21)

snmp-server host 192.168.10.100 traps version 2c cisco456
snmp-server enable traps callhome event-notify
snmp-server enable traps callhome smtp-send-fail

.. AT1 traps will appear as enable ..

snmp-server enable traps flexlink ifStatusChange
snmp-server context mgmt vrf management

snmp-server community ciscol23 group network-operator

HiBRE -

<#root>
ksec-fprok-1-A(fxos)#
show snnp host

Host Port Version Level Type SecName
102.168.10.00 162 v2c  noauth trap ciscodss
<#root>

ksec-fprok-1-A(fxos)#

show snnp

Community Group / Access context acl_filter
cisco123 network-operator



BIE SNMP E3R.

RBEREHBITSNMPER,

S AERUA Ethanalyzer (WHERT | BB ERER SNVP RBRBEEED X TR
RMAEH

<#root>
ksec-fprok-1-A(fxos)#
et hanal yzer |ocal interface mgm capture-filter "udp port 162"

Capturing on eth0

wireshark-broadcom-rcpu-dissector: ethertype=0xde08, devicetype=0x0
2017-11-17 09:01:35.954624 10.62.148.35 -> 192.168.10.100 SNMP sNMPv2-Trap
2017-11-17 09:01:36.054511 10.62.148.35 -> 192.168.10.100 SNMP sNMPv2-Trap

BE THEBURESERETHE. FETERE

el

E SR R BT L R

FXOS SNMPv3 B& %

S BB 1.TBIFCM Ul Platform Settings > SNMP > User , B TR2 AR E T EMZRBNEALZE



Fdit useril .

Mame:* userl
Auth Type: SHA
Ise AES-128: ||
Password

Confirm Password:

Prnivacy Password:

Confirm Privacy Password:

| Ok | | Cancel |

SER 2. 7ECLI% |, AIBAE/EAEimonitoring T B2 SNMPELE :

<#root>
ksec-fprok-1-A /monitoring #
show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: No
Sys Contact:
Sys Location:

ksec-fprok-1-A /monitoring # show snmp-user

SNMPv3 User:
Name Authentication type

ksec-fprok-1-A /monitoring #

show snmp-user detail

SNMPv3 User:



Name: userl
Authentication type: Sha
Password: ##%**
Privacy password:
Use AES-128: Yes

ER R

ksec-fpr9k-1-A /monitoring #

show snnp-trap

SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type
192.168.10.100 162 V3 Priv Traps

HER3EFXOSEAT , B LURFASNMPE ENMFHE -

<#root>
ksec-fprok-1-A(fxos)#
show runni ng-config snnp al

snmp-server user userl network-operator auth sha 0x022957ee4690a01f910f1103433e4b7b07d4b5fc priv aes-12
snmp-server host 192.168.10.100 traps version 3 priv userl

ksec-fprok-1-A(fxos)#

show snnp user

SNMP USERS

User Auth Priv(enforce) Groups

userl sha aes-128(yes) network-operator

NOTIFICATION TARGET USERS (configured for sending V3 Inform)

User Auth Priv

ksec-fprok-1-A(fxos)#
show snnp host

Host Port Version Level Type SecName

AlE SNMP ZE3R.



BRI DBMEBRE , WIRREMEBSNMPIIEERT K E & HSNMPFE R,

EERE SNMP ERWEEARRE | BOAfEAH SNMP 5§ :

<#root>
ksec-fprok-1-A(fxos)#
debug snnp pkt-dunp

ksec-fprok-1-A(fxos)# 2017 Oct 16 17:11:54.681396 snmpd: 1281064976.000000:is0.10.10.1.1.10.10.10.10.1
2017 Oct 16 17:11:54.681833 snmpd: SNMPPKTSTRT: 3.000000 161 1281064976.000000 1647446526.000000 0.000
2017 Oct 16 17:11:54.683952 snmpd: 1281064976.000000:7i50.10.10.1.2.10.10.10.10.2.83886080 = STRING: "mg
2017 Oct 16 17:11:54.684370 snmpd: SNMPPKTSTRT: 3.000000 162 1281064976.000000 1647446526.000000 0.000

== , =, La)| / Ah 4
/N ' BRTseNEREBNE.

EI.IJI,

B 2% FPR2100 B9 FXOS SNMP
FXOS SNMPV2 g%

EIB CLI mEHEE :

<#root>
FP2110-4 /monitoring #
show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: Yes
Sys Contact:
Sys Location:
FP2110-4 /monitoring #

show snnp-trap

SNMP Trap:
SNMP Trap Port Version V3 Privilege Notification Type
10.48.26.190 162 V2c Noauth Traps

#3% SNMP 1T 4.
BT LA B R SR R B R S I S FXOS I e T MM B ASNMPIhAERY 3 B FIASNMPFE R

£ F capture-traffic i LEE SNMP ER [ FE :



<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO

SeTlection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

udp port 161

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, Tlink-type EN1OMB (Ethernet), capture size 96 bytes
C=ciscol23 GetNextRequest(29) 1interfaces.ifTab

13:50:50.521383 IP 10.48.26.190.42224 > FP2110-4.snmp:
13:50:50.521533 IP FP2110-4.snmp > 10.48.26.190.42224:

AC
Caught interrupt signal

Exiting.

2 packets captured
2 packets received by filter
0 packets dropped by kernel

FXOS SNMPv3 Bg &

EIB CLI &= 4HAE -

<#root>
FP2110-4 /monitoring #

show snnp

Name: snmp
Admin State: Enabled
Port: 161
Is Community Set: No
Sys Contact:
Sys Location:
FP2110-4 /monitoring #

show snnp-user det ai

SNMPv3 User:
Name: userl
Authentication type: Sha
Password: ###**

Privacy password: ##*#**

C=ciscol23 GetResponse(32)

interfaces.ifTable.



Use AES-128: Yes
FP2110-4 /monitoring #

show snnp-trap detail

SNMP Trap:
SNMP Trap: 10.48.26.190
Port: 163
Version: V3
V3 Privilege: Priv
Notification Type: Traps

W2 SNMP 175A.
{FHIXSNMPEER LA BR B IS BE SN ERFIFXOS,

ok, BRI ER -

<#root>

>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO

Selection?

0

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

udp port 161

HS_PACKET_BUFFER_SIZE is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode
Tistening on managementO, link-type EN1OMB (Ethernet), capture size 96 bytes
14:07:24.016590 IP 10.48.26.190.38790 > FP2110-4.snmp: F=r U= E= C= [|snmp]
14:07:24.016851 IP FP2110-4.snmp > 10.48.26.190.38790: F= [|snmp][|snmp]
14:07:24.076768 IP 10.48.26.190.38790 > FP2110-4.snmp: F=apr [|snmp][|snmp]
14:07:24.077035 IP FP2110-4.snmp > 10.48.26.190.38790: F=ap [|snmp][|snmp]
AC4 packets captured

Caught interrupt signal

Exiting.

4 packets received by filter
0 packets dropped by kernel



B2 3% FTD SNMP

= EE FTD LINA SNMP #HEE :

<#root>
Firepower-modulel#
show run snnp-server

snmp-server host OUTSIDE3 10.62.148.75 community ***** version 2c
no snmp-server location

no snmp-server contact

snmp-server community ¥¥%%%

£ 6.6 ZEH FTD WA |, AT LARENFEH SNMP B FTD EEB AN

<#root>
firepower#

show runni ng-confi g snnp-server

snmp-server group Priv v3 priv

snmp-server group NoAuth v3 noauth

snmp-server user usprivl Priv v3 enginelD
80000009fe99968c51532fc1f1b0dbdc6d170bc82776f8b470 encrypted auth sha256
6d:cf:98:6d:4d:f8:bf:ee:ad:01:83:00:b9:e4:06:05:82:be:30:88:86:19:3c:96:42:3b
:98:a5:35:1b:da:db priv aes 128
6d:cf:98:6d:4d:f8:bf:ee:ad:01:83:00:b9:e4:06:05

snmp-server user usnoauth NoAuth v3 engineID
80000009fe99968c5f532fc1f1b0dbdc6d170bc8277618b470
snmp-server host ngfw-management 10.225.126.168 community **
snmp-server host ngfw-management 10.225.126.167 community **
snmp-server host ngfw-management 10.225.126.186 version 3 usprivl
no snmp-server location

no snmp-server contact

“* version 2c

HibBRE -

<#root>
Firepower-modulel#
show snnp-server host

host ip = 10.62.148.75, interface = OUTSIDE3 poll community ***** version 2c

£ SNMP falBRE8 CLI #4T snmpwalk :



<#root>
root@host:/Volume/home/admin#

snnmpwal k -v2c -c cisco -0S 10.62. 148. 48

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 10.2.3.1 (Build 43), ASA Versi
SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.2313

DISMAN-EVENT-MIB: :sysUpTimeInstance = Timeticks: (8350600) 23:11:46.00

SNMPv2-MIB: :sysContact.0 = STRING:

SNMPv2-MIB: :sysName.0 = STRING: Firepower-modulel

SNMPv2-MIB: :sysLocation.0 = STRING:

SNMPv2-MIB: :sysServices.0 = INTEGER: 4

IF-MIB::ifNumber.0 = INTEGER: 10

IF-MIB::ifIndex.5 = INTEGER: 5
IF-MIB::ifIndex.6 = INTEGER: 6
IF-MIB::ifIndex.7 = INTEGER: 7
IF-MIB::ifIndex.8 = INTEGER: 8
IF-MIB::ifIndex.9 = INTEGER: 9
IF-MIB::ifIndex.10 = INTEGER: 10

IF-MIB::ifIndex.11 = INTEGER: 11

BT SNMP REHTER,

<#root>
Firepower-modulel#

show snnp-server statistics

1899 SNMP packets 1input
0 Bad SNMP version errors
0 Unknown community name
0 I1legal operation for community name supplied
0 Encoding errors
1899 Number of requested variables
0 Number of altered variables
0 Get-request PDUs
1899 Get-next PDUs
0 Get-bulk PDUs
0 Set-request PDUs (Not supported)
1904 SNMP packets output
0 Too big errors (Maximum packet size 1500)
0 No such name errors
0 Bad values errors
0 General errors
1899 Response PDUs
5 Trap PDUs

7AFF SNMP &1 A FPR4100/FPR9300 #J FXOS

FPR4100/9300 #y FXOS #ARE R LABRHIZEIZRIR IP L 4EHY SNMP 7B, "FEURE, fHEERS
EZAEIR SSH, HTTPS = SNMP EREIHK BRI/ T8, BLBERALHFRE SNMP [RE
B SNMP £,



EiB GUI RESEFEUEE

Overview Interfaces Logical Devices Security Modules REEIS{IgnRE=t=aa]ylais _

SHMP Ipwd Asoess List
HTTRS
LETS 4] Add
Svsiog (PAddress  prefixtength  Protecol
DS 0.0.0.0 0 httos 5
FIPS and Commeon Criteria
k Access List 0.0.0.0 o Snmp o
0.0.0.0 0 ssh §
Ipw6 Access List
i Add |
4] ] hﬂpﬁ. :a
o sAmp |
o ssh 5

EiB CLI SR ELEFEEE

<#root>

ksec-fprok-1-A#

scope system

ksec-fprok-1-A /system #

scope services

ksec-fprok-1-A /system/services #

enter ip-block 0.0.0.0 O snnp
ksec-fprok-1-A /system/services/ip-block* #

commi t - buf fer

<tfroot>



ksec-fprok-1-A /system/services #

show i p- bl ock

Permitted IP Block:

IP Address Prefix Length Protocol
0.0.0.0 0 https
0.0.0.0 0 snmp
0.0.0.0 0 ssh

£/ OID B &R

Cisco SNMP Object Navigator @ —E# LT B | W UEEHHEZFREN OID XEEEERE,

Tools & Resources

SNMP Object Navigator

HOME TRAMSLATE/BROWSE SEARCH DOWNLOAD MIBS MIB SUPPORT - SW
SUPPORT
Translate Browse The Object Tree
TOOLS & RESOURCES
ENMP Object Navigator
Translate OID into object name or object name into OID to receive object details
Enter 01D or object name: [1_3_5_1_4_1_9_9_109_1_1_1 l examples -
per QID: 1.3.6.1.41.9927
Translate Object Mame:! ifindex

Object Information

Object cpmCPUTotalTable

oD 1.361.41981089.111

Type SEQUENCE

Permission not-accessible

Stalus currem

MiB CISCO-PROCESS-MIB : - View Supporing Images of

oesrper

£ FTD LINA CLI Ef 5% show snmp-server oid LABEEY AT LAEREIHY LINA OID T&EBE,

<#root>

>

system support diagnostic-cli

firepower#

show snnp-server oid



https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

[0] 10.10.1.10.10.10.1.1. sysDescr

[1] 10.10.1.10.10.10.1.2. sysObjectID

[2] 10.10.1.10.10.10.1. 3. sysUpTime

[3] 10.10.1.1.10.1.1.4. sysContact

[4] 10.10.1.1.10.1.1.5. sysName

[5] 10.10.1.1.10.1.1.6 sysLocation

[6] 10.10.1.1.10.1.1.7 sysServices

[7] 10.10.1.1.10.1.1.8 sysORLastChange

[1081] 10.3.1.1.10.0.10.1.10.1.9. vacmAccessStatus

[1082] 10.3.1.1.10.0.10.1.10.1. vacmViewSpinLock

[1083] 10.3.1.1.10.0.10.1.10.2.1.3. vacmViewTreeFamilyMask
[1084] 10.3.1.1.10.0.10.1.10.2.1.4. vacmViewTreeFamilyType
[1085] 10.3.1.1.10.0.10.1.10.2.1.5. vacmViewTreeFamiTlyStorageType
[1086] 10.3.1.1.10.0.10.1.10.2.1.6. vacmViewTreeFamilyStatus

firepower#

N oxE ae2ERG.

SRR
LA 2 Cisco TAC ZBHERK SNMP ROIELERRX -

. EEEEREE FTD LINA SNMP

. LB FXOS SNMP

. BEfEAE SNMP OID B ?

. FESEHUS SNMP R%F8

. 5L %EIB SNMP E5# FMC

. EEEERTE SNMP

. Firepower Device Manager (FDM) # SNMP #H#E

~No bk WON -

5L EEE FTD LINA SNMP
RIRESREA ( X E Cisco TAC EERFIMES] ) :

o THEFEIR SNMP #EEE R, .

o THEEFEIB SNMPV2 SRR E, |

« TSNMP &%iB/E, BRMBEFEH SNMP ESfRpr A  BREXTER , RARESD TRAE,
A

FHRMEMEEERAEEEIEB SNMP v2ec = 3 BE42 FTD,

FSNMP JAIEE S E1EBH A ME EiBE, |

R HERRIE SR
BEFEAUTEIREARLINA SNMPH AR ENRER :



LINA SNMP polling
doesn't work

2. Take captures
upstream along the
path

/4. Check: ™\ (6. Check: N

» Capture content =« FTD routing

« FTD LIH;_E'; I-:rgﬁ_ « FTD capture

« COmMMuRity string « Dst MAC

«  SNMPv3 user + show conn

« snmpd process « FTD LINA logs

*  snmpd cores \_ J
\_ + known defecrt_slj

RAEREY

1. SNMPH 2B ZEFTD



LINA SMNMP polling
doasn't work

N .

2. Take captures /”4. Chack: ™ (6. Chack: k
upstraam along the
path « Caplure content » FTD routing

. F“TEJthhﬁthg? « FTD caplure
& Community stnng Dst MAC
. SNMPV3 user s Ehoae
» snmpd process » FTD LINA logs
s snmpd cores \_ J
» known defects

- FREHEENLABRRE SNMP HER B RE.
FTDEENHE LASNMP ( 6.6iRERAE ) FAEERET

<#root>
firepower#

show run snnp-server

oo

snmp-server host management 192.168.2.100 community ***** version 2c

FTD EX /T HEHA SNMP FERNMHEHNERE :

<#root>
firepower#

show run snnp-server

snmp-server host net201 192.168.2.100 community ***** version 2c



FTD EE T HEAYREE

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementl
1 - managementO
2 - Global

Selection?

1

FTD &7 EAYBEEN :

<#root>
firepower#

capture SNWP interface net201 trace match udp any any eq 161

FTIDER N EHTEME ( 6.6/9.14.1 2 BIHIMRAE ) -

FTIDER T EHTEMR (6.6/9.14.150% )

The SNMP packet is
terminated on
identity interface
(ASA or LINA)




e == NAT diverts the packet to Snort engine
apeea tize: { (NLP — Non-Lina Process tap interface)

MAT divert to egress interface nlp int tap(vrfid:0)

2. MREBEFTDE A I EREISNMPH A :

o REBREE LEETHEEL
« 4R SNMP fRIfR23 £ A ERERY FTD IP.
o EFEFTD NHEMNRRDEZIBFMA LT L.

doesn't work

[ LINA SNMP polling ]

/4. Check: ™ 6. Check: ™
» Caplure content e FTD routi
« FTD LINA logs . FD capiue
= community string « Dst MAC
o SNMPv3 user « show conn
* snmpd process « FTD LINA logs
«  snmpd cores \_ .
+ known defects
Y
3. RAEZIFTD SNMPEIZE ?
EEMTFIDREEE , FRE .

1. FTD 8 H#EER ( LINA REENE )



BERABRFEEZES 161 B SNMP HE -

<#root>
firepower#

show capt ure SNWP

75 packets captured

1: 22:43:39.568101 802.1Q vlan#201 PO 192.168.2.100.58255 > 192.168.2.50.161: wudp 39
2: 22:43:39.568329 802.1Q vlan#201 PO 192.168.2.100.58255 > 192.168.2.50.161: wudp 39
3: 22:43:39.569611 802.1Q vlan#201 PO 192.168.2.50.161 > 192.168.2.100.58255: wudp 119

£6.6/9.14 12BN AF  BEES —EHEL  NLPO RSN H LHNEE, NATed IPRE
162.254 x xEE :

<#root>
admin@firepower:~$

sudo tcpdunmp -i tap_nlp

Tistening on tap_nlp, link-type EN1OMB (Ethernet), capture size 262144 bytes
16:46:28.372018 IP 192.168.2.100.49008 > 169.254.1.2.snmp: C(="Cisc0123" GetNextRequest(28) E:cisco.9.
16:46:28.372498 IP 192.168.1.2.snmp > 192.168.2.100.49008: C="Cisc0123" GetResponse(35) E:cisco.9.109

4. BAXER



LINA SNMP polling
doasn't work

2. Take capiures
upstream along the
path

e
3

a. ¥ PAFirepower 4100/9300% & , M EFXOSHAM X,

F 41009300 with ASA and Threat Defonse
The f 0 lists between the ASA or ofes with the Firepower 41009300,
The FX0S versions with [Eol) appended havwe reached their end of e {EoL), or end of suppon.
\ The bold versians iisted below are speclaliy-quaitfied companion releases. You should use these softwarne combinations whenever possible because Cisco performs enhanced testing for these comibinations.
\ Firepower 1000/2100 appliances wtilize FXOS only a8 an underhying operating system that i included in the ASA and threat defense unihed image bundies.
\ FX0%F 2.12/A5A 9. 18/ Threan Defense 7.2 was (e Arsl version for the Firepower 4110, 4120, 4140, 4150, and Security Modules SM-24, SM-36, and SM-44 for the Firepdwer 9300,
Tabio 2 ASA or Throat Deforso. seid Frapower 410013300 Compatizity
FXOE Version Moxdel ATA Version Theeat Datense Version
| 2.1 30,198} Firepowes 4112 8.19(x) [recammandad) 730 [recommended)
2.0 120
Note FXOS 2.13(0,198) does not support ASA 9.14{1) or 9.1?& 7210
9.14(1.10) for ASA SNMP polls and traps; you must use 8. 16(x} 7.0.0
B14(1,15)+. Other reloases that e pared with 9.15(1) 67.0
2.12{0.31)+, such a5 8.13 or §.12, ane not aflected. 9. 14(x) 661
Firepower 4145 9.19(x) [ecommended) 7.3.0 (recommeencied)
Firapower 4125 9,18(x) 7.2.0
Firepower 4115 9.17(x} 7.1.0
9.16(x) 7.0.0
Firapaiwer 9300 5M-56 2.15(1) 67.0
Firapowes 8300 Shi-a8 :- :;E:}J :\.:.;
S i X .
i 200 Shd-ad 9,120} 64,0
212{0.31)+ Firepowes 4112 8.18(x) frecommended) 7.2.0 {recomimended)
217 710
Note FXOS 2.12(0.31)+ dons rot support ASA 5.14(1) or 9.1&& 7.0.0
9.14{1.10) for ASA SNMP polls and traps; you must use 2.15(1) 6.7.0
B.14(1,15) +. Othsor reloases that am paired wish 2.14(x) 6%
2.12(0.31)+, such as 9.13 or 512, ane not affected.
Firopower 4145 9.18(x) [recommended) 7.2.0 (evcommended)
Firopower £125% 9.17(x} 7.1.0
Firapower 4115 9.16(x) 7.0.0
2.15{1) 67.0
Firopower 9300 SM-56 &.40x} 6.5
Firepower 9300 SM-48 9.1301) 650
Firopowss 9300 Sh-20 9.120x) 6.4.0
Firepowes 4150 8.18(x) frecommended) 7.2.0 {recommended)
Firepawes 4140 2170} 710
Firapowes 4120 9.16(x) 7.0.0
Firepower 4110 2.15(1) 6.7.0
2.14(x} 6.6.x
ERE ] 850
Firapowes 9300 SM=-44 9.12(x) 6.4.0
Firepowes 9300 5M-36 9.10(x} 6.3.0
Firapower 9300 SM-24 2.90x)
9.8
2111184} Flrepowes £112 9.17(x) [recommanded) 7.1.0 [recommended)
1 0.
Note FXOS 2.11(1.154)e does not support ASA 8.14(1) o :.&ﬂ :,2_3

B.1447.10) for ASA SHMP and ' UL USe a4 LS


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html

b.#ZEFTD LINA snmp-serverfi st &£ :

<#root>
firepower#

cl ear snnp-server statistics

firepower#

show snnp-server statistics

379 SNMP packets input
0 Bad SNMP version errors
0 Unknown community name
0 I1legal operation for community name supplied
0 Encoding errors
351 Number of requested variables <- SNMP requests 1in

360 SNMP packets output
0 Too big errors (Maximum packet size 1500)
0 No such name errors
0 Bad values errors
0 General errors
351 Response PDUs <- SNMP replies out
9 Trap PDUs

c. FTD LINAE#E

WREHFTDRANALWHERGERIHES 28R, FEiE  LBRBEHEE T LW
SNMPEXM, HIRSNMPEEENTE (6.6/9.14.12% ) £, AIFRSE I {F{conn,

<#root>
firepower#

show conn all protocol udp port 161

13 in use, 16 most used

UDP nlp_int_tap 192.168.1.2:161 net201 192.168.2.100:55048, idle 0:00:21, bytes 70277, flags -c

d. FTD LINAR# H

=T

(W

WERE L EBANER N ERN SNMP | 2158 SNMP VAEEMAE L , TSR,

<{froot>

firepower#



show log | i 302015.*161

Jul 13 2021 21:24:45: %FTD-6-302015: Built inbound UDP connection 5292 for net201:192.0.2.100/42909 (19

e REFTDREHNA T RRIPEERMEESNMPEHE S

firepcwer# show capture SNMP packet-number 1 trace m Mismatch in the sSrc IP
1: 22:33:00.183248 802.1Q vlan#201 PO 192.168.2T. > 5 5 Lm0 F

Phase: 1 *
Type: CRFTURE firepower: show run snmp-server
H No UN-NAT phase! simp-server host net201 182.168.22.100 community ***** version 2o
Pha=e: &
Type: ACCESS-LIST
Result: DROP firepower# show asp table classify interface net20l domain permit match port=161
Inpuc Table
o in id=0x14f65b193b30, priority=501, domain=permit, deny=false
Result: hit==g, ussr dstasix0, cs_ide(x0, use_real addr, flags=(x(, protocol=lT]
input-interface: net201 (vrfid:0) src ip/id=192.168.22.100, mask=355.255.255.255, port=0, tag=any
Action: drop dst ip/id=165.254.1.2, mask=255.255.255.255, porc=161, tag=any, dacp=0x0, nag_id=none
Drop-reasan: (acl-drep) Flew is denied by configqured ru) input_ifcenet20l{wrfid:=0), cutput_ifcwany

flow (MAR)/MA

f RIEREM B ( SNMPHLE )
EHERRAAYT , B LIEEIFE (SNMPVvI fl 2¢)

N [snmp

Deln Source Destination Frofoonl Langtr
. 0.000000 192.168.21.100  192.168.21.58 SHMP
i

Frame 3: 88 bytes on wire (784 bits), 88 bytes captured (784 bits)
Ethernet II, Src: VMware 85:3e:d2 (00:50:56:85:3e:d2), Dst: a2:bB:dc
8082.10Q Virtual LAN, PRI: ©, DEI: @, ID: 201
Internet Protocol Version 4, Src: 192,168.21.100, Dst: 192.168.21.59
User Datagram Protocol, Src Port: 45230, Dst Port: 161
v Simple Network Management Protocol
version: v2c (1)
community: ciscol23
~ data: pget-next-request (1)

g.EEBRIERE (a0 , SNMPRRASR B FE )
BEBHETURTEE SNMP BREMHEHFH .

<#root>
firepower#

nmore systemrunning-config | i comunity

snmp-server host net201 192.168.2.100 community cISC0123 version 2c



HAx

<#root>
firepower#

debug nenu netsnnp 4

h. FTD LINA/ASA ASP# %

EEREFTD 25HBE SNVMP #a
), REBAE -

<#root>
firepower#

cl ear asp drop

firepower#

show asp drop

Frame drop:
No valid adjacency (no-adjacency)
No route to host (no-route)

EHEEANRE,

Flow is denied by configured rule (acl-drop)

FP L2 rule drop (12_acl)

Last clearing: 19:25:03 UTC Aug 6 2021 by enable_15

Flow drop:

Last clearing: 19:25:03 UTC Aug 6 2021 by enable_15

i. ASPHTE

ASP BRI RSB RN TS (Bl

<#root>
firepower#

capture ASP type asp-drop al

AR REHENAR

<ttroot>

: ACL SHE#E )

B,

:I:Ii"

il

204
502

BRETEIER (/BRBR asp B



firepower#

show capture

capture ASP type asp-drop all [Capturing - 196278 bytes]

j. SNMP#/ (B3 ) -BRaE A1
EXCRRBLERAREMBER  LREHESH !

<#root>
firepower#

show di skO: | i core

13 52286547 Jun 11 2021 12:25:16 coredumpfsys/core.snmpd.6208.1626214134.9gz

SNMP #&/0 (@13 ) - B 5% 2

<#root>
admin@firepower:~$

Is -1 /var/datal/cores

-rw-r--r-- 1 root root 685287 Jul 14 00:08 core.snmpd.6208.1626214134.9gz

MREEER SNMP &ZOER |, BWET5IEB W B4 Cisco TAC :

« FTD TS #% ( =% ASA show tech)
« snmpd B OER

SNMP i (ELARBREGT , BEERARBHIRE ) -

<#root>
firepower#

debug snnp trace [ 255]

firepower#

debug snnmp verbose [ 255]

firepower#



debug snnp error [255]

firepower#

debug snnp packet [255]

B X & SNMP [E178 2515 ) AR 8% ?

LINA SNMP polling
doesn't work

2. Take captures

upstream along the

path Capture content

FTD LINA logs
community string
SNMPv3 user
snmpd process
snmpd cores
known defects

. /

MR FTD EEE , EXEBREEFMREE , FRE .
a.FTDRIE

HARFTD BB HEEH :

<tfroot>
>

show net wor k

BEAR FTD LINA BB HERH :

<ttroot>



firepower#

show rout e

b. B BIMACE: %

FTD &% B Witk MAC B27% :

<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementl
1 - managementO
2 - Global

Selection?

1

Please specify tcpdump options desired.
(or enter '?' for a list of supported options)
Options:

-n -e udp port 161

01:00:59.553385 a2:b8:dc:00:00:02 > 5c:fc:66:36:50:ce, ethertype IPv4 (0x0800), Tength 161: 10.62.148.1

FTD LINA &4 B #93ts MAC B85 :

<#root>
firepower#

show capture SNWVP det ai

6: 01:03:01.391886 a2b8.dc00.0003 0050.5685.3ed2 0x8100 Length: 165
802.1Q vlan#201 PO 192.168.21.50.161 > 192.168.21.100.40687: [udp sum ok] udp 119 (DF) (ttl 64,

c. nERTHE AR E/HE SNMP HENEE.,
WZE SNMP EARSS



LINA SNMP polling
doesn't work

T SNMP packe
arrives on FTD2

> 3. FTD replies?

7. Check
the server

¥,
2. Take captures /4. Check ™ (6. Check: h
upstream along the Gapture content
path * LIS G « FTD routing
« FTD LINA logs « FTD capture
s community string + Dst MAC
+ SNMPv3 user « show conn
. snmpddprGGESS « FTD LINA logs
« snmpd cores
- Il\‘- -/‘I

| known defects |

a REWBARURERE,

b.ERMRREE.

c.EREUSNMPHE R (I , RBER/HKFT ) o
REFG2@E GRS , ERTUERRRERESFMCHRAEH R

1. SNMP E{ZC hiE.
2. R IP I ERAEE.

<#root>
adm n@S2600- 2: ~$

snmpwal k -c¢ cisco -v2c 192.0. 2. 197

SNMPv2- M B: : sysDescr.0 = STRING Cisco Firepower Threat Defense, Version 7.0.0 (Build 3),

SNMPV3twi T = E1E

ASA Version 9.

« FTAE : SNMPV3FEEE@MBEAAE, FHRACCESBEREADMAWL LRAAEL S T8

- BERHEE S ERAERRNERE/RR

- MREAME , ATTUBRESNMPVIRESY BESH , AR



. https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-
firepower-firewall-captures-to-e.html#anc59

. EEBERE AESI128 BANE  UERE S THBENLE -
« BRSEID CSCvy27283

FERHEAEE EAES192/AES2560F | ASA/FTD SNMPV3ER 3 Al A S &k B

HERFHBRBshaFBEIEFaes 1920EAEMS , BERIFEID CSCvx45604
Snmpv3 walk %k B


https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html#anc59
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/215092-analyze-firepower-firewall-captures-to-e.html#anc59
https://tools.cisco.com/bugsearch/bug/CSCvy27283
https://tools.cisco.com/bugsearch/bug/CSCvx45604

N oE . mESNVPVHREEE TR | Blshow A B TRERTABNERS

Input packets increase, but
no replies!

First recommended action:
Verify your configuration ‘show run
snmp-server’

SNMPv3 EnZ B E1E - RHIFRE

1. SNMPv3 snmpwalk — ¥ F1E%

<tfroot>
admin@FS2600-2:~$

snmpwal k -v 3 -u Ciscol23 -1 authPriv -a SHA -A Ci scol23 -x AES -X Ciscol23 192. 168. 21. 50

SNMPv2-MIB: :sysDescr.0 = STRING: Cisco Firepower Threat Defense, Version 7.0.0 (Build 3), ASA Version 9
SNMPv2-MIB: :sysObjectID.0 = OID: SNMPv2-SMI::enterprises.9.1.2315

EREE (snmpwalk) B , BRI ETSEHSINEE !

802.10 vlan#201 PO 192.168.21.50.161 > 192.168.21.100.54240
802.1C vlan¥201 PO 192.168.21.50.161 > 192.168.21.100.54240

802.1C wlan#$#201 PO 192.168.21.50.161 > 192.168.21.100.54240

802.1C wlan$201 PO 192.168.21.50.161 > 192.168.21.100.54240

802.10 vlan$201 PO 192.168.21.50.161 > 192.168.21.100.54240;:

802.10 vlan#201 PO 192.168.21.50.161 > 192.1658.21.100.54240:

BEERRBERMEMRERR



L
Simple Network Management Protecol |
msgVersion: snmpv3 (3)
> msgGlobalData
v msgauthoritativeEnginelD: 8000@009fecadle’sadslda7f184553b777
1..o ovne = Engine ID Conformance: RFC3411 (SHMPv3)
Engine Enterprise ID: ciscoSystems (9)
Engine ID Format: Reserved/Enterprise-specific (254)
Engine ID Data: cadle36a961471184553b777a7127cch371e888f
msgauthoritativeEngineBoots: 6
msgAuthoritativeEngineTime: 50889
msgUserName: Ciscol23

v [Expert Info (Chat/Checksum): SHMP Authentication OK]

[SuMP Authentication OK]

[severity level: Chat]

[Group: Checksum]
pPrivacyParameters: 714e78d6bc292c88

2. SNMPv3 snmpwalk — f1 %8 5k B{
BT FEEE

<{#froot>

admin@FS2600-2:~$

snnpwal k -v 3 -u CGiscol23 -1 authPriv -a SHA -A Ci scol23 -x DES -X Ci scol23 192. 168. 21. 50

Timeout: No Response from 192.168.2.1

RT#2 . BARRZ , 1ARE :




I2R#3 . WiresharkfB 32 5K BY :

» User Datagram Protocol, Src Port: 35446, Dst Pnrt1 161
v Simple Network Management Protocol
msgVersion: snmpvd (3}
» msgGlobalData
» msgAuthoritativeEngineID: Bedeoeadfecadlelsatsld?f184553b777a7127ccbi7ia8gsf
msgAuthoritativeEngineBoots: &
msgAuthoritativeEngineTime: 4359
msgUsertame: Ciscol23
msgAuthenti nParameters: 1b 36667
msgPrivacyParameters: o000809197eaefla
w|msghata: encryptedPDU (1)
» encryptedPDU: 452ee7efobl35odfabatea3l1213217477echb2422d353581311cades39a27951af8215240.
~ Decrypted data not formatted as expected, wrong key?
w« [Expert Info (Warning/Malformed): Decrypted data mot formatted as expected, wrong key? ]
[Decrypted data not formatted as expected, wromg key?]
[Severity level: Warning]
[Group: Malformed]

RR#4, BEma_ctx2000.logiERFPREFE "EIHScopedPDURF i85, SHE.

<ffroot>

> expert
admin@firepower:~$

tail -f /mt/diskO/|og/ ma_ctx2000. 1 og

security service 3 error parsing ScopedPDU
security service 3 error parsing ScopedPDU
security service 3 error parsing ScopedPDU

2 ScopedPDURF i 85 , SZUIR REFEEMFEEER. ma_ctx2000.logiE REE RSNMPV3HIE 4 |
3. SNMPv3 snmpwalk — B2 5% 5k Bt
R SHBRBLAK

<tfroot>
admin@FS2600-2:~$

snnpwal k -v 3 -u CGiscol23 -1 authPriv -a MD5 -A Ciscol23 -x AES -X Ci scol23 192.168.21.50

snmpwalk: Authentication failure (incorrect password, community or key)

RN#2 B ZARNFZEE



firepower# show capture SNMP

4 packets captured

1: 23:25:28.468847 B02.1C vlan#201 PO 152.168.21.100.34348 > 152.168.21.50.161: wudp &4
2: 23:25:28.4659412 B02.1Q vlan#201 PO 152.168.21.50.161 > 192.168.21.100.34348: udp 132
3: 23:25:28.474386 £02.1Q vlan#201 PO 192.168.21.100.34348 > 152.166.21.50.161: wudp 157
4: 23:25:28.475561 B02.1Q vlan#201 PO 192.168.21.50.161 > 192.168.21.100,34348: udp 137

12 R#3 : Wiresharki§ 52 E RS

Internet Protocol version 4, Src: 192.168.21.180, Dst: 192.168.21.58
User Datagram Protocol, Src Port: 47752, Dst Port: 161
Simple Network Management Protocol
- [Malformed Packet: swwp]
v [Expert Info (Error/Malformed): Malformed Packet (Exception occurred)]
[Malformed Packet (Exception occurred)]
[Severity level: Error)
[Group: Malformed]

RBR#4, BEma_ctx2000.ogiEREEEHE "HHREBLKL HE :

<tfroot>

>

expert

admin@firepower:~$

tail -f /mt/disk0/1 og/ ma_ctx2000. 1 og

Authentication failed for Ciscol23
Authentication failed for Ciscol23

LB FXOS SNMP

RIREERAA ( 3 E Cisco TAC EEXRMIREH ) :

« TSNMP #24t# FXOS A $ERE, E3EB SNMP &% FXOS MAETHHE , A S
LAERE, |

« THEESERRTE FXOS FTD4115 B9 snmp &, |

FIESSPAME LR FXOS #£ 2.8 A= 2.9 % , EERIEIB SNMP ZWEMERAE |, &M
BE Uirﬂlﬂ#ﬂkﬂao J
« Tsnmpwalk £ FXOS 9300 £%fig L& B , {EiE A AEFAMERBRAE FXOS 4140 5%fE. BRE
I EFEREE D MR, |

FIRMIAEEE FPRAK FXOS L #ii# 25 {8 SNMP fAfRsS , B EEXEE M. |



BRI
LA R¥IFXOS SNMPE 3 FE BB T PR HERR BV RZE -

|

FXOS SNMP polling
does not work

|

|

2. Take captures
upstream along the
path

|

. Reply arrives

in server?

A Check: "\ (6. Check:
. ?;13'1; ﬁg&ﬁg « FXOS routing
. « Dst MAC
« FXOS
compatibility
« FXOS stability
\_ w,

7. Check
the server

1. EREFXOSHEFRFEZISNMPERSE ?




FAXOS SNMP polling
does not work

3. FXOS
replies?

8. Reply arrive:
in server?

7. Check
the server

2. Take captures A Check: ) 6. Check;
upstream along the
path » SNMP config « FXOS routing
« FXOS ACL « Dst MAC
« FXO0S
compatibility
« FXOS stability

vy

FPR1xxx/21xx

« FPRIxxx21xx LR EHWEEESS (BKEEKEX ),

o BUILUREEBENEE#RE FXOS 8.

<{froot>

>

capture-traffic

Pl ease choose domain to capture traffic from
0 - managenent 0
1 - doba

Sel ecti on?

0

Pl ease specify tcpdunp options desired
(or enter '?" for a list of supported options)

Opti ons:

-n host 192.0.2.100 and udp port 161

41xx/9300




- 1£ Firepower 41xx/93xx L , £ Ethanalyzer CLI T E/THFEHEEN :

<#root>
firepower#

connect fxos

firepower (fxos)#

et hanal yzer local interface ngnt capture-filter "udp port 161" limt-captured-franes 50 write workspace

firepower (fxos)#

exit

firepower#

connect | ocal - ngnt

firepower(local -mgnt)#

dir

11152 Jul 26 09:42:12 2021 SNWVP. pcap
firepower(local -mgnt)#

copy workspace:///SNWP. pcap ftp://ftp@92.0. 2. 100/ SNVP. pcap

2. FXOSHERZEERZ?



does not work

[F:u:c:s SNMP pﬂlling]

A. Check: 5. Check:
» SNMP config « FXOS routing
« FXOSACL « Dst MAC
« FXOS
compatibility
« FXOS stability
) v

o TRERREE EHFETIRE

3. FXOSEZE ?

FX0OS SMMP polling
does not work

7. Check
the server

2. Take captures i Check: 7 [6. check
Ufsieeiaug e + SNMP config « FXOS routing
path « FXOS ACL + Dst MAC
+ FXOS
compatibility
« FXOS stability




- FEARIER -

<{froot>
>

capture-traffic

Options:

-n host 192.0.2.23 and udp port 161

HS_PACKET_BUFFER_SIZE 1is set to 4.

tcpdump: verbose output suppressed, use -v or -vv for full protocol decode

Tistening on managementO, 1link-type EN1OMB (Ethernet), capture size 262144 bytes

08:17:25.952457 IP 192.168.2.23.36501 > 192.168.2.28.161: C="Ciscol23" GetNextRequest(25) .10.3.1.1.2
08:17:25.952651 IP 192.168.2.28.161 > 192.168.2.23.36501: C="Ciscol23" GetResponse(97) .1.10.1.1.1.1.

4. FXOS KRE&E

FXOS SNMP polling
does not work

B. Reply arrive
in server?

2. Take captures 6. Check:
upstream along the
path « FXOS routing
« DstMAC

HitpE
.« BRF SNMP 4% (FEB UI = CLI) :

<{froot>



firepower#

scope nonitoring

firepower /monitoring #
show snnp
Name: snmp

Admin State: Enabled

Port: 161
Is Community Set: Yes

- BEERHKFT (HIM: TS )

<{froot>
FP4145-1#

connect fxos

FP4145-1(fxos)#

show runni ng-config snnp al

FP4145-1(fxos)#

show snnmp community

Community Group / Access context acl_filter

Ciscol23 network-operator

« &4 SNMP v3 , 58fE A show snmp-user [detail]
- BEad¥ FXOS HHAM

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-
compatibility.html#id 59069

4. HEFXOSKEE

B S8 FXOS SNMP 5TE(88 -


https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#id_59069
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/compatibility/fxos-compatibility.html#id_59069

FP4145-1# connect fxos
FF4145-1(fxos) # show snmp

2243 SNMP packets input ] Total requests (polling)

0 Bad SHMP wversions

28 Unknown community name :
A e - s Bad community requests (v2c)

supplied
28 Encoding errors
2214 Number of reguested variables
0 Number of altered variables
0 Get-reguest PDUs
2214 Get=-next PDUs
0 Set-reguest PDUs

3483 SNMP packets output S| Total replies
0 Too big errors
1296 Out Traps PDU
4¥| Traps generated

- EaF FXOS ZHUZRHI/BE (ACL), EEEAMN FPR41xx/9300 F A&,

MREREWFXOS ACLIEE , BEFFHFEKR , EF2EITMAEE :

<#root>
firepower (fxos)#

et hanal yzer |l ocal interface mgnt capture-filter

"udp port 161" Tlimit-captured-frames 50 write workspace:///SNMP.pcap

Capturing on 'ethO'
1 2021-07-26 11:56:53.376536964 192.0.2.23 > 192.168.2.37 SNMP 84 get-next-request 10.3.1.10.2.1
2 2021-07-26 11:56:54.377572596 192.0.2.23 > 192.168.2.37 SNMP 84 get-next-request 10.10.1.10.1.1
3 2021-07-26 11:56:55.378602241 192.0.2.23 > 192.168.2.37 SNMP 84 get-next-request 10.3.1.10.2.1

B LA e E A E T E (Ul) B27¥ FXOS ACL :

SHMP 1Pyv4 Access List

Add IPv4 Block T lx

0.0.0.0 prefix Length:=* | @ ] hitps

FIPS and Common Criteria

» Access List 0.0.0.0 Protocal: hitps ~ ® znmp sch
MAC Pool
Resource Profiles QK Cance
Network Contral Palicy
Chassis URL

&t 7] BAfE CLI BR7% FXOS ACL :



<#root>
firepower#

scope system

firepower /system #

scope services

firepower /system/services #

show i p- bl ock detai l

Permitted IP Block:
IP Address: 0.0.0.0
Prefix Length: 0
Protocol: snmp

- {88 SNMP ( ERHE ) . EEAR FPR41xx/9300 :

<#froot>
FP4145-1#

connect fxos

FP4145-1(fxos)#

termnal nonitor

FP4145-1(fxos)#

debug snnmp pkt - dunp

2021 Aug 4 09:51:24.963619 snmpd: SNMPPKTSTRT: 1.000000 161 495192988.000000 0.000000 0.000000 0.0000

« Debug SNMP (all) -t FBE4 8 i IEE 54

<tfroot>
FP4145-1(fx0s)#

debug snnp al

2021 Aug 4 09:52:19.909032 snmpd: SDWRAP message Successfully processed
2021 Aug 4 09:52:21.741747 snmpd: Sending it to SDB-Dispatch
2021 Aug 4 09:52:21.741756 snmpd: Sdb-dispatch did not process



. BRREREE{TE SNMP tHEIRY FXOS HE -

<{froot>
FXOS#

show faul t

Severity Code Last Transition Time ID Description

Warning F78672 2020-04-01T21:48:55.182 1451792 [FSM:STAGE:REMOTE-ERROR]: Result: resource-unavailable C

- BREESEEM snmpd B :

£ FPR41xx/FPR9300 L :

<#root>
firepower#

connect | ocal - mgnt

firepower(local-mgmt)#

dir cores

1 1983847 Apr 01 17:26:40 2021 core.snmpd.10012.1585762000.gz
1 1984340 Apr 01 16:53:09 2021 core.snmpd.10018.1585759989.gz

£ FPR1xxx/21xx L :

<#root>
firepower(Tocal-mgmt)#

dir cores_fxos

WMREEFE snmpd B0 |, BREELER UK FXOS RHBFBEM , REMEE Cisco TAC,

5. SNMPEI & 2% E5ZSNMP{a] ik 25§ ?



FXOS SNMP polling
does not work

3. FX0S
replies?

" Reply arrives
in server?

7. Check
the server

2. Take captures 4. Check: N 6. Check:
upstream along the
path . ?;Jgﬂg f:'lﬁg = FXOS routing
. Exos « Dst MAC
compatibility
« FXOS stability

- & FXOS BH

Lt 3R B FPR41xx/9300 :

<#root>
firepower#

show f abri c-i nt erconnect

Fabric Interconnect:
ID O00B IP Addr 00B Gateway 00B Netmask 00B IPv6 Address O0B IPv6 Gateway Prefix Opera

A 192.168.2.37 192.168.2.1 10.255.255.128 :: HH 64 Operable

o EITHELEN pcap , ARWMEE B B B9t MAC
- &% , BE SNMP AR ( FEER. #HRE, ERAENE)

EFE A B SNMP OID & ?
FISEZRAA ( 3R H Cisco TAC EERHIMEH )

- TIRMAEEEESE Cisco Firepower 5. A EK O CPU, EiE#. MERREA SNMP
OlDo d
- TEREEET OID T LLARESE ASA 5555 B ERHERSAREE 2 |



o TRMEERE FPR 2K  FPR 4K B9#% SNMP OID.
« TRMAEEEHH ASA ARP REL,
« "TERMEELE BGP HERIEAR SNMP OID, |

Wn1a# 2 SNMP OID 1B
B HIR LB R Firepower #£&  SNMP OID W& :
« Cisco Firepower Threat Defense (FTD) SNMP Ef#2 &

https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-
741739.html

« Cisco Firepower 4100/9300 FXOS MIB 2Z 155/ :

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/mib/b FXOS 4100 9300 MIBRef.html

- WA E FXOS FAMHE OID :

https://www.cisco.com/c/en/us/support/docs/security/firepower-9000-series/214337-how-to-look-
for-an-specific-oid-on-fxos.html

- ## CLI (ASA/LINA) #2 SNMP OID

<#root>
firepower#

show snnp-server ?

enginelD Show snmp enginelD

group Show snmp groups

host Show snmp host's

statistics Show snmp-server statistics
user Show snmp users

firepower#

show snnp-server oid

<- hidden option!

I
[1] .1.10.1.1.10.1.2.1 IF-MIB::ifNumber
[2] .1.10.1.1.1.10.2.2.1.1 IF-MIB::ifIndex
[3 .1.10.1.1.1.10.2.2.1.2 IF-MIB::ifDescr
[4] 1.10.1.1.1.10.2.2.1.3  IF-MIB::ifType

- % OID WEFHER , 55EF SNMP Object Navigator

https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

. 7E FXOS (41xx/9300) Lt , &8 FXOS CLI #1775 2 B&H%


https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-741739.html
https://www.cisco.com/c/en/us/products/collateral/security/firepower-ngfw/white-paper-c11-741739.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/mib/b_FXOS_4100_9300_MIBRef.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-9000-series/214337-how-to-look-for-an-specific-oid-on-fxos.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-9000-series/214337-how-to-look-for-an-specific-oid-on-fxos.html
https://snmp.cloudapps.cisco.com/Support/SNMP/do/BrowseOID.do?local=en

<tfroot>
FP4145- 1#

connect fxos

FP4145- 1( f x0s) #

show snnp i nternal oids supported create

FP4145- 1( f x0s) #

show snnp i nternal oids supported

- SNWP All supported MB O Ds -0x11a72920
Subtrees for Context:

ccitt

1

1.0.88010.1.1.1.1.1.1 ieee8021pacMB
1.0.88010.1.1.1.1.1.2

E R OID RiESE

ER oID

CPU (LINA) 1.3.6.1.4.1.9.9.109.1.1.1

CPU (Snort) 1.3.6.1.4.1.9.9.109.1.1.1 (FP >= 6.7)
21EE8 (LINA) 1.3.6.1.4.1.9.9.221.1.1

sCfE88 (Linux/FMC) [1.3.6.1.1.4.1.2021.4

HA &/ 1.3.6.1.4.1.9.9.491.1.4.2

EBEEA 1.3.6.1.4.1.9.9.491.1.8.1

RA-VPN®FEH : 1.3.6.1.4.1.9.9.392.1.3.1 (7.x)

RA-VPNEAEE : 1.3.6.1.4.1.9.9.392.1.3.3 (7.X)
VPN &
RA-VPNIEEEFE : 1.3.6.1.4.1.9.9.392.1.3.41 (7.x)

S2S VPNEFEH : 1.3.6.1.4.1.9.9.392.1.3.29




S2S VPNISEE5EE : 1.3.6.1.4.1.9.9.392.1.3.31

- 7R : firepower# show snmp-server oid | & E#

BGP #R&E
g A BRLFEEID CSCux13512
- @ HINAASNMPEREABGP MIB
FPR1K/2K
ASA/ASAv EE#R
RiE

H R F BRFIEID CSCvw83590
: FPR1k/2k EEYASAV/ASA : FESNMP OID AR Mt & B FF ol AR 58

FXOS BikE#ziE [ BRISEID CSCvu91544
FEIEH LINA SNMP
oID



https://tools.cisco.com/bugsearch/bug/CSCux13512
https://tools.cisco.com/bugsearch/bug/CSCvv83590
https://tools.cisco.com/bugsearch/bug/CSCvu91544

: X#Lina SNMP OID , AARFXOSHIBEE N EFEETET

FMC 7.3%7 18 ( BAMFMC 1600/2600/4600 % B TR )

FK OID
FEBHOID : 1.3.6.1.4.1.9.9.117.2.0.6
{E0ID : 1.3.6.1.4.1.9.9.117.1.4.1.1.1, <index>
AR )
0 -AREAET
1 B EES
FEBHOID : 1.3.6.1.4.1.9.9.91.2.0.1
CPU/PSUREM |E{EOID : 1.3.6.1.4.1.9.9.91.1.2.1.1.4.<index>.1

{E0ID : 1.3.6.1.4.1.9.9.91.1.1.1.4 <index>




FABFOID : 1.3.6.1.4.1.9.9.117.2.0.2

OperStatus OID : 1.3.6.1.4.1.9.9.117.1.1.2.1.2.<index>
PSUR & Fa B EEMEOID : 1.3.6.1.4.1.9.9.117.1.1.2.1.1 <index>

0 -ARE AR ERGERS
1-BADNERHESRFE , ER

#55H118 SNMP %8
REIREEREA ( BRE Cisco TAC EERHIMEHI ) -

- TFTD #9 SNMPv3 & EAE{IE%FEEl SNMP fAAREF.
- TFMC # FTD & {&ix SNMP AL,

FHRFIC &% FXOS #£ FTD 4100 £52E SNMP |, S EH A SNMPv3 #1 SNMPv2 |, {EF
EHELEERMB. o
« TFirepower SNMP T2 &R ERERTE, |

"Firewall FTD T &% SNMP RFEE NMS, |

TSNMP Al fR2FE% PE LB, |

MRS &% FXOS 7£ FTD 4100 L3R E SNMP , W EFE A SNMPv3 1 SNMPv2 |, B/
EHEEEERB, .

fet=iokag 3213
AT ¥ Firepower SNMPFE B RS B E 1T U FE HEBR BV RIZ B -



SNMP traps not seen
on SNMP server

“See SN
trap on egress

(" 5. Check:

¥ See SN

trap on server

« The server settings
« The community string

capture? capture? « The server SNMP
configuration
. vy
Mo
2. Verify: N [ 4. Check: )
« The SNMP config « Captures upstream along
+ Device routing the path
« Trap counters « Dst MAC
\. AN v,
1. BREEIE OHE LWSNMPIERT ?
SNMP traps not seen
on SNMF server
" 5. Check: )

2. Verify: A
s The SNMP config
« Device routing
« Trap counters

b A

trap on server

“See SN « The server settings
» The community string

« The server SNMP

Yes

captura?

configuration
L.
" 4. Check: A
« Captures upstream along
the path
« Dst MAC

FEEE T E LR LINA/ASA %R




<tfroot>
>

capture-traffic

Please choose domain to capture traffic from:
0 - managementO
1 - Global

Selection?

0

Options:

-n host 192.168.2.100 and udp port 162

EE RN E L FEE LINA/ASA %R :

<#root>
firepower#

capture SNWP interface net208 match udp any any eq 162

BEER FXOS 5%F4 ( 41xx/9300 )

<#root>
firepower#

connect fxos

firepower(fxos)#

et hanal yzer local interface ngnt capture-filter "udp port

162" limt-captured-frames 500 wite workspace

1 2021-08-02 11:22:23.661436002 10.62.184.9 » 10.62.184.23 SNMP 160 snmpV2-trap 10.3.1.1.2.1.1.3.0 10.3.1.1

firepower(fxos)#

exit

firepower#

connect | ocal - ngnt

firepower(local-mgmt)#

dir

1 11134 Aug 2 11:25:15 2021 SNMP.pcap
firepower(local-mgmt)#



copy workspace:///SNVP. pcap ftp://ftp@92.0.2. 100/ SNVP. pcap

2. MR EwmH A ELEAREFIHS

SNMP traps not seen
on SNMP server

7 See SNMR
trap on egress
capture?

. Yes
trap on server

capture?

p

" 5. Check:

« The server settings

« The community string

+« [he server SNMP
configuration

w

" 4. Check:

the path
« Dst MAC

» Captures upstream along

_'l,ﬁ

<#root>
firepower#

show run all snnp-server

snmp-server host ngfw-management 10.62.184.23 version 3 Ciscol23 udp-port 162
snmp-server host net208 192.168.208.100 community ***** version 2c udp-port 162

snmp-server enable traps failover-state

FXOS SNMP SR [A4HEE :

<#root>
FP4145-1#

scope nonitoring

FP4145-1 /monitoring #

show snnp-trap




SNMP Trap:
SNMP Trap Port Community Version V3 Privilege Notification Type

192.168.2.100 162 ke V2c Noauth Traps

L FEIxxx/21xx £, R BEfEDevices > Device Management > SNMP config ! 1R T & F)iE
Eo

%
el

Xa

MR LINAVASA B i (GEBEENTE )

<#root>

>

show net wor k

- ERPAMY LINA/ASA B H ( BEBRERNE )

<#root>
firepower#

show route

- FXOS B/ ( 41xx/9300 )

<#froot>
FP4145-1#

show fabric-interconnect

- BMEHE (LINVASA) :

<#root>
firepower#

show snnp-server statistics | i Trap

20 Trap PDUs



FXOS Bl :

<tfroot>
FP4145-1#

connect fxos

FP4145-1(fxos)#

show snnp | grep Trap

1296 Out Traps PDU

Hipip s

SNMP traps not seen
on SNMP server

¥ See SN
trap on egress
capture?

¥ See SN
frap on server
capture?

2. Verify:

« The SNMP config

» Device routing

« Trap counters

o J

- £ B #Yith SNMP {25 L 1T HEEN.
ERENHMIEAR :

- RERLHREE.

+ SNMP FRFEE S8 B 891tk MAC {34t

« SNMPRIBRESELEFAREE (g0 , BHAFE, ITRESE ),
+ SNMP &&=,

« SNMP frlfRE54H5E.




#3£3E1B SNMP B3 FMC
RIRESREA ( 3R E Cisco TAC EERFIREH] ) -

FSNMP £ &y FMC L%k, |

FEEE FMC $2iER, |
« T7E4%% 192.168.4.0.8 FMC L , SNMP EFE A IEEEE ? |
- "RMSERBEFMCUIEREER , MCPU, TIEEE, |

PUREESE 373

LT RYFMC SNMPRIREE THEHERRIZER :

FMC SNMP does not
wiork

7. Check
the server

Y,
2. Take captures //_ 4. Check: q\\ 6. Check: h
upstream along the
pe S 9 « FMC SNMP config « FMC routing
« Capture contents + FMC capture
« FMC pig!ail _ (tcpdump)
« community string + Dst MAC
= snmpd process \ v
« snmpd cores
« letc/snmpd.conf
, e s Standby FMC? |

1. SNMP a2 &% Z FMC ?




FMC SNMP does not
work

. Reply arrive
o server?

7. Check
the server

W
2. Take caplures ,/F 4. Ghack: _\1 6. Check: A
UF'S"EEEE:””Q the « FMC SNMP config « FMC routing
« Capture contents « FMC capture
« FMC Flig!ﬂll . (tepdump)
« community string « Dst MAC
« snmpd process \ J
« snmpd cores
+ fetc/snmpd.conf

« |s Standby FMC?
- .

- FMC EE /I E/FEE :

<#root>

adnmi n@S2600- 2: ~$

sudo tcpdunp -i ethO udp port 161 -n

HS PACKET_BUFFER SI ZE is set to 4.

tcpdunp: verbose output suppressed, use -v or -vv for full protocol decode

listening on ethO, link-type ENIOMB (Ethernet), capture size 262144 bytes
10: 58: 45. 961836 | P 192. 168. 2. 10. 57076 > 192. 168. 2. 23.161: C="Ci scol123" Cet Next Request(28) .10.3.1.1.4.

.Q 2R BEERIEEFMC /var/common/B 8T , RERFMC UITH

<#root>
admin@FS2600-2:~$%

sudo tcpdunp -i ethO udp port 161 -n -w /var/comon/ FMC_SNWP. pcap

HS_PACKET_BUFFER_SIZE is set to 4.
tcpdump: listening on ethO, Tink-type EN1OMB (Ethernet), capture size 262144 bytes



AC46 packets captured
46 packets received by filter

FMC R&EEE ?

FMC SNMP does not
work

" Reply arrive
to server?

2. Take captures
upstream along the p—
pa‘th L] ¥] |ng
« FMC capture
(tepdump)
« Dst MAC

% vy

MR FMC REIE , FRE .

- FMC SNMP #HRE ( "R#k, > THE, )
1. SNMP E&
2. FRBERER

aliule, Firepower Management Center ooy mnaysis  poicies  Devices Al Firepower Management Center
Configuratio cisco m | Configuration

Overview Analysis Policies Devices g

cIsco

SNMP Version | Version 2

+ Add Rules
Community String | Cisco123
Host Port
any 443 i
any 2 .
I any 161 I °

3
%
i

MR FMC REIE ,
 HEHY (pcap) AR



« HBFH (ETUEHENRFER )
- FMC BB GIRE L ( SKER. XK. 1BHE ) # /var/log/snmpd.log I AR
« snmpd &

<#root>
admin@FS2600-2:~§$

sudo pntool status | grep snnpd

snmpd (normal) - Running 12948

Command: /usr/sbin/snmpd -c /etc/snmpd.conf -Ls daemon -f -p /var/run/snmpd.pid
PID File: /var/run/snmpd.pid

Enable File: /etc/snmpd.conf

« snmpd B0

<tfroot>
admin@FS2600-2:~$

Is -al /var/common | grep snnpd

-rw------- 1 root root 5840896 Aug 3 11:28 core_1627990129_FS2600-2_snmpd_3.12948

+ Jetc/snmpd.conf FHY R IRAHERER -

<{froot>
adnmi n@S2600- 2: ~$

sudo cat /etc/snnpd. conf

# additional user/customconfig can be defined in *.conf files in this folder
includeDir /etc/snnp/config.d

engi nel DType 3

agent addr ess udp: 161, udp6: 161

rocommunity Ciscol23

rocomuni ty6 Ci scol23

N srE . WESEASNMP | Blsnmpd.conflE =R

- BEARFW FMC?

£ 6.4.0-9 Z B 6.6.0 ZRIMARAHF | 38 FMC F&E1% SNMP B8 ( snmpd ER "%, &R
), ERENITA. BEEEINGEERFEID CSCvs32303


https://tools.cisco.com/bugsearch/bug/CSCvs32303

LR E SNMP

RIREERAA ( 2R E Cisco TAC EERHINEH] ) -

71

& MI4EE 5 Cisco Firepower Management Center # Firepower 4115 Threat Defense %7€
SNMP,

TFTDEBSNMPEREMZE, o

MR EE FTD 5%f ERUA SNMP Biiz, |

F&ZMERE FXOS FERE SNMP R , ERHEZREBTZRMEAIT commit-buffer. TET

TERER  TAMFEE, FEA TERAd, ETEE, |

FIRMIAEEE FTD 3%fE ERUA SNMP Bz, |

FEESEIE FTD EERE SNMP FIRRE B HEE, |



AT BRI SNMP 48 AEFE 8
BEMEH  RAER!

- BIEETMXH !
- FMC #HA835M -

https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/qguide/fpmc-config-
quide-v70.html

+ FXOS jHrEHEm :

https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos2101/web-
quide/b GUI FXOS ConfigGuide 2101/platform settings.html#topic 6C6725BBF4BC4333BA207BE9DB

SEEERE SNMP X !

FMC SNMP :

E Book Contents Q,

“ Appliance Platform Settings Email Notifications

>
L]

Language Selection
System Configuration

Login Banners
SNMP Polling

Platform Settings Policies

Platform Settings for Classic
Devices

Time and Time Synchronization

Global User Configuration Settings

FXOS SNMP :


https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/70/configuration/guide/fpmc-config-guide-v70.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos2101/web-guide/b_GUI_FXOS_ConfigGuide_2101/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos2101/web-guide/b_GUI_FXOS_ConfigGuide_2101/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53

E Book Contents

Book Title Page

Introduction to the Firepower
Security Appliance

Gething Started

Licenze Management for the ASA
User Management

Image Management

Security Certifications Compliance

System Administration

Platform Settings

Home [ ... [ Ceco Firepower 9300 Senes | Configuration Gusdes [

Cisco Firepower 4100/9300 FXOS Firepower

Q, FindM

Chapter: Platform Settings

» Chapter Contents

# Setting the Date and Time
= Configuring SSH

* Configuring TLS

* Configuring Telnet

# Configuring SNMP

# Configuring HTTPS

Firepower 41xx/9300 SNMP #H&E :

~ Appliance Platform Settings

System Configuration
Platform Settings Policies

Platform Settings for Classic Devices

l Platform Settings for Firepower Threat Defense |

Firepower 1xxx/21xx SNMP #H%& :




“ Firepower Threat Defense Interfaces and Device Settings
Interface Overview for Firepower Threat Defense
Regular Firewall Interfaces for Firepower Threat Defense
Inline Sets and Passive Interfaces for Firepower Threat Defense

DHCP and DDNS Services for Threat Defense

SNMP for the Firepower 1000/2100

Firepower Device Manager (FDM) # SNMP #E#E
RIRESREA ( 3R E Cisco TAC EEBRFIRVES] ) :

- "TRMEZEEE FDM 2 Firepower # B SNMPv3 B35, |
« TSNMP #ARE#ELIEIB FDM #£ FPR 2100 £ & FiE{E, J

- THEEEE SNMP v3 #HRETE FDM EiEfE, 4

- TFDM 6.7 SNMP #H&E1#Bh, .

« T Firepower FDM A SNMP v3,

WA EEIE SNMP FDM #E A8 2
o BR 6.7 ZEIMMRA , BRI LAEA FlexConfig 24T SNMP #HEERRE :

https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-quide-660/fptd-
fdm-advanced.html

- 1% Firepower HR7 6.7 Bi%R , E B E A FlexConfig 1T SNMP #HAEERE , M2 H REST
API :

https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-
troubleshoot-snmp-on-firep.html

SNMP REtHERIRE K

1xxx/21xx/41xx/9300 (LINA/ASA) - i%&if Cisco TAC HMESI sl EWENIEB

E® E=Y:)3

firepower# show run snmp-server ER¥& ASA/FTD LINA SNMP #HZE.

i
i
ot

firepower# show snmp-server statistics B33 ASA/FTD LINA 89 SNMP #REt & ¥l



https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-advanced.html
https://www.cisco.com/c/en/us/td/docs/security/firepower/660/fdm/fptd-fdm-config-guide-660/fptd-fdm-advanced.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html
https://www.cisco.com/c/en/us/support/docs/security/firepower-ngfw/216551-configure-and-troubleshoot-snmp-on-firep.html

SNMP @i A SNMP @i HET 888,

> capture-traffic

i
p

HEIEEN

D~

1L

firepower# capture SNMP-POLL interface
net201 trace match udp any any eq 161

FEEWUDP 161N ERNERE ( BB AIf
'net201' ) ( SNMPE3 ) .

firepower# capture SNMP-TRAP interface
net208 match udp any any eq 162

£AUDP 162 B E RN E ( BB AIf 'net208' ) £
HRE. ( SNMPBERH) o

firepower# show capture SNMP-POLL packet-
number 1 trace

B HEZIIZEASA/FTD LINAEE T E Y ASNMPEH
a

o

admin@firepower:~$ sudo tcpdump -i tap_nlp

NLP ( 3F LINA 72 ) B TAP 7 E 9 HEER.

firepower# show conn all protocol udp port 161

BWEUDP 161 EAIFTBASA/FTD LINAELR
( SNMP## )

firepower# show log | $302015.*161

BZE SNMP &8 ASA/FTD LINA E24% 302015.

firepower# more system:running-config | it &

W& SNMP & F 8.

firepower# debug menu netsnmp 4

Ens® SNMP {EREMEF ID.

firepower# show asp table classify interface
net201 domain permit match port=161

EBA "net201) WA E LBZESNMP ACLKI
2

firepower# show diskO: | if%

BEREBH I SNMP B4

admin@firepower:~$ Is -l /var/data/cores

BEEEHEM SNMP & EEBAR FTD.

firepower# show route

§2 3% ASA/FTD LINA B H .

> show network

EBEFTD EEERAXE.

admin@firepower:~$ tail -f

B/ ST B HEFTD EFISNMPV3,




/mnt/disk0/log/ma_ctx2000.log

firepower# debug snmp trace [255]
firepower# debug snmp verbose [255]
firepower# debug snmp error [255]

firepower# debug snmp packet [255]

TR A B B
Cisco TAC ¥ SNMP #ETER S HEfR.

e, RNEMEE  AMRNER

41xx/9300 (FXOS) — 3&i8 Cisco TAC BIRKZ i~ 31 B £ 918 B

A

firepower# connect fxos

firepower(fxos)# ethanalyzer local interface mgmt capture-
filter "udp port 161" limit-captured-frames 50 write
workspace:///[SNMP-POLL.pcap

firepower(fxos)# exit

firepower# connect local-mgmt
firepower(local-mgmt)# dir

1 11152 Jul 26 09:42:12 2021 SNMP.pcap

firepower(local-mgmt)# copy workspace:///SNMP.pcap
ftp://ftp@192.0.2.100/SNMP.pcap

SNMP &3 (UDP 161) 9 FXOS #H
FEERIE FTP AR
FTP IP : 192.0.2.100

FTPERERR : fip

firepower# connect fxos

firepower(fxos)# ethanalyzer local interface mgmt capture-
filter "udp port 162" limit-captured-frames 50 write
workspace:///[SNMP-TRAP.pcap

SNMP %R (UDP 162) K9 FXOS #H

firepower# scope system
firepower /system # scope services

firepower /system/services # show ip-block detalil

2 FXOS ACL

firepower# show fault

BERBHE FXOS #fE



ftp://ftp@192.0.2.100/SNMP.pcap

firepower# show fabric-interconnect

firepower# connect fxos

firepower(fxos)# show running-config snmp all

E&Z% FXOS SNMP #HEE

firepower# connect fxos
firepower(fxos)# show snmp internal oids supported create

firepower(fxos)# show snmp internal oids supported

E» 3 FXOS SNMP OID

firepower# connect fxos

firepower(fxos)# show snmp

EB 7% FXOS SNMP R EFMFTHE

firepower# connect fxos
firepower(fxos)# terminal monitor
firepower(fxos)# debug snmp pkt-dump

firepower(fxos)# debug snmp all

{8585 FXOSSNMP ( "H#8, & T2
1)

f£/A "terminal no monitory M T
undebug all; Bl A[{F1E

1xxx/21xx (FXOS) - 3&iB Cisco TAC BRI Rlz s ZEWEMIER

E® R
> capture-traffic HEREENHENRE
> show network B FTD BEEERAK

firepower# scope monitoring
firepower /monitoring # show snmp [host]

firepower /monitoring # show snmp-user
[detail]

firepower /monitoring # show snmp-trap

B FXOS SNMP #H &

firepower# show fault BERABEE FXOS HFE




firepower# connect local-mgmt
firepower(local-mgmt)# dir cores_fxos

firepower(local-mgmt)# dir cores

BERERE FXOS &%MERE (=¥ )

FMC - i#if Cisco TAC RRARPIz I EWENIEE

161 -n

admin@FS2600-2:~$ sudo tcpdump -i ethO udp port

FEEL SNMP S EEBENENRE

admin@FS2600-2 : ~$ sudo tcpdump -i ethO udp#
161 -n -w /var/common/FMC_SNMP.pcap

FEEY SNMP @S BN ENGRE | 1igs

snmpd

admin@FS2600-2:~$ sudo pmtool status | grep

B2 SNMP B AREE

snmpd

admin@FS2600-2:~$ Is -al /var/common | grep

REREE SNMP &ZOER (EH)

admin@FS2600-2:~$ sudo cat /etc/snmpd.conf

WE SNMP AREREEN AR

snmpwalk Zi4l

ST R AR REITER R M SR B PR

[rs

B A
BT

A

# snmpwalk -c Cisco123 -v2¢ 192.0.2.1

5 SNMP v2c #i= in T #EREENFT A
OID,

Cisco123 = tt#FH

192.0.2.1 = B Hyith = #4

10.3.1.1.4.1.9.9.109.1.1.1.1.3

# snmpwalk -v2c¢ -c Cisco123 -OS 192.0.2.1

£ SNMP v2c = im E MRS E
OID,




i50.3.6.1.4.1.9.9.109.1.1.1.1.3.1 = Gauge32 : 0

# snmpwalk -c Cisco123 -v2¢ 192.0.2.1

10.3.1.1.4.1.9.9.109.1.1.1.1 - Bl g E A FE R AR OID
.10.3.1.1.4.1.9.9.109.1.1.1.1.6.1 = Gauge32 : 0

£/ SNMP v3 iR in E MBI A
OID,

# snmpwalk -v3 -l authPriv -u cisco -a SHA -A Cisco123 - [SNMPv3 A& = cisco
x AES -X Cisco123 192.0.2.1
SNMPv3 &5 = SHA

SNMPv3 4 = AES

# snmpwalk -v3 -l authPriv -u cisco -a MD5 -A Cisco123 -|f#£/ SNMP v3 ( MD5 1 AES128 ) ¢
x AES -X Cisco123 192.0.2.1 RimEEBEEATE OID,

# snmpwalk -v3 -l auth -u cisco -a SHA -A Cisco123

192.0.2.1 EREFREN SNMPv3

A S SNMP IRk

1. 88%
https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNmd&sb=anfr&bt=custV
2. i ABB# Fsnmpii&#Select from list,

Tools & Resources

Bug Search Tool

ﬂ Save Search || Load Saved Search = 3 Clear Search Emad Current Search
search For SNMgp 7]
Product SenesMode! e
Releases Affecting or Fixed in these Releas w
Modified Date Stalus Saverity Rating Support Cases Bug Type

Filter w o e W v | | Customer Vissble w



https://bst.cloudapps.cisco.com/bugsearch/search?kw=snmp&pf=prdNm&sb=anfr&bt=custV

[ Save Search [ELoad Saved Search » 3 Clear Search Email Current Search

Search For snmp
Examples: CSCd10124, router crash, et
Product SenesModel w | [Cisco Firepower Management Center Virual Appliance
Releases Affecting or Fmed in these Reléas w
Modified Date Status Severity Rating Support Cases
Filter o o o LV
Viewing 1 - 25 of 159 results Sort by

CSCvh32876 - ENH:Device level settings of FP2100 should allow to configure ACL and
SMNMP location

Symptom: This is a feature request for an option to configure access-kst (o restnct specific

hastinetenark (o poll dewice using SHMP and SHMP locabon. FP2100 allows you to configure

Severity. 6 | Status: Terminated | Updated: Jan 32081 | Cases 2 | {0

7]

Setecf from st

Bug Type

v | | Customner Visible v

o

& Ex

RERNER :

- BERFAERLZLEEASA)EE

« Cisco Firepower 9300 %%

« Cisco Firepower &I /0 E R 3%

- BR Firepower $ it AB K& (NGFW)

FHEAE A

« EBTE Threat Defense 9 SNMP
« 1EFXOS (Ul LB ESNMP
o BiTXEE N H - Cisco Systems



https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/platform_settings_for_firepower_threat_defense.html#task_C98446BB601C4930974E7E287B1784C0
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/platform_settings_for_firepower_threat_defense.html#task_C98446BB601C4930974E7E287B1784C0
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/platform_settings_for_firepower_threat_defense.html#task_C98446BB601C4930974E7E287B1784C0
https://www.cisco.com/c/en/us/td/docs/security/firepower/630/configuration/guide/fpmc-config-guide-v63/platform_settings_for_firepower_threat_defense.html#task_C98446BB601C4930974E7E287B1784C0
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos241/web-guide/b_GUI_FXOS_ConfigGuide_241/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos241/web-guide/b_GUI_FXOS_ConfigGuide_241/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos241/web-guide/b_GUI_FXOS_ConfigGuide_241/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
https://www.cisco.com/c/en/us/td/docs/security/firepower/fxos/fxos241/web-guide/b_GUI_FXOS_ConfigGuide_241/platform_settings.html#topic_6C6725BBF4BC4333BA207BE9DB115F53
https://www.cisco.com/c/en/us/support/index.html
https://www.cisco.com/c/en/us/support/index.html
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