RAEZNMERREEGE
B &%
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AT
185
BRET

B =
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BIEZEBFHSNMPHEF S
sE ESNMPH1R

R FEUEE R ESNMPH B
% ESNMPRRAS3
ENELEEREACL

rACL

EBEEBACL

Cisco Catalyst LANX #2288 2 £ IhEE
A ZESNMPEE IS
tHERE A

L b))

ARSI MR B 5 40 E IR ARG E(SNVP),
HE G

BXR

AXHEEBEBR.

|A T

AR ETR B T RBAERIGS -

- SNMP#2#8 — Cisco IOS®¥X B 4~10.35 &E & iR A,
. SNMPARZ3 — FECisco IOSEXEEMRZ12.0(3) THE A,
AXHHNEFRBRBEEEREREANEEMEL, XHEAIWMEEERTREBER ( E R
) AERERERE), MRENFEREES  FRARLEFTMESTRERNTE,

el
MEXHESNFHRER , FSEBREAMRTEN.



HRER

REEWSNMPIEEEE , LHRE L ER R A SNMPRYiwIRE R E £ B8 IR #(DoS) .

R ESNMPRY B

BIEBIFHNSNMPH B F S
#publicAAEMEE Siprivate AEBEUE A B F R AL T B RFHNEE,

BRESNMPH#ER

H setup SNMP view T8 S AT AP I ERF B B REBEEFAEMIB)NEAE, FEREBERT , BB SNVP view
entry eX|stsﬁtﬁ%EéﬁﬁmE*§ﬁTmE ) I B £ Cisco |OS$&§%F&ZF1O.3EF 5l A. SWIERASE
LA access-list A1 RIRBEA snvp view E—EMIBR L , HtFrE RS ERHYER, B2
, FINFEE , cEEFLE A BIEREFELL BRTER,

ERITSNEHWIARE |, 556EH snmp-server view global configuration 3§ . =l BR#E E A SNMP{a] BR 25 &
BREE , FEA oSN,

Bt

snmp-server view view-name oid-tree {included | excluded}

no snmp-server view view-name

BERH:

. view-name — BEFMRE T PR ICEIMIBER, ZBBWANSI AR &,

- oid-tree — EBDIFEMIR P REWR P HEBRI B REE LR TRIEOne(ASN. 1) F 1Y B R8BI 7F 557
. EEETH  FBETHET (W1.3.6.24 ) HEFH (W) EEHXEKRTFE system. AR E
R u S E BB fF AR SIS E F 8k ; fla01.3.5 4,

- included | excluded — AR FE Bll, 24 ZE$E EincludedZexcluded,

M%Eﬁ?ﬁﬁﬁ?’m%ﬁ&%ﬂ’]ﬁﬁh , AIAEAMERENFEERRE. — B2 , *~ERE
ALERFEHR. Z—HER2 FR, EXRNMEABETUAER =@ : system':F' snmpStats*ﬂ
snmpParties. RFC 14477 4} ?Tﬁm%ﬂ’]*ﬁﬁ.o

i B — snmpserver BB AWM ERAMERAHISNMP,

LRGSR — ERAR | ER I EMIB-IRFHEFRATHRUANPTEE R sysservices ( i
7)) AMB-INEHARNEH1WFAEER :

snmp-server view agon system included
snmp-server view agon system.7 excluded

snmp-server view agon ifEntry.*.1l included



DLTR—ETEMNRG , R NAEMIBEEEEF E R snmpwalk B view FhiZo. LLAARETEZE — BRI
, FARER A ut fE AT @ A E (ARP) R B SNMPFZE ( atEntry ) , 3 SBEFMIB-1I1FICiscoE AAMIB:

snmp-server view myview mib-2 included
snmp-server view myview atEntry excluded
snmp-server view myview cisco included
snmp-server community public view myview RO 11
snmp-server community private view myview RW 11

snmp-server contact pvanderv@cisco.com

LT EMIB-IRFAN TS MEmE -

NVSPr onpt 82 % snmpwalk cough system

system sysDescr.0 : DI SPLAY STRING (ascii): G sco Internetwork Operating System Software

Cisco 10S (tm 2500 Software (C2500-JS-L), Version 12.0(1) T, RELEASE SOFTWARE (fc2)

Copyright (c) 1986-1998 by cisco Systens, Inc.

Conpi | ed Wed 04- Nov-98 20: 37 by dschwart

system sysoject| D.0 : OBJECT | DENTI FlI ER:
.iso.org.dod.internet.private.enterprises.cisco.ciscoProducts. cisco2520

system sysUpTinme. 0 : Tineticks: (306588588) 35 days, 11:38:05.88

system sysContact. 0 : DI SPLAY STRING (ASCl|): pvanderv@i sco.com

system sysNane. 0 : DI SPLAY STRING (ASClI): cough

system sysLocation.0 : DI SPLAY STRING (ASClI):

system sysServices.0 : | NTEGER 78

syst em sysORLast Change. 0 : Tineticks: (0) 0:00:00.00

NVSPr onpt 83 %

LA 274 #: Cisco System#B I dn A% H

NVSPr onpt 83 % snmpwalk cough lsystem
cisco.local.lsystemromd.0 : DI SPLAY STRING (ASCI):
System Boot strap, Version 11.0(10c), SOFTWARE
Copyright (c) 1986-1996 by cisco Systens

ci sco.local.lsystemwhyRel oad. 0 : DI SPLAY STRING (ASClII): power-on
cisco.local.lsystem hostNanme. 0 : DI SPLAY STRING (ASClI|): cough

LT EMIB-Il ARPERII RS MEH



NVSPr onpt 84 % snmpwalk cough atTable
no M B obj ects contai ned under subtree.

NVSPr onpt 85 %

£ A 7 BB R ESNMP4L 8

BN REERERGEEFIEHEEACLERIMEYS  IRRKRERUBFREABNLETF
BTE. FIRFERREMRERERESEARSRUE-SRE.

LT EAIEACLREAMETSH

access-list 1 permit 10.1.1.1

snmp-server community stringl ro 1

HERNBPEEEATRNHFHZEE  IRIBERRARTR  EREE-SHEBHRE
RyATREtE, BRI, RBETREREREMRBREREENEERRRMBBOER.

ERtEFRRAARMAE |, TEELECisco IOSKEBHRASNMPEIRR AR T H, BLHARER
tett A, Bl

access-list 10 deny any
snmp-server host 10.1.1.1 mystringl
snmp-server community mystringl RO 10

X ESNMPR A3

SNMPZ 3R &+ R ECisco IOSEBBMRA12.0PEAN , BERHREMXERETEEEM. BITUT
25 BRI E SNMPARZ<3:

—

. ASNMPER S5 ZID ( 7iE& ) .

2. Ex—EFERAE  CAE , XEAEBNBgroupone , AEZE L FERHEER
noAuthentication ( #Z % ) MnoPrivacy ( ENE ) .

3. & B tHgrouptwoly £ A1 & usertwo&nbsp; , 3f [a] Itk i Fi & FE FinoAuthentication ( S
) #noPrivacy ( EEMZ ) -

4. E&FEAE. #MgroupthreefJuserthreef: f& F Authentication(password is user3passwd)#l
noPrivacy(no encryption)E| it fEF & .

5. & 2 B X tH groupfourfy fi£ i & userfour , It #&Authentication(password is user4passwd)#l
Privacy ( des56N% ) EAZILLERAE.

6. BiRfF A E L EH(USM)V3EEBgroupone , W EVITARRMRR ( FHER ) LR MENAREF
AR (FEER) .

7. BiBUSM V3E#Bgrouptwo , YR A ¥ myviewt 1R K BEEAMA .

BIBUSM VIEZAEME , WiEiE 5 M RFEVIERSR(ERE) LA ENE™E.

9. BiBUSM V3EZ#H groupfour , I i&ifAuthentication #1Privacy ¥iv1REMR ( R ) BA
MENRSAE.

10. E&— AR myview , AR EHMIB-IH FEEGL B A IE L ¥ H A Cisco MIBHEEGEI B, H

oo



show running B A B XE 2 4 B¥ F 8 Read-Only public , outputZgroup publici2E 11T, H show
running ¥4 tH 7 B8 ‘Ruserthree = 7t
ol

snmp-server engineID local 111100000000000000000000

snmp-server user userone groupone v3

snmp-server user usertwo grouptwo v3

snmp-server user userthree groupthree v3 auth md5 user3passwd

snmp-server user userfour groupfour v3 auth md5 userdpasswd priv des56
user4priv

snmp-server group groupone v3 noauth

snmp-server group grouptwo v3 noauth read myview

snmp-server group groupthree v3 auth

snmp-server group groupfour v3 priv

snmp-server view myview mib-2 included

snmp-server view myview cisco excluded

snmp-server community public RO

LT REBFERFuseroneIMIB-II R G o5 g H -

NVSPr onpt 94 % snmpwalk -v3 -n "" -u userone -1 noAuthNoPriv clumsy system
Modul e SNWPV2- TC not found

system sysDescr.0 = Cisco Internetwork Operating System Software

Cisco 10s (TM 4500 Software (C4500-1S-M, Version 12.0(3) T, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi | ed Tue 23-Feb-99 03:59 by ccai

system syshjectID.O = O D enterprises.9.1.14

system sysUpTi me. 0 = Tineticks: (28208096) 3 days, 6:21:20.96

system sysContact.0 =

system sysNane. 0 = cl unsy. ci sco. com

system sysLocation.0 =

system sysServices.0 = 78

system sysORLast Change. 0 = Tineticks: (0) 0:00:00.00

NVSPr onpt 95 %

LT REEFERZusertwolIMIB-II R FAEM dn - N H:

NVSPronpt 95 % snmpwalk -v3 -n "" -u usertwo -1 noAuthNoPriv clumsy system

Modul e SNWPV2- TC not found

system sysDescr.0 = Cisco Internetwork Operating System Software
Cisco 10s (TM 4500 Software (C4500-1S-M, Version 12.0(3) T, RELEASE SOFTWARE (fcl)
Copyright (c) 1986-1999 by cisco Systens, Inc.

Conpi | ed Tue 23-Feb-99 03:59 by ccai

system syshjectID.O = O D enterprises.9.1.14

system sysUpTinme. 0 = Tinmeticks: (28214761) 3 days, 6:22:27.61
system sysContact.0 =

system sysNane. 0 = cl unsy. ci sco. com

system sysLocation.0 =

system sysServices.0 = 78

system sysORLast Change. 0 = Tineticks: (0) 0:00:00.00

LT REEEHZuseronefICisco Local SystemBHHM S M H:



NVSPronpt 98 % snmpwalk -v3 -n "" -u userone -1 noAuthNoPriv clumsy .1.3.6.1.4.1.9.2.1

Modul e SNMPV2- TC not found

enterprises.9.2.1.1.0 = "..System Bootstrap, Version 5.2(7b) [nkanmson 7b],
RELEASE SOFTWARE (fc1).. Copyright (c) 1995 by cisco Systens,

Inc..."

enterprises.9.2.1.2.0 = "rel oad"

enterprises.9.2.1.3.0 = "cl unmsy"

enterprises.9.2.1.4.0 = "cisco. cont

AT 2R R L Fuser usertwoH 8 Cisco Local System#B48 19 a5+ i H:

NVSPronpt 99 % snmpwalk -v3 -n "" -u usertwo -1 noAuthNoPriv clumsy .1.3.6.1.4.1.9.2.1

Modul e SNMPV2-TC not found
enterprises.9.2.1 = No nore variables left inthis MB View

NVSPr onpt 100 %

s HBEEERANRBESR tcpdump ( SFEISNMPRRAIZ BEIA T Mprintf@y Fsk ) -

NVSPronpt 102 % snmpget -v3 -n "" -u userone -1 noAuthNoPriv clumsy system.sysName.O

Modul e SNMPV2-TC not found
system sysNane. 0 = cl unsy. ci sco. com

ENELEREACL
ACLIMAEIZ GRS I PR S M B T2 1, ACLTLAME AR RS ME A REH AN HE.

ERAERFERZERACLIACLIMF A L, AR ERAEEN @ BAGEUDP)REREENE
ACLKY Z{EEIPAI4 BE R B 2R

T—EERFEEEAHRAESENMER. HEHERRBARERNELRE T Pt

192.168.10.181172.16.1.1 , FTESNMPZERER L AR FIE P A10.1. 11N EBE £, HEERU
REBEIP{1E192.168.10. 1 BAEN A :

access-list 101 permit udp host 10.1.1.1 host 192.168.10.1

ﬁ access-list %?ﬁ%?ﬁﬁﬁﬁﬂ?ﬁﬂlﬁﬁ%@ﬁﬁﬂﬁﬁﬁﬁﬁ :

interface ethernet 0/0

ip access-group 101 in

FUDPE LB iR BB NI B R BT ER BRI EURIRIFARBEEF . Cisco IOSKEEHA
49152365535 %3 B A Y E AR B/ 5 8 A 3£ B ER (5 2048 350 & #8 Rt (DNS) &7 ) By SRR IE AR IR

HREETHZIPHIUNKENTEEBHB[ETANTZEH  EXFBRTRENFRT R,



rACL

HR2EAFE |, rACLAT AR EI A Cisco 12000F 5 Gigabit X #2185 % 1 85 (GSR)#Y Cisco IOSE B8
MRZA<12.0(21)S2F1 A Eh }A Cisco 7500F 5I#912.0(24)SHYIRIE, EKGHRBENEREF ERBREE
B RBLBEAZEEREFE, BURBACLUERARKRZENREME , Y EKERAS
EFRBELLN RN MNER , UREHE —FERBNMARE L, CPUBHE S MEIRFEES

, WEBBEEEMEES LNAH., Z8A "GSR:Receive Access Control Lists 1 A KE &M E
BEBEERE, FAXARERBRNARENEBEELASEIRELIEBEFIETENER D,

ER#EMACL

HARBFZBENRRNAREBREFERE  EULBBIRTREATFACHERZEEERBEEN
HE , YERRKERFREZIRE, BEREBACLACLAARRZEREER Y ERAHEHHE
BRZENRBARERE , UREFHTBERINFERGEZ, BRE (REENZLD . ERRERE
SREREIEE) MR TIACLEY A RIFI B A DB H M.

Cisco Catalyst LAN3ZIBE R £ IhRE

IP Permit List ( IP/2AFF/EE ) ThEERR HI2R B AR RERIRIPHb 1Y A b TelnetISNMPEA 8 32 #L#,
S ERRBAFEENSNMPIEMELRERARARESBRBENEERK,

Cisco IOSEBZ £ IEEMNE S TANEEKHEEMCisco CatalystR ik, EEREITZTLREE , UL
PR HI AT LABA B ST A PR R BRI B BRIV BLE

ARNARSIPRIEZLMNFAENR  F2EESIPEEZ M,

MARESNMPEERR

R 1og BT, EEfR syslog KMER , T FI R,

access-list 10 deny any log
snmp-server community public RO 10

ERAEREAMBAHASEBERN , EFFE sysog BERN :

YSEC- 6- | PACCESSLOGS: |ist 10 denied 172.16. 1. 15packet

WEa R R EFEEEI10EIEERE T #172.16.1. 19 HESNMPH .

EHMESNMPH 2B FEHER showsnmp B8, MITFAT/R -

rout er #show snmp Chassis: 21350479 17005 SNMP packets input

37 Bad SNMP version errors**

15420 Unknown community name**

0 Illegal operation for comunity name supplied
1548 Encodi ng errors**

0 Nunmber of requested variables

0 Nunber of altered variables

0 CGet-request PDUs


http://www.cisco.com/warp/customer/707/racl.html
http://www.cisco.com/warp/customer/707/iacl.html
http://www.cisco.com/en/US/docs/internetworking/design/guide/nd2016.html

Get - next PDUs

Set-request PDUs 0 SNMP packets out put
Too big errors (Maxi mum packet size 1500)
No such nane errors

Bad val ues errors

General errors

Response PDUs

Trap PDUs

BESFEREFBIMEMNGTEER  SEHERLTRRTEBNAEERE. EREERNZE[
B F2RENERZEEHER,

MR

- ANR2FAASNMPIRE
- APRMERTR

OO OO0 OoOOoOo



http://www.cisco.com/en/US/products/products_security_vulnerability_policy.html
https://sec.cloudapps.cisco.com/security/center/publicationListing.x
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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