Y48 5% B B 10 E (N TP) FE R 1T B[R HEBR M 3R &=

H &

T
NTP BEERIET
show ntp association
show ntp association detail

show ntp status

NTP @ REW
NTP HaREE

debug ntp validity
debug ntp packets

debug ntp sync #1 debug ntp events

NTP B & B

HHEAE A

ISRl

2 3T RE S4B 2N 47T {55 F debug %54 Fishow ntpd 4 S4B ES B RS 45 52 (N TP) R R /7 AR B B B

VR

AXHEREREER.

AT

EXHARARTRA S EHRBANERRA,

AXFHEARRBRERRERTANKEREY

o XHERFINAMARKEEREHER (

R ) WAEHREREE, MRENEIREE



| R CRRLAES THERN R,

NTP BERIES

ERENTPRENRR 28 , S4EABRBEU TR THERAMNE L

 show ntp association
 show ntp association detail

 show ntp status
EE R THTEMIE, TENERLERs ARG THFEER. REEEMNENERAESRHBARIEMER.

EE P HHABREX T EXER Eshowi S, #EAOutput Interpreter T B 5% A LU R showiE S8 HMN O #T. RECEMHERME
AETHEFEARABIENEN.

show ntp association

NTPEB AT HAHEEN ( —EAXRAREREMRREAS L , AAFHARRREREBSL )  IMAAKSFEE (EE—ERKS
REMRREIC , TrRREEE)

It % show ntp association 18 B9 H A A i

CLA_PASA#sh ntp association

address ref clock st when poll reach delay offset disp
~10.127.7.1 10.127.7.1 9 50 64 377 0.0 0.00 0.0
~10.50.44.69 10.50.36.106 5 21231 1024 O 3.8 -4.26 16000.
+~10.50.44.101 10.50.38.114 5 57 64 1 3.6 -4.30 15875.
+~10.50.44.37 10.50.36.50 5 1 256 377 0.8 1.24 0.2



~10.50.44.133 10.50.38.170 5 12142 1024 O 3.2 1.24 16000.
+~10.50.44.165 10.50.38.178 5 35 256 357 2.5 -4.09 0.2
+~10.50.38.42 10.79.127.250 4 7 256 377 0.8 -0.29 0.2
*~10.50.36.42 10.79.127.250 4 188 256 377 0.7 -0.17 0.3
+~10.50.38.50 10.79.127.250 4 42 256 377 0.9 1.02 0.4
+~10.50.36.50 10.79.127.250 4 20 256 377 0.7 0.87 0.5

* primary (synced), # primary (unsynced), + selected, - candidate, ~ configured



A
ai

RN FTEBEUATES :

* ERSLERBE
#ETRSNERHSE

+ BEEMARESEHNHESE
- HERERHIRE
~HEEBHERE

ik

ABEW IPuLt. ERpld , E—EAKRBEET127.127.7.1, EXRTEAHBHEEABIEAL. —KRMS , RANTPEE
BREFEL,

ref  |WAHEBERENML, EROT , IAEESER/ARBEARAPERASERE , RPN EHH AR

clock||hpypr s, MM AR, WRELMEKE , SERERALIP, RETANERETRERLLRER,

st (NTPEARBHSMRAEKERERSRERNES (UNTPRERAEN ). filn, F1EREARSERRR T ERERE
FRFEE, ©EBNTPREREELZE2ERBMAKRSE  SUEH | —E2E16E. ENNTPHNERSEDERERR
RVER , W EANTPEREKREIR,

when (|5 ERESEKE NTP HENREARAVAEMRE, LEXADRBHER.

poll |EEEIEREEUDRBBENRE. ZEARBEURKE 64 DmHABRHK. RFCRIEEXEASIETBRB—ENTPRS , UES

tMEEN, EXFRMNARSFCENONTPRERER  BARRITU DSR4V EMB1024% , XEPHBETR, BR
, BEBAFRMARFREOERREENTPHEEAWER , WESDELE, NRAKKIE - REFHRAEEZER , AR
HARREZELSEME 1024 B , LURSRARNETR,

EREFLFARENTPHHABRE , AAZBRREBRBNEEERE.




reach

HEBREDBULTS , WUNEMNERS. BV SERRR/BEHSEEH Cisco |OSR BEN NTPREFATER. &
HE/rBHNTPEFER, EERESAEN , M ERHZEWRNTPIPHEIWEE BRI HBES,

Reach S#H ¥R EAMARR , UHEFREERIHE. GHBRA NTPHEHLBRNEFFNEKE, HHAKBIERSE
ATEHEMBRER , AT recch BIEHBBXRNKE , FUREERATEAVEMAMER,

BHIRER , AT R E{ETREH reach {H :

o 377\ = 11111111 = , RRNTPREFEBERIIZRN\BH S,

« 0 /\i#{z = 00000000 , &'~ NTPEEF R FBWRBEMEH T,

« 1/ = 00000001 , R~ NTPEFERIISHHHI,

o 357 /VEM = 1110111, RREFHWEESI2aNHEEIEK,

Reach2FX RNTPEREREHNERE TR, CPURBENHEtBEEEEMKERN RFER,

Unit Converter 2 A L EIR M FT 2 H S R A B B T iR aR,

delay

HENTRILERUZEVREMEES, AEFRRERE  RERERDR  SBLIEERSIAZE,

offset

Off etRUEHARNERREFRZBNFERBE, WEAEAEAFKKEURSLHNEEE, EERTARREE
S, REXRTAFRIBERS.

disp

REM (AR REMEES ) AARRENGRFFEDBEEINKARERE, AP , MRS 10.50.36.42 #
dispersion fH% 0.3, Rt A EMARBRECH , EFARLBRINKEREFESR 03 ¥,

GRS ERSENRRESSEISENE, B , R dpeson BEEGEREBS , AIAFK LN NTPREFETEEZ AR
B NTPIAE, BREEHE16000 ; EAH4H | ERMMRES10.50.44.697110.50.44 133 EBE , At A HEEFEFIHTIESRKE
E LAl R BT AV B

NMRIEHELFTAIHEERS , ABRFRUETEZIREZMABMBNER. F2RFEHINE =T :



https://www.translatorscafe.com/unit-converter/numbers/octal-to-binary/

address ref clock st when poll reach delay offset disp
~10.50.44.69 10.50.36.106 5 21231 1024 0 3.8 -4.26 16000.

BfE offset (HER -4.26 , dispersion EIFFE R ( THREABESHNER ) , BreachBEAT , FIALAFRTSEI LM
PR ER BV B o

pu]

show ntp association detail

Lt A show ntp association detail 845 Y& H R R854

Router#sho ntp assoc detail

10.4.2.254 configured, our_primary, sane, valid, stratum 1

ref ID .GPS., time D36968AA.CC528FE7 (02:10:50.798 UTC Fri May 25 2012)
our mode client, peer mode server, our poll intvl 64, peer poll intvl 64
root delay 0.00 msec, root disp 0.44, reach 377, sync dist 207.565

delay 2.99 msec, offset 268.3044 msec, dispersion 205.54

precision 2%*19, version 3

org time D36968B7.E74172BF (02:11:03.903 UTC Fri May 25 2012)

rcv time D36968B7.A2F44E2C (02:11:03.636 UTC Fri May 25 2012)

xmt time D36968B7.A21D3780 (02:11:03.633 UTC Fri May 25 2012)

filtdelay = 2.99 2.88 976.61 574.65 984.71 220.26 168.12 2.72
filtoffset = 268.30 172.15 -452.49 -253.59 -462.03 -81.98 -58.04 22.38
filterror = 0.02 0.99 1.95 1.97 2.00 2.01 2.03 2.04

10.3.2.254 configured, selected, sane, valid, stratum 1

ref ID .GPS., time D36968BB.B16C4A21 (02:11:07.693 UTC Fri May 25 2012)
our mode client, peer mode server, our poll intvl 64, peer poll intvl 64
root delay 0.00 msec, root disp 3.34, reach 377, sync dist 192.169

deTay 0.84 msec, offset 280.3251 msec, dispersion 188.42

precision 2%*19, version 3

org time D36968BD.E69085E4 (02:11:09.900 UTC Fri May 25 2012)

rcv time D36968BD.9EE9048B (02:11:09.620 UTC Fri May 25 2012)

xmt time D36968BD.9EA943EF (02:11:09.619 UTC Fri May 25 2012)

filtdelay = 0.84 0.75 663.68 0.67 0.72 968.05 714.07 1.14
filtoffset = 280.33 178.13 -286.52 42.88 41.41 -444.37 -320.25 35.15
filterror = 0.02 0.99 1.97 1.98 1.98 2.00 2.03 2.03

10.1.2.254 configured, insane, invalid, stratum 1

ref ID .GPS., time D3696D3D.BBB4FF24 (02:30:21.733 UTC Fri May 25 2012)

our mode client, peer mode server, our poll intvl 64, peer poll intvl 64
root delay 0.00 msec, root disp 4.15, reach 1, sync dist 15879.654

deTay 0.98 msec, offset 11.9876 msec, dispersion 15875.02

precision 2%*19, version 3

org time D3696D3D.E4C253FE (02:30:21.893 UTC Fri May 25 2012)

rcv time D3696D3D.E1DOC1B9 (02:30:21.882 UTC Fri May 25 2012)

xmt time D3696D3D.E18A748D (02:30:21.881 UTC Fri May 25 2012)

filtdelay = 0.98 0.00 0.00 0.00 0.00 0.00 0.00 0.00
filtoffset = 11.99 0.00 0.00 0.00 0.00 0.00 0.00 0.00
filterror = 0.02 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0 16000.0



bEFEEERTEMNT D F EERNMEE.






A
ai

configured |tk NTP BFERIFERERRRR, LETTADE , HhHE/ARFEZIIDERE,

BRI _E || FAHAFRERSILELES,
=

EEW (| Tour_primarys KMEBFFIMALERS K , BER/ARF[IVWEFETARNEL,

sane BITHRIE S AR RIE R A IR EREIN NTP HE, ELLRRAEREC 1305 . 43
MPEE, ARWT :



https://www.ietf.org/rfc/rfc1305.txt
https://www.ietf.org/rfc/rfc1305.txt
https://www.ietf.org/rfc/rfc1305.txt

A EE R
[ Joolzeznzanss |
2 Jood[munmansa |
B |ood[mmmrkEs K |
|4 |[oxoe| g mm s BB R RS |
b |oxdsEnexn |
|
|
|

6 |0t gmarES L (FRAKRS L AR )
7 || gmmmtnm
8 |[oxeo| IR/ B X BB AME

WMRRAFH 1 E4BiB , UHIERAEY. ZJEREFSANTERS. EERBM.

MRRAE S £ 8BIB , AIHIRERAN. EREAUFEENHITARHEHERE MEZIETRL L,

insane PIITHBRELAR , RERBEREZARBHER. RARFRELS.

BN HE/ABRFHEYN. MRUBSERATEHEE T EFEFRSEZE-R,
i3 HE/FARBESEHER , TREZEER,

ref 1D RAreAEHS/ARBERSE ID(FR).

B B R I /A BR AR R B89 BRI B AC




our mode/
peer mode

bR B iR/ E R,

our poll
intvl/ peer
poll intvl

EAEEMNGAZSEHEIRZIBSEARAREROBABRE.

root delay

Root delay 4 NTP &R B R HVIEE ( LEVREMN ) . BE 1 HESHEA/EN NTPRE/RRFTRE &, EAREEHF
, TEZERARSFETARMEKRE L RA=FEEREE 1.

root Root dispersion A IFENRFERBRIGANKERE, FEFMNET A F2EBETEBTH "disps RHA.

dispersion

syncdist. (ERHFOBRLNKBHEMEFKRAUBNREBD BNRAEENMEET ; EESH LRERFEIUEERURTIREH, R
RREEMESERBH T4
HERENTPRE ( MMRMERE1IRHNTPRRS , ARFETERERERE ) F , ARFJ/EFFIRUAZERE  NTPRIS
HELERBERSIRELERSHE , BRTEAFEABERLSRE., HttRZAEBEFNESEEEETRELS ST
SENRBARSE  ZARFSEFHMEHUESER, ARNTPHEREELZSEAEHES- BRI BARBREENE
B REEUTEARSFARNSDNERLR. BELEANERERISREERSLER K HA5 0S8R
HWBHIE, Rt , ASRECERKKE N BENRRBFARE & ; BRBRBRAERRER,

delay LA SR REIEER,

precision || th A¥EREBAVEREE (B 1 Hz)

N LA EERN NTP RAERS.

orgtime |ERNTPERISRIENFER ; NIFR , EREIUNTPERSRHM ARG ER TEIL AR 1T 5 i 2 5 19 ZhER
.

revtime || AREAFiRZERIIFASRNRBEE, ogtime M revtiime MNKRERKHENREE. E4HP |, =

10.4.2.254BE AT R -




org time D36968B7.E74172BF (02:11:03.903 UTC Fri May 25 2012)
rcv time D36968B7.A2F44E2C (02:11:03.636 UTC Fri May 25 2012)

BEEA 268.3044 EVHNREE,

xmttime ||t B A KR S i 8% B 1 WS/ ARE 2 NTP HAK SR BEEE.

filtdelay |(ttABESEEHFIMRELEE (B ZE% ).
filtoffset ||t B EHEHIRY BESE RS ( L : BD
filterror ||t 4 45 (I HE B 4O BE S S,

IR ERZEREIN NTPHE, EARFIF , £1042254EFTHE :

filtdelay = 2.99 2.88 976.61 574.65 984.71 220.26 168.12 2.72
filtoffset = 268.30 172.15 -452.49 -253.59 -462.03 -81.98 -58.04 22.38
filterror = 0.02 0.99 1.95 1.97 2.00 2.01 2.03 2.04

RENESEHEEE "reachy MANE , ZHESETREIEAFREEEERIIRKE/ENTPHE,

show ntp status

It % show ntp status 35 BV & R B €46

USSP-B33S-SW01#sho ntp status

Clock is synchronized, stratum 2, reference is 10.4.2.254

nominal freq is 250.0000 Hz, actual freq is 250.5630 Hz, precision is 2**18
reference time is D36968F7.7E3019A9 (02:12:07.492 UTC Fri May 25 2012)
clock offset is 417.2868 msec, root delay is 2.85 msec

root dispersion is 673.42 msec, peer dispersion is 261.80 msec

& E #8 #£ show up association[E E& 5 show ntp association detail [E ER & & &I TEE



¥ B

precision|| Kt B B HIETETRE , WERA MRS AR, EAEHIF , 2218 KR 2/(-18) = 3.8 ¥,

NTPHZEEBREEHENEFHEcHANESEATREASERRERN . NTPEBLL T 77 X8 5 B2 15 5 7] A5 1S 87 #Y #
EREY .

LNTPREREARG HRES N ERETR S,

INTPEEBZEEMKRENERD  AFTERHKENEGSKRERAREENERESL (AEELRERE ) .

£ F AR HEBRNT PR FE

HoSERHNTPEERERMT :



« NTPHEKEW,

o EWIINTPERE , EFREHCisco IOSEHINTPEREITERE,

« NTPHECERE , BHRNEAZIEIERERE S HE,

- NTPHEHBFERE.

B fERt A LB REANEREEESEHE -

» debug ip packets <acl>

« debug ntp packets

* debug ntp validity

« debug ntp sync

« debug ntp events

THRRARENAR , R THERBE,

(R THTEHIRE, TERARLBSFAAGTHFEER. RECEMNENERESRHBARIEMER,

et

“
JE?

MYEE : £/ debug BT 2H , FEESRHERE Debug ETHNEREH

NTP HaRZEK



£/ debugip packet ELRE NTPHERECERANEE, AAEEAHARTASHEERR , ALETEBERFZEREEE
(ACL) FREESEHH AR, NTPERAFEHEERTERAHE (UDP) EREIE 123,

1. 33 ACL 101 :

access-1ist 101 permit udp any any eq 123

access-1list 101 permit udp any eq 123 any

NTPHIBEEEA 123 fIRIFEM B KSR | mMEER

permit udp any eq 123 any eq 123

2. Itk ACL BR#I debug ip packet IS HEHAR :

debug ip packet 101

JMRERBEBHAGEYNS , & ACL 101 BB/ N EELHE, MREYHEA 172.16.1.1 , FE ACL101 EF A -

access-1ist 101 permit udp host 172.16.1.1 any eq 123
access-1list 101 permit udp any eq 123 host 172.16.1.1

LR BlE i RAREEERE

241925: Apr 23 2012 15:46:26.101 ETE: IP: s=10.50.38.70 (Tunnel99), d=10.50.44.101, len 76, input featu
241926: Apr 23 2012 15:46:26.101 ETE: UDP src=123, dst=123, Ingress-NetFlow(13), rtype 0, forus FAL
sendself FALSE, mtu O

241927: Apr 23 2012 15:46:26.101 ETE: IP: s=10.50.38.70 (Tunnel99), d=10.50.44.101, len 76, input featu
241928: Apr 23 2012 15:46:26.101 ETE: UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,
sendself FALSE, mtu O



BRAKZEINTPER TE , BXH .

« WMBEACLEBMEIENTPERSE,

o WMERIFRNE A 1P ERARE,

NTP HEXRERE

1£ R BB A debug ip packetldebug ntp packetsis THER T , BB BB ANEHNER T , WA TUFRINTPEHIEL SR TRE
A, SAKRZINESENTPERE ( Idebug ip packetFi 7~ ) , #8748 Hdebug ntp packetst R EIE R E .

ENTPEFEEZRINHER  LAREHHAR

Apr 20 00:16:34.143 UTC: IP: tableid=0, s=10.3.2.31 (local), d=10.1.2.254 (Vlan2), routed via FIB
.Apr 20 00:16:34.143 UTC: IP: s=10.3.2.31 (local), d=10.1.2.254 (Vlan2), Ten 76, sending

.Apr 20 00:16:34.143 UTC: IP: s=10.3.2.31 (local), d=10.1.2.254 (Vlan2), Tlen 76, sending full packet
.Apr 20 00:16:34.143 UTC: NTP: xmit packet to 10.1.2.254:

.Apr 20 00:16:34.143 UTC: Teap 3, mode 3, version 3, stratum 0, ppoll 64

.Apr 20 00:16:34.143 UTC: rtdel 0021 (0.504), rtdsp 1105E7 (17023.056), refid OA0102FE (10.1.2.254)
.Apr 20 00:16:34.143 UTC: ref D33B2922.24FEBDC7 (00:15:30.144 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.Apr 20 00:16:34.143 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.Apr 20 00:16:34.143 UTC: xmt D33B2962.24CAFAD1 (00:16:34.143 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: IP: s=10.1.2.254 (Vlan2), d=10.3.2.31, len 76, rcvd 2

.Apr 20 00:16:34.143 UTC: NTP: rcv packet from 10.1.2.254 to 10.3.2.31 on Vlan2:

.Apr 20 00:16:34.143 UTC: Teap 0, mode 4, version 3, stratum 1, ppoll 64

.Apr 20 00:16:34.143 UTC: rtdel 0000 (0.000), rtdsp 009D (2.396), refid 47505300 (10.80.83.0)

.Apr 20 00:16:34.143 UTC: ref D33B2952.4CC11CCF (00:16:18.299 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: org D33B2962.24CAFAD1 (00:16:34.143 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: rec D33B2962.49D3724D (00:16:34.288 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: xmt D33B2962.49D997D0 (00:16:34.288 UTC Fri Apr 20 2012)

.Apr 20 00:16:34.143 UTC: 1inp D33B2962.25010310 (00:16:34.144 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: IP: tableid=0, s=10.3.2.31 (local), d=10.8.2.254 (Vlan2), routed via FIB
.Apr 20 00:16:36.283 UTC: IP: s=10.3.2.31 (local), d=10.8.2.254 (Vlan2), Ten 76, sending

.Apr 20 00:16:36.283 UTC: IP: s=10.3.2.31 (local), d=10.8.2.254 (Vlan2), Tlen 76, sending full packet
.Apr 20 00:16:36.283 UTC: NTP: xmit packet to 10.8.2.254:

.Apr 20 00:16:36.283 UTC: Teap 3, mode 3, version 3, stratum 0, ppoll 64

.Apr 20 00:16:36.283 UTC: rtdel 002F (0.717), rtdsp 11058F (17021.713), refid O0A0102FE (10.1.2.254)
.Apr 20 00:16:36.283 UTC: ref D33B2962.25010310 (00:16:34.144 UTC Fri Apr 20 2012)

.Apr 20 00:16:36.283 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)



20
20
20
20
20
20
20
20
20
20
20

.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr
.Apr

00:
00:
00:
00:
00:
00:
00:
00:
00:
00:
00:

16:
16:
16:
16:
16:
16:
16:
16:
16:
16:
16:

36.
36.
36.
36.
36.
36.
36.
36.
36.
36.
36.

283
283
283
283
283
283
283
283
283
283
283

UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:
UTC:

rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)
xmt D33B2964.48947E87 (00:16:36.283 UTC Fri Apr 20 2012)

IP: s=10.8.2.254 (Vlan2), d=10.3.2.31, len 76,

rcvd 2

NTP: rcv packet from 10.8.2.254 to 10.3.2.31 on Vlan2:
Teap 0, mode 4, version 3, stratum 1, ppoll 64

rtdel 0000 (0.000),
ref D33B295B.8AF7FE33
org D33B2964.48947E87
rec D33B2964.4A6AD269
xmt D33B2964.4A7C00DO
inp D33B2964.498A755D

0017 (0.351),
16:27.542 UTC Fri
16:36.283 UTC Fri
16:36.290 UTC Fri
16:36.290 UTC Fri
16:36.287 UTC Fri

refid 47505300 (10.80.83.0)
Apr 20 2012)
Apr 20 2012)
Apr 20 2012)
Apr 20 2012)
Apr 20 2012)

rtdsp

(00:
(00:
(00:
(00:
(00:

WANTPELZREBZERIIHBWES, HMARKZEWE NTPEHS ( 10 debug ip packets Fi /R ) , 1B NTPREF T & H EEET
o SFHHEHA NTPHE , S HIRYEN debug ntp packets BIHHAE , BA NTPREFMLEEEHE, HEAESERKIINREERN
NTPE RS,

071564:
071565:
071566:

Apr 23 2012
Apr 23 2012
Apr 23 2012

(10.50.38.106)

071567:
071568:
071569: Apr
071570: Apr
PCY_PAS1#

071571: Apr
071572: Apr

Apr
Apr

23
23
23
23

23
23

2012
2012
2012
2012

2012
2012

sendself FALSE, mtu
071573: Apr 23 2012
071574: Apr 23 2012
sendself FALSE, mtu
071575: Apr 23 2012

10.50.44.69
071576: Apr
PCY_PAS1#

071577: Apr
071578: Apr
071579: Apr
071580: Apr

23

23
23
23
23

2012

2012
2012
2012
2012

for forus packet

071581: Apr
PCY_PAS1#

071582: Apr
071583: Apr
071584: Apr

23

23
23
23

(10.50.38.106)

071585:
071586:
071587: Apr
071588: Apr
PCY_PAS1#

071589: Apr
071590: Apr

Apr
Apr

23
23
23
23

23
23

2012

2012
2012
2012

2012
2012
2012
2012

2012
2012

sendself FALSE, mtu
071591: Apr 23 2012
071592: Apr 23 2012
sendself FALSE, mtu O

15:
15:
15:

15:
15:
15:
15:

15:
15:

0

15:
15:

0

15:

15:

15:
15:
15:
15:

15:

16:
16:
16:

16:
16:
16:
16:

16:
16:

0

16:
16:

46:
46:
46:

46:
46:
46:
46:

47

47

47

47

47

47

47
47

47

47

47

03:
03:
03:

03:
03:
03:
03:

04:
04:

04:
04:

26.
26.
26.

26.
26.
26.
26.

:31.
31.

:31.
31.

31.

31.

31.
31.
:31.
31.

31.

30.
30.
30.

30.
30.
30.
30.

35.
35.

35.
35.

100
100
100

100
100
100
100

497
497

497
497

497

497

497
497
497
497

497

105
105
105

105
105
105
105

502
506

506
506

ETE:
ETE:
ETE:

ETE:
ETE:
ETE:
ETE:

ETE:
ETE:

ETE:
ETE:

ETE:

ETE:

ETE:
ETE:
ETE:
ETE:

ETE:

ETE:
ETE:
ETE:

ETE:
ETE:
ETE:
ETE:

ETE:
ETE:

ETE:
ETE:

NTP: xmit packet to 10.50.44.101:
Teap 0, mode 1, version 3, stratum 5, ppoll 1024
rtdel 07B5 (30.106), rtdsp 0855 (32.547), refid 0A32266A

ref D33FDB05.1A084831 (15:43:33.101 ETE Mon Apr 23 2012)
org 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
rec 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
xmt D33FDBB2.19D3457C (15:46:26.100 ETE Mon Apr 23 2012)

IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Ten 76, input featur
UDP src=123, dst=123, Ingress-NetFlow(13), rtype 0, forus FAL

IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Ten 76, input featur
UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,

FIBipv4-packet-proc: route packet from Tunnel99 src 10.50.38.78 d
FIBfwd-proc: base:10.50.44.69/32 receive entry
FIBipv4-packet-proc: packet routing failed

IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Tlen 76,

UDP src=123, dst=123
$=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, stop process

rcvd 2
IP:
UDP src=123, dst=123

NTP: xmit packet to 10.50.44.101:
Teap 0, mode 1, version 3, stratum 5, ppoll 1024
rtdel 0759 (28.702), rtdsp 087D (33.157), refid 0A32266A

ref D33FDF05.1B2CC3D4 (16:00:37.106 ETE Mon Apr 23 2012)
org 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
rec 00000000.00000000 (01:00:00.000 HIVER Mon Jan 1 1900)
xmt D33FDFB2.1B1D5E7E (16:03:30.105 ETE Mon Apr 23 2012)
IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Ten 76, input featur
UDP src=123, dst=123, Ingress-NetFlow(13), rtype 0, forus FAL
IP: s=10.50.38.78 (Tunnel99), d=10.50.44.69, Ten 76, input featur
UDP src=123, dst=123, MCI Check(55), rtype 0, forus FALSE,



071593: Apr
10.50.44.69
071594: Apr
PCY_PAS1#

071595: Apr
071596: Apr
071597: Apr
071598: Apr

23

23

23
23
23
23

2012

2012

2012
2012
2012
2012

for forus packet
071599: Apr 23 2012

PCY_PAS1#

CEAIA-

MRARBHOEBAN/IEREFES ,

16:
16:
16:
16:
16:
16:

16:

04:
04:
04:
04:
04:
04:

04:

35.
35.
35.
35.
35.
35.

35.

506
506
506
506
506
506

506

ETE:
ETE:
ETE:
ETE:
ETE:
ETE:

ETE:

FIBipv4-packet-proc: route packet from Tunnel99 src 10.50.38.78 d

FIBfwd-proc: base:10.50.44.69/32 receive entry

FIBipv4-packet-proc: packet routing failed

IP:

IP:

$=10.50.38.78 (Tunnel199), d=10.50.44.69, len 76, rcvd 2
UDP src=123, dst=123
$=10.50.38.78 (Tunnel99), d=10.50.44.69, len 76, stop process

UDP src=123, dst=123

THRERLERSER. SEXRTENCRABKRHSRIZEFFENEMBR (2 REFEN

RE% ). At , FUSRELEEHITPETINEBERE  IAHTNEZHENESREFERZLE.

NTPHEEIEERE  BiRTCELFERELIEBRESNARUGECHEMRERD,

MAFEHRANEREET  AHSEEXENTPAFRHSETEERE. Fit, SSRRBENTPHINFHBLTEEHES LR
AREESF MARAFRBLIREHURBEETARRE,

BRIEGMER SNTP ( EMRREBAGE )  SRANTPFERHUBMALEHIRTFNS L. INTPEFREALTR , RATEHR
FREBIREZXE.

MRBERLSERER , DEREUTER

- ERREBHRN?

o EEEE (WAN) EEFREEEAEENER?

o RBBEMER?

¢ show ntp associations detail 5 E5#2 reach . REER377. MEBEROTAUT , BIEEMEZKNTPER S , Y BAXE SikEEM

REETREF,



debug ntp validity

debug ntp validity IETERT NTPHENFIITERERMBRERE XY , WIBBEXMWFER. Lt HARE RFC1305 MR
HPITHRE ( AR RRERARFREREN NTPHE ) M, RIENERDOT :



Al EE Bt

1 |[oxOl|EWBIEENHE

2 ||ox02|| I RiEAEHE

3 ||oxO4|| @A ERE L L

4 ||Ox08|| % 1R/ H fip K B HYiZ R RE

5  ||Ox10||%F 25 B % 5k B

6 |[|Ox20|[HEREARL ( FERRRELSLHRRS )

7 ||Ox40|| 4 BB B L S E

8  ||Ox8O||#RAEE/ B ffh k Y@ SR E

k% debug ntp validity § S HEHIEHRR



PCY_PAS1#debug ntp validity

NTP peer validity debugging is on

009585: Mar
009586: Mar
009587: Mar
PCY_PAS1#

009588: Mar
009589: Mar
PCY_PAS1#

009590: Mar
009591: Mar
PCY_PAS1#

009592: Mar
009593: Mar
009594: Mar
PCY_PAS1#

009596: Mar
009597: Mar
PCY_PAS1#

009598: Mar
009599: Mar
PCY_PAS1#

009600: Mar
009601: Mar
PCY_PAS1#

009602: Mar
009603: Mar
009604: Mar
PCY_PAS1#

009605: Mar
009606: Mar
PCY_PAS1#

009607: Mar
009608: Mar
009609: Mar
PCY_PAS1#

009610: Mar
009611: Mar
009612: Mar
009613: Mar

debug ntp packets

1
1
1

= =

=

=

el

2012
2012
2012

2012
2012

2012
2012

2012
2012
2012

2012
2012

2012
2012

2012
2012

2012
2012
2012

2012
2012

2012
2012
2012

2012
2012
2012
2012

09:
09:
09:

09:
09:

09:
09:

09:
09:
09:

09:
09:

09:
09:

09:
09:

09:
09:
09:

09:
09:

09:
09:
09:

09:
09:
09:
09:

14:
14:

14

14:
14:

14:
14:

14:
14:
14:

14:
14:

14:
14:

14

14:

15:
15:
15:

15:
15:

15:
15:
15:

15:
15:
15:
15:

32.
32.
132.

38.
38.

43.
43.

48.
48.
48.

54.
54.

54.
54.

:59.
59.

04.
04.
04.

10.
10.

15.
15.
15.

20.
20.
20.
20.

670
670
670

210
210

606
606

686
686
686

222
222

886
886

606
606

622
622
622

238
238

338
338
338

402
402
402
402

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:

HIVER:
HIVER:
HIVER:

HIVER:
HIVER:
HIVER:
HIVER:

NTP: packet from 192.168.113.57 failed validity tests 52
Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 192.168.56.1 failed validity tests 14
Authentication failed

NTP: packet from 10.110.103.27 failed
Authentication failed

validity tests 14

NTP: packet from 192.168.113.57failed 52
Authentication failed

Peer/Server Stratum out of bound

validity tests

NTP: packet from 10.110.103.35 failed
Authentication failed

validity tests 14

NTP: synced to new peer 10.50.38.106
NTP: 10.50.38.106 synced to new peer

NTP: packet from 10.110.103.27 failed
Authentication failed

validity tests 14

NTP: packet from 192.168.113.137 failed validity tests 52
Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 192.168.56.1 failed validity tests 14
Authentication failed

NTP: packet from 10.83.23.140 failed validity tests 52
Authentication failed
Peer/Server Stratum out of bound

NTP: packet from 192.168.113.92 failed validity tests 74
Authentication failed

Peer/Server Clock unsynchronized

Peer/Server Stratum out of bound

& TR debug ntp packets IE TR E F/ARFEZBINHSFRHACHRRE, FEFREMTEEEMANRESICERE S

hEVEE /A BRER



i rcv Packet xmit Packet
fi1
org |ELERBERL  ARARKSERE, ELEEEHARNELE (AFK ) REBL. (AFRELHIEEEAR
8o )
rec |[AFmERIIHTR , AFRELNKBE (|AFRBAKE
£,

EhEfmEARS  RARFBERINSSREXZTHARFNH SN FEABNERRE , WERTAF K NTPERESLARE

o

USSP-B33S-SW01#debug ntp packets
NTP packets debugging is on
USSP-B33S-SWO1#

May
May
May
May
May
May
May
May
May
May
May
May
May
May
May

25 02:21:48.182 UTC:
25 02:21:48.182 UTC:
25 02:21:48.182 UTC:
25 02:21:48.182 UTC:
25 02:21:48.182 UTC:
25 02:21:48.182 UTC:
25 02:21:48.182 UTC:
25 02:21:48.182 UTC:
25 02:22:46.051 UTC:
25 02:22:46.051 UTC:
25 02:22:46.051 UTC:
25 02:22:46.051 UTC:
25 02:22:46.051 UTC:
25 02:22:46.051 UTC:
25 02:22:46.051 UTC:

NTP: rcv packet from 10.1.2.254 to 10.3.2.31 on Vlan2:
leap 0, mode 4, version 3, stratum 1, ppoll 64
refid 47505300 (10.80.83.0)

rtdel 0000 (0.000), rtdsp 00F2 (3.693),
ref D3696B38.B722C417 (02:21:44.715 UTC
org D3696B3C.2EA179BA (02:21:48.182 UTC
rec D3696B3D.E58DE1BE (02:21:49.896 UTC
xmt D3696B3D.E594E7AF (02:21:49.896 UTC
inp D3696B3C.2EDFC333 (02:21:48.183 UTC
NTP: xmit packet to 10.4.2.254:

Fri
Fri
Fri
Fri
Fri

leap 0, mode 3, version 3, stratum 2, ppoll
rtdel 00CO (2.930), rtdsp 1C6FA (1777.252),

ref D3696B36.33D43F44 (02:21:42.202 UTC
org D3696B37.E72C75AE (02:21:43.903 UTC
rec D3696B36.33D43F44 (02:21:42.202 UTC
xmt D3696B76.0D43AE7D (02:22:46.051 UTC

Fri
Fri
Fri
Fri

May 25 2012)
May 25 2012)
May 25 2012)
May 25 2012)
May 25 2012)

64
refid OAO402FE (10.4.2.254)
May 25 2012)
May 25 2012)
May 25 2012)
May 25 2012)

W EEERB SN H RS, EF xmit packet M rov packet B E, BEREBTLUERHAE16000 , MBSENTE
&3 v LU RO,

USSP-B33S5-Sw01#
.May 25 02:05:59.011 UTC: NTP: xmit packet to 10.4.2.254:



.May 25 02:05:59.011 UTC: Teap 3, mode 3, version 3, stratum 0, ppoll 64

.May 25 02:05:59.011 UTC: rtdel 00A3 (2.487), rtdsp 1104D0O (17018.799), refid O0A0402FE (10.4.2.254)
.May 25 02:05:59.011 UTC: ref D3696747.03D8661A (02:04:55.015 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.May 25 02:05:59.011 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)

.May 25 02:05:59.011 UTC: xmt D3696787.03105783 (02:05:59.011 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: NTP: rcv packet from 10.4.2.254 to 10.3.2.31 on Vlan2:

.May 25 02:05:59.011 UTC: Teap O, mode 4, version 3, stratum 1, ppoll 64

.May 25 02:05:59.011 UTC: rtdel 0000 (0.000), rtdsp 0014 (0.305), refid 47505300 (10.80.83.0)
.May 25 02:05:59.011 UTC: ref D3696782.C96FD778 (02:05:54.786 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: org D3696787.03105783 (02:05:59.011 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: rec D3696787.281A963F (02:05:59.156 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: xmt D3696787.282832C4 (02:05:59.156 UTC Fri May 25 2012)

.May 25 02:05:59.011 UTC: 1inp D3696787.03C63542 (02:05:59.014 UTC Fri May 25 2012)

debug ntp sync il debug ntp events

debugntpsync ELEEE—THEHAR , BETRERTERAS LIRS ILERE. ZET —MEFFER debug ntp events BA.

debug ntp eventsin &5 AT R AN FIANTPEM | ERMREEENTPHINEXRTHBHR THE (NTRASHWIRE ) . (BRIER
, MREBIEFIE SR ERABERE  CENERSKETAB/BER ! )

tkhMBEENES. B, AFRKECES L, dbugntpevents IETETEE NTPHEREEE , URKETEHRSLHER

o

USSP-B33S-SW01#debug ntp sync

NTP clock synchronization debugging is on

USSP-B33S-SWO1#

USSP-B33S-SWO1#

USSP-B33S-SW01#debug ntp events

NTP events debugging is on

USSP-B33S-SWO1#

USSP-B33S-SWO1#

May 25 02:25:57.620 UTC: NTP: xmit packet to 10.4.2.254:

May 25 02:25:57.620 UTC: Tleap 0, mode 3, version 3, stratum 2, ppoll 64

May 25 02:25:57.620 UTC: rtdel 00D4 (3.235), rtdsp 26B26 (2418.549), refid 0AO402FE (10.4.2.254)
May 25 02:25:57.620 UTC: ref D3696BF5.C47EB880 (02:24:53.767 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: org D3696BF7.E5F91077 (02:24:55.898 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: rec D3696BF5.C47EB880 (02:24:53.767 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: xmt D3696C35.9EDICE97 (02:25:57.620 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: NTP: rcv packet from 10.4.2.254 to 10.3.2.31 on Vlan2:
May 25 02:25:57.620 UTC: Teap 0, mode 4, version 3, stratum 1, ppoll 64

May 25 02:25:57.620 UTC: rtdel 0000 (0.000), rtdsp O0OE (0.214), refid 47505300 (10.80.83.0)
May 25 02:25:57.620 UTC: ref D3696C37.D528800E (02:25:59.832 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: org D3696C35.9ED1CE97 (02:25:57.620 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: rec D3696C37.E5C7AB3D (02:25:59.897 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: xmt D3696C37.E5D1F273 (02:25:59.897 UTC Fri May 25 2012)
May 25 02:25:57.620 UTC: dinp D3696C35.9F9EA2C4 (02:25:57.623 UTC Fri May 25 2012)



May 25 02:25:59.830 UTC: NTP: peer stratum change

May 25 02:25:59.830 UTC: NTP: clock reset

May 25 02:25:59.830 UTC: NTP: sync change

May 25 02:25:59.830 UTC: NTP: peer stratum change

May 25 02:26:05.817 UTC: NTP: xmit packet to 10.1.2.254:

May 25 02:26:05.817 UTC: Tleap 3, mode 3, version 3, stratum O, ppoll 64

May 25 02:26:05.817 UTC: rtdel 00C2 (2.960), rtdsp 38E9C (3557.068), refid 0AO0O402FE (10.4.2.254)
May 25 02:26:05.817 UTC: ref D3696C35.9F9EA2C4 (02:25:57.623 UTC Fri May 25 2012)
May 25 02:26:05.817 UTC: org 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)
May 25 02:26:05.817 UTC: rec 00000000.00000000 (00:00:00.000 UTC Mon Jan 1 1900)
May 25 02:26:05.817 UTC: xmt D3696C3D.D12D0565 (02:26:05.817 UTC Fri May 25 2012)

NTP BSSEEARI FEERE

Cisco.com &S -

Tntp clock-period < B B4 A LA Iz BR E 8 A copy running-configuration startup-configurationdn & #$ Bt i& & 2 ZINVRAM A BF B B 2k
WEERF, FANERFEEM ntpclock-period BT, ERRERRERIHMESEN , FRARMBRLEGSH. o

REHEERIUAAER  AitSEXERERAMEER.

EIEMA NTP B | ntp clock-period IETEHBHREEET, RETRANFERRERE, X "HEE, SHE 4 EVNLIERR
, MEERHE  SEBRERESR 1 DOERE,

MRKRENEARRHEZRGEH (TRFEABRBENEBETHEREE )  TEADSUHEENIRRBET , UREERS

o

AR ERETRBERES,

BRESSHITESE NTP IR EEHARG A 17179869 , BEA L AREE NTPERF,

E#RARA 17179869 * 24(-32) = 0.00399999995715916156768798828125 , =il 4 E®.

BI3RER | Cisco 2611 BRFARR ( Cisco 2600 R HZR < — ) HRMEFEHRLEBKRRSLNER , EUEALESERRLSL

ntp clock-period 17208078



EE R 17208078 * 2/(-32) = 0.0040065678767859935760498046875 , Shm M 4 ER.

ERERSELERBRET  EXRHBHTBEE , BEFA W mem BSHEZE. IHTETAENRHEMBERECEERS
, BATZE NTP EREE L1,

EXRERAEARNEMEER , M nontpclock-period 5T, RALETEXFENENREERBERENTEARE, BINER
FTEERE (ETREREENTENBRARKENEE ).

FBRLE , HEBRAER K FHUNREERERE  IRHEARTERE , SRS EXBDE. BRRE NTP4 RN 3 it , SAEF
RUL R

MREAHEELRRE , TUREFHERLE. ATR-EREERISZ —EAKE B UREERERES AL LFHEREL
o {BIEEHR , B ntpclock-period R EHBRBUTHREMNRBRE , AL NTPREFBERSMH EHEE, BERBERE
, AR NTP — SRS HERMENARSFNRSLEX,

M , 56 no ntp clock-period I HEE NTPRHEHR  BRERERMERE. BAREKREFEERESNREDRE.

Cisco |OSEX#8 15.0hR = B = Mk A F B4R fintp clock-periodin ©s ; PN RERBZT T |, #HRA/

"%NTP: This configuration command is deprecated."

FAFFDEEREESY  ETRETELTAFEARERY, HARMBRSELEERMBERLNIES (£ Cisco IOSEBMRAF |, #i
m12.4) , Rt EEEREARE , ASREHEBERE running-config REERBZIES,

FEVEAIE R B ntp clear drifto

HEAERA



https://community.cisco.com/t5/other-network-architecture-subjects/ntp-clock-period-not-being-configured/td-p/1497904
https://community.cisco.com/t5/other-network-architecture-subjects/ntp-clock-period-not-being-configured/td-p/1497904
https://community.cisco.com/t5/other-network-architecture-subjects/ntp-clock-period-not-being-configured/td-p/1497904



https://www.cisco.com/c/en/us/support/docs/availability/high-availability/19643-ntpm.html
https://www.cisco.com/c/en/us/support/docs/ip/network-time-protocol-ntp/108076-ntp-troubleshoot.html
https://www.cisco.com/c/en/us/support/docs/ip/network-time-protocol-ntp/108076-ntp-troubleshoot.html
https://www.cisco.com/c/en/us/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



