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interface G gabitEthernet0/0
nanei f outside
security-level 0

ip address 172.16. 1.1 255.255.255.0
!
interface G gabitEthernet0/1

nanei f inside

security-level 100

i p address 10.10.10.1 255. 255. 255.0

:{ HARE RHEZ I AN ER , LERERIARE UG EEHVPNRRERN ERYF
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) %iﬁl crypto ikev1 policy ?E”%:

crypto ikevl policy 10
aut hentication pre-share
encryption aes
hash sha
group 2
lifetinme 86400

AR EREMEABFEROMEREISHENSORE. ME, HENDiffie-Hellmans| 2
B , FHEIKEVIREETE, $RIKEV! , BnBEFRRBESAERBIEENREPEE
PREENEFHNEES. MREFHTRE , RASAERBENEFH,

AR NMRBZERGCENEBSIMIEEE , IEAER
AAEIEVPNRREN M E LRAAIKEVL, BE , BRI (K ) NMEH. ERMAIKEVT , FF@A
crypto ikev1 enable ﬁ%&éiﬁiﬁﬁﬂﬁﬁﬁ'lf .

crypto ikevl enable outside

A EPRIEAE ( LANBILANEIREC RS )

HLANZILANBSE | EFEEERTAE ipsec2 . EREBIKEVITELHAEE , 8 A tunnel-group
ipsec-attributes ﬁﬂﬁ*ﬁiﬁ .

tunnel -group 172.17.1.1 type ipsec-12|
tunnel -group 172.17.1.1 ipsec-attributes
i kevl pre-shared-key ciscol23



AMHERNVPNZRE BACL

ASAfEFEHREEHEEACL)RED X EEAIPSecBZREBENRENTEERENRE, ©HREHE
permit Application Control Engine(ACE)ICEL Ay H 15 E #E , R Epermit ACELEL A A hE R
BEERE,

obj ect-group network local-network
net wor k- obj ect 10.10. 10. 0 255. 255. 255. 0
obj ect - group network remote-network
net wor k- obj ect 10. 20. 10. 0 255. 255. 255. 0

access-list asa-router-vpn extended pernit ip object-group local-network
obj ect - group remote-network

EX : ARVPNHREMNACLIEAERE b1 B (NAT) 2 % 1E AR M B Z P it
X ARAVPNRENACLAEEMEVPNE 58 FMKR,

AR MRFEOZRFREFERFE , ABSTR/EIRFTEIZTANERE , BEER
VPNHFEE £ TR R E Ko

EENATR K

i AHPNENERER RN,

BEBRT , TEHVPNRESITNAT,. ERRZRE , BHEEIBSHNATHRE, BHNATHEEA
ARt & ARG — it

nat (inside,outside) source static local-network local-network destination static
remote-network remote-network nO- proxy-arp route-|ookup

A EIKEV1igH s

IKEVIBRERZ2ENEE EZNES , ARERASAREBERMN AN, HEIPSeck £ FEEH(SA)HH
AR BERLARAMENSRMEENEIRERIRER., AR ASAEALRNERERIRES

, AR —fESA , REZMBHMRA G EBEHHERR,

EfREIKEVIERE B8 A cryptoipsec ikevi transform-set 1§

crypto ipsec ikevl transform-set ESP-AES-SHA esp-aes esp-sha-hmac
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crypto map outside_map 10 match address asa-router-vpn
crypto map outside_nmap 10 set peer 172.17.1.1
crypto map outside_map 10 set ikevl transform set ESP-AES- SHA

BEEETUENEEARBRFLE

crypto map outside_map interface outside

ASARILE &

LT RASAHSRKEE :

interface G gabitEthernet0/0

namei f outsi de

security-level 0O

ip address 172.16.1.1 255.255.255.0

!

interface G gabitEthernet0/1

nanei f inside

security-level 100

i p address 10. 10.10.1 255. 255.255.0

!

obj ect-group network | ocal - net wor k

net wor k- obj ect 10.10. 10. 0 255. 255. 255.0

obj ect-group network renpte-network

net wor k- obj ect 10. 20. 10. 0 255. 255. 255.0

!

access-1ist asa-router-vpn extended permt ip object-group |ocal-network
obj ect - group renot e- net wor k

!

nat (inside,outside) source static |ocal-network |ocal -network destination
static renote-network renpte-network no-proxy-arp route-|ookup

!

crypto i psec ikevl transformset ESP-AES- SHA esp-aes esp-sha-hnac
!

crypto map outside_map 10 match address asa-router-vpn

crypto map outside_map 10 set peer 172.17.1.1

crypto map outside_map 10 set ikevl transform set ESP-AES- SHA
crypto map outside_map interface outside



Cisco IOSE& HHESCLIE i
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MR KRB ECisco IOSEHRNE , AIXEELEELANFTIWANSEH, AT R2EHA :

interface G gabitEthernet0/0
ip address 172.17.1.1 255.255.255.0

no shut down
|

interface G gabitEthernet0/1
i p address 10.20.10.1 255. 255.255.0
no shut down

BREEERIAPMATERE , AHRERIARE MBI LRVPNRENERHZEEE, &
AJ LA A ping Bt 58 E AR E AR

A I ISAKMP(IKEv1) SR B

EAIKEVHEREEISAKMPEREE | 58I A crypto isakmp policy @i H o BAT2HH :

crypto isakmp policy 10
encr aes

aut henti cation pre-share
group 2

AR : TUESEIPSec BEHSFE LRESFEIKERE, EIKERERRE , c8EREN
EMEHSFE LRENAHERE  YARERESE LEENGSELIETFRERE,

R INZFRISAKMP £ iR

Eﬁﬂﬁiﬁf—iﬁi %ﬁ%%ﬁﬁ? ) %ﬁl’ﬁ crypto isakmp key ﬁ%ﬁiﬁﬁ@ﬂﬁ*ﬁﬂ? .

crypto isakmp key ciscol23 address 172.16.1.1

AMHEBHNVPNRRE BACL

ERARERSBFEIRBFEFTEREELABBEMNARENRE. UTR2EH

access-list 110 remark Interesting traffic access-1list
access-list 110 permt ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255



X ARVPNREMACLENATZ &6 AR B EZIPHh i,
FEE : ARVPNREMACLAEEMEVPNY &8 FI R,
B ENATR

it AHPNENERER RN,

BERRT , TEREVPNREHNITNAT, MREANATEE , AL AERAKRBAER | RRERAR
BEVPNRE, AR , ERAHMRPEANGEBESD , L REEEEINVPNRE,

access-list 111 remark NAT exenption access-li st
access-1list 111 deny ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0. 255
access-list 111 permit ip 10.20.10.0 0.0.0. 255 any

route-map nonat permt 10
match i p address 111

ip nat inside source route-nmap nonat interface G gabitEthernet0/0 overl oad

e i

EFEZHIPSecERE (T2 EMEE LN EZHESE ) |, B8 A oryptoipsec transform-set TS o AT
=&

crypto ipsec transform-set ESP-AES-SHA esp-aes esp-sha-hmac
node tunnel

REFRmE YR AEABNE

HERV RSB ERFE WE A NBHREERN |, 7B Acrypto map2HMREGT. BT
SERMBHRRE , KAZTDERATEELHE :

- RAERAKRZRBEREERIN IPsec FIRMAZR, ATRUTUEYSANHERAR, X
ML ARE B PIEEIPSecH Z8 |, FFH#IA setpeer FEH
HAERVEZIRBRE-BEANERSE, EEETRNZHMRIKE —BEANERE
fﬂ? A set transform-set }E‘%o
- REERLARBORE. ERNZHRIFERERERIEFE , BB A match address FE 5o
BT 2

3

crypto map outside_map 10 ipsec-isakmp
set peer 172.16.1.1



set transform set ESP- AES- SHA
mat ch address 110

RE-SIREZAERNNBHRECERAINNE, aEZRALIIRE

configuration® ¥ :

interface G gabitEthernet0/0
crypto map outside_map

Cisco |IOSE#4 i

THESHLMCisco IOSIKERHSECLIFE :

crypto i saknp policy 10
encr aes

aut hentication pre-share
group 2

crypto i saknp key ciscol23 address 172.16.1.1

crypto i psec transform set ESP-AES- SHA esp-aes esp-sha-hnac

node tunne

!
crypto map outside_map 10 ipsec-isaknmp
set peer 172.16.1.1

set transform set ESP- AES- SHA

mat ch address 110

nterface G gabitEthernet0/0

ip address 172.17.1.1 255.255.255.0
i p nat outside

ip virtual-reassenbly in

dupl ex auto

speed auto

crypto map outside_nap

nterface G gabitEthernet0/1

i p address 10.20.10.1 255.255.255.0
ip nat inside

ip virtual-reassenbly in

dupl ex auto

speed auto
|

SEEI A crypto map interface

ip nat inside source route-nmap nonat interface G gabitEthernet0/0 overl oad

!
route-map nonat permit 10

match i p address 111
|

access-list 110 remark Interesting traffic access-1list

access-list 110 permt ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255

access-list 111 remark NAT exenption access-li st

access-list 111 deny ip 10.20.10.0 0.0.0.255 10.10.10.0 0.0.0.255

access-list 111 pernit ip 10.20.10.0 0.0.0.255 any
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AR  FEASAL | ] LAfE A B R ELER 1Y 7 2 P B B Packet Tracer T E2REX B IPSechsi& (41 40

packet-tracer input inside tcp 10.10.10.10 12345 10.20.10.10 80 detailed {ﬁ“ﬂu)o

F1EERE

ERFEASALMIKEVIE 1R REE RS , 558 Ashow crypto isakmp sa it . FEHEHAEEE
MM_ACTIVE AREE:

ci scoasa# show crypto isakmp sa
| KEvl SAs:
Active SA: 1

Rekey SA: 0 (A tunnel will report 1 Active and 1 Rekey SA during rekey)
Total IKE SA 1
1 | KE Peer: 172.17.1.1

Type . L2L Rol e . responder

Rekey : no State : MM_ACTI VE

There are no | KEv2 SAs
ci scoasa#

EEFCisco IOSEWIKEVIE 1R R B ERE , 558 A showcryptoisakmp sa 36T . TAHE HAEE R

ACTIVE AREE:

Rout er #show crypto isakmp sa

I Pv4 Crypto | SAKMP SA

dst src state conn-id status
172.16.1.1 172.17.1.1 QM I DLE 1005 ACTI VE
I Pv6 Crypto | SAKMP SA

Rout er #

S2pBRRE

ERFBASALMIKEVI 2R 2R CRE , 538 A show crypto ipsec sa F6 . TAHA#E H 24 A L
H ik 22 5| 85| (SPI), ﬂﬂ%}ﬁiﬁ P& , MU EAEENHE/MBREEFTEENEE,

X BRESEACLIRE |, 22 —EEBM AL/ HIESA | EEES show crypto ipsecsa BT
B ( Hﬂ/ﬁ#ﬂﬂ&.‘ACLq:'ACEﬂxE HEE),



AT 2E4 -

ci scoasa# show crypto ipsec sa peer 172.17.1.1
peer address: 172.17.1.1
Crypto map tag: outside_map, seq num 10, local addr: 172.16.1.1

access-1list asa-router-vpn extended permt ip 10.10.10.0 255.255.255.0
10. 20. 10. 0 255. 255.255.0
| ocal ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
current _peer: 172.17.1.1

#ipkts encaps: 1005, #pkts encrypt: 1005, #pkts digest: 1005
#pkts decaps: 1014, #pkts decrypt: 1014, #pkts verify: 1014
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 1005, #pkts conp failed: 0, #pkts deconp failed: 0O
#pre-frag successes: 0, #pre-frag failures: 0, #fragnments created: O
#PMIUs sent: 0, #PMIUs rcvd: 0, #decapsul ated frgs needi ng reassenbly: 0
#TFC rcvd: 0, #TFC sent: O
#Valid ICWP Errors rcvd: 0, #lnvalid ICW Errors rcvd: O
#send errors: 0, #recv errors: O

|l ocal crypto endpt.: 172.16.1.1/0, renote crypto endpt.: 172.17.1.1/0
path mtu 1500, ipsec overhead 74(44), nedia ntu 1500

PMIU tine remaining (sec): 0, DF policy: copy-df

| CMP error validation: disabled, TFC packets: disabled

current outbound spi: 8A9FE619

current inbound spi : D8639BDO

i nbound esp sas:
spi: 0xD8639BD0 (3630406608)
transform esp-aes esp-sha-hnmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_nap
sa timng: remaining key lifetime (kB/sec): (3914900/3519)
1V size: 16 bytes
repl ay detection support: Y
Anti replay bitmap:
OXFFFFFFFF OXFFFFFFFF
out bound esp sas:
spi: Ox8A9FE619 (2325734937)
transform esp-aes esp-sha-hnmac no conpression
in use settings ={L2L, Tunnel, IKEvl, }
slot: 0, conn_id: 8192, crypto-map: outside_nmap
sa timng: remaining key lifetime (kB/sec): (3914901/3519)
1V size: 16 bytes
repl ay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

ci scoasa#

EERE Cisco IOSEMIKEVISE2ME R 2R B CRRE) , 558 A show crypto ipsec sa I8 . TAHR# H 2RI
B[AFB ISP, MEREBEIBFRE , B4 BRI E/BRIETHIZNIEE,

AT 2EH -



Rout er #show crypto ipsec sa peer 172.16.1.1

interface: G gabitEthernet0/0
Crypto map tag: outside_map, |ocal addr 172.17.1.1

protected vrf: (none)

Il ocal ident (addr/mask/prot/port): (10.20.10.0/255.255.255.0/0/0)
renote ident (addr/mask/prot/port): (10.10.10.0/255.255.255.0/0/0)
current _peer 172.16.1.1 port 500

PERM T, flags={origin_is_acl,}

#pkts encaps: 2024, #pkts encrypt: 2024, #pkts digest: 2024
#pkts decaps: 2015, #pkts decrypt: 2015, #pkts verify: 2015
#pkts conpressed: 0, #pkts deconpressed: 0O
#pkts not conpressed: 0, #pkts conpr. failed: O
#pkts not deconpressed: 0, #pkts deconpress failed: O
#send errors 26, #recv errors O

local crypto endpt.: 172.17.1.1, renmote crypto endpt.: 172.16.1.1
path mu 1500, ip nmtu 1500, ip ntu idb G gabitEthernet0/0

current outbound spi: 0xD8639BD0O( 3630406608)

PFS (Y/N): N, DH group: none

i nbound esp sas:
spi: Ox8A9FE619(2325734937)

transform esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2003, flow_.id: Onboard VPN: 3, sibling_flags 80000046,
crypto map: outside_nap

sa timng: remaining key lifetime (k/sec): (4449870/3455)

IV size: 16 bytes

replay detection support: Y

Status: ACTIVE

i nbound ah sas:
i nbound pcp sas:

out bound esp sas:
spi: 0xD8639BDO( 3630406608)

transform esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 2004, flow_.id: Onboard VPN: 4, sibling_flags 80000046,
crypto map: outside_nmap

sa timng: remaining key lifetime (k/sec): (4449868/3455)

IV size: 16 bytes

replay detection support: Y

Status: ACTI VE

out bound ah sas:

out bound pcp sas:
Rout er #

EB1RRAE2RERRE
AEN B TIUIEASASCisco [0S EERNST , IUBRTRE 1R R E2M R FHEE A,

iﬂk show vpn-sessiondb ﬁ‘%ﬁﬁ'gﬁ% :



ci scoasa# show vpn-sessiondb detail 121 filter ipaddress 172.17.1.1

Session Type: LAN-to-LAN Detailed

Connecti on :0172.17.1.1

I ndex 2 | P Addr :0172.17.1.1
Pr ot ocol : I KEvl | Psec

Encryption : I KEvl: (1)AES128 |Psec: (1)AES128

Hashi ng I KEvl: (1)SHA1l |Psec: (1)SHAL

Bytes Tx : 100500 Byt es Rx : 101400
Login Tinme : 18:06: 02 UTC Wd Jul 22 2015

Duration : 0h: 05m 07s

| KEvl Tunnels: 1
| Psec Tunnels: 1

| KEv1:
Tunnel D 2.1
UDP Src Port : 500 UDP Dst Port : 500
| KE Neg Mode : Main Aut h Mode . preShar edKeys
Encryption : AES128 Hashi ng : SHA1
Rekey Int (T): 86400 Seconds Rekey Left(T): 86093 Seconds
D'H G oup 2
Filter Name
| Psec:
Tunnel D 2.2
Local Addr : 10. 10. 10. 0/ 255. 255. 255.0/0/0
Renote Addr : 10.20.10. 0/ 255. 255. 255.0/0/0
Encryption : AES128 Hashi ng : SHA1
Encapsul ati on: Tunnel
Rekey Int (T): 3600 Seconds Rekey Left(T): 3293 Seconds
Rekey Int (D): 4608000 K-Bytes Rekey Left(D): 4607901 K-Bytes
Idle Tine Qut: 30 M nutes Idle TO Left : 26 M nutes
Bytes Tx : 100500 Bytes Rx : 101400
Pkts Tx : 1005 Pkts Rx : 1014
NAC:
Reval Int (T): O Seconds Reval Left(T): O Seconds
SQ Int (T) : 0 Seconds EoU Age(T) : 309 Seconds
Hold Left (T): O Seconds Post ure Token:

Redi rect URL :

ci scoasa#

iﬁl show crypto session ﬁi’% , J«XEE@{% .

Rout er #show crypto session remote 172.16.1.1 detail
Crypto session current status

Code: C - IKE Configuration node, D - Dead Peer Detection
K - Keepalives, N - NAT-traversal, T - cTCP encapsul ation
X - I KE Extended Authentication, F - |KE Fragnentation

Interface: G gabitEthernet0/0

Uptime: 00:03: 36

Sessi on status: UP-ACTIVE

Peer: 172.16.1.1 port 500 fvrf: (none) ivrf: (none)
Phasel_id: 172.16.1.1
Desc: (none)



| KE SA: local 172.17.1.1/500 renote 172.16.1.1/500 Active
Capabilities:(none) connid: 1005 lifetine:23:56: 23
| PSEC FLOW permit ip 10.20.10.0/255.255.255. 0 10.10. 10. 0/ 255. 255. 255. 0
Active SAs: 2, origin: crypto nap
I nbound:  #pkts dec'ed 2015 drop O life (KB/ Sec) 4449870/ 3383
CQut bound: #pkts enc' ed 2024 drop 26 life (KB/ Sec) 4449868/ 3383

Rout er #

REREDERR
AR 0 T R 4B RS 17 SR RETER

B Az, F2EEREDebugin SCHIPR M HEHRNETEN — BENER

debugin ¥ Cisco3X #& debug FEH o

IPSec LANZEILANMZERS TR

EHBHERFASATICisco I0SZ EHIIPSec LANZILANEER B AN , ATLAfEAIPSec LANEILAN:
ETITE, ATERTAIES showtech B show running-config ASAELCisco IOSEEHEN T, EERE

BEEYERHAIREEE 7T ERNMBREMAILANEILAN IPSechiiE, MREERT , HIESVHEEH
TZEHRE  YRBBEREGENBENFMEEERERNRTE.

ASAFE
B ZHASAR AfE EBYIPSec IKEVIBEHEETHESEER , AILMERLL T 8T debug I

debug crypto ipsec 127
debug crypto isakmp 127
debug ike-common 10

AR MRASALHVPNRZEEER K , Bl debug crypto condition peer AB.C.D TERUAFAR 2 &l
, A Acommandin T AR IR R H R TIBEENHZR,

Cisco |IOSIEHER T

& E¥Cisco IOSERHIzR L IPSec IKEVIBER S ET R MR , 7 AEA UL Tdebugin  :

debug crypto ipsec
debug crypto isakmp

AR : IR Cisco IOSEHIVPNBREBEEEMR K , Bl debug crypto condition peer ipv4 AB.C.D ABEIER
AREZER , UEKARBLERREAETEEENHSER,

B BENME BRI BVPNETHESRNEFMEN  F2RRE RNL2LAEIRKEAR
IPSec VPN FEHERR &R 5 R CiscoX #E,
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