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WAAS Express=ZIOSHRERNWAASIHEE , R HIERZFRE LETT. WAAS Central Manager 7] B4
EIEWAAS Express B LR WAASHERR I HMIWAASE B, AT HIR I{AHWAAS Expressit &
EITHITHESERR,

# MHEE - WAAS Express P REEE T IEREWAASER A4 3 1HE| AN, RETEARREN
WAASHKRZR

ER ¥ WAAS ExpressiR & iR 2

EERFHWAAS ExpressB iR , 5E5EWAAS Expressi® 25 £ Fishow waas statusin o, E#
WAAS Central Manageri2 R WAAS ExpressBR iR , 55iEEMy WAN > Manage Devices.




waas- expr ess# show waas status

1 0S Version: 15.1(20101018: 232707) <-mm-- I OS version
WAAS Express Version: 1.1.0 <-mm-- WAAS Express version

ERf¥WAAS ExpressiFa/ i

WAAS ExpressfFf A7 AMER R - ZFHF IR (AR R12F ) AKAFAR. EWAAS
Express# & L {# Fishow waas statusis SERFFAIEE A

waas- expr ess# show waas status

1 CS Version: 15.1(20101018: 232707)
WAAS Express Version: 1.1.0

WAAS Feature License

Li cense Type: Eval uati on <----- I ndi cates an eval uation
i cense

Eval uation total period: 625 weeks 0 day

Eval uation period |eft: 622 weeks 6 days

BEREAWAASH A E

FEWAAS Express# & L f# Fishow waas status@n % HEUAAWAASHY — M H. S EEETR
HETENZELRE], FLEWAAS Expressig B4k~ X #DRE,

waas- expr ess# show waas status

I OS Version: 15.1(20101018: 232707)
WAAS Express Version: 1.1.0

WAAS Enabl ed Interface Pol i cy Map

G gabit Et hernet 0/ 1 waas_gl obal <-mm-- Interfaces on which optimization is
enabl ed

G gabi t Et hernet 0/ 2 waas_gl obal

Vi rtual - TokenRi ngl waas_gl obal

Vi rtual - TokenRi ng2 waas_gl obal

G gabi t Et hernet 0/ 0 waas_gl obal

Vi rtual - TokenRi ng10 waas_gl obal

WAAS Feat ure License

Li cense Type: Eval uati on

Eval uation total period: 625 weeks 0 day

Eval uation period left: 622 weeks 6 days

DRE St at us . Enabl ed <-mm-- I ndi cates DRE is supported
LZ Status : Enabl ed + Entropy

Maxi mum Fl ows : 50 <-mm-- Nurmber of optim zed
connecti ons supported

Total Active connections 0 <-mm-- Total nunber of
connections active

Total optim zed connections 0 <-mm-- Total nunber of optim zed

connections

/M - EEEWANNE LBAWAAS, NMREESE LK EERBBSEWANNERAL |, BIfE
ZEFAE ltEWANﬁELEémWAASO



MR MBREEERERNELRAWAAS , AITEEEAENYENE LB,

BRERWAASEE{LER

EWAAS Express# & L , £ flshow waas connection@ © 3 H R IE(LERE, TEREEBER.

waas- express# show waas status

Connl D Source | P: Port Dest | P: Port Peer | D Accel

1999 64.103. 255. 217 :59211 192.168.4.2 : 1742 0021. 5e57. a768 TLD <----- TFO,
LZ and DRE are applied

1910 64.103. 255. 217 :56860 192.168.4.2 161693 0021.5e57.a768 TLD

1865 64.103. 255. 217 :59206 192.168.4.2 : 23253 0021.5e57.a768 TLD

EfRCentral Managerf FYFELLIEFA , FHEEWAAS Expressf & , A% 1EEMonitor >
Optimization > Connections Statistics AR EHRHE R,

1. AR E

BEBRWAASEE{LLES

FEWAAS Express# & L | # fAshow waas statistics applicationi S5 H 2 R SEEAEIN S
E{LER, WAAS ExpressETBRERER., ERAREWAAS Central Manager 4 5
TCPHEERIE -

waas- expr ess# show waas statistics application

Nurmber of applications : 1

Appl i cati on: waas- def aul t

TCP Data Vol unes

Connection Type I nbound Qut bound
Opt TCP Pl us 53001765483 41674120
Oig TCP Plus 0 87948683030
Opt TCP Only 1165 863
Oig TCP Only 60 0
Internal Cient 0 0
Internal Server 0 0

TCP Connection Counts

Connection Type Active Conpl et ed
Opt TCP Pl us 50 126
Opt TCP Only 0 71



Internal dient 0 0
I nternal Server 0 0

Pass Through Connection Counts
Connecti on Type Conpl et ed
PT Asymetric

PT Capabilities

PT Internediate
PT_C her

Connecti on Reset:

Cl eared connections

BERWAAS ExpressE

FEWAAS Express#t & L , {# Fishow waas alarms@ % 85 B 1 HIB R ER R HARRE,

0
0
0
0
0
0

waas- expr ess# show waas alarms

WAAS st at us: enabl ed

Al ar ns

Connection limt exceeded: on <----- on indicates this alarmis active. off
i ndi cates inactive

Too many peers discovered: of f

WAAS | i cense expired: of f

WAAS | i cense revoked: of f

WAAS | i cense del et ed: of f

H gh CPU: of f

ERPREERMIAFTEEENER , B EEMy WAN > Alerts. BR7 EEYIHNERN , MR
WAAS ExpressFIWAAS Central Manager BRI ETR RS , b3 HER,

BB WAAS Express¥ &

EWAAS Express# & | £ Fishow waas statistics peerdn © 5l HWAAS Express# BRI HEHE

o

waas- expr ess# show waas statistics peer

Nunber of Peers : 1

Peer: 0021. 5e57. a768

TCP Data Vol unes

Connecti on Type I nbound Qut bound
Opt TCP Pl us 597068158 5212151
Oig TCP Plus 0 6867128187
Opt TCP Only 0 0
Oig TCP Only 0 0
Internal Cient 0 0
I nternal Server 0 0

TCP Connection Counts

Connecti on Type Active Conpl et ed
Opt TCP Pl us 50 0
Opt TCP Only 0 0
Internal Cient 0 0
I nternal Server 0 0

Pass Through Connection Counts
Connecti on Type Conpl et ed
PT Asymetric 0



PT Capabilities 0
PT I nternediate 0
PT_C her 0
Connecti on Reset: 0
Cl eared connections 0

Rout er #show waas statistics aoim

Total nunber of peer syncs: 1
Current nunber of peer syncs in progress: 0
Number of peers: 1
Nurmber of |ocal application optinizations (AO: 3
Nurmber of AO di scovery successful: 1
Nurmber of AO discovery failure: 0
Local AO statistics
Local AC TFO
Total nunber of incompatible connections: 0
Ver si on: 0.11
Regi st ered: Yes
Local AC HTTP
Total nunber of incompatible connections: 0
Ver si on: 1.1
Regi st ered: Yes
Local AC SSL
Total nunber of incompatible connections: 0
Ver si on: 1.0
Regi st ered: Yes
Peer AO M Statistics
Nunmber of Peers : 1
Peer: 0027.0d79. c215 <--- Peer ID
Peer | P: 20.0.0.2 <--- Peer |IP
Peer Expiry Tine: 00: 00: 02
Peer Conpati bl e: Yes
Peer active connections: 0
Peer Aoi m Versi on: 1.0
Peer sync in progress: No
Peer vali d: Yes
Peer Software Version: 4.4.3(b4)
Peer AGs:
Peer AC TFO
Conpati bl e: Yes
Ver si on: 0.20
Peer AC HTTP
Conpati bl e: Yes
Ver si on: 1.4
Peer AC SSL
Conpati bl e: Yes
Ver si on: 1.0
Rout er #show waas statistics dre peer
DRE St at us: Enabl ed
Current nunber of connected peers 0
Current nunber of active peers 1
Peer-1D 0027.0d79. c215 <--- Peer ID
Host nane waasx1l- b-wae. ci sco.com <--- Peer hostnane
IP reported from peer 20.0.0.2 <--- Peer IP
Peer version 4.4.3(b4)

Cache:



Cache in storage 0B

Age 00: 00: 00
AckQ

AckQ i n storage 0B
Wai t Q

WAitQ in storage 0B

Wit Q size 0B

Sync- cl ock:

Local - head 0 s
Local -tail 0 s
Renot e- head 18609143000 ns
Curr-sync-cl ock 24215235228 ns

Encode Statistics

DRE nsgs: 1
R-tx total: 0
R-tx chunk-m ss: 0
R-tx collision: 0
Bytes in: 0
Bytes out: 0
Bypass bytes: 178
Conpr essi on gai n: 0%
Decode Statistics
DRE nsgs: 4
Bytes in: 299
Bytes out: 277
Bypass bytes: 51
Conpr essi on gai n: 0%
Nacks gener at ed: 0

ERPREEFZRBELER , FH#EEMonitor > Topology.

REAR TR 3R

R TEIE , WAAS ExpressE B T AE S 7 P R B IR BT i A BEARARAE
. Central Manager’ 8 §WAAS Express& BB,

REFREEIRFP R/ILWAAS ExpressEERLERE. WAAS Central ManagerFE EZWAAS
Expressfif il & & B M Z U5 R EEWAAS ExpressEBHTEH . EAILUEIRIEE My WAN ( =
WAAS Express& B2 E#H ) > Admin > WAAS Express Credentials , F P REEFH L E
BE.

. BAWAAS Express# BB AR & 78R T K.

HREE T iERANEE , Central ManagerfEEEWAAS ExpressBfl. &7 LUEIBEE My
WAN ( E{WAAS Express EZH 2 EH ) > Admin > WAAS Express Credentials , £ RE
HEPEERE.

. BBWAAS Express# BB , SSLEF &R,

WAAS ExpressEBEXRECENR , W AT & Central Managerh Bt EEEAR —FE, E
EFEAWAAS ExpressBEEFEE , FEZEWAAS ExpressEE , A% 1#EFE Admin >
Certificate.

. MEEIWAAS Express& B H.

Central Managerf& 455 BWAAS ExpressZE &, BiBZEIEWAAS Express & , REREIEF



DeviceName >R8F , Bt & IEFERYWAAS ExpressEEIPbiit,
- WAAS Express$t BiE81ER

FEWAAS Express# & il B FWHTTPS{A AR 285 #E ECentral Manager DeviceName >
ActivatonEE B TR~Wm 0 FHEE. ZHEEPEE ERHWAAS Express HTTPS{r Bk 25
B,

- WAAS Express# il T 5z WAAS,

WAAS Express#t BFF#k 2% EWAAST B IOSI G A, ZHTEWAASHIIOSHRER,
- BBWAAS Express# B8 R E R B .

WAAS Expressf B EHREBEEERBI0OVY. 5 TEEEHRWAAS ExpressE BB
- WAAS Express¥ il FFF IR BB M,

WAAS Express# & FHIFTEETAI R D IBH. FAWAAS ExpressiT AIBRZE M D REKXK AR
G
. BBWAAS ExpressZ& il @A , SSLEARBEATIER,

WAAS Express# & M REE 25 A B Brc4-128-md5E TSSLEH. B , P REHESE

EfRZ HWAAS ExpressfEixHISSLE R, EFAWAAS Expressin s ip http secure-ciphersuite
3des-ede-cbc-sha des-cbc-sha-rc4-12810 i # #§3des-ede-cbc-sha, des-cbc-shaFlrc4-128

. fEEMBTWAAS Express# BAIARAE,

Central Manageri2 B € WAAS Express# B WAl EMRE. TR ATB) , B #&Cisco

TAC,
- EEREHRER.
MEEEBWIERAL |, FBH#ECisco TACLAEUS & HERR 17 B o
ER¥WAAS Express HTTPSE B

EEEWAAS Express# B FWWHTTPSIBRESELE , 55 Fshow ip http server secure statusin ©

o

waas- expr ess# show ip http server secure status

HTTP secure server status: Enabled

HTTP secure server port: 443

HTTP secure server ciphersuite: 3des-ede-cbc-sha des-cbc-sha rc4-128-sha
HTTP secure server client authentication: Disabled

HTTP secure server trustpoint: |ocal

HTTP secure server active session nodul es: ALL

WAAS-Express - WAE - WAAS CMHEZE Y

WAAS-Expresshi4%1.0, 1.5

I AR A BIWAAS-Express X IBEIETFO, LZMDREE AR E# ST,

WAAS-ExpresshR4<1.07EIOSEX B8 iR 4<15.1(3) T1# 5| A
WAAS-Expresshix A< 1.5 2 FEIOSE B IR A15.1(4)MAB 5| A, BRT HRELZI , RAEENT Y



AR EEZ IhRE (BB BPerformance Agent(PA)) X B, BEPANGFHER

[

ESHECCOLMPAR

Recommended WAAS- Express 10S image: 15.1(3)T1
Recommended WAE version: >= 4.3.1

Recomended WCM version: 4.4.5a

E AR

WAAS
IOShRA WAERRZ CMERA

15.1(3)T15.01  4.45%

WAAS-Expresshix2<2.0.0

BAKEE
REERPORAERE T EEEHIENL | CSCtz82646

LERRAREYWAAS-ExpressBR 7 X EEH RENMN  EXEEENEARES&EL , EBHEHTTP
Express. SSL ExpressHICIFS Express AO,

Recommended WAAS- Express |1 C0S i mage: 15.2(4)M

Recommended WAE version: 5.0.1
Recommended WCM version: 5.0.1

E A EE

I0SIRA  WAEHRA WAAS

CMARZ

15.2(4M1 <4.4.3c <5.0.1

<
15.24M1 <501,

15.2(4M1 <5.01 <5.0.1

15.2(3)T1 <5.01 <5.0.1

15.2(3)/AME <5.0.1 <5.0.1

E A A
HTTP-Express iR FEE4.4.3cHEB R, ERTEEThttpIRIEL |, £
EWCMLEEENERRAEATRO D ERER,

CSCub21189: K B& ¥} BR T St R EEWAAS-ExpressZz & [E HE[E 25
CSCtw50988:SMB: T HERIFEREE

CSCtr07216: % WAAS-X <-> WAERf|F &L R EEEENhAriNERK
CSCua49764:Httpsi 3 T WEXxpEE — HREWExpitt A B iR 88
CSCub21189: 5K B& ¥ R 58t R EEWAAS-Express& B IFfE[E 5
CSCtw50988:SMB: T HiERFEREE

CSCtr07216: 1 WAAS-X <-> WAER I L FEEE BB E R hdrivE &K
CSCuad9764:Https B I T WEXpEE — F iR B WEXpiE ABEIRARAE
CSCitx82427:10S-WAAS: Eia# REFEESSLELR(EOT)
CSCtz08485:HTTP-AOHK I &k B (% WAAS-3-WAAS_LZ_CONN_ABORT)
CSCtu19564:1£ £ iWaas+VPN+ZBFW+NAT+NETFLOWH/Idt21 F ER & Z|
CSCtz85134:WAAS Express SSL-ExpressitEFfi B AR BN BHERSTE
CSCua22313:WAAS Express 2.0 % A IECERBEE RHTTPSEHMA
CSCtw50988:SMB: T #iiE REEMREE
CSCty04359: F ) L FIWEXpFE E — FHk & Wexpitt A BE#RAR A&
CSCtr07216: 1 WAAS-X <-> WAER I X FEEE B B Y hdri B

I HIWAAS-ExpressiF o 18 #f


http://www.cisco.com/en/US/products/ps11671/index.html
http://www.cisco.com/en/US/products/ps11671/index.html

- WAAS-ExpresszT A] # 7£show licenseF R TEEIRAE, {ER , WAAS-ExpressiT Al # 7£show
waas status PiBHi, ETEER B HEEERCSCtw86624, FEEH LA Fshowm B HEITERE . WAAS
CMEAFIERCEY , YHRERTARR, B2 , EREETRENL , HAREBITE , &
ThEE R SR ENARRE,

BRAR . A REEZHWAAS-ExpresshR A28 & — 15.2(4) M1 LK A FF A &

Rout er #sh license | beg WAAS_Express

I ndex 12 Feature: WAAS Express

Period left: Life tinme

Li cense Type: RightToUse

Li cense State: Active, In Use <---- License is Active
Li cense Count: Non- Counted

Li cense Priority: Low

Rout er #show waas status
10S Version: 15.2(2.9)T
WAAS Express Version: 2.0.0

WAAS Enabl ed Interface Policy Map
G gabit Et hernet 0/ 1 waas_gl oba

WAAS Feat ure License

Li cense Type: Eval uati on
Eval uation total period: 0 seconds <---- License is expired
Eval uation period left: 0 seconds

WAAS-ExpressfIWAAS CME B &
BERFHMIWAAS-Expressi HBRHNZE LS EM , MR TIE : WAAS ExpressEiE 5
fEAR : WAAS-Express#&iLEIWAAS CMEE i

ARERE#  EREE

- WAAA-Expressig H 283855 ZIEWAAS CM?

WREHEBRD ER | MBRWAAS CMR B AT A REE BRI 1Tping. AL , TNRWAAS-Expressik i
BN RANATH/EPE X2 % , BIEERRENATRE M/ XA ARFRE , LAFFWAAS
CME#REIWAAS-Express HTTPSfAARER. ZEEIENAT/BH AfEERHWAAS-Expressi &

, WAAS CM A5 & F B /38 EWAAS-Express B 1y b it AEWAAS CMER, EH
E T DAL B R B E E Ut it
RRAR . MERHMNAEREREURRATAKEHEFFEIWAAS CM , RZTFA |, FBEEWAAS-
Express#&i& AL T,

NRFE  FREUTHARURETMHBNSSLEFRA RN !

debug ip http al
debug ssl openssl errors
debug ssl openssl ext
debug ssl openssl nsg
debug ssl openssl states
ZHRE - D E#ssIFHER 24T,
- BHBRENBARBIRETEE?

BB LEEBWAAS CM L FHIWAAS-ExpressiE S E 2 H H B RER T E — B, EWAAS-


http://www.cisco.com/en/US/prod/collateral/contnetw/ps5680/ps11211/deployment_guide_c07-713403.html

Expressgt & H HAdmin->Certificate Efn Btk B H, 7SR EEAEWAAS-ExpressigHEs EHY
show crypto pki certificate®s i fy i HETHER ., MRFETAREFNER , REUERE
FELERE,

BRAR : FHREN5.23)T1R15.2(4) M1 R E SR A

FERR : WAAS CMBERWAAS-ExpresstE 5 Zh a6 St 43
T BER#1:WAAS-ExpressiE BB B E X

. BIBLLBYWAAS CM L fEFHIWAAS-Expressit HES B EZIM H AR EE — 2. EWAAS-
ExpressZ & H [ Admin->Certificate B E| L EH ., A4HEEAHEWAAS-ExpressigHas LW
show crypto pki certificate®i i BV HETLEE . MRFEEMTHEANER , REUESERH
EEEE.

% show run | 2IEMBpkifGEN. FIFAETHGEERA TP-self-signed-x0000xxig = o

router#show run | include crypto pki trustpoint
crypto pki trustpoint TP-self-signed-4046801426 <-- Indicate this is non-persistent trustpoint

BRRGTR  RREUT BEERVBAGER.

- EEEFIED  TUENRERES BT ERRARGERELAEKEME. MREA
15.2(3)TRXFASSL Express AO , B AJgEan FFCSCtz85134,

BRAR  AREMS520)MIAL BB IFAGER. EWAAS CMA MIBRE E X E /M.
ERR15.1Q)THAREN5.2(3)TH ?

#£15.2(3)TH , crypto pki trustpointAE —ERFIE & , ERE Ersa-keypair, 1REHKE
THEEWEE , BTSSR HB[EERIEEEE. ERERHTTPSERAN, HREER

#%1ECSCty04359H,
BRAE : MREEMALEFREL, HWAAS CMHMIEREE I EHEM,
AREF#2. ERANERREENTER

- BRHBRRAERE T ZEEEH?

FEWAAS CMEFEIR , WAAS-Expressig HEHZEA MR BWAAS CMEXFRENEEE. Lt
EE B AL EEWAAS-Expressif 88 L I ARt HTTPS R RES E AN S E B TRE,

RRFR : BREfip http secure-trustpoint <trustpoint_name>#lip http-client secure-
trustpoint <trustpoint_name>H 2 A B & T HHEMEEE

WREF#3: R & R EE

- BORERBKRN?

FERAHTTPSAS BIE S E 0 F)WAAS-Expressif ey , WERFHETEMRE , ULBRESR
=B A LB ABIWAAS-Expressig H &5,
BRAR  BETFTHEORBESTRI.

HERA
MREERBET TRIFEMBENBE , FOXEBBRREEUATES.

Rout er #show crypto pki trustpoints status
State:


http://www.cisco.com/en/US/docs/ios/12_3t/12_3t14/feature/guide/gtpsscer.html

Keys generated ............. Yes (General Purpose, non-exportable) <--- check if this shows “No”
for the self-signed certificate

Issuing CA authenticated ....... Yes <--- check if this shows “No” for the self-signed
certificate
Certificate request(s) ..... Yes <--- check if this shows “No” for the self-signed certificate

Rout er #show crypto pki trustpoints status

Trust poi nt TP-sel f-si gned- 2330253483:

Issuing CA certificate configured:

Subj ect Nane:

cn=l OS- Sel f - Si gned- Certificate-2330253483

Fi ngerprint MD5: 3F5E9EB4 6BD68OFE 8A1C1664 0939ADCB <--- Check fingerprints before and after
upgr ade

Fi ngerprint SHAl: DFF10AF4 83A90CAD 71528B3C CCD4EFOC E338E501
Rout er General Purpose certificate configured:

Subj ect Nane:

cn=|l OS- Sel f - Si gned- Certificate-2330253483

Fi ngerprint MD5: 3F5E9EB4 6BD68OFE 8A1Cl1664 0939ADCB

Fi ngerprint SHAl: DFF10AF4 83A90CAD 71528B3C CCD4EFOC E338E501

State:

Keys generated ............. Yes (General Purpose, non-exportable)
Issuing CA authenticated ....... Yes

Certificate request(s) ..... Yes

Rout er #show crypto pki certificates

Validity Date:
start date: 20:16:14 UTC May 26 2011 <--- Check whether these dates are valid
end date: 20:16:14 UTC May 24 2016

Provi de outputs for follow ng conmands:

show crypto pki certificates storage
show crypto pki trustpoints

show crypto key storage

show crypto key pubkey-chain rsa
show crypto key nypubkey all

show crypto key nypubkey rsa

show ip http server all

FEAR : WAAS CMFIWAAS-Express2 MR D Pl s & M
e RERY : KERES
WAAS CMAIWAAS-ExpressiFsEF ER L , KA ZIEZENTPRRSBEE AR KE,

- WAAS CMEREBHREERTEEER ?
- B AR FEEUTCHERNMWAAS CMEFEERE. MERFIEREMNERFIEE , W
WAAS CMFIWAAS-Expressi& 25 2 BHIUTCHER R,
» BHDDTS:CSCtz32667, CSCtz97973, CSCtk74707, CSCtl24210, BEZLWEER S
EELDDTHHEM—EEL , WEFEDDTHERNE RS E,

BARR  RENTPUREBFMAERENRERESCRAS. FEMELIARDDTSHMHRA X , H
FIRBIRFRV15.24)M1HE S R,

EiRA R
TR EREEER



{ Fishow waas statistics pass-throughBE EE#KFEFA/RRH. EHERESEENEREERE,

Rout er #show waas statistics pass-through
Pass Through Statistics:

Overall:

No Peer:

Rej ected due to Capabilities:

Rej ected due to Resources:

Interface Application config:

Interface d obal config: <---- Asymmetric route in the setup?
Assynmetric setup

Peer sync was in progress:

10S WAAS is intermediate router:
Internal error:

O her end is in black list:

AD version msnatch

I nconpat abl e AC <---- Inconpatible peer?
Connection linmt exceeded

AO M peertable full

AO M multiple sync request passthrough:
O hers:

O O O O OO OO0 OO0 oo oo oo o

RESDRAMAER (N/IEFEBHBRRAR ) .

Use the following command to check the reason '''show waas statistics auto-discovery'"'

Enabl e fol | owi ng debugs for nore information:

debug waas infra error

debug waas infra events

debug waas aut o-di scovery error

debug waas auto-di scovery event

debug waas auto-di scovery op <---- Verbose debug

- IR Interface Applicationtit & 18 £ KT 825 , RIRHI KL W BEEL & A BB NHE

WAAS-Express & H ¥ & % #1288 F FWWAAS K BE

BRAR  REYRBENKELRE. CATENREREZEAREIEERREERAE

o

show policy-map type waas interface
debug waas infra events

<---- Traffic classified for pass-through?

5

- 1R Interface Global ConfighV 5t & 2RIEE , AIEWRERARBTHNIFHBRASIEN, HERE

BT , WAAS-ExpressSi H B ER TSR ETCPRENMES [, EARER

FH A #E 3%

MEEFSEEHAMEN , B TRERASRERE (ACL. BhARES ) PHEERR T RELEH

=)

BRER : RERBRTERNENESHNERDIEH, F2HT EHERP TRENFERI KA



RERNERINAR.
- MRWEHRUETHEE , ERETUAREEN. MRELEWAAS-ExpressTIWAE 2 fEE1T 48
RHMRA , ATRRERAEERIER. RAELRETER , BEEZZNEERE.

fRR#13 : fEFshow waas statistics aomBEHZEEEZTHEE
BIH2R  MRERALHNRBRPEETHBEAER , FREUATAR,
AR PEEP HRIERSEERNESNRRA

- WAAS-ExpressiE eSS SR AT ESEWANER, FiE  TA/EAREH/EAKH
BT X EWAAS-Express , B A BB MEAWANK R EHEZ VA E —EWAAS-ExpressiH
B, MREZEWANSER | BERRFFEWANSERFHA T config(@lB). MAREZERMASFL
(Y FT B WANSE 8 71 5% R 25 2R Bl B A5 R B E € [ EIWAAS,

- BHERE(SYN, SYN-ACK, ACK)REAWAASRIBEHETEER, MRFREREEEOIHSE
IWHIWAAS | BIfTeEZ £ EEIE . ZEWCCP ACL,

A m B MRk R AR B

Net wor k t opol ogy
1 CS version
Confi guration

Fol | owi ng debugs and show conmands:

debug waas aut o-di scovery error
debug waas aut o-di scovery event
debug waas aut o-di scovery operation
debug waas infra error

debug waas infra event

show waas statistics auto-disc

show waas statistics pass
show waas statistics aoim

M EBERTIHASETANERES, WAAS-ExpressT IR M EIEER , EibRHHE
EBEREBANRTER. T8 , FLEHESFEEEAZORERBA TEEURER,

AR AR AR 1 B P M Y SR A (AR B

EEF2HERERMERN, WAAS-ExpresshR A28 & A FEEE 2 FIHTTP-Express iR &8 #CIFS-
Expressili®zs, BER S S22 E M RAExpressliEzS,

ﬁgégﬂﬂﬂgiﬂﬁﬁﬁgﬁfﬂClF& SSLEHTTP-Express AOKY Fir ¥ 5% Bt S A

. R CIFS, SSLEHTTP-Express AOR & E £ E A

rout er #show waas st at us

1S Version: 15.2(4)M
WAAS Express Version: 2.0.0



WAAS Enabl ed Interface Policy Mp

Fast Et her net 8 waas_gl obal

WAAS Feature License
Li cense Type: Eval Ri ght ToUse
Eval uation total period: 8 weeks 4 days

Eval uation period left: 7 weeks 4 days

DRE Status : Enabl ed

LZ Status : Enabled + Entropy

Cl FS- Express AO Status : Disabled

SSL- Express AO Status : Enabl ed

HTTP- Express AO Status : Disabled <---- HITP Express AO is disabled by default

Maxi mum Fl ows : 75
Total Active connections : 4

Total optinmzed connections : 4

R : AHESRECATHDL , BEER Y AEHRESTDL
FRBEREEBHRERN,
S - FARRIE N T RBUAHTTP-Express AO,

BRI R . REROWAASEERBHEA. AILAER show waas statistics aoim5E B L&

BARR RECEFAEHRERENEDREPEE IETETﬁF‘iHTTP Expressilii®ss, i&
AREERASEHMER T INESS (X, ""’%/RT*EM?JHTTPIJH 22) , AEBREFBRD
niEhttps HTTPE,

class HITP
optimze tfo dre |z application Wb accelerate http-express

. ®2&Eshow waas connection detail T~ #YConfigured, Derived¥lApplied Acceleratori@{i

Rout er #show waas connecti on det ai |

Negoti ated Policy: TFO, LZ, DRE

Configured Accelerator: HTTP-ExXpress
Derived Accelerator: HTTP-Express
Applied Accelerator: HTTP-Express
Hi st. Accelerator: None

Bytes Read Orig: 174

. ¥ & show waas statistics accelerator http-express [https|debug] # {1k B A/FEE

ER : AEGRE(CATCDL, BEERVAEREFTDL
SRR AB IR CER |, ECIFS/WAFSEEIRERTRD INFKcifs,

f.”ll'l



A HE RSN T , CIFS-Express AOBRREAMEE,

class CFS
optimze tfo dre |z application CIFS accelerate cifs-express

. ¥ Zshow waas statistics accelerator cifs-express® i {155 &R/ R

Rout er #show waas statistics accelerator cifs-express
Cl FS- Express AO Statistics

Unsupported dialects / CIFS version: 0

Currently active unsupported dialects / CIFS version: 0
Unsupported due to signing: 0

fEAR - EREARE{CATSDL ,, BEERVHNERERTDL

. fiEFISSL-ExpressiliEaghs , #/UOWAE SSL-AO T AER BB I IE 1T, ME :

SSLEASEF{EXAREER

BB E I F AR

BB AR EEE{E T . A LASE Ashow waas statistics accelerator ssI#& 2 it B &

Rout er #show waas statistics accelerator ssl
SSL- Expr ess:
A obal Statistics

Time Accelerator was started: 16: 31: 37 UTC Jul 26 2012

Pi pe through due to C2S ci pher m snatch:

Pi pe through due to C2S version nisnmatch:

Pi pe through due to W2W ci pher m snatch:

Pi pe through due to WVWW version nisnmatch:

Pi pe through due to detection of non-SSL traffic:
Pi pe through due to unknown reasons:

Total pipe through connections:

OO OO ooo

FRERBRECARTSHDL , EERVAERRBTSDLE THDL

SSL-ExpresstliE23 £ B & 5| A THTTP-Expressili®zs. HERSSL-ExpressHIHTTP-Express il

EBERMELEMERA,

ESBEBEE , BRATG, W EFMR | #Eshow waas statistics accelerator ssIfiBreason

- MBEFBERABTSDL , TRERHRUTERERZ —
» HTTP-Expressili®sz 2.2 A,
s HTTP-Express &g &% LWAASE B EWHTTP AOTH R,
- REAAHTTP-Expressini® s £ 3B HJE L IhBE
 BE—EEHNETTEEHTTPRE,

- MBRERBERATHDLARERHRUTRER Z —
o BIREE L R EIETSSL-Express iiEES .
» SSL AORTER B L BB WE T
- AOIMH R SSL-AO,


http://www.cisco.com/en/US/prod/collateral/contnetw/ps5680/ps6870/deployment_guide_c07-541981.html
http://www.cisco.com/en/US/prod/collateral/contnetw/ps5680/ps6870/deployment_guide_c07-541981.html

- ¥R Proxy , HTTP CONNECTRER A4 81443 A SRV,
@R BN ORBEASSL-AOHE I W ERNRENM PR EMEBEXK = [ DATA-

INSPECT#E F KB,
- DATA-INSPECTIEF % , i@ E BN O EEH G ZAESSL-AOH 18 B B AR MY R 1E LAY
=IRTFOEBEF KB,

Provi de foll owi ng show command out puts for debuggi ng:

show waas st atus

show waas al ar s

show waas accel erator detail

show waas accel erator http

show waas accel erator snb

show waas accel erator ssl

show waas statistic global

show waas statistic auto-discovery
show waas statistic aoim

show waas statistic pass-through

R - BANERER

BREESHREBRES  BEREREBIUAREEEENR, Fla,

Aug 18 03:02:52.861: 9%\AAS- 3- WAAS_TFO_DEC_FRAME_FAI LED: | OS-WAAS failed to decode TFO frane for
connection 100. 2. 0.107:50118--200. 0. 0. 12: 1494 (Unknown TFO franme rcvd, RST connection.)

B BR D B

- FREERRFAE | EBEURNEME |, debug waas <module_name> error,
- ¥ &Eshow waas connection detailf BIEnd-Reason
. ¥ &show waas statistics error LA f## 7] BERY R X .
- FIEREER , RAREROWAE LA B ERE ?
- WAAS-ExpressEiZ &R EE RN TCPERBEE BWAE LR/ O ER,
- DDTSHE LLFERE : CSCto59459, CSCua61097, EHBELDDT , ARRERHENBEER
B ELHE 5wy B REAB L,

- MNRIERSSL-ExpressiliEEZHEMR , EERBHW2WIEF KAKATER ?
H& m PR S R IR ALY AR

Debug logs Show#r 3 H §&show-tech show-running configi@& & Fin M@ REFFMAEA , LA
RARERNERRER ( FRAE , FIEIES) .

debug waas infra error
debug waas aut o-di scovery error
debug waas aoi merror



debug waas tfo error

debug waas |z error

debug waas dre error

debug waas accel erator ssl error
debug waas accel erator http error
debug waas accel erator cifs error

B% B 2% A5 /21 3

FRARHE TS E R EASAENE Y, ESURNRAFDDTSUBRBELN S HEE, Ltk
, B EEEREHEREENINAE, W Rios-waasHilayerd-forwarding A ZAIIOS T AEE B 5 &/ ]
W, B FEAE FE s B AR X A5 TE T REBA B B BK/BR R 2R TAC,

. fEtopic.cisco.com#{TEEE S
- BEUENEFRAPEL/ SN REE,

3% 100 BA S M X R LAY R

- show tech or if notpossibleshow running-config output
. FEFERYIOSHR AR,

- EREENEYSR,

. 1E BB RF AR S [ i S crashinfo,

- WERRFhEE

- AR ERABERBENETHEEIER.

AR I B AR/ RE A

MEER R TRERHARATEERREKN  RENME, BHFZLNWEH, BIRPHRERAEIE
HMEER, RTEERRER  BNFTEREEHEREFEIRRE(CERNEHER,

R BR D BR

ERNRECRERMEE?
» 2 &show waas connection® fAcceltfz, RTDL, THDL, TSDLZE ?
c MRFEANRBEMNRS , BEARMNESR R EEELRETEHIRE ?
- MRELERE | SFEFEWAAS-Expresss| BB A E{THEDRE,
MR ERERNEFRATFONEN  RESHEHEEEE N EEN R ?
- BHBELNEEREZY , FATIGSEECpuFIAE : show proc cpu history
- BMEAFHIREHERCPURSIEE, ECPUBER , WAAS-ExpressE K FIE(LEE
, LIRECPUTRZIBH
- BRENERFTEANBEURERESEEEZSE N
- BRERSEEMACLEEEEER T, ERFAPEINGEEZETMERST , —BAHFHRER
debug ip cef drop.
- REYERAEREEEERERS,
- WAETERR € RRECN , WEE R EECTU TN E S, BREN T EE SR EECTILN
ERa , it ERELERNT  EXEHNEE , KMRENE. EHEEFERMIH
, FEEE (EEEIOSHE ) EEEREETCPHRENFREECTNNE RS,
- EEEEXTEAU TGS A ERZOWAE LEIEIECN:no tcp ecn enable
. EZEWANSER E 2B TWAAS-Express?IRE , EAXEFRHEHLMIRE?



AR ESENERHLARARE,
- XEREEEEAA. LERHAARRTEHREEXTE,
BB IEHERE  ERENIERNEFEEH.

C MRBHEFRBFINBERNABERNS , AT eERuERES/HE,

. Buplink-dref iR 4E18

- ARNACK E# &5 : 1# P show waas statistics dre. BER-tx ..5PE&

» ACK-queue full:i#Fshow waas statistics dre. #ZAckQ fullF1AckQ high## i

. BRFICIFS-Express/SSL-Express/HTTP-Expressilias#% , EiREE g,

C ARERRAIBE.
- {RBRAELL

- ¥z &show waas connection detail, show waas statistic Iz, show waas statistic dre F i #%

SR
REERYNEEEE.

AHE  TXERENOAHARANE. ETRAREHAAARR,

iRy EAR

HEERTFECHBE A FOREBREBREUL T EFAUEPRCAFBREE.

R HEER A B S AR5 B

. f£ Fishow waas connectioni® & WAAS-ExpressiE#R & F I 7o

Rout er #show waas connecti on

Connl D Source | P: Port Dest | P: Port Peer | D Accel
3336 192.168.22.99 :37797 192.168.42.99 :80 0016. 9d39. 20bd THDL
Rout er #
- BRABERNFEER
Rout er #show waas connection client-port 37797 detail
connection |ID: 3336
Peer 1d: 0016. 9d39. 20bd
Connecti on Type: Ext er nal
Start Tine: 19: 45: 34 UTC Dec 21 2011
Source | P Address: 192. 168. 22. 99
Source Port Number: 37797 S Uni que port nunber required for
next step
Destination | P Address: 192. 168. 42. 99
Destination Port Number: 80
Appl i cation Nane: Wb
Cl assifier Name: HTTP

Peer Policy: TFO, LZ, DRE



Configured Policy:

Negoti ated Policy:

Configured Accel erator:

Deri ved Accel
Appl i ed Accel

erator:

erator:

Hi st. Accelerator:
Bytes Read Orig:
Bytes Witten Orig:
Byt es Read Opt:
Bytes Witten Opt:

Aut o-di scovery infornation:

- --<sni p>---

TFO, Lz, DRE
TFO, LZ, DRE
HTTP- Expr ess
HTTP- Expr ess
HTTP- Expr ess
None
43056412

25

162

43359878

. {#fshow l4f flowsELAF R F EHZE WA

Rout er #show | 4f flows |

FADF6EAO Proxy TCP

Rout er #

- R —HIWELAFRIDIL E A E A EE

Rout er #show | 4f fl ow det ai |

FI ow Address
I ndex

Idle Tine
Famly

Pr ot ocol

VRF | D
Addressl
Addr ess2
State

Fl ags

App Cont ext
CEF pak
Endpoi nt1 FD

Endpoi nt2 FD

FADFG6EAQ
11

0. 004

| Pv4

TCP

0

i ncl ude 37797
192. 168. 22.

FADFG6EAQ

192. 168. 22. 99: 37797
192. 168. 42. 99: 80
L4F_STATE_PROXYI NG

0x00012000
0x41D4728C
0x0
1073748479
State
Fl ags
Cient

Associ ation

CEF Fwd State :
Proc Fwd State:

TCB Address
1073748480
State

Fl ags

EP- ESTAB
0x00000001

99: 37797

LAF_FEATURE_WAAS

QUTPUT

0xC20D2C74
OxC1lE36EA8
0xCO01FODOC

EP- ESTAB
0x00000001

S Address required for

FHAMLAFEREA.

192.168. 42. 99: 80

next step



dient . L4F_FEATURE WAAS

Associ ati on : I NPUT

CEF Fwd State : 0xC20D2248

Proc Fwd State: OxClE36F20

TCB Address . 0x4002AB6C <------ Address required for next step

. show l4f flow detail <flow_id>£Y % H# R M{ETCP TCB, f#Mshow tcp tdb <tcb_info>H i
TCB¥FA

Rout er #show tcp tcb OxCO1FODOC

Connection state is ESTAB, I/O status: 1, unread input bytes: 31504
Connection is ECN D sabl ed, M ninumincomng TTL 0, Qutgoing TTL 255
Local host: 192.168.42.99, Local port: 80

Forei gn host: 192.168.22.99, Foreign port: 37797

Connection tableid (VRF): 0O

Maxi mum out put segnment queue size: 50
Enqueued packets for retransmit: 0, input: 22 nis-ordered: 0 (0 bytes)

Event Tiners (current time is 0x85115B0):

Ti mer Starts Wakeups Next
Ret r ans 2 0 0x0
Ti neWai t 0 0 0x0
AckHol d 10192 0 0x0
SendWhd 0 0 0x0
KeepAl i ve 20129 0 0x851FFF4
G velp 2 0 0x0
Pt uAger 0 0 0x0
DeadWai t 0 0 0x0
Li nger 0 0 0x0
ProcessQ 1 1 0x0

iss: 688070906 snduna: 688070932 sndnxt: 688070932
irs: 684581592 rcvnxt: 713368125

sndwnd: 6144 scal e: 9 maxrcvwnd: 32767

rcvwnd: 1263 scal e: 7 del rcvwnd: 0

SRTT: 6687 ms, RTTO 59312 ns, RTV: 52625 ns, KRTT: 0 ns

m nRTT: 0 ns, maxRTT: 2857348 ns, ACK hold: 200 ns

Status Fl ags: passive open, Tinestanp echo present

Option Flags: keepalive running, SACK option pernitted, non-blocking reads
non- bl ocking wites, w n-scale, 0x200000, 0x1000000, 0x10000000

0x20000000

| P Precedence value : 0



Dat agrans (nmax data segnent is 1432 bytes):

Rcvd: 20129 (out of order: 0), with data: 20127, total data bytes: 28786532
Sent: 30017 (retransmit: 0, fastretransmt: O, partialack: 0, Second Congestion: 0),
1, total data bytes: 25

Packets received in fast path: 53559, fast processed: 2, slow path: 21294
fast |lock acquisition failures: 7, slow path: 0

Rout er #

Rout er #show tcp tcb 0x4002AB6C

Connection state is ESTAB, |/O status: 1, unread input bytes: 0

Connection is ECN Disabled, Mninuminconmng TTL 0, Qutgoing TTL 255

Local host: 192.168.22.99, Local port: 37797

Forei gn host: 192.168.42.99, Foreign port: 80

Connection tableid (VRF): 0

Maxi mum out put segnent queue size: 50

Enqueued packets for retransmit: 50, input: O ms-ordered: 0 (0O bytes)

Event Timers (current tine is O0x8519A48):

Ti mer Starts Wakeups Next
Ret r ans 27124 0 0x8519D3B
Ti meWai t 0 0 0x0
AckHol d 2 0 0x0
SendWhd 0 0 0x0
KeepAl i ve 28560 0 0x85284A4
G velp 27121 0 0x8545964
Pt uAger 0 0 0x0
DeadWai t 0 0 0x0
Li nger 0 0 0x0
ProcessQ 19975 19975 0x0

iss: 2832065240 snduna: 2867154917 sndnxt: 2867205953
irs: 2835554554 rcvnxt: 2835554717

sndwnd: 261120 scal e: 7 maxrcvwnd: 65535
rcvwnd: 65535 scal e: 7 del rcvwnd: 0
bi c_l ast _nmax_cwnd: 8388480

SRTT: 1000 nms, RTTO 1003 nms, RTV: 3 ms, KRTT: 0 n®

m nRTT: 80 nms, maxRTT: 1000 ns, ACK hold: 200 ns

Status Flags: active open

Option Flags: keepalive running, SACK option pernitted,

Ti mest anp option used, non-bl ocking reads, non-blocking wites
w n-scal e, 0x200000, 0x1000000, 0x10000000, 0x20000000

| P Precedence value : 0O

Dat agrans (nmax data segnent is 1432 bytes):
Rcvd: 28560 (out of order: 0), with data: 2, total data bytes: 162
Sent: 28672 (retransmit: 0, fastretransmit: 28, partialack: 3, Second Congestion: 0),

w th dat a:

w th data:



28671, total data bytes: 35176602
Packets received in fast path: 21244, fast processed: 21240, slow path: 29668
fast lock acquisition failures: 21374, slow path: 0

Rout er #
- AT e T AT WAAS-Express AO,

show waas statistics errors

show waas statistics accel erator http-express
show waas statistics accelerator cifs-express
show waas statistics accel erator ssl-express

show waas statistics accel erator ssl-express debug

. LU Rservice-internalis & ( EARFAR )

show waas connection conn-id [id] debug
show waas statistics accel erator http-express debug

show waas statistics accel erator ssl-express debug

- ATERA LT e BB REERNELR,

cl ear waas connection conn-id [id]

Rout er (confi g-if)#no waas enabl e forced

SSL-ExpressiniEexEE :

B 3R 2 A SSL-ExpressiNiEas i H B B E
- RERSBATZEHTR

Rout er #show waas status | include SSL-Express AO Status

SSL- Express AO Status : Unavail abl e (security license not enabl ed)
Rout er #show | i cense detail securityk9

Index: 1 Feature: securityk9 Version: 1.0

Li cense Type: Ri ght ToUse

- MELRBBANPERE (LR ZESSL-ExpressiliEzs )

Rout er #show waas status | include SSL-Express AO Status

SSL- Express AO Stat us : Unsupported



Rout er #show | i cense detail securityk9

% Error: No license for securityk9 found - License feature not found

- BRI/ RRERB B Assl. aoimMlinfrafist | WIRMHFAR A,

- HAW2WEBF LB, ERWERE
- fif Fishow waas statistics errors#ZSSL-Express i3 &5 24551 E A | | SSL-Express
- BMERE

Rout er #show runni ng-config all | include waas-ssl-trustpoint

Rout er #show crypto pki trustpoints <trustpoint-nanme> status

WAAS#show crypto certificates
WAAS#show crypto certificate-detail WORD

- BE

o

R -

Router#show waas alarms

WAAS SSL- Express CA enrolled trustpoint deleted: off
WAAS SSL- Express router certificate del eted: of f

- MEEZBNRORELNEE, RECMHRETHERIRFE, SSLRAURFERIN R HERE
CEZ
- MRERAEBERE  IEERARERENTEERE.

. BtAdebug waas accelerator ssl error

- ARC2ST X ENZRERERBIBEE
- fif FAshow waas statistics errors#ZSSL-Express i a5 &5 5451 E A | | SSL-Express
- Bt debug waas accelerator ssl
- MEEZOWAASHE B  Kaccelerated-sveH Bl B H R IE B E .

- BSSLEREL (EBEE )
- BBEWAAS ExpressZ & FHISSL-Expressit &€ : show waas accelerator ssl-express
- MEHZEWAASHEE FHISSL AO#REE : show accelerator ssl
- M &ESSL-ExpressifiitE & : show waas statistics accelerator ssl-express | iEi&

- EERInternetsHBAHTTPSEH
- BRARE MR Internetd , HFAA BB EB/ELLEEROWAASEE L, BIFEEZITEE
BPRENES  EELNEEHRBIETZER.
c BEHRALMCDN ( BRI ) ##t. WWREBEXIEWAAS-ExpressBB., LR 2R
, EREICREBEWAASEE BN EREF , bEREETERE .
EREEEERESPIIEOISNRZEECDN URLFHESE,
o AIAEEEDNREA K EICDN URL,



Show commands used for further debuggi ng and RCA:

show waas statistics accel erator ssli
show waas statistics accel erator ssl debug
show waas statistics accel erator ssl ciphers

show waas statistics accel erator ssl peering

ECM L EBE 2 HMBEWAAS-Expressit iR

IR WAAS- Expresséz EWCMEMEER-BBD , AHSEIMEEETHERRERTEER
o BREEHBUEDEEER , CRESE L RBEN S0 E R EREE,

T:T:%z %EZF?/)ILEU%IEH% ) %*ﬂ?ﬁ'Lj\—Figﬁ .

* Go to the Policy Definitions page of that device and sel ect the new device-group and click on
Submi t .

R

* Go to device-group-1 -> Assign Devices page and unassign the device fromthis DG
* Go to device-group-2 -> Assign Devices page and assign the device to this DG
* Go to device-group-2 -> Policy Definitions page and click on 'Force DG settings' button.

HttmRARA

WAAS-ExpressHFIWCM/WAE L iy #E5+ AT Tl :
EHESRECEHEE, FSEAUTRERKERR , YEHREMAGHZEBERK,

* Di sabl e waas on \Waas- Express device

* Clear statistics on WAAS- Express and core WAE

* Enabl e waas on Waas- Express device

* Let traffic run, disable waas on \Waas- Express device
* Collect statistics

* Present screen-shots and show conmand out puts.

BT AR Mshowd &4 , BEEm AR MEKEHRRMR

show t ech- support

show ip interface

show i p virtual -reassenbly

show i p route

show i p cef detail

show i p cef internal

show i p cef switching statistics
show process cpu history



3% £ B8 A M P HEBR
http://www.cisco.com/en/US/products/hw/iad/ps397/products tech note09186a00800b4447.shtml
ERhERLERERS

ERHERBE , B RFEEHEWAAS ExpressKiE FHVER A,
BEIOSERBHENFHEET  F2RE  IPREEW,

Exanpl e to configure packet capture

ip traffic-export profile waas_wan npde capture bidirectional

interface Serial 0/0/0
ip virtual -reassenbly out
encapsul ati on frane-rel ay
ip traffic-export apply waas_wan size 20000000
frame-relay map ip 10.0.0.2 557 broadcast
no frame-relay inverse-arp
frame-relay |ocal -dlci 557

Use fol l owi ng commands to start, stop, copy and clear the buffer:

traffic-export int sO/0/0 start
traffic-export int s0/0/0 stop
traffic-export int sO/0/0 copy ftp://usernane: password@92. 168. 1. 116/ /tft pboot/ ngwo. pcap
traffic-export int s0/0/0 clear


http://www.cisco.com/en/US/products/hw/iad/ps397/products_tech_note09186a00800b4447.shtml
/content/en/us/td/docs/ios-xml/ios/sec_usr_cfg/configuration/15-mt/sec-usr-cfg-15-mt-book/sec-ip-traff-export.html
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