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Cisco Secure Firewall Threat Defense I [f) 572515 7] Sl (DAP) (LAHT %K Firepower Threat Defense) 1

VFRS I B A DA e VPN SRS 3025 ), 48] LUE ] Cisco Secure Firewall Management Center
(LAHT A Firepower Management Center) Web Fi (18 2l FiC B — FR AU U 1) 5 il J& Mok 61 4 DAP.

ST OB R 5 e F P R T B U5 AH OCHG . I8 J 1k T fif vk 22 T A B8 D3 B 0 AR 25 i 2 4 1) i) 1o

BN FS 4 45 1K) DAP B & [ 2 25 iE % VPN YRR . it —A 8% 4> DAP it
PP RN, RIGAER S S I E TR 2R i DAP. BT A AR R A 1 A 2 A
B AAA 15 BIEH DAP il . R, BUMIH 2% DAP ids2 N H B PR IER S .
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DAP it & BY4H 14

(¥ DAP FLE 5 2G5 DAP 5Kl . DAP LA DAP 1 & 1k
* Zh7sif 8] % #& (Dynamic Access Policy) - DAP fitt & HHid s 4 k.

* DAP 123 (DAPRecord) - DAP 0 5 0 & bRy & i AL AT AL (AAA) JEPE. G Jid sk IThE,
] DAP £ %2 M BE4E VPN 2% b5 FH 3 4E

* DAP FR/EFIE 14 (DAP Criteriaand Attributes) - AAA 541, 23 AR i A0 2 1 T
2897 ) (RORS 20 1 B s
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B s 223519 VPN fafi s DAP B2 & 15

AREARCE DT, WS BBV 5N, 2 4 00,

BB BE1E) #2377 /2] VPN 2n{a] 5 DAP B & 1% A

AT 4

3

<

1 R AT N e A e A 7 i EAT VPN 3ERL
2. JUHMBIAE ) Adi PAT 2 AP

3. HIL S IAE R ARCTK (AAA) RSS2, B8 IGAEF 7 o AAA BRSS 2538 25 1R 1A H P I3 AL
JE

4. BB K AAA BEBURTERN I 2 2515 IR 457 VPN BEIE .

5. PR AR AAA BB ORI 2850 2 A VPG (5 SAL P DAP 1d3%.
6. BB VIZZREE DAP Lk DAP J&E, JFQIHE DAP 5.

7. B KE DAP SRS N £ FE VT ) VPN 231

it5 DAP?

0T LUBCE DAP J& PR SRR 20 JF R BUT 7 U5 1) 2R 28 BHl . S5nT DO LR 37 5t Q0 DAP,
I HuT LA H] DAP s PERIAT S 2 454, DAOR £ A1 9 2% 2 Y«

* TORIERE] VPN 1280t~ L2 22 A5k, Toie A i 46 BT & il

* VUNBRAE RS S BISAT I P22 e AE . MR E . SCPFRROAS L R iy 3 AT IV AE 4
HIC kA

o R I ST 2w HEE A L R R S B, R A
* BT BAUT 7 RT AT ] 199 2% B8 U5 o

A B ) FR B AR BR 0 14 BY OR B SK Tt

SRS AE BEA% SCHRERE TP AR YE (AR L BB ) W 21 VPN &4, A 457903 Jg iy
H_L- 1K) DAP. A1 S-S 4y Bl Rk 55 4 /s AL AAA JIR55 4% (RADIUS) s A Jgu B 525 L 4 Sems
IS o

AR P B A Ve A CRR B P R I, U B A VR . AR, JRREEATIN T 5K
o WIERK A DAP. AAA JIR 5585 sRAL SRS 1 Jm M 2 1A A B P58, I DAP SRAG s P4 28 S el ot
H &
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Dynamic Access Policy (DAP)

\ 4

User Attributes
(From AD, LDAP, or Radius)

\ 4

Group Policy Attributes
(on Threat Defense)

Group Policy Attributes
Associated with Connection Profile

1. i1 _E B DAP B1% - DAP J& 05 T A HAR K JE .
2. 5MEB AAA BRSSER LRI P BTE - RS ASAEHT T S A R E AN/ SRS LD J IR [P L

3. FEE R & BB BYBA R - W1 RADIUS JIR45#% 4 H /i [F] RADIUS CLASS J& 1
IETF-Class-25 (OU=group-policy) {E, &M 1 &K% M 7 scre 2 FRAH R 4 skmg v, 95k
T2 TR RS s AR [F] 1 A B 1k

4 FEEEE S (BFRD BEIEE) 45 AR G - v B0 OO R S R R, AT
RIS

)

ER B A A AN SRR NERIAZL S DItGrpPolicy 4k 7k REGCERINEME . Wi EAT B R AAA
JIb 55 A AR AL AW 72 o, ) WS R E 5 SO o 2 T PR A1 SR e e T T T P il
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B osv sy

#7517 18] R A& VF A]

JE BT 1 20 B AT S FE e R VT ) VPN [#) AnyConnect V1] IEZ
* Secure Client Premier
* Secure Client Advantage

* Secure Client VPN Only

BB rRLy A Z0E ] R D fE

Ao BB A FRTHIE A TELNME L, 153 Cisco Secure Firewall Management Center fic &' 45 g 1)
n] Firepower A% .

BB w757 6] SR B

A Vi ) S (DAP) 1] DL & 2N DAPiC %,  #0] DAAEIX e S P i B 7 & Jg vk o 8T LA
5E DAP dsK s, DMETER 2260 VPN JE B B I i 4 14
FrIEZ Bl
TR AE B R Bh AR 1) S (DAP) 2 i Hc BT 75 (4 N I RE e f e
* HostScan ¥4 £ (HostScan Package) - F# 4.6 5t & it A< [f) HostScan 40 .

* AAA BR%5 8% (AAA Server) - FLE T 75 1 AAA JIRSS#%, DUETEXT VPN 23 G EAT B 47 56 UF B AL
32 [P ] LA P R

« REE Fin (SecureClient) B & - N EECH A R 22424 F i (Secure Client) FK H78
BB FEVT 0] VPN BCE

« #2318 VPN (Remote Access VPN) - i 1% % (Devices) > VPN > i #21ij7 8] (Remote Access)
(W RE YT r) VPN AL A 3R IC B 2 U5 i) VPN R 3R .

« 7EXT SR (Objects) > ¥R EIR (Object Management) > VPN > AnyConnect X {4 (AnyConnect File)
b 4% HostScan #1444 .

1 FCEDHIBhAS S CU R AR ED

a) RIGEFEIZE (Devices) > Bh751718) 5k A& (Dynamic Access Policy) > €Il 2 #7517 i8] 55 B (Create
Dynamic Access Palicy).
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CEPTUISET N |

3: B2 B 7SV 5 SRR

Create Dynamic Access Policy ® X

Name*

| dap-endpoint-check ‘

Description

HostScan Package

Select... v | Create New [

b) & DAP SI&3EE ZFR (Name) FIT] %k [¥)15% A8 (Description).

¢) M FHugE kPt HostScan Bk & (HostScan Package); 5 il #i& (Create New) LA N
HostScan 3440 3 14
ARV n) SRS AL BRINIK DAP ik 0T LIS H] Lua AT UATE AAA 51F 2o R
PAAF PO IS P )@ YE DAP g5k .

d) HiifRTE (Save).

2. QI DAP idx, RJEAHCALES G .
DAP it & F T8 VPN J P 2249805 Bl VPN W e r VPN JEZ AT ISR ) g vk . 148
AT LIAR B B ik A J@ PR A DAP IC SR BEE R T 48R VPN Ui,

RAER By Ao e K IL RN g 6] DAP X R AL SE 20 5 R HE P AL £ %
BB, R gobim .
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B ==asma%s

\)

AR WRR A DAP FCE DAP idsk, WS ERIA DAP IC%. BRA DAP il B a2 .

a)  MKIRIEHFIZE (Devices) > 745181 % A% (Dynamic Access Policy).
b) I I DAP S oA d— AN T S .
c) HiifliE DAP I3 (Create DAP Record).

General AAA Criteria Endpoint Criteria Advanced

e

Name Priority
‘ check-antivirus | | 2
Action

X Terminate | @ Quarantine |

Display User Message on Criterion Match
This message will be displayed to the VPN user if the DAP record matches.

Your anti-virus software is out-of-date. Update recommended |

[ | Apply a Network ACL on Traffic

Select... v Create New [}

i:l Apply one or more AnyConnect Custom Attributes @

Select... v Create New [}

d) 5% DAP I XZFR (Name).
e) HiIN DAP IR MRELR (Priority) 4i's s
f)  JEFEAE DAP d SR ULHLI ZEHAT (13R4E (Action):

* Y845 (Continue) - Fp.ii LLKE U In) S 1 N FH T2 i 3 v -
« &1k (Terminate) - L FLAZK B4,
* BB (Quarantine) - 4% LUK B9z Hz .

g) IEPAESKMILER 2R PEE (Display User Message on Criterion Match) JZEHE R 3
HE.
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SR |

\)

R VPN H S 7E DAP i 3 UUAC B 230 6L o

h)  EEHRER M4 ACL (Apply a Network ACL on Traffic) SiEHE, K5 WA ik £
ACL. fi&n] A8 ACL, SRJEIEFE.

2 DAP 0 SRIUCEC, M4 ACL ¥ T VPN 2.

i)  EPERA—1EE 4 AnyConnect B ZEXJE T (Apply one or more AnyConnect Custom
Attributes) , #RJE M R FIR IR R H e g% .
j) AR TF.

KM% ACL Ml AnyConnect [ & RYERIE R, EZSHBOFT Cisco Secure Firewall
Management Center fit. & §5 74 o

k)  HC'E DAP J& Pk LR E ] P A 2 o I 3452 21 VPN
* lil'E DAP (1) AAA brifEE , 55 8 L
* FLE DAP & JE kRS, BB 9 it

* il DAP gk s, 45 11 1L

3. # DAP iz iin] VPN B8 KGR K
&L Z00Ks DAP S 2 1n] VPN SIS AHOCHE, A RELE VPN 231 5 4 S Uk i B2 BUYIRI IEC DAP J&
PEs
a) f{E Cisco Secure Firewall Management Center Web FLH I, K IKIEFHIZE (Devices) > VPN > i
#2if 18] (Remote Access).
b) IERIFGAE TN N DAP [ FE Vs v S0
a) i EhAS U in) SREEE IR AR .
b) MAIFRLEFENZSTESKEE (Dynamic Access Policy).
c) riiiHE (OK).
¥ DAP RERELZ YT 7] VPN 5, BB 2] 298 VPN X K AT & K DAP ik
Mg BUEE 2R UCECAS SR A1 DAP, FFEXT VPN 23 1l R HGE 4 345
4. 1E BBt B BB R Tr M) VPN,
a) fF EEIHL R, SERE (Deploy), ARG iE#FERE (Deployment).
AT LA B g BT A B N A A R
b) PAIFFIE T E AR VT M) VPN A A i T O ) s 4
c) HiliERE (Deploy).

\)

ER BN E AT A I EARAT R R
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B ==orrwamireins

B & DAP &9 AAA #R /IR E
BB ST AAA IRS5REIINE] VPN 2510 AAA JEFERICHL ™ ST 41

DAP G $2t— 20 IR BUB TE R # 78 AAA RS, IXUCE P nT DA o5 AAA $20L 0@k By
B AR HE VPN 215 1) AAA FZAUE B2 PP Bk DAP ids%. BoPrBhfH A HE P4 ok ik £
Z - DAP ids%, ARFEB LR LIGIE DAP H8UE .

FHia Z |l

R EA VPN H P G IAE. S BRHCIKECE T HT i AAA RS54 . BB I FE V) ) VPN
B MG A W T ) AAA RS %8 o

PR MKIKIEFIRE (Devices) > #7518 % A& (Dynamic Access Policy).
P2 JiHILAT DAP SREK B AR K) DAP SEHE, AR5 %R .
IR 3 L DAP ik EL A B id ok, RGN DAP itk

L4 S AAA £ (AAA Criteria).

General AAA Criteria Endpoint Criteria Advanced

Match criteria within and across sections: | Any

~ Cisco VPN Criteria (1 criterion) + v
Type Op. Value
Group Policy # general-admin-team

= ﬁnance—user—group

~ LDAP Criteria (1 criterion) -
Type Op. Value
memberOf — finance
> RADIUS Criteria (0 criteria) -
~ SAML Criteria (O criteria) <+ |

FIBS R ERS Z B ILEL &4 (Match criteria between sections) 2 —:
* (£E (Any) - VLR 4544
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mE AP pmsismittat [

o 2ER (AN) - UCHCAT A BEE 41
* Jt (None) - ANTCFECAT A ¥ 52 il 41

FI6 iR (Add) s @ i B R VPN &4 .
JERL VPN S fR AL SR ms (e U@ P 43 le ) IPv4 Huhik . 23 ft TPve Mhhil . ERERc & SCfF.
P4, H P4 2 AT SCEP,
a) ILFEEIE 1D (Attribute ID) IS 54T, RJ545 € LILECHI{E (Value).
b) iR E &4 (Add another criteria) AT 2 AAA 1.
c) HiliR#E (Save).
FIRT EF LDAP £ (LDAPCriteria). RADIUS #14 (RADIUSCriteria) o, SAML &1 (SAML Criteria).
{82 BT 1D (Attribute 1D) Fi{E (Value).
AT DL I e S M R O TN = 8L 7~ (5. AT LU R DAP 0N T AR 1 AAA JE S

FIE8 LR TF (Save).

Bo & DAP A By 2&im & ik 5 & 1
SR LA S ARG . SR 22 AV A A SRS R RO A B BB 080 257 22 Al )l
AT A, FEACEE R PP i 5 B R RO B T . 491 DAP L SR £ i
PRI, ORI AT E AL, NI A REERAS SO T i, BRI (R 2 L
9% 1) DAP i
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4: DAP #&im 8 1%

General AAA Criteria Endpoint Criteria Advanced

Match criteria between sections: All =+ v

3 Anti-Malware (0 criteria)

> Device (0 criteria)

» AnyConnect (1 criterion)

» NAC (1 criterion)

> Application (1 criterion)

> Personal Firewall (O criteria)
» Operating System (0 criteria)
> Process (0 criteria)

> Registry (0 criteria)

» File (0 criteria)

» Certificate (0 criteria)

FIE 1 K IGEFIE & (Devices) > F75 i/ i8] 5 B& (Dynamic Access Policy) > Il B 75177 [5) 55 #% (Create Dynamic
Access Policy).

HUR 2 Yl DAP SlE, X5 9m%E DAP id 3¢,
R QIZ DAP SEREF DAP e (SR

SR Ml 225 RA (Endpoint Criteria) ML TR EA AL L BT 104630 6 P I
- BB AL
i
AR
* NAC
- B
- ik
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ez AP wEgRE I

© AR
uE
IS
© it
-
R (T BLOIE A PSR S . IR T LU 54 DAP i SR I R B R £
P

FE4 LTHRTE (Save).

BcE DAP KIS RIRE
ST LA 547 (Advanced) HEITF RS MBS AAA IS AR HEDC B ] REA7AE I 7 411 o

1E Lua " EJEEIE Y I FRE AR IR SN o B80T EAYE Lua BIA T HI & s d. B Ec 250
YEA true BRARIZCAFIR ] A0, &2 BosWr s B i B A %W B EON Lua JAHITELN S B,
W% Lua Z% Tl

FIE 1 KGR % (Devices) > Fh75if 1815 B& (Dynamic Access Policy).
PR 2 Y’ DAP SN, SRJ5 %4 DAP il
ER Q% DAP SEISHI DAP ids% (SRR A

$£1® 3 ¥l Advanced L.
SIE 4 EFE AND 5 OR 1F 5 Z4E DAP B & FiEAT VAL Y DT AL 414
SIES £ BTEREMETER LuaBlA FEHRIN Lua {4,

LURBIA R B P i E R a0 (228 7 2% i) IR E S T, JFIR A true B falses
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5:{E M Lua BB SR EHTE

Firewall Management Center

B %l Cisco Secure Firewall Threat Defense 175177 2] 5k A% |

) . Overview Analysis Policies Devices Objects Integration
Devices / VPN / Dynamic Access Policy
—————
General AAA Criteria Endpoint Criteria Advanced
B s

Match criteria to be performed on DAP configuration

AND OR

Lua script for advanced attribute matching

1 assert(function ()

2 local pattern = "KB4033345"

3 local true_on_match = true

4 local match = false

5 for k,v in pairs(endpoint.os.hotfix) do
6 print(k)

7 match = string.find(k, pattern)
8 if (match) then

9 if (true_on_match) then

10 return true

11 else

12 return (false)

13 end

14 end

15 end

16 end) ()|

FER6 nidRTF (Save).

w7517 (9] SR RE S PE HERR

LR DAP )82 i -
« BB WCE KIS I H VPN R4 H &,

K& & (Devices) > VPN > #fEHER& (Troubleshooting) > T &Y DAP HHX A&,

BRR1: Foik{R7E DAP L&

RRAE

AR AT IE M B R0 Web FH{RAE DAP BLE, iHFEEAH M 14 H 25 LA & 2 s A«

® /var/opt/CSCOpx/MDC/log/operation/vmssharedsvcs.log.*

® /var/opt/CSCOpx/MDC/log/operation/usmsharedsvcs.log.*

S A] UE H R Y- von B sso SRITIEASC H &,
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annagrere [

)&% 2: DAP ZRE KK
FRRFR:

IR DAP S RING R A B A TEAS R, RE R A H S

/var/opt/CSCOpx/MDC/log/operation/vmsbesvcs.log. *

— AV Y A A—h— —
w757 () R A% B 7R 151
B AESILIL VPN I B SCESRI0 VPN 3 1 10 i 5086 (DAP) FEE .

\)

AR ARSI B R B E . T LR A SR AT %A DAP BB SRELE 11> DAP i3k
5% /> DAP il3k. DAP BEMHFMM Lua BIAK AAA Z0F SimaAERRBcE s .
MR 2 AR, AT LY ZASSAFILRCEE & 4 DAP ik, B QI 24> DAP ik AR I
LRI EATRAR S S

SIFERE IR T RIE R Gt H0 VPN if7 (8]

T R A R e 23 K) VPN 7)o A3 e Ak (7 9 R BELLE T2 4T Windows $A1E RSTRRA 7
HAE IR SSEL SPT F HEY R ¢ i

FIE1 014 DAP Ik sk FHZ&R IE (Terminate) £ AE i B ILA 10 3% .

$I22 PRI EH (Endpoint Criteria) > ##{E &4 (Operating System).
PR3 GEFEULHC AT ED (ANl) LAAAE Fr Ay e & Ja PRV C N e 21
FB 4 RN (Add) LA IEEAE RS0 1.
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B s ropzsgurRLTE

[ 6: DAP 121E R T 4&im & 14

Operating System X
Operating System HE Windows 7
Service Pack = ' Windows 7 SP1 Convenience Rollup |

Hot Fix - B |
Cancel

b

SIS EPHRIERS (Operating System): - (=) I8517F, #RJ5i%E# Windows 7.
SI6 LIRS E (Service Pack) VT (#) #:AE4F, SRJG4RE SPLEHEL L (SP1 Convenience Rollup).
PR HRTF (Save).

RYE L im LB SRR GBS LE RS

WAL H ()0 B AV TC BB S R A B v, DU 280 220 8 31 VPN I EE TR B o ST LAATEH]
DAP ik & PERAL 7T,
o Y5 U234 AR} Cisco Secure EndpointSecure Endpoint FFJi FH SEHF 14

« WL R} Cisco Secure EndpointSecure Endpoint JiRAS =T 1.1, I HLP %= 8 ASAF 15 RN H
o

A AE B LB E DAP VRN UL, 1S BCE SISV RN, 28 4 10

P LKL (Terminate) #4564 DAP id kB I DAP i,
$£IE2  7F DAP s Ik & iRFRE (Endpoint Criteria) > BriE =44 (Anti-Malware).

PR3 GEFEULRCAAT 2 AR (AN LU/ IT A HC B Js PE VL BE I P 4501, B FE R (Any) DLAEAR (] s L
[LRliNprEE s U

PIRA  PEERI (Add) DL N7 s e Jm v
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sirsmibnieinmnmERe ven e ]

[E] 7: DAP By B B R - 42 i

[ 4 |
Anti-Malware X
F N
Installed
Real Time Scanning (@ Enabled () Disabled
Vendor ‘ Cisco Systems, Inc. ‘
Product Description ‘ Cisco Advanced Malware Protection for E... ‘

Version | > 1.1
Last Update <

$ES  PliE®RE (Installed) LHRHIE 1T B 2B B A i .
$IR6 L E/AMA (Enabled) LUK & SENEERBAFHMZ AL TR
BT NIRRT EFPRE SRR R K 44 5K

XFAIRH, 1 i%EPE Cisco Systems, Inc. {24 L E} Cisco Secure EndpointSecure Endpoint[ LV i 1%
PRGN 7 o

$IE8  EHFPIEEHMN PR A. R Cisco Secure EndpointSecure Endpoint .

AR MRIRIERR] VPN (102800 FIE AT I 57 0% 5 AT i R B LAt R 3 5 R i o
S EPREA (Version) =T 1.1 FIBSERAEFS ho
P10 FREHE EREH (Last Update) R AL

PP B AT N R 20N T (<) 15 Ko

TEN SRE (Save).

SCVFER PR IE S AE 177 (5] b2 AR #2 Fr B9 VPN 377 (8]
TR AR ) FE BRI LA SO VF SRR A1/ 16 VPN 1, 78 DAP 320 B L 265 45 £«

7} Cisco Secure Firewall Threat Defense #7517 E1% i A %6 ||
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B erssigsu g veN e

I AT, 4648 (Continue) Bi£&1E (Terminate) 41 K 614 DAP id ek 4i4B B A 10 3¢ .
$IB 2 kLR &4 (Endpoint Criteria) > %2R (Application).

SUR3 EFRVCECAIT2EB (AN LU/ T A B B R s PEVLRCIN 41, BUE SRR (Any) DIAEAE A s PEDL
[LRiNpriEE Sy

LA PR (Add) OSINERE RSB M.
8: DAP [ F#&im &1

Application X

Client Type = AnyConnect -
[omeot

AR EATLUE s R S VR s AE R 22 4% 7 3 (Secure Client) M HIERZ ) VPN A

T AR R A I H . AT . B00 T L PRk it A 5 By 24 il
AAA FrHEN T — A DAP L RAHE 5.

PBS EFEET (=) (=) BAET () BHA, ARG N EPimZEE (Client Type).
B IR P a S ARG O P o ELRRE R AR, A% P, IPsec, L2TP A
IPsec-IKEv2-Generic-RA

PIR6 mdRTF (Save).

16 T 283751 £ A SR VP SR VPN 712]

0] LB DAP 4 A SR ERBH 1 H 2 41 VPN Vi 0] o it B A TEAR S B, BUEAE T 24
VPN JEFZINHEAT R A

H1 T2, 4648 (Continue) Hi£&1E (Terminate) FREK A1 DAP 0 a4 #0410 5% .
I 2 kP& intrE (Endpoint Criteria) > % & (Device).

IR 3 BEPULHEL A2 &R (Al DUNAE TG B S 10 s YT RS I 3 B 42k, Bl BT R (Any) LAZEAT A Jm PET
PO A i 4 A
FI 4 0dR0 (Add) LA A 2 508 1
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A Lua AR T i Faop e ]

[& 9: DAP 1% % £% i 5 A T 151

Device X

Host Name HE” |
MAC Address =3| ‘ T
BIOS Serial Number HE
Port Number HE” 22 |

Secure Desktop Version = 10 |
OPSWAT Version HE” |
Privacy Protection HE‘ Secure Deskiop |
TCP/UDP Port Number = £ || TCP (IPv4) ‘ |

AR Aot SRV EEL A i 1 22 2 A S THTRRCAS 10 MTEGURA ROy 24 4 S TR 422 1) 28 g

T GEFER A I %Fiﬁ?)\ﬁfﬁ% I, i T LA HR B i i H AT 24 A
5L AAA BRIEI) 53—/ DAP IR ARL & e

PI|S LS T (=) BATET (F)BEM, RERC&ER. ERLEHFBIFMA ENA . MAC kL,
BIOS J741 ‘5 i 5y LA [ RAF] OPSWAT WA IFIH

PO EFET (=) BAET (#F) B8HMF, RFEFELARY A TCP/UDP i 15 .

BT riiRTE (Save).

&£ Lua BIZARRiGE L% im_ERIREER M
AR S OB B LR T R B R A (L DR 7 T 7 L A

T Lua AR 2R IA, R E T LUA. %8 0] LLFE http:/www.lua.org/manual/5.1/manual html
HEH K LUA e gifs B

HxREMGEE, 1S Cisco Secure Firewall Management Center fit & 45 1 1) Cisco Secure Firewall
Threat Defense 2/ 25V il 5l #1143

7} Cisco Secure Firewall Threat Defense #7517 E1% i A %6 ||
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B

P G4 DAP il sidniR I DAP id%.
FIE2 Hii DAP WX H B (Advanced).
PR3 EHILEL ST AND ¢ OR.

IR 4 KLU T AL HIE] Lua AR X 45K

assert (function ()
local am count = 0;
CheckAndMsg ( true, "endpoint.av="..type (endpoint.am), nil)
for k,v in pairs(endpoint.am) do

am_count = am_count + 1

-- CheckAndMsg( true, "v.exists"..v.exists, nil)

-- CheckAndMsg( true, "v.description"..v.description, nil)

-- CheckAndMsg( true, "v.version"..v.version, nil)

-- CheckAndMsg( true, "v.activescan"..v.activescan, nil)

end

CheckAndMsg ( true, "Your request has "..am count.." Ams", nil)
return true

end) ()

TS LR TF (Save).

DAP 37 #5HY AAA FRé%im g 14

MH PR SECE Y AAA Rt @ EVCECET, B % S EH DAP Sl . JBRE 224K P i
(A M LF AR L 25 1) 5 45 3R R ¢ OO S & 2ums J8 MRS . DAP 1 ARGl %15 BRIk 5 X )R
PERMEVCEC Y DAP 5%

KEZE EAEFTAD BifsE. IR NP7 KR 7 85 SRR s34, IX R 1R SR 7 0
RN, S E2as1T. MR CL N 7 A A F % &um & 28 TRy, DULEREH
FEAEN A

o R AR AL FRE A, MRS REAFEIKAIE. DAP REIERIR R I
DAP 3%

© WER RO R P SSRGS, T HOUREP IR Tisshaa i, BN HRR RS s (A7
fEo [AFE, ZARHREFSRERT I DAP L%,

o IR LRI SE SRR S, IF HOW R PP 28 Tm s, B 2 L B 1
AR LA AL AT DAP LK.

DAP #3359 AAA B 1%

BB AAA JEYERCE N DAP 0 RIE AL, TEE Add/Edit AAA Attributes X 5 AHE B ZE A Y
Cisco~ LDAP 5% RADIUS JE. AJ DR e e P e B N BT AN = 50 1= {H. 5> DAP iC3% (1) AAA
JE PR B AT B

Cisco VPN &4
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DAP 354y ARA Fizis e ]

Cisco VPN & AFHFRAAABTE AAA Z BRI (I PR BUEE . T LA DAP idskH 1) AAA EFJE 1
FRE XL E I — /N Ao L dE
o tAZRME - 5 VPN I Vil SRR LSRN 2R o %R T LLEE 22 g LA E, HrlIVE A
IETF-Class (25) J& i ik RADIUS/LDAP k4588 Ki%. % 64 NTF4r.

o SECHY |Pv4 HitE - Hy N T SENETE S 1) IPv4 Hulik . b 523 (K P%iE VPN %575 (IPsecs
L2TP/IPsec. SSL VPN AnyConnect) 43HCHT IP Mtk

* SECRY 1Pv6 Mk - i NS0 SRS FE E 1Y) TP Hidik.

o EHNCE SO - BCEE AR R VPN R E AR, % 64 N FERF.

s P4 -ad G0t iR mER 4. &% 64 N7, {fH Local. RADIUS. LDAP £}
UL, SCE AT A B A BF A (B4 RSA/SDIL NT Domain %5) I

* P42 - 2 Gmit i P s H P 4. &2 64 M4

LDAP &4

LDAP % /i CZe%) 238 I AL LDAP Wi W& VRN ARt 70 5 7 1) AAA 2515 TR IR Hicdis

AT . LDAP % S 4 1 WSO Wi 152 o e ) G4 Wi 7 Jeg P 5 Nt P & o B T A R AT

JaelE k. M LDAP RS A5 LU Fc s M4l sk iy, ATRE S R A S L. F P il s M et

B M HUSE R e s T Al s m .

X HF Active Directory (AD) ZH % 2 %845, AAA LDAP & /7 i %) LDAP memberOf Wi 3 J& P A T4

PRAEEE . AD memberOf J& 4 2 AD " HIZHICSK 1) DN P45 . AN A FRIE DN PR R s —A

CN{if. LDAP % /"3 A DN 747 i P41, FE1F N AAA memberOf J& 774, JfF ) LDAP

memberOf Ja& 1 A7 i 71 Wi N Jg PE S v o 40 SRAT. LDAP Wi B vH 5L AT HAR ) memberOf J& 11, <%

X LE Jeg R PRI AR, ARG R AR Z AT AAA memberOf J&VELT &, TERCLLE 575 K8 1 4

DI, IR LEE AT R 2 o ) N MR b SR

15 LDAP S0 50Uk AUIR S #5347 VPN I FE vy 21, 4 IR[FIBLF =A™ Active Directory 41
(memberOf M 25) , BN £ AL 3 =A™ Active Directory 41:

cn=Engineering,ou=People,dc=company,dc=com

cn=Employees,ou=People,dc=company,dc=com

cn=EastCoastast,ou=People,dc=company,dc=com

XL v AT R AL A FAE aaaldap ERESAT.

LDAP JEPE & DAP % B ME LR AE TE(EXT . LDAP B IEA IR S5 K HIX o KN . fi
b, wrfsdEE LDAP J&VE Department, HIKRACE AD 4 #31E 4 department iR [FI[¥)JE %, DAP id
SNSRI L P B B AT VLA

\}

ER ZE Value FBUTHIANZAME, EMHS S C) ME AR, Hlhn:
eng;sale; cn=Audgen VPN,ou=USERS,0=0AG
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RADIUS % "3 230 JT A AHL RADIUS Wil 3 Ja PEAE AR5 T ) AAA 231 QIR Bdt e
RADIUS %) bty o A% BB Wi 2 S PE (Y, A5 Wi g R 5 AN Bl e o e B A A4 RR IR T AT
JREEJEME. 29\ RADIUS RS ZFEEHUH Fd s Mgl g, e R AL, H P idsk Btk 2s o
WAREG M AR g m A sk m k.

RADIUS J&PEA 5 DAP ic 5 1 1 4t 5 A P (DX

)

I8 X RADIUS &1, DAP & X Attribute ID = 4096 + RADIUS ID.
5, RADIUS J&1E “Access Hours” 1] Radius ID =1, Kt DAP &1 = 4096 + 1 = 4097,
RADIUS g1 “Member Of” [] Radius ID = 146, [XIIt DAP J&PEME = 4096 + 146 = 4242,

SAML &4
$s0] LU ] DAP it & SAML FZAURIZH M e 48, ARSI AR S5 2% (RADIUS 5 LDAP) KA
RN

ALK SAML 5 43 $E LR PO S 4 bR S 00 3 UE W 5 ANE Rt B2 RUB M . P B 1R 4 1) SAML il
S PRAILRE P AR SAML Wi, FEARIE S B WT 35 AT B AR AL S ms e £ 50 5 B b0 A i
1] DAP FUAL B = e 1 o

2 S i 06 A ) J Mk 44 B cisco_group_policy. U@ P AN T IEAE B E () DAP. {HJ2, G
H T DAP, WIn]BLHHHAE DAP SRBS I — 4.

P RI44 0 cisco_group_policy HUJEPERS, AN R S 4 T UE FEE e 4 5
SRR, W DOAZ A PRI SRS R, PRI DU O T8 AT 2 L s

DAP A iFHI&inE

A7 9% HostScan NI T LURSHIN (¥ S A A B KB AR By RS FH I8, LR BRATT SRR R I 2L 11
FER AL 2 VAl JE M, 12 HostScan S K AFRIB KRS SRR

Jll =# Cisco Secure Firewall Threat Defense 17 375 (5] 5 s 15 F 525


https://www.cisco.com/c/en/us/support/security/anyconnect-secure-mobility-client/products-device-support-tables-list.html

Cisco and the Cisco logo are trademarks or registered trademarks of Cisco and/or its affiliates in the U.S. and other countries. To view a list of Cisco trademarks, go to this URL:
https://www.cisco.com/c/en/us/about/legal/trademarks.html. Third-party trademarks mentioned are the property of their respective owners. The use of the word partner does not imply a
partnership relationship between Cisco and any other company. (1721R)

© 2024 Cisco Systems, Inc. {41 Fi 43 A«


https://www.cisco.com/c/en/us/about/legal/trademarks.html

HithiE S EIRRA A
BRAIRSAREMTRETABTHISMESEIFRE. FI8, BFREANHSS, NFEALR
—HZ, UFHBHIRSERAE N,



