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. EFR{% Firepower 3¢ Cisco Secure Firewall

\)

iR

\)

Firepower 4100 119300 18 >Z £f ASA BB, AR EAPRAE BB ST 238 AGTEME R,
WHZ 4 FXOS B &R M

P

AT ASA 5512-X %5 ASA 5555-X b1 S, 06 201220 FURHE AR BEAE (SSD). A SIRANE B, i
Z i (ASA 5500-X iE{1F5F ) « KT ASA, /1] ASA FirePOWER fibth 7522 SSD.  (SSD /& ASA
5506-X. 5508-X F1 5516-X MIbRVERLE . )

= #HAR{% Firepower =% Cisco Secure Firewall

Firepower 1 Cisco Secure Firewall !5 ¥ i 95 1l 58 ASA fF.

THMH

o NEERAE, 20

o ASA—JgiipBlifl: Firepower ¥ Cisco Secure Firewall , % 5 7T

* ASA— @ ipBi1Hl: Firepower 2100 “- &A= , 55 8 1L

* B 1H—ASA: Firepower 8¢ Cisco Secure Firewall , 2 11 JT

o JBr B — BB . Firepower 5%, Cisco Secure Firewall (3100 [R4h) , 25 15 1T

o B — B E : Cisco Secure Firewall 3100 , 5 15 7

SR Y AR A F B AS A B

N

R

= 1: BB B B

72 Cisco.com %55 S EHR 4 & 7] o

BB 1E BLS

THAE B®iE

Firepower 1000

WHZ: https://www.cisco.com/go/ftd-software

BBNBATE B BAFR SR A KT

I‘iﬁﬂ% > FlrepOWer Threat Defmse $k1q: > ClSCO—ftd—fplk741—172SPAQ

FBRAS o
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Ny |

BLRRRL1H 2L S THAE wHea
Firepower 2100 WEZH:  https://www.cisco.com/go/ftd-software
BLERRA T BRGE B 2R T

1A 5 > Firepower Threat Defense {4 >
WA o

cisco-ftd-fp2k.7.4.1-172SPA.

Cisco Secure Firewall 3100

WiZ: https://www.cisco.com/go/ftd-software

BN BA ) e

1Y > Firepower Threat Defense 344 >
WA o

* 7.3 JHE A - AR SO 2 2R AT
Cisco FTD SSP FP3K. Upgrade74.1-172hRELtar

7.2 — BAFRI SR
cisco-ftd-fp3k.7.2.6-127. SPA.

Cisco Secure Firewall 4200

1527 https://www.cisco.com/go/ftd-software

BBNBATE BB

P75 > Firepower Threat Defense &4 >
A

AT U T
Cisco_Secure FW_TD 4200-7.4.1-172.sh.REL.tar

% 22 ASA 1%
ASAEIS THE NSO
Firepower 1000 ES
https://www.cisco.com/go/asa-firepower-sw
ASA 48 BAF ORISR 4 2R AT
JEF 4100 2 > Adaptive Security Appliance cisco-asa-fp1k.9.20.2.2. SPA. IS
(ASA) Software > fit A ASA Fll ASDM.

ASDM B (F+40)

T M) ASDM 5k ASA CLI T4 B 5 5
I ) ASDM, iEIEFIE LS > Adaptive
Security Appliance (ASA) Device M anager > fiit
PN

ASDM KA AR AT — A S0 44, il
asdm-7202.bin.
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B orase

ASA B S THE Bie
Firepower 2100 EZ

https://www.cisco.com/go/asa-firepower-sw

ASA B8 BAFOI SO AT

. ) _ . . isco-asa-fp2k.9.20.2.2. SPA. MM EH
PP = > Adaptive Security Appliance | %0725
N a y App ASA. ASDM. FXOS # Cisco Secure Firewall

A f .

(ASA) Software > FiL & HURASHISE (2 W71 Firepower HUEGASHE
7)o

ASDM B4 (A% ASDM KA A A — A3 44, il

55 4 19 ASDM 5% ASA CLI FHg gy |250m-7202.bin.

JRAY ASDM, iHIEFEIE ML > Adaptive
Security Appliance (ASA) Device M anager > fiit
N

Cisco Secure Firewall 3100 | %% .

https://cisco.com/go/asa-secure-firewall-sw

ASA RH48E ALK SO 4 2R AT

e 5 Al TR : . : cisco-asa-fp3k.9.20.2.2. SPA. LI ALFE
ERIEIM T 5 > Adaptive Security Appliance ASA 71 ASDM.

(ASA) Software> LA,

ASDM t (F2) ASDM #AF ST AT — AN SCk 44, il

5.6 FF) 4710 ASDM 5% ASA CLI J}- 45 gy | 25dm-7202.bin.

WA ) ASDM, T IEFIE A5 > Adaptive
Security Appliance (ASA) Device M anager > fiit
Ao

Secure Firewall 4200 %1 |15Z [
https://cisco.com/go/asa-secure-firewall-sw

ASA B8 AL SO A 2R AT

6 FE1 197 2 > Adaptive Security Appliance cisco-asa-fp4200.9.20.2.2. SPA. It
(ASA) Software> Ji . i ASA 1 ASDM.

ASDM 4 (F2R) ASDM A STAFHRA — A 3044, lan

LA 2431 ASDM B ASA CLI gy |*S4m-7202bin-

JA) ASDM, iHIEFEI LS > Adaptive
Security Appliance (ASA) Device M anager > fiit
A
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ASA— i fiBi{El: Firepower 5% Cisco Secure Firewall .

ASA— B i1 : Firepower ¥ Cisco Secure Firewall
W AT SS, BT LU ASA S5 BB IS, K Firepower 5% Cisco Secure Firewall £ M
ASA FHTIRAG S EM D54 o
FrIaZ /il

o W2 EALEISAE FTP. HTTP(S). SCP. SMB E{ TFTP filR45%s I, mifets X b EXT2/3/4 B,
VFAT/FAT32 1] USB UKz)#% -0

\}

AR I EAN ASA BATIRINEEVEAIUE (B, MR AR ABSEAS
BeAd HATA 2245, i SCP 8¢ HTTPS.

o WORAETT DUB L ASA $5 RV I I g5 35 . BRIANC & G5
« LUK 1/2-192.168.1.1
« % 1/1 - Firepower 1010: 192.168.45.1; AR5 : DHCP FIERIA K th
« LUK 1/1 - DHCP FIERIA 4 i
145348 1] LUt configurefactory-default #iv4 48 # 1/1 (Firepower 1010) s LUK 1/2 (HiAh 7Y
5 WCEEA P Hhhk. ERCERKH, 1E 20 route iy 4.

* (Firepower 2100) 7F 9.12 R RLRA, {CFGHATH . 78 9.13 KA, waiish
BB - B T 2] 9.13 BUE S A, W ASA KR FRT- 5150, 7E ASACLI
H 4 H show fxos mode fir & 2. FLAh RS AN S FF e 24 1K

TR ASA ZE T AR, WAZE ] FXOS T f% . S ASA— B9 Firepower
2100 “FE B, 58 T,

* (Cisco Secure Firewall 3100) ZL/F Cisco Secure Firewall 3100 )\ ASA 357 W5 2 Jg Hp B £ 7.3+,
WIS ASA FHRF] 9.19+, LU H B ROMMON SRASLASZRE 7.3 oI NFHIUE AL, 55
i ASA T+ IRM -

181 %3] ASA CLI.

1k

24

TR 2 LWL ASA CLVASDM it 1 B REPCAEVF il o5 a8l LA BE ARV m] i 55 BT 6
ASA.

license smart deregister

T

ciscoasa# license smart deregister

Cisco Secure Firewall ASA #0 Secure Firewall Threat Defense E #iR1& 155 .


https://www.cisco.com/c/en/us/td/docs/security/asa/upgrade/asa-upgrade.html

Cisco Secure Firewall ASA #0 Secure Firewall Threat Defense = &5 R I
. ASA— B ffBh{El: Firepower 5% Cisco Secure Firewall

IR 3 KB IR N BN PR IR T W AT FTP 5.
copy ftp://[[user @]server[/path]/ftd_image name diskn:/[path/]ftd_image name
A ] USB BXshgs, ih4R5C disk1://, {H Firepower 2100 (345, ‘e A#iH disk2://.
il

Firepower 2100

ciscoasa# copy ftp://dwinchester@l10.1.1.1/cisco-ftd-fp2k.7.4.1-172.SPA
diskO:/cisco-ftd-fp2k.7.4.1-172.SPA

w15l
Cisco Secure Firewall 3100

ciscoasa# copy ftp://dwinchester@l0.1.1.1/Cisco FTD SSP FP3K Upgrade-7.4.1-172.sh.REL.tar
disk0:/Cisco FTD SSP _FP3K Upgrade-7.4.1-172.sh.REL.tar

T4 )3 BB WHg CER AR D .
a) Vilal4 e B,
configureterminal

5

ciscoasa# configure terminal
ciscoasa (config) #

b) WML E 5 SEE (e

show running-config boot system

AR, BREE P AGEH boot system #iy4; #ilt, R E M ROMMON %235 T i ASA g,
HHS, SETIMERT Zm4.

51

ciscoasa(config)# show running-config boot system
boot system diskO:/cisco-asa-fplk.9.20.2.2.SPA

¢) lnRboot system AL A TS, TR IMIER, LA LU BT 51 3 5
no boot system diskn:/[path/]asa_image_name
QIR ARBLE boot system 4, 1Bk LD,
il

ciscoasa (config)# no boot system diskO:/cisco-asa-fplk.9.20.2.2.SPA

d)y 515 BB EAR .
boot system diskn:/[path/]ftd_image name
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ASA— i fiBi{El: Firepower 5% Cisco Secure Firewall .

RGPS BN

w15
Cisco Secure Firewall 3100

ciscoasa (config)# boot system disk0:/Cisco FTD_SSP_FP3K Upgrade-7.4.1-172.sh.REL.tar

fxos_set_boot_system image(filename: Cisco FTD SSP_FP3K Upgrade-7.4.1-172.sh.REL.tar)
fxos get current bundle version (instance 41)
The system is currently installed with security software package 9.20.2.2, which has:
- The platform version: 2.14.1.131
- The CSP (asa) version: 9.20.2.2

Preparing new image for install...
EEERREREEEREEEEE RN

Image download complete (Successful unpack the image).
Attention:
If you proceed the system will be re-imaged and reboot automatically.
All existing configuration will be lost and the default configuration applied.
Do you want to proceed? [confirm]
Finalizing image install process...

Installation succeeded.

il
Firepower 2100

ciscoasa (config)# boot system disk0O:/cisco-ftd-fp2k.7.4.1-172.SPA

fxos_set boot system image (filename: cisco-ftd-fp2k.7.4.1-172.SPA)

fxos_get current bundle version(instance 41)

The system is currently installed with security software package 9.20.2.2, which has:
- The platform version: 2.14.1.131
- The CSP (asa) version: 9.20.2.2

Preparing new image for install...
rrrrrrrrrrrrrrrrrr

Image download complete (Successful unpack the image) .
Attention:
If you proceed the system will be re-imaged and reboot automatically.
All existing configuration will be lost and the default configuration applied.
Do you want to proceed? [confirm]
Finalizing image install process...

Installation succeeded.

SRS ERFHUA SC BT A Bl
FXOS &G, (A 25 Ry b 3.

ENH R EIFERZIN G, RESIRNEES BULA HAE CLIFHATHIG B E . 0T LAl ] Secure
Firewall % £ & 2E2s  (LLATH Firepower W44 BESS) 8Y Cisco Secure Firewall Management Center (LA
I ) Firepower B B0 SRR £ o WS 58 W L5 R BEAR 0T I I (PRI TIHE /), 4kek
WE: http://www.cisco.com/go/ftd-asa-quick

T

[...]

KKK K KKK KKKk Kk Attention KKk KKKk KKKk
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. ASA— EiBBA1H: Firepower 2100 & #5=

Initializing the configuration database. Depending on available
system resources (CPU, memory, and disk), this may take 30 minutes

or more to complete.

KKK KKK KKK KKK Attention KKK KKK KKK

Executing S09database-init
Executing Slldatabase-populate

Cisco FPR Series Security Appliance

firepower login: admin

Password:

Successful login attempts for user 'admin' : 1

Copyright 2004-2024, Cisco and/or its affiliates. All rights reserved.

[...]

User enable 1 logged in to firepower

Logins over the last 1 days: 1.

Failed logins since the last login: O.

Type help or '?' for a list of available commands.
firepower>

firepower# connect ftd

You must accept the EULA to continue.

Please enter 'YES' or press <ENTER> to AGREE to the EULA:
[...]

ASA— BB : Firepower 2100 E &4 R,
AT 45 RVFIEAE - 6 8520 T H Firepower 2100 BTG 2] Jg W55 f

\}

IR HUTHRRTRSE, FXOS 45 B G a0 ok 5 5 S Adminl23,

FiaZ /i
o 4548 H FXOS CLI $UT M FR T o

o 7E9.12 FIsE HRAH, CFAERR AT . 75 9.13 A mhicAd, SR BRI, g
Tk TR 9.13 BT kA, N ASA BRFFFE . 7£ ASA CLI {# H show fxos

mode T & A 9.13 B i FRA AR

WA ASA Kb T iU, MIJETE VG ) IX 2 FXOS fir4; SR MG 2] g B4 7E ASA
BERG R KA. ESIHASA— it Firepower B¢ Cisco Secure Firewall , %5 5 T,

LI H ORI FAR M TEIERE S FXOS B BE 1/1 #1(% FTP. SCP. SFTP Jli%#s 14R3, ik

A EXT2/3/4 8%, VFAT/FAT32 (] USB IKzh 3% k5.
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Nil

ASA— BB : Firepower 2100 & 455 .

BLIGAF B I FXOS 4522 1/1 1P Hutik, 152 (Firepower 2100 N[ 1HRE) -

Tkt ASA CLUASDM i e 3 i 3 BB AT VF T R g5 4%, T LA RESR AT 1T e 55 s BRI v E
ASA.

WG 0 (k) 2EF R SSH &R HIEH 1/1 a%u MM FXOS CLI. WS e &
i %R, WISZRIY A FXOS CLI. i\ FXOS BB, BRIAH 4442 admin, ZRINZG 2
Adminl23.

AT H SSH iEH:E] ASA 3 1P Hulil, %% connect fxos LAiJi ] FXOS. #iknA] LLiE T FXOS
I IP Hbhk H 4% T SSH ZEH# .

KA F BB .
a) FEAMPH

scope firmware

RE

firepower-2110# scope firmware
firepower-2110 /firmware#

b) MM

download image url
FEHI LU R 302 —, W IEAE ARSI E URL:
* ftp://username@server/[path/]image_name
* scp://username@server/[path/limage_name
* sftp://username@server/[path/]image_name
* tftp://server[:port]/[path/]image_name

* usbA:/path/filename
EUE

firepower-2110 /firmware # download image
scp://admin@10.88.29.181/cisco-ftd-fp2k.7.4.1-172.SPA

Password:

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

o) I THER.
show download-task
w45

firepower-2110 /firmware # show download

Download task:
File Name Protocol Server Port Userid State
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B Asa—-mmesi.: Firepower 2100 F AR

cisco-ftd-fp2k.7.4.1-172.SPA
Scp 10.122.84.45 0 admin Downloading
firepower-2110 /firmware #

TS GFHRA RS N (B TEIRES) I, HaRIT.

a)

b)

AR M HOH AR RA S .

show package

EUE

firepower-2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.20.2.2.SPA 9.20.2.2
cisco-ftd-fp2k.7.4.1-172.SPA 7.4.1-172

firepower-2110 /firmware #

LR
R P RAERENTE.

scope auto-install

install security-pack version version

7t show package i, &5 security-pack version 5 X} W ) Package-Vers{i. HU5H4%%%
WL IFE T E 8. MR RLTFHEE 5 404t

AR WCRMBLLUR R, AR T AR, A A ARCA

Invalid software pack
Please contact technical support for help

oRIE

firepower 2110 /firmware # scope auto-install
firepower-2110 /firmware/auto-install # install security-pack version 7.4.1-172

The system is currently installed with security software package 9.20.2.2, which has:
- The platform version: 2.14.1.131
- The CSP (asa) version: 9.20.2.2
If you proceed with the upgrade 7.4.1-172, it will do the following:
- upgrade to the new platform version 2.14.1.131
- reimage the system from CSP asa version 9.20.2.2 to the CSP ftd version 7.4.1-172

Do you want to proceed ? (yes/no): yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,
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BB B —ASA: Firepower 5 Cisco Secure Firewall .

and the default configuration applied.
Do you want to proceed? (yes/no): yes

Triggered the install of software package version 7.4.1-172

Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
firepower-2110 /firmware/auto-install #

TIR6 USR8l
FXOS 2 B )a3h, (HEDFERr Wi 5 sl

N R ZIFHERBIN G, REainEH32 EULA Jf{E CLI M HATHIAG BE . ] LUEH #et
LGS B RO SR TR A . TS P S B S A P N (PRI T TR ) QRS

http://www.cisco.com/go/ftd-asa-quick
il

[...]

kkkkkkkkkkk* Attention *rxkxkxkkx

Initializing the configuration database. Depending on available
system resources (CPU, memory, and disk), this may take 30 minutes
or more to complete.

kkkkkkkkkkk* Attention *rxkxkxkkx

Executing SO09database-init [ OK ]
Executing Slldatabase-populate

Cisco FPR Series Security Appliance

firepower login: admin

Password:

Successful login attempts for user 'admin' : 1

Copyright 2004-2024, Cisco and/or its affiliates. All rights reserved.
[...]

User enable 1 logged in to firepower

Logins over the last 1 days: 1.

Failed logins since the last login: 0.

Type help or '?' for a list of available commands.
firepower>

firepower# connect ftd

You must accept the EULA to continue.

Please enter 'YES' or press <ENTER> to AGREE to the EULA:
[...]

ELA B 1 —ASA: Firepower =% Cisco Secure Firewall

W ATSS, %A LK Firepower BY Cisco Secure Firewall BE# M J&B 05 BT L% 5] ASA. XfF
Firepower 2100, ASA ERNFER B iz, FHWGE, BT LU SO AR

)

AR PUTHREF G, FXOS & G R4 FE  Adminl23.
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. BB A1 —ASA: Firepower 5§ Cisco Secure Firewall

I RS EAL R AR TR R T 1/1 #2100 FTP. HTTP(S). SCP. SFTP u§ TFTP 45 8% L, =%
% Cisco Secure Firewall 4200, 7E573 1/1 8¢ 1/2 FrlH, 87et% R EXT2/3/4 8% VFAT/FAT32 [1)
USB IKzh#s ErlH .

BHrREHEOEERIEMNE R, 20 Cisco Secure Firewall Threat Defense fiy% 22 F1 1) B £
show network F1 configure network 4.

SR 2 BUH AT BB
o USGE I BB AV B UMM AE, N B EE O IR A
o RS WA PR AR BE UM A, TC IS R T A A I R e VR T RS s
TR ﬁﬁﬁftﬁt@fﬁﬁ%ﬁﬁﬁmﬁ/fﬂﬂﬁu%o
T3 W G0 CEdk) s SSH EHRIE I, MIMERS FXOS CLI. W AERH & b X
W, WS7RPY7 ] FXOSCLI. %A\ FXO0S B3 EiF. B 442 admin, ZRIAZALE Adminl23.
40 A% R SSH MEER B4 5 FE 1P Hukik, 5%\ connect fxos LLiJj ] FXOS.

T4 KA N BB
a) BEARPEB.

scope firmware

-

firepower-2110# scope firmware
firepower-2110 /firmware#

b) FEFRMAL.

download image url
LA N B30 —, NIEAE S ARISCHHRE URL:
* ftp://username@server/[path/]limage_name
* http://username@server/[path/]image_name
* https://username@server/[path/]limage_name
* scp://username@ser ver/[path/limage_name
* sftp://username@server/[path/]image_name
* tftp://server[:port]/[path/]image_name

* usbA:/path/filename

oRE
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<)

BB B —ASA: Firepower 5 Cisco Secure Firewall .

firepower-2110 /firmware # download image
scp://admin@10.88.29.181/cisco-asa-fp2k.9.20.2.2.SPA

Password:

Please use the command 'show download-task' or 'show download-task detail' to check
download progress.

II/‘?/\_F%C %EEO
show download-task
w45

firepower-2110 /firmware # show download

Download task:
File Name Protocol Server Port Userid State
cisco-asa-fp2k.9.20.2.2.SPA
Scp 10.122.84.45 0 admin Downloading
firepower-2110 /firmware #

5 LA e i R (BTERE) I, HE .

a)

b)

A MBI A R IRA S o

show package

EUE

firepower-2110 /firmware # show package

Name Package-Vers
cisco-asa-fp2k.9.20.2.2.SPA 9.20.2.2
cisco-ftd-fp2k.7.4.1-172.SPA 7.4.1-172

firepower-2110 /firmware #

LA

535:%: JH3 ‘RL_\ ZN

SRISHIBLE -

scope auto-install

install security-pack version version

7 show package it , &5 security-pack version 5%} W (1) Package-Vers{ii. HUAH< 4%
WG TR R sh. R CERFEFFmE) e ERL 30 4.

AR WU BLLUR R, M ATRERIA TP AR, AR AR AR

Invalid software pack
Please contact technical support for help

5

firepower 2110 /firmware # scope auto-install
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. BB A1 —ASA: Firepower 5§ Cisco Secure Firewall

1E
w

S|

=

6

firepower-2110 /firmware/auto-install # install security-pack version 9.20.2.2

The system is currently installed with security software package 7.4.1-172, which has:
- The platform version: 2.14.1.131
- The CSP (ftd) version: 7.4.1-172
If you proceed with the upgrade 9.20.2.2, it will do the following:
- upgrade to the new platform version 2.14.1.131
- reimage the system from CSP ftd version 7.4.1-172 to the CSP asa version 9.20.2.2

Do you want to proceed ? (yes/no): yes

This operation upgrades firmware and software on Security Platform Components
Here is the checklist of things that are recommended before starting Auto-Install
(1) Review current critical/major faults

(2) Initiate a configuration backup

Attention:
If you proceed the system will be re-imaged. All existing configuration will be lost,

and the default configuration applied.
Do you want to proceed? (yes/no): yes

Triggered the install of software package version 9.20.2.2

Install started. This will take several minutes.

For monitoring the upgrade progress, please enter 'show' or 'show detail' command.
firepower-2110 /firmware/auto-install #

SN SR HT R B
ASA Q13 REFMA (BIAAZEER)
ASA ¥ a3, #arLLZE CLI H il F /- EXEC B,

Tl

-]

Attaching to ASA CLI
Type help or '?' for a list of available commands.
ciscoasa>

ASA 9.12 R BHIRRAKR (BIAATFEHER)
FXOS & 146080, AE) T4 ASA 3.
N R E SRR N G, A LAAE CLI iy i) 7 EXEC 2L

i

-]

Cisco FPR Series Security Appliance
firepower-2110 login: admin
Password:

Successful login attempts for user 'admin' : 1

Cisco Firepower Extensible Operating System (FX-0S) Software

TAC support: http://www.cisco.com/tac

Copyright (c) 2009-2024, Cisco Systems, Inc. All rights reserved.

[..

-]

User enable 1 logged in to ciscoasa
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BB B — B BA{ED: Firepower 5% Cisco Secure Firewall .

Logins over the last 1 days: 1.

Failed logins since the last login: 0.

[press Enter to see the prompt below:]

firepower-2110# connect asa

Attaching to ASA CLI ... Press 'Ctrl+a then d' to detach.

Type help or '?' for a list of available commands.

ciscoasa>

B R B 51— BB BA 4. Firepower 5% Cisco Secure Firewall
UAFF Cisco Secure Firewall 3100, FHT LG 7 VAU T8 11 IO RRAS o

BLAHBR 1 — B AN B 4E1 . Firepower 5 Cisco Secure Firewall (3100 f&51M)
IXLETY S 2 AN P THT WA, MAHERBRIC & 2 g, B & 2 o ) BRUCIRE .

B GREHGET, WS R
TR 2 WUREMMBOTRRA, WEAEH] “SEADE SRR O R R R

A P G A BT IR AT AT R R 9 TG R Bl B

BB Rh E — BB BA#E: Cisco Secure Firewall 3100

Cisco Secure Firewall 3100 $241E 2 AN 7 (0 FOFT WS, M ACRBRECE 254 mAg,  BIPE 24 Pk 0
JEBRUCIRES . ISR RRRA, 15 S [ LT S8 gk 1

PR EFRGE 7.2, 7.3+ F 7.3+ AREHIMGIT, WHEH CETRIERE)

R IMBHRAS, W AR BRAROR ERUR RGBT

A7 FH A FE BT WG AT R B 9 AT Bl T

M 7072 EFARIGE] 7.3+ WUERZE 7.1/7.2 FHWRE] 7.3+, LAUEHEBTIREE] ASA 9.19+, &
JEFFEHTIUR 3] 7.3+,

7.3+ A FHIE R A G S . AR T DIAE H IE G SO 2 A, 8T EE 08 ROMMON, X il 2 A A1
NS 3] ASA 9.19+ (IH ROMMON 32 F, {HB2TH2 35 ROMMON) , R/ A4 feHE
PR 2] 7.3+ . #AT HK) ROMMON BT FE .

R OWIREN 7.1/7.2 A B 7.3+, w2 . ROMMON WA T+ 0L FE A 3t 4T 8.

N
5
N
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Cisco Secure Firewall ASA #0 Secure Firewall Threat Defense = &5 R I
. ASA—ASA: Firepower #A Cisco Secure Firewall

a) MDA EH S 2] ASA 9.19+, 1S [ Y5 1l — ASA:  Firepower 5% Cisco Secure Firewall

, 11 L,
b) M ASA TG BB 7.3+, TS R ASA— UM fEl: Firepower 8% Cisco Secure Firewall
’ % 5 EIO

ASA—ASA: Firepower FA Cisco Secure Firewall
A RET ELHPTR G ASA LIHEER A 3 i) BUF AT # K . X T IEW T, o AT SR .

B AREHWEET, S0 G
PER2 ZIMBCH A EWUR, ES 1 (ASA THEHD) » AR IR .

= #HAR1% ASA 5500-X =i ISA 3000

ASA 5500-X 5 ISA 3000 F A1 VF 2 8 S HSCRE BB 28 ASA AT
s TEVIREHIG R H . H 16 1T
o FEERAM, 17 0T
* J14% ROMMON Bif% (ASA 5506-X. 5508-X £l 5516-X. ISA 3000) , 519 i
« ASA— . ASA 5500-X =X ISA 3000 , 2 21 1T
« BB —~ASA: ASA 5500-X % ISA 3000 , i 28 UL

o ST — E BT . ASA 5500-X BE ISA 3000 , 5 39 T

EEipniEH &im
FHPAT I PG, WUV S LE BRI & i
T ASA 5512-X. 5515-X. 5525-X. 5545-X Fl 5555-X, 1&0]fe B4 — 75 84T-USB & #H
BT IER . HAWT S AC A — > Mini USB B M4l G 1, UL n] LU R AT 2 —Fl Mini USB Hi
45, SHT Windows, %80 e dE 22235 ) software.cisco.com [ Z [ USB-HRATIRENFEF . HREHIG

it UG UM SR S AR P SR PR EL, T2 B LLUT L3R SRR 45 -
http://www.cisco.com/go/asa5500x-install

X HAE PRI LU R BEE : 9600 J4s 8 MEaAL. A 1AM b CLAG iR 7 il o
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oy |

T
SRE B B B E ik ASA. ASDM il ASA FirePOWER RSB o A SRS A ()R 2 SR A A i
fE TFTP g5 s L, BEOIAG N8 . oAt fgon] DL SRR A IR 55 4% (410 HTTP 54 FTP) R
o HRMYI A AR 2K, ES AT
A\
AR W2 Cisco.com B A SAERFIRS & [F
EE MBI G SRR R G ATREE TR FE TS . BRI S 2 AT B S 3
BRMAGZHTM. 51 FHEE RERAZ A VCEC T A8 BUS B R M ASVCHE T B2 R R TH )
513 WARFESH ) R G A — AT
= 3: B B R
B RE1H BLS THMAE wHee
ASA 5506-X. ASA 5508-X | 21 : R BIESFERIRRA N sh N
F1 ASA 5516-X http://www.cisco.com/go/asa-firepower-sw o Py ARSCRIATRMEA KN T THmifs
IR PSS
B ahakig JE SR ERAT — AN SR 44, il
e PE U107 B > Firepower Threat Defense ftd-boot-9.6.2.0.Ifbff,
> A
RERHRRE RGN 2 —A 44, Biln:
Y FEASI97 5 > Firepower Threat Defense i | 1d-6-1:0-330-pkge
> JRA
ASA 5512-X & ASA ek IR BIESFETIRBA N sh RN TS
5555-X http://www.cisco.com/go/asa-firepower-swe Phs ASCRIANGR AT A T TH R
A5 o
AR JABARERAT A4, il
JEFIAS (11785 > Firepower Threat Defense B ftd-boot-9.6.2.0.cdisk .
> fRAR.
AEHHRREE RGN 2R —A 44, Bl
HEFEI 178 7 > Firepower Threat Defense o | 1-61:0-330-Pkg.
> A
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B orase

BLAMBAfE B S THAE wHea
ISA 3000 HZH:  http://www.cisco.com/go/ AR BRESEIESEL N sh BT
isa3000-software s ARSCRIATR AT AN T FHniRs
IOEEPS
Bahii& JA SR EA — A4, il

P (1975 2 > Firepower Threat Defense £ ftd-boot-9.9.2.0.Ifbff

> JRA

R HRES RGN de A — A4, Bl
ftd-6.2.3-330.pkg-

A7 > Firepower Threat Defense 214
> WA

%= 4 ASA R

ASA B! S THAE ®"Ha

ASA 5506-X. ASA 5508-X | http://www.cisco.com/go/asa-firepower-sw

Al ASA 5516-X ASA Bl ASA B S A4,

PG RS > Adaptive Security Appliance asa962-Ifbff-k8.SPA.
(ASA) Software > fii 4 .

ASDM %44 ASDM A SCAERAT — AN 3044, il

RIS > Adaptive Security Appliance asdm-762.bin.

(ASA) Device Manager > it A

REST API 44 APT JRAFSCAF ) SCAF 44 280 T
asa-restapi-132-1fbff-k8.SPA . % %:%% REST

PRI IK A5 > Adaptive Security Appliance o o
® v > ATap yApp AP, %5 API Bt 2095 .

REST API Plugin > il 4.

ROMMON &k 4 ROMMON %43 B SC 44 2540 T

PEHEYE K 2 > ASA Rommon Software> i asa5500-firmware-1108.SPA .

Ao
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F+4% ROMMON R{& (ASA 5506-X. 5508-X #M 5516-X. ISA 3000) .

ASA EI S TEAE N CS )
ASA 5512-X & ASA http://www.cisco.com/go/asa-software
5555-X
ASA ASA BAFSCATHHA A R4, Bt

asa962-smp-k8.bin. ASA FAF IS4

PRI S > Softwareon Chassis> Adaptive|
. APV 11+ 2s2962-smp-k8.bin.

Security Appliance (ASA) Software > il 4 .

ASDM %4 ASDM A AR — AN 3044, il
asdm-762.bin,

1R 145 1) 45 > Softwar e on Chassis> Adaptive
Security Appliance (ASA) Device Manager > /it
Ao

REST API &4 APl SR SO 4 2540 T
asa-restapi-132-Ifbff-k8.SPA . % %:%% REST
APIL, iEZ 5 AP B sl -

kAR 11715 > Softwar e on Chassis> Adaptive
Security Appliance REST API Plugin > A

iE T BRI A SR BE B AR HEIEHI 28 (APIC) BY | X1 APIC 1.2(7) M BfRAS, 5 IEFE Policy
ASA &R HE Orchestration with Fabric Insertion %, Fabric
LIRS > Software on Chassis> ASA for Insefmon'?nly wfH . i? RESIA ﬁc,i fF
Application Centric I nfrastructure (ACI) Device E/‘JX#%%MT asa'deV‘Ce'Pkg'1"2'7'10'Z'p°
Packages > [ A . LA ASA WA, S HIR APIC
WA R T EMAEERRMTH PR
HRI —FE

ISA 3000 http://www.cisco.com/go/isa3000-software

ASA B4 ASA AT S — A b4, Bl
asa962-Ifbff-k8.SPA .

eI > Adaptive Security Appliance
(ASA) Software> iz A,

ASDM 4 ASDM BAF SO AT — AN 3ok 44, it
HEFRAA 17 5 > Adaptive Security Appliance asdm-762.bin.
(ASA) Device Manager > iiiA .

REST APl #4% APT JAF AR SCAE 44 28T
asa-restapi-132-1fbff-k8.SPA . Z4:%% REST
APL, 1S APL P Z) 5 o

W75 > Adaptive Security Appliance
REST API Plugin > fi 4.

F4% ROMMON BR{% (ASA 5506-X. 5508-X #M 5516-X. ISA 3000)

FHE DU BT 2% ASA 5506-X %41, ASA 5508-X. ASA 5516-X F1 ISA 3000 [ ROMMON % .
X+ ASA M-S, R4 ) ROMMON FRAS DAY 1.1.8 B mhRAs . FRAT T Lk 5 1 38 T 2% 31 e
ﬁ}ij—(o
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. 4% ROMMON Bx{%& (ASA5506-X. 5508-X #A 5516-X. ISA 3000)

HRETHR BV PIRA ;s Tkl S .

~s0

w (>

15 AT 1.1.15 1 ASA 5506-X. 5508-X £11 5516-X ROMMON ASA 5506-X, 5508-X f1 5516-X ROMMON
T, VAMIERT 1.0 B ISA 3000 ROMMON F+4¢. F+H, 1.0.5 FJ ISA 3000 ROMMON F}2 i 1] Ay
i 2 ROMMON JRA K HIfE, KATTE 15 38h. FHRRFEP BN E R & o WRFFFRLE 30 258

WSS IERTE R R, IR AR SRR S Ry 1 B B A

FiaZ Hl

M Cisco.com ZRHUBT ] ROMMON W%, FE FLAE I g5 2% 1 LA i 2 ASA. ASA SZ#FFTP. TFTP.
SCP. HTTP(S) Ml SMB JIk %5 #% . 15 M ELR oIk T 2 5.«

* ASA 5506-X. 5508-X. 5516-X: https://software.cisco.com/download/home/286283326/type

* ISA 3000: https://software.cisco.com/download/home/286288493/type

I e BB 8 P, IS CLL SRS HEA R AT
system support diagnostic-cli

enable
M ARG NI, 1544 Enter B4 N B0,
w15l

> system support diagnostic-cli
Attaching to Diagnostic CLI ... Press 'Ctrl+a then d' to detach.
Type help or '?' for a list of available commands.

ciscoasa> enable

Password:
ciscoasa#
¥ ROMMON WL S 2] ASA INA7. IR 27K FTP JlAS; %\ copy 2, A3 FH A IR 254 S Y 1)

ik,

copy ftp://[username: password@]server_ip/asas500-firmwar e-xxxx. SPA disk0: asa5500-fir mwar e-xxox.SPA
A SRAS T (02 SO B A B, VSRR O BB O 2 W CLLGVA Y M L A P O . [RIRE T
CSCvn57678, copy fir%- A] e Joik A T4 i) b e A i) 5 80 g B il CLI HhizdT, Ptk
R TeA T V5 o) R B

BIEE METRCAS, &%\ show module #4175 MAC Hulik i [ 2 25 Mod 1 R34 HS 1 [T 14 i
PN

ciscoasa# show module

[...]

Mod MAC Address Range Hw Version Fw Version Sw Version
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ASA— EiBhB#: ASA5500-X =5 1SA 3000 [

1 7426.aceb.ccea to 7426.aceb.ccf2 0.3 1.1.5 9.4 (1)
sfr 7426.aceb.cce9 to 7426.aceb.cce9 N/A N/A

S 4 F+4{ ROMMON W4
upgrade rommon disk0:asab5500-fir mwar e-xxxx.SPA

T

ciscoasa# upgrade rommon diskO:asa5500-firmware-1108.SPA
Verifying file integrity of disk0:/asa5500-firmware-1108.SPA

Computed Hash SHA2: d824bdeeceel308fc64427367fa559%e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Embedded Hash SHA2: d824bdeeceel308fc64427367fa559%e9
cefe8f182491652ee4c05e6e751f7a4f
5cdea28540cf60acde3ab9b65f£55a9f
4e0cfb84b9e2317a856580576612f4af

Digital signature successfully validated

File Name : disk0:/asa5500-firmware-1108.SPA
Image type : Release
Signer Information
Common Name : abraxas
Organization Unit : NCS_Kenton ASA
Organization Name : CiscoSystems
Certificate Serial Number : 553156F4
Hash Algorithm : SHA2 512
Signature Algorithm : 2048-bit RSA
Key Version : A

Verification successful.
Proceed with reload? [confirm]

SIS MR, AT B NE ASA.
ASA K712 ROMMON W%, SR 5 T3 ik #4E 250 .

ASA— B BB 4iEl: ASA 5500-X ¥ ISA 3000

BN ASA TG ) BB ARl A Y ROMMON $é7R45. 75 ROMMON A1, R AZ0HE
BB O EAFH TFTP R 20 @i B 5 shidg; ACZFF TFTP. 5| W4 b f5 nl LA HTTP 8¢ FTP
A R de . TFTP N4 nT RETT B (7] 15 PRAE ASA 5 TFTP 4545 < [A]
AT T RGeS, B R

FiaZ /i

SR T AR ] ASA FOLRE, IHPAT LU AR

1. fH backup & PITEIERFE SN -
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B Asa—misbesi: ASA 5500-X =5 1SA 3000

A RTEAE BRI A EAR, WS (REIRME) .
2. SRR G ATEOE S, DUEE T U] show activation-key iy 4 B8 2256V vl iE .

3. X ISA 3000, FEAFH 7 HErCy AR FAER55 2 BEIDREAAERRAS 6.3 S W miflA Al A ik 2%
(g2 ENINEINEE N

e BB Zh g GES BR3P, 55 17 50 MRS ASA R BEEE U7 1 (1) TETP ik 55
o

T ASA 5506-X. 5508-X F1 5516-X. ISA 3000, 00245048 A #s H 1/1 Faimfg. »F T HAh 7w
g, AT LMERM T ER .

B BB R G A GES I &Y, 5517 10D 43 ASA Rl il 4 FE% 1195 0] i) HTTP
iy FTP R4S %%

Iz 6 S 1 E BT INZR ASA:

reload

w5l

ciscoasa# reload

MR RIEN ROMMON $E/R 7570, 75278 )3 s Rl % Esc .
WEYNER RSB RINE.
w15l

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.

IEIN 4% Esc # .
WER ARG R LU R, RIS I R, IAZ5FE ASA 58 R 8l Ja 2EA T H0BT N ak:

Launching BootLoader...
Boot configuration file contains 2 entries.

[...]

AL ROMMON 4 10 8 9 2% 10 B INA808 sh A% -

interfaceinterface id
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ASA— EiBhB#: ASA5500-X =5 1SA 3000 [

address management_ip_address

netmask subnet_mask

server tftp ip_address

gateway gateway ip_address

filepath/filename

set

sync
tftpdnid

B 51 BB BOF R 3h, #EAG]F CLL

WS LU ME R

* interface- ({UFET- ASA 5512-X. 5515-X. 5525-X. 5545-X F15555-X) #4001 1D, HAhA =
IEAAE A B D 11,

- set- R .,

* sync- fRAF LB E

AT AE ] ping fir 4 36 IE R 55 a4

* tftpdnld- IN&H 24

TP

EFTF ASA 5555-X B 15

rommon
rommon
rommon
rommon
rommon
rommon

oUW NP O

rommon

V V. V V V V

>

interface gigabitethernet0/0
address 10.86.118.4

netmask 255.255.255.0

server 10.86.118.21

gateway 10.86.118.1

file ftd-boot-latest.cdisk

set

ROMMON Variable Settings:

ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21

PORT=GigabitEthernet0/0

VLAN=untagged

IMAGE=ftd-boot-latest.cdisk

CONFIG=

LINKTIMEOUT=20

PKTTIMEOUT=4

RETRY=2

rommon 7 > sync

0

Updating NVRAM Parameters...

rommon 8 > tftpdnld

1& A F ASA 5506-X BY=f51:
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B Asa—misbesi: ASA 5500-X =5 1SA 3000

rommon 0 > address 10.86.118.4

rommon 1 > netmask 255.255.255.0
rommon 2 > server 10.86.118.21

rommon 3 > gateway 10.86.118.21
rommon 4 > file ftd-boot-latest.lfbff
rommon 5 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
VLAN=untagged
IMAGE=ftd-boot-latest.lfbff
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon 6 > sync
Updating NVRAM Parameters...

rommon 7 > tftpdnld

AT Ping BRAELIHERR 5 BR 55 35 HYIZEIE RS :

rommon 1 > ping 10.123.123.2

Sending 10, 32-byte ICMP Echoes to 10.123.123.2 timeout is 4 seconds
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 2 >

I setup, JFECEFETEEEEOIMMA R E, DALY HTTP 5 FTP k4545111

DA R8I 23 R

AR WSS DHCP lidsa%, W) BBt 2 A sh ik EMSRLE . fH DHCP I, iHZLL R
VEEIREYSS

I ERE, AR

Configuring network interface using DHCP

Bringing up network interface.

Depending on your network, this might take a couple of minutes when using DHCP...
ifup: interface lo already configured

Using IPv4 address: 10.123.123.123

Using IPv6 address: fe80::2a0:c9ff:£fe00:0

Using DNS server: 64.102.6.247

Using DNS server: 173.36.131.10

Using default gateway: 10.123.123.1

IR

Cisco FTD Boot 6.3.0
Type ? for list of commands
firepower-boot>
firepower-boot>setup
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Sk

g

ASA— EiBhB#: ASA5500-X =5 1SA 3000 [

Welcome to Cisco FTD Setup
[hit Ctrl-C to abort]
Default values are inside []

Enter a hostname [firepower]: example.cisco.com

Do you want to configure IPv4 address on management interface?(y/n) [Y]: y

Do you want to enable DHCP for IPv4 address assignment on management interface? (y/n)
n

Enter an IPv4 address: 10.123.123.123

Enter the netmask: 255.255.255.0

Enter the gateway: 10.123.123.1

Do you want to configure static IPv6 address on management interface?(y/n) [N]: n
Stateless autoconfiguration will be enabled for IPv6 addresses.

Enter the primary DNS server IP address [64.102.6.247]: 10.123.123.2

Do you want to configure Secondary DNS Server? (y/n) [y]l: n

Any previously configured secondary DNS servers will be removed.

Do you want to configure Local Domain Name? (y/n) [n]: n

Do you want to configure Search domains? (y/n) [yl: n

Any previously configured search domains will be removed.

Do you want to enable the NTP service? [N]: n

Please review the final configuration:

Hostname: example.cisco.com

Management Interface Configuration

IPv4 Configuration: static
IP Address: 10.123.123.123
Netmask: 255.255.255.0
Gateway: 10.123.123.1

IPv6 Configuration: Stateless autoconfiguration

DNS Configuration:
DNS Server:
10.123.123.2

NTP configuration: Disabled

CAUTION:

You have selected IPv6 stateless autoconfiguration, which assigns a global address
based on network prefix and a device identifier. Although this address is unlikely
to change, if it does change, the system will stop functioning correctly.

We suggest you use static addressing instead.

Apply the changes?(y,n) [Y]: y
Configuration saved successfully!
Applying...

Restarting network services...
Done.

Press ENTER to continue...
firepower-boot>

N BB RS e . WP IR IEIR T W AT HTTP %%
system install [noconfirm] url
G SRANRE i N R A B, VE AR A2 S N noconfirm BT

i

> system install noconfirm http://10.86.118.21/£ftd-6.0.1-949.pkg
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RGP RN BN KB A5 . A o

FHEHH A S WARNING ##### 4444444444444 HH4E
# The content of diskO: will be erased during installation! #

ifddasassssssanassaaniiisaaRisiaaasisaaaiiisaaniiiaRnnittssi

Do you want to continue? [y/N] y

LR ERTHRNA WG PERARAME . RASTRERE LA WA Y.

Erasing diskO0

Verifying

Downloading

Extracting

Package Detail
Description: Cisco ASA-NGFW 6.3.0 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]: y
THSENIG, 1% Enter T)H K%

Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Starting upgrade process
Populating new system image

Reboot 1is required to complete the upgrade. Press 'Enter' to reboot the system.

B e S K i 2 30 r b LA b, BB AT RET KN R . FO A B s, RIATEEN EPrE i CLI.
PIR8 BRI EOERNEE, S UL TR

i
EEMBEOLE:

firepower-boot>show interface
ethO Link encap:Ethernet HWaddr 00:a20:c9:00:00:00

inet addr:10.123.123.123 Bcast:10.123.123.255 Mask:255.255.255.0
inet6 addr: fe80::2a0:c9ff:fe00:0/64 Scope:Link

inet6 addr: 2001:420:270d:1310:2a0:c9ff:fe00:0/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:522369 errors:0 dropped:0 overruns:0 frame:O0

TX packets:2473 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:42120849 (40.1 MiB) TX bytes:170295 (166.3 KiB)

FTAR S5 22 1T Ping #21E:

firepower-boot>ping www.example.com

PING www.example.com (10.125.29.106) 56(84) bytes of data.

64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seg=1 ttl=42 time=28.8 ms
64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seg=2 ttl=42 time=28.1 ms
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64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seq=3 ttl=42 time=28.1 ms
64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seqg=4 ttl=42 time=29.0 ms
~C

--— www.example.com ping statistics ---

4 packets transmitted, 4 received, 0% packet loss, time 3003ms

rtt min/avg/max/mdev = 28.159/28.549/29.022/0.437 ms

firepower-boot>

BRER S ER LU M 485 1%, IFIMITLUTIR1E:

firepower-boot>traceroute -n 10.100.100.1

traceroute to 10.100.100.1 (10.100.100.1), 30 hops max, 60 byte packets
1 10.123.123.1 0.937 ms 1.078 ms 1.154 ms”C

firepower-boot>

TR, WS BB TR
wH:

B iR

TR BL, A RIC i SRR SRR % AR B 1 K

Erasing disk0 ...
Verifying

timed out

Upgrade aborted
firepower-boot>

FERXPME DL R, IR T LN ASA Ui A SO RS #% 38 AT LI Ik X S e 45 25 BT Ping $4E K3k
ATHAIF

“RILBIRGE” BiIR

R SRS ATV ), BSOS B AL R %, W22 RN, JEER “CRIEIBHEE” iR

Erasing disk0 ...
Verifying

Package not found. Please correct the URL, which should include the full path including
package name.

Upgrade aborted.
firepower-boot>

FEIXFIEOUT, TSR BUP B A BT R SO AR A R IE R TE 1R o
RIERM, HIRFHEIR

FE R BARGYAJGBEAT 23, RS DR s R, MBURFER o AR IR
I, R LU I A 2R F S ORBEAT bR B -

firepower-boot>support view logs
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===View Logs===

Directory: /var/log
—————————— sub-dirs----------

2015-09-24 19:56:33.150011
2015-09-24 19:46:28.400002
2015-09-24 19:45:15.510001
2015-09-24 19:46:28.400002

102668 | install.log
292292 | lastlog

250 | ntp.log

5760 | wtmp

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)
> install.log

Thu Sep 24 19:53:44 UTC 2015: Begin installation ...

Found hard drive(s): /dev/sda

Erasing files from flash ...

$En] LAFE /var/log/cisco #5515 CLI AH2C ) AR [ (1) iy 4 A5 F upgrade.log.  pyos.log Fl
commandd.log.

TR LR e JAS B IO RE R . 1S SIS R BRI (PRI 1R
), 4REIRE: http://www.cisco.com/go/ftd-asa-quick

B AN BA {1 —ASA: ASA 5500-X =% ISA 3000

TN SRR AR FH S ) ASA BAt, #RAAZH H ROMMON #7845, 78 ROMMON 1, #04620185
Bmist, SRIGEE RO F{EH TFTP R ASA W%, (U S2FF TFTP. fEFEHN# ASA &, LA
BoE AW E, AR5 N2k FirePOWER BEHL R AE

FiaZ |l
* WHTRAE ASA 5 TFTP IR 55 as 2 ML T RUE (3%, i B Ol.

R O R B, E AN BB O TR IR A

WA B BEARE BE gUBi i, JoiR il A B AR R Re A T g, 1
TR AR BRER AV AT R 45 i O I DA B4

¥ ASA Bl GES I NEAME . 28 17 030 T3 Ui Bi i w3 & # 8z 11 J5 W (19 TFTP ik
Cig

% F ASA 5506-X. 5508-X Al 5516-X. ISA 3000, a2 A&7 # s 1 1/1 NG, xf T HAh
T, T DUE AR .
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N

I

p

I

Z3

7k

Z3

g

BB~ ASA: ASA5500-X i 15A 3000 ]

FEFEH G 1, EPR B U B

reboot

N yes FH HE) .
il

> reboot

This command will reboot the system. Continue?
Please enter 'YES' or 'NO': yes

ARG ROMMON $7R- 751, /5 2275 7 2] 1% Esc
TR UNE R R BRI A .
TP

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.

Ui 4% Esc B .
MRRG B RS R, WERMSEAF I ARG, AZ07E BB 58 a0 BEAT 08 51 =

Launching BootLoader...
Boot configuration file contains 2 entries.

[...]

B BB LR T A . WIBINAERR disk0. A IRAT AN USB JRzhs, WIFRA diskl.

Tl

Example:
rommon #0> erase diskO:

About to erase the selected device, this will erase
all files including configuration, and images.

Continue with erase? y/n [n]: y

Erasing DiskO:

VED B T BB ST, Al ASA NS 22l nanT 5 1k 2 R R AN IE i RO S B 3T

fEH LT ROMMON iy 4 B8 W 4% 1 B N2k ASA Weg .

interfaceinterface id
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address management_ip_address
netmask subnet_mask

server tftp ip_address

gateway gateway ip_address
filepath/filename

set

sync

tftpdnid

ASA WHRBERI T BT R 3, #EA CLL
HZ LA E

* interface- ({UPET- ASA 5512-X. 5515-X. 5525-X. 5545-X F15555-X) $&E4 001D, HAhA =

IEZAT R B D 11,

* set- WoR AR BEE . AT LUMIEH] ping fir & Bk b ARk 55 4 E R

* sync- TRAF L%
* tftpdnld- IN&H 24

ENGE
EFTF ASA 5555-X B 15

rommon 2 > interface gigabitethernet0/0
rommon 3 > address 10.86.118.4

rommon 4 > netmask 255.255.255.0

rommon 5 > server 10.86.118.21

rommon 6 > gateway 10.86.118.1

rommon 7 > file asalatest-smp-k8.bin
rommon 8 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asalatest-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon 9 > sync
Updating NVRAM Parameters...

rommon 10 > tftpdnld

1& A F ASA 5506-X BYf51:
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address 10.86.118.4
netmask 255.255.255.0
server 10.86.118.21
rommon gateway 10.86.118.21
rommon file asalatest-1fbff-k8.SPA
rommon 7 > set
ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
VLAN=untagged
IMAGE=asalatest-1fbff-k8.SPA
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon
rommon
rommon

o U b W N
vV V V V V

rommon 8 > sync
Updating NVRAM Parameters...

rommon 9 > tftpdnld

Tl
AT Ping BAELUHERR 5 AR 55 35 RYZEIE RIS :

rommon 1 > ping 10.123.123.2

Sending 10, 32-byte ICMP Echoes to 10.123.123.2 timeout is 4 seconds
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 2 >

TC B A 2% A T A

M ASA BRI, E EmEAEMECE . B0 DR IEAZ SRR B ] T ASDM U [n] (48 B
H, AT DURE G ORAF TG L B, W RSB R I, WA E (WA .

WR R RAEECE , (B3R H] ASA FirePOWER F5k, Sk ki i il & . ASA
FirePOWER b AT 7E 457 BEEE 1 EREATAFHE, IR0 S007 i) FLIDE N R4 T 5037 o A a8 P 17 B Do) 466 30 2 F 9
— B WAL, WA AL, AT DO R L ((UH T FirePOWER 3D« WL (HF
ASA FHAPN A E) FEH PC IEB R — NN . XM B MEANGEE, ESHLTM
HEERAEA CPRENTTHRR ) -

* http://www.cisco.com/go/asa5506x-quick
* http://www.cisco.com/go/asa5508x-quick

* http://www.cisco.com/go/asa5500x-quick
a) I ASA B G IR, REUKHR GO B B PR E

Pre-configure Firewall now through interactive prompts [yes]?

D SR Ay fij B 2 B R I G R B R L, TS no JF R TIERE Y .
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b)

<)
d)

f)

RN E A B L, DUMETRT L% RE R ASDM, I yes, B R ERERI ] .
L ASA IEEIG R, 3R EXEC 2L,
enable

EX R TYIND S o

Password:

% Enter . EROAHOLT, LA
Vi 1) 4= JRi e B AR X

configureterminal
WEREA AT AR E AR, TSR G S H R S i .

WRBA PRAF B, (HARZE A PRIEN TR R A I R, TSR R FT AL S LR T
B, MRYE T TP AR 1 1D WSRAEH (2 A8 TR, (HAREEAG T O, RSB

clear configure all iy 2 1E R %ACE -

interface gigabitethernetn/n
nameif outside
ip address dhcp setroute
no shutdown
interface gigabitethernetn/n
nameif inside
ip address ip address netmask
security-level 100
no shutdown
interface managementn/n
no shutdown
object network obj_any
subnet 0 0
nat (any,outside) dynamic interface
http server enable
http inside network netmask inside
dhcpd address inside ip address start-inside ip address end inside
dhcpd auto_config outside
dhcpd enable inside
logging asdm informational

X ASA 5506W-X, 4 WiFi # FAS N BA R LA :

same-security-traffic permit inter-interface

interface GigabitEthernet 1/9

security-level 100

nameif wifi

ip address ip address netmask

no shutdown

http wifi network netmask wifi

dhcpd address wifi ip address start-wifi ip address end wifi
dhcpd enable wifi

HOFTRS SAC A -
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format diskO:

format disk1:

W IN AR A disk0. WHERF SN USB IXah2%, WIFKCY diskl. WERATE DS A0REED, 2R
il ASA MG, RES Bl FNiEiR:

$Error copying ftp://10.86.89.125/asa971-smp-k8.bin (Not enough space on device)

2) PRAT BT :

write memory

245 ASA Fl ASDM Bef% .

M ROMMON #5053l ASA NS AEF R NEN CR B KAWL AN TRB MG RSN AF . R TG EE
¥ ASDM F#3 N A7 .

a) 5 ASA Fll ASDM W& GIZfd FEAAME . 55 17 50 TEE] ASA A5 (K55 45 . ASA SZHF
ZMIRSS AR A% copy MTEANE R, EZ a2
http://www.cisco.com/c/en/us/td/docs/security/asa/asa-command-reference/A-H/cmdref1/c4.html#pgfld-2171368.

b) K5 ASA MMEITHIE] ASA A7, ML BRIE R T WATHAT FTP 5.
copy ftp://user:password@server_ip/asa_file disk0:asa_file

oRIE

ciscoasa# copy ftp://admin:test@10.86.118.21/asa%96l-smp-k8.bin disk0:asa961l-smp-k8.bin

¢) ¥ ASDM WU HiIE] ASA N7, ILBEER T W4T FTP K ifil.
copy ftp://user:password@server_ip/asdm file diskO:asdm file

45

ciscoasa# copy ftp://admin:test@10.86.118.21/asdm-761.bin disk0O:asdm-761.bin

d) FHNE ASA:
reload

ASA ] disk0 (AR BEAT SBT3

(MJ3k) 223 ASA FirePOWER FiEax ik,
T2 ASA FirePOWER J2 8hf%, %7 SSD #H4770 X, JF 4 I AR 203 R g ik .

a) ASR SR HIE] ASA. WO RGINE: RAKARIG 2 FHE SSD. Mob BIETR T il
T FTP 52761,

copy ftp://user:password@server_ip/firepower_boot_file diskO:firepower_boot_file

i

ciscoasa# copy ftp://admin:test@10.86.118.21/asasfr-5500x-boot-6.0.1.1img
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b)

d)

diskO:/asasfr-5500x-boot-6.0.1.1img

M Cisco.com ¥ ASA FirePOWER Mt 55 2 St #5422 30, 3 3l o 2 B4 O 5 1a) 1) HT TP,
HTTPS 8% FTP k4545 . 15200 L4303 ASA 11 disk0.
W'H ASA FirePOWER FH A 25 (E ASA disk0 {7 & :

sw-module module sfr recover configureimage diskO:file_path

5

ciscoasa# sw-module module sfr recover configure image diskO:asasfr-5500x-boot-6.0.1.1img

% ASA FirePOWER Jii )% -

sw-module module sfr recover boot

5l

ciscoasa# sw-module module sfr recover boot

Module sfr will be recovered. This may erase all configuration and all data

on that device and attempt to download/install a new image for it. This may take

several minutes.

Recover module sfr? [confirm] y
Recover issued for module sfr.

SERF LA, LAME ASA FirePOWER #E A 2, AR5 i) 24 /T (IE/EIZ1T 1) ASA FirePOWER i it
BRI G aE . RESIEE, 68 %% Enter 8 SR SRR . BIAH Y 4 & admin,
RN JE Admin123.

i

ciscoasa# session sfr console
Opening console session with module sfr.
Connected to module sfr. Escape character sequence is 'CTRL-"X'.

asasfr login: admin
Password: Adminl23

WERBH A BR T8, session fr %23 R, I o400 B WIGVEE L ttyS1 34T 15T
e Eal.
MCERYE, DMEGE] DL RG24,
setup
RPN L M5B WETER, A EEHLEEFN G LA A DNS {5 B2 BN E 11 B E
s THLA - mEIE 65 NMF R, ARSI . RVHEHIETR .

o EEHbE - T EERAS IPv4 B IPve Mk, B H DHCP G&EMH T IPv4) B IPve IRAH )
[T
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a)

BB~ ASA: ASA5500-X i 15A 3000 ]

« DNS {5 B - S E /DA DNS AR5, I8 A] BB 4 fis 2,
* NTP & - Al J2 I NTP Jfiic & NTP AR5 2%, LU E RN

i

asasfr-boot> setup

Welcome to Cisco FirePOWER Services Setup
[hit Ctrl-C to abort]
Default values are inside []

LRGN 2L
system install [noconfirm] url

QTSR ASAR e SR L, S LE AT A TN noconfirm 1EXE . {8 F HTTP. HTTPS & FTP URL;
WERTER A MEN, REEFRRERAEXSE R, SRR, FERATRET B K, H
P e T 18 1) 0 2%

LRGEMIA, RGBS 2N AT (IR TR] LK R 3l ASA FirePOWER IR 55 B 1)
T ZE AR A WA i Y- 65 T RE RS 22 10 20 B el S I ], (R Sm-F~ 15 7] RE 7T 22 60-80 73k
BRI TE . (show module sfr it WERE T A 2EFRRE 754 Up. )

i

asasfr-boot> system install
http://admin:pa$$wd@upgrades.example.com/packages/asasfr-sys-6.0.1-58.pkg
Verifying
Downloading
Extracting
Package Detail
Description: Cisco ASA-FirePOWER 6.0.1-58 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]l: ¥y
Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Upgrading
Starting upgrade process ...
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system. [type
Enter]
Broadcast message from root (ttySl) (Mon Feb 17 19:28:38 2016) :

The system is going down for reboot NOW!
Console session with module sfr terminated.

U AT B R AN T RCA, ATLARJE i 5k ASDM Bl A Bty FR A B B3 AT BG4

SBN WNT R RALEE I ASA BRI VE o] UEA AR VE o IE, 20
http://www.cisco.com/go/license. {EEIE (Manage) > ¥ A]IE (Licenses) ¥4y, #nl LAEE B FaEFn]

ko
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P ASDM (I 2 HAhZhfE) , T Ldesm N (3DES/AES) VI nfilk. U LA 7E 4 dpr
Ba BB B 2 HTIRAT T I ASA IV TGS %8, W n] AR 32 0m 3 H . n AR IR
AR, AHHIAT I ASA BIVFRTUE, W AT DUEDRT R BOZVERIE. X T8 ASA, B 2 Fid
fl) ASA ZFiJiiE.
P12 HF ASA SRV ATIE.

a) JHIH A CL R A 3R ASA [P

show version | grep Serial

BT 5 BRSO IR 510 5 R BURIRA0 5 0 T HoR S, (A T
b) il http://www.cisco.com/go/license, 2R s il 3R BV E AR AT IE (Get Other Licenses).

& 1: JRERE Ab i AT IE

Tools & Resources

Product License Registration L e B

‘ew in French  ContactUs ¥ Feedback Help My Profie  Rel

ﬁ Did You Know? m Systemn Messages E Supportad Browsears

Get Other Licenses v

Get New Licenses

Enter 1 to 10 PAKs or token IDs, separated by commas

Manage

PAKsITokens Licenses Devices Transactions History

c) %EF IPS, Crypto, Other.
& 2:IPS. mE. Hith

Get Other Licenses v

Demo and Evaluation..

TelePresence Software Release Key..

TelePresence License to Resend...

IPS, Crypto, Cther.

share License Frocess

Main to Backup
Register ROSA HA as Pair..

Migration...

d) 7F Search by Keyword 7B, %\ asa, Jfi%#% Cisco ASA 3DES/AES License.
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& 3: B} ASA 3DES/AES 1F Wik

Request Crypto, IPS and Other Licenses
1. Select Product | 2. Specify Target and Oplions | Jeview and Submit

Search by Keyword E

Make a salaction from thig list of products

Product Family Product
Metwork Mgmt Products | La E
Security Products iCisco ASA 3DES/AES License
Wirsless

| Cisco ASA 5500 series AIP-SSM

e) EFIEMIEREM P (Smart Account). EIMKF (Virtual Account), %iA ASA F3%IS (Serial
Number), #RJ5 fith T—2 (Next).

B 4 Z5emP . EkFIFEIS

Request Crypto, IPS and Other Licenses

| 2. Specify Target and Options

i Acca
Selectone. . = Weequired with Smart Account

Cisco ASA 3DES/AES License

« Serial Number FCH1714J6HP | @

f) ARG HEIEFE KN Send To HEAHHLIEAT End User 7%, B NH A AR AT HbE. 3R
B (I Agree) HiEHE, A5 ridhiig3 (Submit).

B 5:383%

Request Crypto, IPS and Other Licenses
oduct | 2 Specify Target and Options | 3. Review and Submit

Recipient and Owner Information

Entar muliple email addresses separated by commas Your License Key will be emailed within the hour to the specified email addresses,

= Send To: Add

« End User. ~ | Edit

License Request

SerialNumber

FCH1T14J6HP
Smart Account SKU Name Qty
» Cisca Internal ASASS00-ENCR-KS
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g) ZJa, BRI El— B SRR, A& LI RINE TR (Manage) > 1 Al (Licenses)
DX 8T #% %

h) W NEERRVE AT UE T2 2 Security Plus ¥ AJIEEGE 6 I AnyConnect VFRJHIE, 1515 ) :
http://www.cisco.com/go/cew. WKV n UG, ORI E]— 3l f:, Hrh &4 nr e
http //www.cisco.com/go/license 5 A1) AL % EH (PAK). X AnyConnect 15F—fﬂ: Jarialle

F % H1i& PAK, 1% PAK W] N H] T2 ANl HIAH IR P 2 it i) ASA. IERIAR B 5ie 4 1k

KK AVFRNIE (B335 3DES/AES VFRIE) M Dhfig. X T T TR I VFa] ik, BN VF ATk
BA PO %

IS, FH W 5
activation-key %4}
il

ciscoasa(config)# activation-key 7claffd4f e4d7db95 d5el91a4 d5b43c08 0d29c996
Validating activation key. This may take a few minutes...

Failed to retrieve permanent activation key.

Both Running and Flash permanent activation key was updated with the requested key.

HHT e ASA AT 22380 %8, RE0K 7R “Failed to retrieve permanent activation key.” 74 5. #&
AJ DLz I R

1B BE 2 — AN IKA AR ZASE TR . WRE I K A ], W'E &7 i B 22251 K
B . WIS AE 22255 3DES/AES VFnUE G VI T A VF vl E, 415 30S S SR 2 BT VRl ik LA
K% 3DES/AES VFrIUE, Rt n] LUK 78 55 1%k 57 3DES/AES %%

ASA FirePOWER FHAE AT T ASA FIVFRIHLE] . AT B PO AT 1 T e, (H AR B I T
L, AIRESTEFTENST A AL PAK, MRS W] ASRAS DL N VR T UE IR AT R IS 25 40 -

* SEHIFRIR . FEHIRY “f”ﬂ%T&ﬁ‘?Tf@(AVC)” o N o GRIPURRN “TPS” o B
TIXEVFIE AR PI5h, ROETE AR ITHILL A 3 SR ST fig

=1 (AVC) BRTB AR S R A R

fR3¥P (IPS) T BT 75 E 4% M http://www.cisco.com/go/cew WASZ IPS 11 H . BEiT B ISR, 512,
AN P B R A EE: MBI AR E AT ASA FirePOWER HEHL)
PAK/VF AT RO %80 B AR AT 58 i) AT AL

TR AN 2 4 ASA FirePOWER JIR 25 (1) ASA 5500-X, U445 T L3 o 0 12 T 20 A 4 40 3R i 2 1)
VFAIE. AR PEANE R, 120 (H4% FirePOWER JIR55 1B R ASA TTI4ERE)
A R] L) S 1R H AV P]E AL 45
* Cisco Secure Firewall Threat Defense & & &% {4 B5 #14 AT iE
* Cisco Secure Firewall Threat Defense URL 33514 AT 3iE
IX VAT UE A 5 2 A2 il ASA FirePOWER A [F) PAK/VFRIIERS % H. ATWERE, ESH (L

7% FirePOWER I 25 (1) AR ASA TI4ER) « 53152 [ Cisco Secure Firewall Management Center L fig
VFAE
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BB R AsA5500-X 35 1A 3000 [}

BB RN ORA VAT UE DL A PR VFRE, 15200 (ASA PN THE M) AR A .

B A BG 4E) — B A BAfE):  ASA 5500-X =% ISA 3000
S A4 17 4 1] ROMMON HF LA S WMl SRS A< T (R B R AR 1Y) JRIMBIT 10 qe EidFE
LABAI A ) BRURA . IR IEIATH BT, 5500 TR«
7E ROMMON 1, AL RF B 11 LA TFTP 0B B0 3t DS TRTP. 519

WA BE e T LU H] HTTP 50 FTP R 2 JUb B R g8 F 2eketl. TFTP T80 e ALK 18] 1
FORAE JEUBBITAE 15 TETP 55 & L IR EE S T A€ OISR, B Z Ao,

o
i

Qs

Sk Sk
S8 3
N =

A AR AE R A B b R PR, AN B o BRI A

WAL ] e B AR B BB, eI el B LAY IR R BT IR S5 A i
iy DR AN BE AV PTR 55- 2 BB e R B

K BB R SR GEZ B R 3T, 28 17 50 NS BB Al i B 015 ) () TFTP
55 4% o

BT ASA 5506-X. 5508-X F1 5516-X. ISA 3000, 800245048 A B0 1 1/1 Faimfg. *F 7 HAhm
5, AT DE R

SBA ¥ B RG2S GESE FERAE, 5817 00D SR EO SR R B 1T )
[\l HTTP % FTP A45%%.

LTS GG, FRE 3 BN B
reboot
il
N yes EHT A,

TP

N
&
w

> reboot
This command will reboot the system. Continue?
Please enter 'YES' or 'NO': yes

FIE6 MASPRIEA ROMMON 7R40, 35570 5 201734 Esc 4.
I YNE R R R A
w5l

[...]
Booting from ROMMON

Cisco Systems ROMMON Version (2.1(9)8) #1: Wed Oct 26 17:14:40 PDT 2011
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B =isos - mimnps: ASA 5500-X s 1SA 3000

Platform ASA 5555-X with SW, 8 GE Data, 1 GE Mgmt
Use BREAK or ESC to interrupt boot.

Use SPACE to begin boot immediately.
Boot in 7 seconds.

I 4% Esc .
IR ARG R R LU IR R, WIS I (Al (G, aZ07E BBMBITAE 58 108 3 Ja BEAT B8 ndk:
Launching BootLoader...

Boot configuration file contains 2 entries.

[...]

TR BB B BT A . NEINAERR R disk0. 4 ARAT AN USB BkEh#%, WIFRA diskl.

i

Example:
rommon 1 > erase diskO:
erase: Erasing 7583 MByLeS ittt ittt ittt ettt ettt

rommon 2 >

U BRI BRI 1 P RGEWEAR . W R R AR, IEE T 5 A S
WACRCATAE IR B I R P AT S0 A 1 SCEF I, gD B A R kS a1 R S
WA, XA e BRI A), I AR 05T 8 Bz .

LA N ROMMON it 4 B2 E 19 2% 15 B I I3 o s -

interfaceinterface id

address management_ip_address

netmask subnet_mask

server tftp ip_address

gateway gateway ip_address

file path/filename

set

sync

tftpdnid

BB 51 S WURBEEN N 30T R 3, #EASIS CLI.

AR WIRAE B P ORI BREEAE, W 24% Esc $EAG]5 CLI:

Use ESC to interrupt boot and launch boot CLI.
Use SPACE to launch Cisco FTD immediately.
Cisco FTD launch in 24 seconds ...

Launching boot CLI ...
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HZ LM &

s interface- ({YFR T ASA 5512-X. 5515-X. 5525-X. 5545-X f15555-X) $55E8: 111D, HAbM S
UREAT A BRI 11,

* set- WoRMERBCE . BIE T DM ping fir & 50k 5 IR 45 S g4z .
* sync- {RAF P Z5 R
* tftpdnld- N#UE shWU4 .

w15l
ASA 5508-X HY5R1H:

address 10.86.118.4
netmask 255.255.255.0
server 10.86.118.1
rommon gateway 10.86.118.21
rommon file ftd-boot-latest.lfbff
rommon 5 > set
ADDRESS=10.86.118.4
NETMASK=255.255.255.0
GATEWAY=10.86.118.1
SERVER=10.86.118.21
IMAGE=ftd-boot-latest.lfbff
CONFIG=
PSl="rommon ! > "

rommon
rommon
rommon

B W Nk o
vV V.V V V

rommon 6 > sync
rommon 7 > tftpdnld
ADDRESS: 10.86.118.4
NETMASK: 255.255.255.0
GATEWAY: 10.86.118.1
SERVER: 10.86.118.21
IMAGE: ftd-boot-latest.lfbff
MACADDR: 84:02:61:01:92:e6
VERBOSITY: Progress
RETRY: 40
PKTTIMEOUT: 7200
BLKSIZE: 1460
CHECKSUM: Yes
PORT: GbE/1
PHYMODE: Auto Detect

IP: Detected unsupported IP packet fragmentation. Try reducing TFTP BLKSIZE.
IP: Retrying with a TFTP block size of 512..

&R T ASA 5555-X BY73151:

rommon 0 > interface gigabitethernet0/0
rommon 1 > address 10.86.118.4

rommon 2 > netmask 255.255.255.0

rommon 3 > server 10.86.118.21

rommon 4 > gateway 10.86.118.1

rommon 5 > file ftd-boot-latest.cdisk
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B =isos - mimnps: ASA 5500-X s 1SA 3000

rommon 6 > set

ROMMON Variable Settings:
ADDRESS=10.86.118.3
NETMASK=255.255.255.0
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=ftd-boot-latest.cdisk
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

rommon 7 > sync
Updating NVRAM Parameters...

rommon 8 > tftpdnld

AT Ping BRAELUHERR 5 AR 55 3% ROZEIZME:

rommon 1 > ping 10.123.123.2

Sending 10, 32-byte ICMP Echoes to 10.123.123.2 timeout is 4 seconds
rrrrrrrrnd

Success rate is 100 percent (10/10)
rommon 2 >

N setup, JRACEE B OMMERE, LIS HTTP 88 FTP IRZ-2:/71

PLUR 323 2 A,

IR WSS DHCP JIRS4s, W g Bhti 2 A sh i B MRS . /] DHCP i, 1S LU TR
W Ja s A

IR, AL RS AT

Configuring network interface using DHCP

Bringing up network interface.

Depending on your network, this might take a couple of minutes when using DHCP...
ifup: interface lo already configured

Using IPv4 address: 10.123.123.123

Using IPv6 address: fe80::2a0:c9ff:£fe00:0

Using DNS server: 64.102.6.247

Using DNS server: 173.36.131.10

Using default gateway: 10.123.123.1

Tl

Cisco FTD Boot 6.3.0
Type ? for list of commands
firepower-boot>
firepower-boot>setup

Welcome to Cisco FTD Setup
[hit Ctrl-C to abort]
Default values are inside []

Enter a hostname [firepower]: example.cisco.com
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Do you want to configure IPv4 address on management interface?(y/n) [Y]: y

Do you want to enable DHCP for IPv4 address assignment on management interface?(y/n) [Y]:
n

Enter an IPv4 address: 10.123.123.123

Enter the netmask: 255.255.255.0

Enter the gateway: 10.123.123.1

Do you want to configure static IPv6 address on management interface?(y/n) [N]: n
Stateless autoconfiguration will be enabled for IPvé6 addresses.

Enter the primary DNS server IP address [64.102.6.247]: 10.123.123.2

Do you want to configure Secondary DNS Server? (y/n) [yl: n

Any previously configured secondary DNS servers will be removed.

Do you want to configure Local Domain Name? (y/n) [n]: n

Do you want to configure Search domains? (y/n) [yl: n

Any previously configured search domains will be removed.

Do you want to enable the NTP service? [N]: n

Please review the final configuration:

Hostname: example.cisco.com

Management Interface Configuration

IPv4 Configuration: static
IP Address: 10.123.123.123
Netmask: 255.255.255.0
Gateway: 10.123.123.1

IPv6 Configuration: Stateless autoconfiguration

DNS Configuration:
DNS Server:
10.123.123.2

NTP configuration: Disabled

CAUTION:

You have selected IPv6 stateless autoconfiguration, which assigns a global address
based on network prefix and a device identifier. Although this address is unlikely
to change, if it does change, the system will stop functioning correctly.

We suggest you use static addressing instead.

Apply the changes?(y,n) [Y]: y
Configuration saved successfully!
Applying...

Restarting network services...
Done.

Press ENTER to continue...
firepower-boot>

T BB R G KA e . WP IRIEIR T W AT HTTP %%,
system install [noconfirm] url
apn FEAAE e S A AV S, A 4 TS I noconfirm B 5

i

> system install noconfirm http://10.86.118.21/ftd-6.0.1-949.pkg

RGP TR A TN KN av . HIA Y.

FHEHEHF AR A4S WARNING ## #4444 444444444444 4444
# The content of diskO: will be erased during installation! #

Cisco Secure Firewall ASA #0 Secure Firewall Threat Defense E #iR1& 155 .




Cisco Secure Firewall ASA #1 Secure Firewall Threat Defense E#ibtigi5E |
B =isos - mimnps: ASA 5500-X s 1SA 3000

idsasiasssasiasssasiasssasiasisatiasisaiiasisaiian ittt

Do you want to continue? [y/N] y

LR ELTFHRNA WG PRRAME . RASIRERE LR WA Y.

Erasing disk0

Verifying

Downloading

Extracting

Package Detail
Description: Cisco ASA-NGFW 6.3.0 System Install
Requires reboot: Yes

Do you want to continue with upgrade? [y]l: ¥y

GESEUG, 1% Enter H B

Warning: Please do not interrupt the process or turn off the system.
Doing so might leave system in unusable state.

Starting upgrade process
Populating new system image

Reboot is required to complete the upgrade. Press 'Enter' to reboot the system.

FOBT A S 30 B LL b, (HW AT RERT A TRl SRR B, BRTEN U CLL
BN EHERMESOERNEE, SRRl

i
EEMEZEOLE:

firepower-boot>show interface
ethO Link encap:Ethernet HWaddr 00:a0:c9:00:00:00

inet addr:10.123.123.123 Bcast:10.123.123.255 Mask:255.255.255.0
inet6 addr: fe80::2a0:c9ff:fe00:0/64 Scope:Link

inet6 addr: 2001:420:270d:1310:2a0:c9ff:fe00:0/64 Scope:Global
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:522369 errors:0 dropped:0 overruns:0 frame:0

TX packets:2473 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txqueuelen:1000

RX bytes:42120849 (40.1 MiB) TX bytes:170295 (166.3 KiB)

XFAR S5 BR AT Ping 1R1E:

firepower-boot>ping www.example.com
PING www.example.com (10.125.29.106) 56(84) bytes of data.

64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seg=1 ttl=42 time=28.8 ms
64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seq=2 ttl=42 time=28.1 ms
64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seq=3 ttl=42 time=28.1 ms
64 bytes from gg-in-f106.1el100.net (74.125.29.106): icmp seqg=4 ttl=42 time=29.0 ms

~C
--— www.example.com ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3003ms
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rtt min/avg/max/mdev = 28.159/28.549/29.022/0.437 ms

firepower-boot>

BREREE ER LU M 4851, IFIITLUTIR1E:

firepower-boot>traceroute -n 10.100.100.1

traceroute to 10.100.100.1 (10.100.100.1), 30 hops max, 60 byte packets
1 10.123.123.1 0.937 ms 1.078 ms 1.154 ms”C

firepower-boot>

TR, WS BB TR
wH:

B iR

TR BL, A RIC i SRR SRR % AR B 1 K

Erasing disk0 ...
Verifying

timed out

Upgrade aborted
firepower-boot>

FERXPME DL R, IR T LN ASA U5 A SO RS #% 38 AT LI ik X S e 45 25 BT Ping $4E K3k
ATHAIF

“RILBIRGE” BiIR

R SRS ATV ), BSOS AR B A R %, W22 RN, JEER O RIEIBUE A iR

Erasing disk0 ...
Verifying

Package not found. Please correct the URL, which should include the full path including
package name.

Upgrade aborted.
firepower-boot>

FEIXPPIG LU T, TR OR M A AP B SCA s A2 A0 A48 R IE A/ JE %

RIERM, HIRFHEIR

TE T EARGIA JFAAT 2 Ben], SEUR R Lol “ 2B RNG  MBURIENR” o KEIER R
I, R LU I A 2R F S ORBEAT bR R B -

firepower-boot>support view logs

===View Logs===

Directory: /var/log
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. ASA—ASA: ASA 5500-X % ISA 3000

2015-09-24 19:56:33.150011
2015-09-24 19:46:28.400002
2015-09-24 19:45:15.510001
2015-09-24 19:46:28.400002

102668 | install.log
292292 | lastlog

250 | ntp.log

5760 | wtmp

([b] to go back or [s] to select a file to view, [Ctrl+C] to exit)
Type a sub-dir name to list its contents: s

Type the name of the file to view ([b] to go back, [Ctrl+C] to exit)
> install.log

Thu Sep 24 19:53:44 UTC 2015: Begin installation ...

Found hard drive(s): /dev/sda

Erasing files from flash ...

$En] LAFE /var/log/cisco #5515 CLI AHOC ) AR [ (1) iy 4 A5 F upgrade.log.  pyos.log Fl
commandd.log.

TR DT e S B IO RS R . 1S SIS R BRI (PRI 1R
), 4REIRE: http://www.cisco.com/go/ftd-asa-quick

ASA—ASA: ASA 5500-X =% ISA 3000

WARIEEEA S, ATLAE ] ROMMON R g% . RJa, fEn] LUREB (KR SO A ASA $84E RS0 T3
BNAF

$IB1 KM ASA, RIGEBEE.
P2 fEaghdit, YRGEEREHA ROMMON #X R, %% Escape
$IE3 4 ROMMOM #ixl F, & X ASA 4 s, 5 IP Huhl. TFTP ARSs 2sdthl. WocHhlt. &k

AR AT A 1, 3R PR :

rommon #1> interface gigabitethernet0/0
rommon #2> address 10.86.118.4

rommon #3> server 10.86.118.21

rommon #4> gateway 10.86.118.21

rommon #5> file asa96l-smp-k8.bin

IR OIS AR MR
interface i 2 7F ASA 5506-X. ASA 5508-X. ASA 5516-X FIl ISA 3000 -5 ¥ 2, 14
DA 1/1 2 DI RHX S 4 34T TFTP KK .

YO AETAS )

rommon #6> set
ROMMON Variable Settings:
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ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=

LINKTIMEOUT=20
PKTTIMEQOUT=4

RETRY=20

HIBS X TFTP RS #3404 T ping 2 1F:

rommon #7> ping server
Sending 20, 100-byte ICMP Echoes to server 10.86.118.21,

Success rate is 100 percent (20/20)

IR

RIFAEBE, AR AT -

rommon #8> sync
Updating NVRAM Parameters...

TR

INBARAF A

rommon #9> tftpdnld
ROMMON Variable Settings:
ADDRESS=10.86.118.3
SERVER=10.86.118.21
GATEWAY=10.86.118.21
PORT=GigabitEthernet0/0
VLAN=untagged
IMAGE=asa961l-smp-k8.bin
CONFIG=
LINKTIMEOUT=20
PKTTIMEOUT=4
RETRY=20

tftp asa%96l-smp-k8.bin@10.86.118.21 via 10.86.118.21
Received 14450688 bytes

Launching TFTP Image...

Cisco ASA Security Appliance admin loader (3.0) #0:

Loading...

BRI WAR S, ASA 23 F 8B ROMMON £t

M ROMMON #5543 5l ASA ANE1E T I iR B R Ge ity s
FITH g fE, &S0 CERE ASA THdE™ )

ASA—ASA: ASA5500-X =i ISA 3000 .

timeout is 4 seconds:

Mon Mar 5 16:00:07 MST 2016

B TPRIAR T BN A RE R
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T—HIf
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TS PN RL S (R PR [ T3 R AN BN -

* ASA 5506-X
* i H T Firepower B4 5 B4R ASA 5506-X
* i T Firepower & .00 F) ASA 5506-X

* iEHT ASA ] ASA 5506-X

* ASA 5508-X/5516-X
* ASA 5512-X & ASA 5555-X
* & T Firepower % 75 E HE 2% ASA 5512-X & ASA 5555-X
* G H T Firepower & #H.0 )] ASA 5512-X £ ASA 5555-X

« 3&H T ASA [ ASA 5512-X £ ASA 5555-X

* Firepower 1010
* Firepower 1100
* Firepower 2100
* Cisco Secure Firewall 3100
* Cisco Secure Firewall 4200

* ISA 3000
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