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B e (SRS R T LA B B B 2 Al B4 B 0 S S S PRI, 917 1 R DA R

i
Y

AR R AR (IR JiE, ISR B 0 AR D

SEREIE I BE S T AR
AT VUK EtherChannel F T4EBEE I BERS, LAELE EtherChannel " 1% 45 M I ALSmi e, (A
AP RESEILIUAY
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AT

TR EIR T U e R B R G (VSS). FE R 1IEE (vPC). StackWise Y StackWise Virtual 3155
Hh{ ] EtherChannel 15 #ERE ¥ 55 . EtherChannel H (1) T B8 A0 & G sh B IR AT Heb Lt
TR RGH 8B4y, AT LA [R]—> EtherChannel H [ <k B2 112 3] 70 4% R 48 HAh A A8 e
Blo ATHMLEE 12 [F]—> EtherChannel iy FUETE 2 LIRS0, DAY G AN R A BLIAT A A8 —
BAWHL—FF. 1EERL, b EtherChannel & W 4 ALY, 1T3EEE M4 EtherChannel.

Virtual Switch Link

P e v SE 0
N TR REE T RE R A DR, B Z IR AL IR I A] (RTT) 55 5 2/ 1- 20 2240 . s KAEIE e 4
EESRNEb:LRZ VA w7& e S TP AAYIND a8 CR - e 15 (AR TE R ey » S el LTI D Svia s ot 1l 3 5 M mE AR P
#etf.
SRR TS, PO B T sl SRR G KR 00 0, 3l 19 0 A e P b

ST T i i
RO G B IR R B e Bt D DO H, WISERERE AR ] B I OC M . B AR
HEER 2 e, s ZE R ER R T AEREOR Tah BRI A SRR

\}

AR Y ASA LT ARG, P B O OCH]; FUAE B AR DT ORGSO . A B
FORFFTIE, AT B AR TP MR ) P Mk o (F:, G SR R 48 e % e AR rh 158 4k
TAREZPIRGS, B BEIRCCRICIE VT (R e i PR Y S5 Pl i e AR A S TP k) o b Zitfil
P S R BEATAR T2 D B

=% 2% EtherChannel
IE 0] LUK SR HLRE B — AN 8k 22 2 D 41 s SR8 7 BT B M LAE HY EtherChannel. EtherChannel V28 1l 18
BT A RS I B . AE M A QORI I B K RS A R 24 ] i s X LUK X I . 7E 1%
BN, EtherChannel i # 4 HAT BN TP il (B 82 O EB IR, 1P Mol e 2 BVI i dE
MUMFLL AR D3 82 1 o 41353545 )& 1 EtherChannel [ [ 3L A $1F
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gxaneing [

Inside Switch Qutside Switch

A
I Node 1
[\ et <. e N\

(%3]

port-channel port-channel 6

| | N cithi/2
SInsided Outside
panne Spanned

port-channel 1 port-channel 2

10.1.1.1 Node3 509 165.201.1

eth1i/1 eth1/2 }

\V \V \
PN i i
B AT, AT USCR A H5 e -

o fEH “AXTER” RIS EEOY FE, X R K B AT A AR A AR A EHE, I

ok Rk Z B 2% EtherChannel T[R4 ASA. FRATELUSCKHUSE RN H A5 1P Hidik CERIAKEE) 8%

PEAE byt 1R AE B Bk

< ¥ ASA ERETHHMS, HHFEZLR, DU pra Bt n H 8 Sk A H .
B8 34 i

EtherChannel £ i1 FH % A3 A S5 0F HAR IR B8 H Fx 1P kil LA & TCP AT UDP b -5 AT IEFE .

N

ER A ASA L, W TESCERIN IR R . ARSI b, BRI DA AR
sour ce-dest-ip £ source-dest-ip-port (152 i} Nexus OS =11 %} 10S port-channel load-balance
WA o THIE A AL R OGRS vian, )4 T SR B 1) ASA TR S A
H.

EtherChannel 1 [1)4% i 505 23 5 M 7 3 1 .
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EtherChannel TU4%

7E Cisco Secure Firewall 3100 -7 ASA &3 & %2% |

XSRS AT I I AN BERE S, WAL T NAT, R ORI [l 50 60 AT AN A 1P ik
AN/ o 3R [PLA R AR O ME B AR BN R BE 2%, RS RE AN AN RE K8 20 3R Bt 5 1)
FERII R .

EtherChannel 17 W EIUAR . "B IFEPTATBERS IV EER PR BCIRES o WIR - ZR Bk A AR Wb, R e FL At
He L 1A P L. AR EtherChannel HH K B A7 BE B AR 48 e 26 R 7B tihes, (HILALBE &5 R A0 T
AR, Mo AR P R i 546 o

EERE R TUR AN LR S

AT LATERS M %% EtherChannel & 86 ASA INZ ML . 6 ASA HEZ ML, W TIEHEET
VSS. vPC. StackWise 8% StackWise Virtual H' P & 22 #1115 457 3 6 F

AT HHLIIAE, 552 AT RS 2% EtherChannel "L E 32 400520 5EE . LIRS 2L vPC R
EATMHNLES R 16 251 B 4E I ) EtherChannel (5130175 F2 2241 10 T-Jk LK RIS HL (1) R Nexus
7000) .

Xt ¥ 3 FF EtherChannel 147 8 G aEER N AZHNL, FEERLBICR RGNS AZHALN, 2]
FERE DX LUK B IE HHRCE 16 205 sl Bk .

W RS A 5 M 4% EtherChannel FHAEH] 8 45 UL EIRTG N BERS,  WUIJCIK IR INAE A o5 HIBERR s EE50HF 9
32 NNk, A BSOS R 1 cLACP B DU, AR E, R
DA 8 45im sl s A 8 44 HIHERK, B ANAEIERL R — B AT BN LI .

PR 8 T RARAEA 16 1 RUARAE AT 32 AN S BEHS (115 DX LUK EIE .
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granszanzg

Router or Router or
Access Switch Access Switch
Switch 1 S Switch 2 Switch 1 =t Switch 2
ﬁi Virtual Switch Link ﬁl EI_ Virtual Switch Link _EI
|I Il |II I| | 0de I
| | u ul

-chanhel1

NP 4 1 REERERT 8 Y IR AT 16 A0E SN BERS (115 DX LUK I .
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B =zansxnnzg

Switch 1

Router or
Access Switch

Virtual Switch Link

Switch 2 Switch 1

& .

port-channeld

£

i
T

“"%i .

Node 3 |

nneld
|

port-cha

Router or
Access Switch

Virtual Switch Link

Switch 2

- 3

FE PR A 4 5 S AERER 8 T M AERE A 8 SihBl AN 8 44 I BE M AL Seits X LUK MBI . 153)
B Son Sz, AR ShEERE Bon R, cLACP 73T il DL H Bhik e 8 A A BE s AE N
EtherChannel # VG BEM . BTN, cLACP W] DLAE B S BLBE M 4% 61 3 315 .
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EarssaEssenrns brnTres [

Router or Router or
Access Switch Access Switch

Switch 1 Switch 2 Switch 1 Switch 2

== Virtual Switch Link
Egi .

Virtual Switch Link

[:u:Jrl-channel1NOde 3[:n:th-c:hanneH

ERBEGEEEFREHEE LM TmRE
FERCEARAE AT, 5 BOCA ] A S B A e B P 45 B IR 28 AN K0l R 4%

AP VL R I T B R 2 L B 0 5 A 0l A 4%
pE i FERCE ZMANSERF B8 20T, /DT BT DIH S ISR AT I R P 45

AN, NECE FIEA R . BN, an Al EtherChannel, IR Ky EJAT R & 3E 4T
EtherChannel fit & .
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B testwsrmasszne

tESMRE LRESKIHEOENK

FEJ IARRE T, 75 SR B KBS H O A TS X LUK IS o ey TSR 2 PR R S8 mT U T FRg 4 1
KA, PR R RVF R AU OB R AR AR AR L, AR5 LB C BAR AT ANSZ SR 4%
Ho
FHIa Z Al

* BBIHELLINBISERE P IR ASA B2 B B A

s BIRAT DU L B G E MOS0 D RRInE . B2 A W B K AT
BB L] DU AT

o A, UNSRORHAE B TG EON ISR 11, B VE N R 1 R IS R . b A Y i AR
Hio

BRI A ARG E, DUER GRSl B8 2 IR AOHME B NE, SRR LU T dir 41 SE 2
cluster interface-mode spanned check-details

Tl

ciscoasa(config)# cluster interface-mode spanned check-details

SRR B R
cluster interface-mode spanned force

IR

ciscoasa(config)# cluster interface-mode spanned force

AFAEBRON BRI R i R AR B ERE, TR 8 AR

for ce e 1T ] L3¢ 0 SO oM G e A A G 282 PP R TR AFAE AN I BE . e, R T ahiB
FEATHCE P iy AR e B BEAE B B e RSB 52, PRI IRATTA BUAE 1] forcede I, XA
RO DONIATRCESE T BEEMUR, ST BLEHNE1T check-detail sIEUR RG22 S5 (5 B .
WERAE ] forced i, A7 AEAE M AN AVBCEN . AR GURE 7R BH BRIC BT OH A, - M 77 2
TEERE R FE ) 6 S 1 SR FOB G B A BRI ) ARSI EC B SR (O 5 W2 BE SR s R
BeE . WEREARUEERECE, WA A n B 4.

SR LR, 1% no cluster interface-mode 14 .

| 7 Cisco Secure Firewall 3100 % ASA &}& &8¢



| 7 Cisco Secure Firewall 3100 - ASA ZR B & 5¢

wrngsrrEzn

iz & FEEEO

JEFHARREZ AT, AU ST A TG E T IP sk i 1, AR A N AR . B Tl
RET AAE SR IR R AT sk S e s RO PR B T e 1, DR S 3 (A T [ 20 B0 i SR 2
JE b

ARSI AU PR B O 0 5 AR 5 mT LURE e 12 1 T DX IR P S B 37 45 1 tﬁ
THEE T S BRI AN A o AR [ — AN RCE T AN RERC B R L 32, A4 B LR b,
AR S DX LUK B AR AT U712 1

REBEOEABRNMED

M7 U IEH 18 e 1, AN VAN TP bl SR A ) 1P bk 3250 1P Hhdik 2 SRR )
AN ERNE, dRgE T AT BB

FRA TS DORS 7 B I HC B A% 1o A7 2 T nT DO 7 BB R BB 5 e, s X LUK
ST 1 0 SR VRE R B ) e
FiaZ |l

o T 2AEERLG AR MR P HUTAR R . WIRE MR AR BRI changeto

context name iy %

o (AR K5 1L E My BE 4 A EtherChannel 4% IR1/Sk L & #2111 .
o IS E N EtherChannel, itk EtherChannel & B85 AR,  ToAERS X DL M 18 &

FCEAHE 1P kit (IPv4 MI/EE IPv6) , T — A hb A4 0 e 2 B3N SRR BE A A 0 1 L
(IPv4)

ip local pool poolname first-address — last-address [mask mask]

(IPv6)

ipv6 local pool poolname ipv6-address/prefix-length number_of addresses

il

ciscoasa(config)# ip local pool ins 192.168.1.2-192.168.1.9
ciscoasa(config-if)# ipv6 local pool insipvé 2001:DB8:45:1002/64 8

/A HER PR S EEA R A HhE . W R R, NS S E 2R BT S Rk
I AT 1P AT pE b bt s U5 45 AR [ — /N 25 Hh g 4R TP shb R B — AN 1P sl

“t&ﬁ%%%‘ﬁﬂi BRI DIA L AR A& B DA hE, 155\ showip[ve]
local pool poolname i 4o RE/NERE K 53 75 I A SEREN A& 0 Bl B — ANl 53 1D BB ID v T AT I
oK H Hu kbt A Hy TP

P2 A AR
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B semsoenersn

Nl

8

interfaceinterface id

T

ciscoasa(config) # interface management 1/1

KA EORENE L B, #RA ST ERE IR :

management-only

BOAEOUT, SRR O SN L . fEE T, ity 0 BT B D R 24 )5
A

POk AN e

nameif name

-

ciscoasa(config-if)# nameif management

name & K FER 2 0 48 DMFFRFISCAR TR, I HAX 7r KNGS o ATH— N E SR A bt dr 4 nl
AR

WE FAERE TP bk IF e SRR .

(IPv4)

ip addressip_address [mask] cluster-pool poolname

(IPv6)

ipv6 address ipv6-address/prefix-length cluster-pool poolname

TP

ciscoasa(config-if)# ip address 192.168.1.1 255.255.255.0 cluster-pool ins
ciscoasa(config-if)# ipv6 address 2001:DB8:45:1002::99/64 cluster-pool insipveé

I TP Hbtik A 250 5 A it il J 1 [m]— AN R 2, (EANTE R o BT DARC & IPv4 F1/8R IPv6 Hidlk.
AZFF DHCP. PPPoE Ml IPv6 HBIACHE : LT3 HE IP #idik.

BB A0, b number 5 0 (%) 2] 100 () 2 A3

security-level %i'5

i

ciscoasa(config-if)# security-level 100

AN

no shutdown
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fit & ¥ M 2% EtherChannel .

A5l

U 7- B AR R 1/3 FTPAS Y 1/4 $2 AVBC &4 138 7% A 3h EtherChannel, 2R 5 EtherChannel
[[M=ap e A

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8:45:1002/64 8

interface ethernet 1/3
channel-group 1 mode active
no shutdown

interface ethernet 1/4
channel-group 1 mode active
no shutdown

interface port-channel 1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt

ipvé address 2001:DB8:45:1002::99/64 cluster-pool mgmtipvé

security-level 100
management-only

fic & £ ¥ £& EtherChannel
5 /2% EtherChannel M5 EEREP KT HH ASA, JE4E EtherChannel 24 10 72 Ao 4240t 61 2 5187 .

FIRZ Bl
o MEATML T 15 W 2% EtherChannel 32 AR,
o XTSRRI, EERGIITE AT . R MAEA RFERCER, A changeto
system fir %
o RTOE IR, TERCE IR .

* 1117} 45 %€ EtherChannel H (1) 55 K FH /N 6 4L - FRAT TEEUSCANEEAE ASA BRAZHAL |45 7€ EtherChannel
PR B KR i /NI 80 (lacp max-bundle #1 port-channel min-bundlefiy4) o fn B 448 75 54 ]
XLV, R L 0

* 76 ASA D B (M B BB UL AR S 200 A A ORAEAS He L 1 e 1 B K
BB T ASA {H.

* {EASA B E W/ NS B G ¥t n FH i B T A (0 ds s sl . A6
AL, I MRS B RS T W B MEER B, BT DAME S ASA ST

* 5] B R S BT 4k (355 1 port-channel load-balance i 4 ) o« 7EACHAL I, ATz
BAE LA Horp—FRh #0325 source-dest-ip or source-dest-ip-port (2[5 J Rl Nexus OS FLE A}
10S port-channel load-balance @y %) o 120 7E SIS kA FH OCHE T vian, 502 5 38U%
W RIAERER I ASA TR AN

* M4 EtherChannel AN ] lacp port-priority fil lacp system-priority fir4.
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. Bt & P M 4% EtherChannel

* 1% M 2% EtherChannel I, i I IE 8 1 AE SR A 58 400 T AT AN BEAN TARIRZS . 2GR W]
B 1A e A B ARAE h T AR AL THE IR I B 4o

Yo BN BB IE 4 KB 1

interface physical_interface

i

ciscoasa(config)# interface ethernet 1/1

The physical_interface ID includes the type, slot, and port number as type slot/port. JH i ZH 71 1) 55—~z 1
YE TR A HeAh B 1 SRR

#4132 143 fid 3] EtherChannel :
channel-group channel_id mode active [vss-id {1|2}]

i

ciscoasa (config-if)# channel-group 1 mode active

channel_id ({0 1 21 48, 40 SLECE v A7 Il E 1D fo HOBERE 1, o A Zhidsin— A
interface port-channel channel_id
5/ 4% EtherChannel X 37 #F active 1.

WK ASA JE#: 5] VSS. vPC. StackWise Tk StackWise Virtual H [ & A HeblL, THHCHE vssid S
R E B MR BRI (1 802D o Ak, SEIEZIAESE 6 A o) sy 1 1 4 1
port-channel span-cluster vss-load-balance 74> .

AN

no shutdown

(nlik) Wi EEZERE, 5 28 1 D2 EtherChannel
w15

ciscoasa(config)# interface ethernet 1/2
ciscoasa(config-if)# channel-group 1 mode active
ciscoasa(config-if)# no shutdown

5 WA E EtherChannel 17 2 N1, X TiE4H:3] VSS. vPC. StackWise BY StackWise Virtual
THAUTE AR A HER, EBIAEILT, M4 EtherChannel fix 2 W BEXS FT A HEAF A DA 11
16 MO 8 MENTESE: s R 8 ME A, CABERg R AE b . ZEH 8 NELERES)
Pl (HEA &M% D), W81 cacp static-port-priority #4258 /1 shau L% K. 251 5h A
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fit & ¥ M 2% EtherChannel .

CARSEZN, 2 nl A SN R P g T 32 S sk . B, *FF 16 & ASA 4IEifsERE, 6
ASA bEZ Al MER] 2 MEL, M4 EtherChannel H 354 32 Mg L .

e e v W TE R

interface port-channel channel_id

i

ciscoasa(config) # interface port-channel 1

ERE S IR IE LN, ¥ A sh a1,
# It EtherChannel 1'% 4 %5 M 4% EtherChannel:
port-channel span-cluster [vss-load-balance]

i

ciscoasa(config-if)# port-channel span-cluster

WK ASA ##:3] VSS. vPC. StackWise B StackWise Virtual F1 P G A HLHL, I NAE
vss-load-balance <85 8 H VSS i34, HIhRERTHI{R: ASA 5 VSS (8f vPC. StackWise Y
StackWise Virtual) %} [0 () B BE I 4 B SE R8s . 75 )3 I 838 2 /iy, #8525 7E channel-group
up & RN R A D E vss-id KT GESHE 2 0) .

CAs) f&m] DL A I EE S D & LUK @, B s iariz O Lk g e k.

e RO T BB S S HU R T X, RO IEIE L BT R 2 O I e S S L L .
(A an R EAAE L EtherChannel )& VLAN F#: 0, 1§ LEIHAT I HRAE

w15l

ciscoasa(config)# interface port-channel 1.10
ciscoasa(config-if)# vlan 10

ARER ARG T .
(B BRI 5. R

changeto context name
interface port-channel channel id

i

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config)# context admin

config)# allocate-interface port-channell
config)# changeto context admin
config-if)# interface port-channel 1

XA, AR B AR M S s

S0 kO
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. Bt & P M 4% EtherChannel

nameif name

T

ciscoasa(config-if)# nameif inside

name je K% 0 48 NFAFIISCAR AT, JF AR KNG o A —SBr e FHrm A bt ay & 7]
AR
PN R, $AT R b — IR .
o P - B IPv4 FI/8k IPv6 Hihil:
(IPv4)
ip addressip_address [mask]
(IPv6)
ipv6 address ipve-prefix/prefix-length

zn iR

ciscoasa(config-if)# ip address 10.1.1.1 255.255.255.0
ciscoasa (config-if)# ipv6 address 2001:DB8::1001/32

AN HF DHCP. PPPoE Al IPv6 HZNECE « AT sint fiddiss, mTLURE 31 47 1 M HERL
(255.255.255.254). {EULAHHL T, AL el Fhlfr 5 1P il
TR - KBz 1 43I 2] 9 AR 4

bridge-group number

ZNGE

ciscoasa (config-if)# bridge-group 1

number 4 1 %] 100 Z [A] (1385, 52 ik 64 N DRI MM . BAGEEA - 100 il &
MM . iETERE, BVIACE LS 1P Huik,

P2 WEZRY:
security-level number

i

ciscoasa(config-if)# security-level 50

number 4 0 CIAIK) #1100 (heisy) 2 R FRI#E 4K

$IE13 M4 EtherChannel FiC & 425 MAC $ihlk, DUk G0 i85 78 11 P9 28 33 32 n) j -

mac-address mac_address

i
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agsserns |

ciscoasa(config-if)# mac-address 000C.F142.4CDE

W T B0 E ) MAC Hidik, 1% MAC bR aR 208 T 24 a0 s 4% . a0 RS MAC Hudik,
WU SR B A A AR T B, BT AR R A 2 KB i MAC Mk TiZ e 0, X n] B8-S 80l I R0 2%
P

FEZ N RRGUR, WEREAERS Stz iz 0, MW SOh R A3 Ak MAC ik, IXHFEmt o T
HBCE MAC Ml WVER, 02U Rtk AR 50 Tah S MAC il

mac_address Fi#% X HHH, i H 2 16 f7 /580 %07E. #an, MAC Hihik 00-0C-F1-42-4C-DE
Pl 000C.F142.4CDE 7E N4 .

U R AR AR E B R U MAC sk, T3 MAC HRhE TS 75 A BE D A2,
CEE B O0f Tl s ) ARAE, DRt OB — AN ol RURF A2 1Y) MAC M HEAN TP Mk

mac-address mac_address site-id number site-ip ip_address

-

ciscoasa(config-if) # mac-address aaaa.1111.1234

ciscoasa(config-if) # mac-address aaaa.llll.aaaa site-id 1 site-ip 10.9.9.1
ciscoasa(config-if) # mac-address aaaa.l111l.bbbb site-id 2 site-ip 10.9.9.2
ciscoasa(config-if) # mac-address aaaa.llll.cccc site-id 3 site-ip 10.9.9.3
ciscoasa(config-if) # mac-address aaaa.l111.dddd site-id 4 site-ip 10.9.9.4

o RVRF € (1) TP ik A 20 55 42 J5) TP HUBEAT F1R]— 7 P9 AEBESR AT 3 s 52 (K MAC 3l A TP 3t
HEH G TSRS 5 B 5 AL O R E (K3 21 1D

tIZ5 | SIEFEE

SRR RN Y TG 22 5 AP IO A RE I ERAE

REEH T R3ISEFRE

GERE R AR R 2T 5 SR E A RIS . TR, B E I NGRS AN RO
FEPERIT e JAHIERAE)E, SRS AEIEAS I R G5 R R 2 — AR Rl Bl R AT — A RAESR
RECP, 200 ROR RO Y R SN B ARTE A 5 ST R 2 i Y R
FHia Z |l

< A OIECE, LB A EOR AT G R K R .

* M T 2B, THEREPAT R 58 BOX LR 7 . BEMXE SR B R E AT, T
A changeto system 7% .

o REAAZRAE P 65 i 1K T B AR A . EANRENE ] Telnet 2K SSH.
BT R IR EAEBAT IVARREIN T RE A PR I 2% 77 Bt A0/ T e, S IUUIAT N
* TG E SE R R A L DN . S I e SR B DU . 28 13 L
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B ==nssssseres

TONSEREZ 0T, S AR e s e 1 o

M Ja, (BRI FAERE S LE 4 D ol e G BRI % .

WRIEH AR, BTSSR 2 AN B B2 145 9 2 EtherChannel 1. I EtherChannel
A& ASA ANHLIE, T ARES X UK ) 8 1

LR B B2 OB AN MR s B 1T s (H, 2R RN A AR R B 2
TR EASEZH], O IAEREAN Y S o e B SRR R B 2 10

a)

b)

¢)

d)

* VLAN T8 AN GE VRS E4 1) 1%
o T x/x O e 2AE M ik /2164 EtherChannel) , #BANRE FHAEAEREIA I E R .

HEA% T BE AR

interface interface id

-

ciscoasa(config)# interface ethernet 1/6

(A#k, &M T EtherChannel) ¥ itb4##: 14r B $ EtherChannel:

channel-group channel_id mode on

T

ciscoasa(config-if)# channel-group 1 mode on

channel _id (B 4 1 1] 48, G JEWCE P G0 AT G 1D F) s B TE R 1, K A shisin—AME 1
interface port-channel channel_id

PA VAR SO A I 6l 0 2 A ] ON B O il D AR T Il i AN B i . P TR
PR BEIR R B R %, P TCTE LACP Wite PaY . 5. IRATE DU 5d EtherChannel
W HE N Active iz,

Ja RN

no shutdown
BRHEERAEO; AEREONE SRR iS40,
(3% FH-T- EtherChannel) X4/ 2575 %) EtherChannel [ At 32 101 55 43 b # 4F -

5

ciscoasa(config)# interface ethernet 1/7
ciscoasa(config-if)# channel-group 1 mode on
ciscoasa(config-if)# no shutdown
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D2 R AT B M B 1 I B AR T A 2D Pe i 2 11 1 45 5 MTU #1100 27156
mtu cluster “©74

T

ciscoasa(config)# mtu cluster 9198

# MTU WE A 1400 2] 9198 45 Z M [F{H. BRIA MTU 4 1500 47150 FRATTEE ISR SR 1) B 1%
MTU BB MK o TR RS o R 5 A, R SR B ) B e 5 B Rt A gl 52 3
AN OEE TN ONE S TR St

B, K MTU 2y 9198 771, IR iy I B 2 1 MTU BT LU 9098, i A R 47 il i U mp
PABEE K 9198,

Iefr 2 2RI E 2, (LR WE T AR/ R M5 SR RCE .
PRI WA A OFHE NSRRI B
cluster group % #%

il
ciscoasa (config)# cluster group podl
DRRIIIER LA 1 B 38 DN FAFI ASCI A e o AN RULRRIL E — MR . SR TFIIT A i A
WAL I [R]— 4 ke
FTIRA IR A
local-unit unit_name

A ME— 1) ASCIU P45 8, KBEAZI 1 £ 38 A7 4F o REDN T R UEATME 1R FK. SRR AT
VIAAAE AR Y R

IR

ciscoasa(cfg-cluster)# local-unit nodel

FIRS  FE BRI BER L 1, 547 ¢ EtherChannel:
cluster-interface interface idip ip_address mask

T

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.1 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel?2

AAVF O ME RN,
¥a5g IP Huhbf) IPv4 Huhl; B3 IR SRR IPv6. b2 DIANEERE & nameif.
SR, ER—M% e @ AN FEI TP Hudik .
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B ==nssssseres

Ni
B

Up SRR T ot A TRV BT Rt A 1D, DA AR ol 4 5 ) MAC bk
site-id 5
T

ciscoasa(cfg-cluster)# site-id 1

G T 158 2.
B P RO R Y KA e
priority priority_number

i

ciscoasa(cfg-cluster)# priority 1

PRAegeitifioh 1 8] 100, b 1 hEEitedt.
(AR R B 50 UF 25 81 DA 45 SR AR U BE B L IR o
key shared secret

T

ciscoasa(cfg-cluster)# key chuntheunavoidable

LR KN T 1L 63 DMFFF IR ) ASCHLF4F i o LB A T A H . I dn & A2 5
Bl AR, AHRIR LS LAW] SR R IR A SRR R el .«

(AJi%) 45H LACP it s HAL /e

clacp static-port-priority

BT WHIA S HF A S, I AL A& Al S S A M LA Atk . obdh, Bk RESCHF 8 ANLL R
(G B X LUK EE 8, 2 i) SCRE 32 AN o W SR G A &, TR SRR 8 MG 8l il
8 AN IS A o AR e %, WITCVEAT AT 8 R 52 s T AT J R A v Bl 1 3

(A1i%) FahfeE cLACP &40 ID MARLA LK -

clacp system-mac {mac_address | auto} [system-priority number]

Tl

ciscoasa(cfg-cluster)# clacp system-mac 000a.0000.aaaa

A X LK M IE R, ASA i cLACP 5485 A8 L ¥3 7 EtherChannel. 227 ¥ ASA 7E cLACP
i e, LIRS HAUE R —a OBRD %% . cLACP i+ — S 50E MAC Hihik
KRS ID. R ITA ASA #AEH A —AN RS ID: m#EhlsIt CBRIND) A ARSI
BT BN 4 WAl LUl a4, R HHH R TFshdee, Hh 2 16Tk .
(B, MAC Huhk 00-0A-00-00-AA-AA %1 A\ 4 000A.0000.AAAA. ) #iltn, #EaHEH T-HER =)
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marsEssseres [

H K 2T 3 e B MAC Hithit,  DUEAET 52 TR0 1 MAC Hiht. Sl SO0, R A s A kim
MAC il

RGN HIIMEN 1 3 65535, H T S sifE b ghmvie . BRIAEDL T, ASA LG
F1, Bifmftdt. s Tas bl e g .

P & IFAES I SRR RCE A — 380, 1o SR S 2 Y s B (B2, RS
I A

IR SR

enable [noconfirm]

TP

ciscoasa(cfg-cluster)# enable
INFO: Clustering is not compatible with following commands:
policy-map global policy
class inspection default
inspect skinny
policy-map global policy
class inspection default
inspect sip
Would you like to remove these commands? [Y]es/[N]o:Y

INFO: Removing incompatible commands from running configuration...
Cryptochecksum (changed): fl6b7fc2 a742727e e40bc0b0 cdl169999
INFO: Done

N enablefy &I, ASAK I E/CBITIONCE, AIRERA RN IIREM AR ML, WHEA
BCE PRI REAAAE NI 2 e RASPRTEMIBRAH A M. WIREIEPE No, WAL G HER. H
noconfirm SCBE ] Seid A L B IT H B BR A FE R f 2 o

TR R — ARG ST AR TR H T 58— ROV S R B
DAL ERE B A P w0 20 L TR AT A ] P T

TEAEFIAERE, I no enable i 4.

pE i U REEIAERE, AT Ba e L AR oG ks R B IR L b s sl IR

Gt

PAR 7 S RO A BRI 11, D SRR BRI T B B0 % A EtherChannel, 2R )5 4440
“nodel” M) ASA JEJHAERE, M TiZBC& L — SIS INBIRRER B, PR O 201

oy
M

\o

ip local pool mgmt 10.1.1.2-10.1.1.9

ipvé local pool mgmtipvé 2001:DB8::1002/32 8

interface management 1/1
nameif management
ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100
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management-only
no shutdown

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

cluster group podl
local-unit nodel
cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1
key chuntheunavoidable
enable noconfirm

REHETRIISEFRE
PAT LA 5 e i 1 e

FIAZHI

o R ZRUAT P ) 6 S 1R BRAE AR . AN BEAT H] Telnet 28 SSH.

c HAMELE, LLBTNE G OB AR T S R A

* N T2, HEREPAT B SEHAFET . B U B REPATE N, IHRA
changeto system 74 .

o NS E A AR DR E TR (D, BROARCE S V10D, T RME R iy
RUMAEERE (229008 R AT e AR = i1y 20 .

o T RO INBIEAEIZAT P AERERT, 1T RE S B T I 25 38 4 /W o e 4. IO TOAT A o

PR AR IE 1, A 20 S PR i C A AR A
i

config)# interface ethernet 1/6
config-if)# channel-group 1 mode on
config-if)# no shutdown

config)# interface ethernet 1/7
config-if)# channel-group 1 mode on
config-if)# no shutdown

ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa
ciscoasa

B2 e oy B 7] MTU:

i

Ni
8
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SR8

mayrsssseres [

ciscoasa(config)# mtu cluster 9198

e SRAF AR PR, Ll Z0U 5 45 D P Y G B P R AT A A [«
i

ciscoasa(config) # cluster group podl

JIIVE — B 4% HR DAy SRR TR 10 5% i 44 -

local-unit unit_name

il

ciscoasa(cfg-cluster)# local-unit node2

TR KON 1 3 38 AT ASCIL 745 i

FEANTT RO UEATHE — [ FR . SERFT A VAR AR PR E ALY R

i S R AR G ) — SR R B 1, (HAE RN R AR R 2 L4 s AN TP bl

cluster-interface interface idip ip_address mask

i

ciscoasa(cfg-cluster)# cluster-interface port-channel2 ip 192.168.1.2 255.255.255.0
INFO: Non-cluster interface config is cleared on Port-Channel?2

¥aog IP Huhtfi) IPv4 Hihl; D3R IARSCRE IPve. b2 IANEERC & nameif .
T SR Yl 5 TRV AR TR, VT IR A0l A ID, DU LA ik AR 2 I MAC Hudik-

site-id %5
IR

ciscoasa(cfg-cluster)# site-id 1

number /- 1 #| 8 Z [i1],

BB T RS RUE R L SE g, 0B Sy i T
priority priority_number

Tl

ciscoasa(cfg-cluster)# priority 2

BEEAN 1 2] 100 ALSES, b 1 hdmmftse .

BEE AN SRR, A B3 Y B A s PIAR[A] «
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TP

ciscoasa(cfg-cluster)# key chuntheunavoidable

Ja AR :
enable as-data-node

i/ enable as-data-node iy 2 1] b GoATAr] L B ANHE RS (5 BEATA] MG AR BEA T AL TEIC & 142 1 (1047
7E) o M A ORI N BB I B Y SN ] BEEAT AR 2 AR A O FE T A B RS I
B0 ) A T

TARHIAERE, ¥ no enable i 4.

pEEd UARAE AR, T Bdn e R ek, A B D b TR s

ot

PR 7 A 55 200 19 5 node2 G E :

interface ethernet 1/6

channel-group 1 mode on
no shutdown

interface ethernet 1/7

channel-group 1 mode on
no shutdown

cluster group podl

local-unit node2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

B E X EERHRIE

AT DL SRS AT IR DU 78 . TCP R IR . MRS 8 M LA LA .
FEAE Y R EAT IR LR Y

BLEEKASA EHSH

T ATER Y b B SCERRF R
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B EZITIRE

REETREEEMEERMANRE .

FHia Z |l

o KT 2GR, LRI S REPAT N T AR Y BN S B R G T A ]
¥\ changeto system 4.

HEANAETERC A
cluster group name

CATE) A Ect 1 s S0 Rl & S
console-replicate

ERINE UL RS X TR VR, ASA PR SELey BB T BNt Bl 6 o a2k
JAH TR S B, Bl R R R B T SRR B R DI E A R N

2\

£ 9 o
BB AR B AR R 2 )«
trace-level 25
AR 7 2V B B I 0«
s critical - HEFMF GTEME=1)
* warning - %75 (PEME=2)
* informational - /5 B4 GUEE=3)
* debug - I FAF GFEPE=4)

BN E s EFHMNEE

LI

LR PP T ARG B39 RO L AT IR T

VaTIN *ﬁi*FHTEﬁB’J%D Bl R ) RIS PIRGAS Er. w] LU {5 L8 3 ID. U4 ID
dz$ YyHE:O ID. B4R EEANE VLAN FH 8B T (4, VNIEBVD _E#dT. &
A AR BE I I B IR T ERA L TR

HEANSERERC E A
cluster group name

T

ciscoasa (config) # cluster group test
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ciscoasa(cfg-cluster) #

o SRR AUSAT IR GRS EE T e
health-check [holdtime timeout] [vss-enabled]

N T HREN RISITIRDL,  ASA SR Rl RGPS MBS B4 heartbeat 1 BUARIX BN ALY . W12k
R LR RN A HCE R AT SR heartbeat T4 5L, WD A54T RO R A o v Bl IovE LA .

* holdtime- FH-T-#ff & P I % % keepalive IR B 2 a1 (i) (), HAEAT°0.8 B 45 F2; BRIAMH
IRE N

* vss-enabled - ¥4/ EtherChannel #% [ I {] heartbeat W 572 it S AL BER FE G, DARI{R 25 /03
=AML EATT . W S AR R ) BE B 10 0 EtherChannel (#E7%) HBi%E4:3] VSS.
vPC. StackWise 8% StackWise Virtual X}, W& 0] HE75 2T H] vss-enabled ZEIT. %) T H: 847
Bl MICR ARG — AT s O BUS BI, ERRZAC L) EtherChannel i 53 3 11 7] fg
UK T ASA, (HEAHEZ BN IRmALE T E . 0ROk ASA {35 I ] B I ¥ B — NI
i Clr 0.8 ) , WPk ASA MAEHE T M ER, ASA 2% keepalive 71 5 K I% F1X 48
EtherChannel #1127 —,

N
5
N

M0 A R AT A S OO (s s R B L B AR ASAL BASH ML EREE . BE N
IERANRAZ LI VSS. vPC. StackWise BX, StackWise Virtual) , #4521 PR &M A T g (no
health-check monitor-interface), %A% F S 42 L3 IR 5 o 290 0 &5 04 38 e 5 Js HLIC 5
SRS BT AU, T DUEHT 8 s AT RO A D e

T

ciscoasa(cfg-cluster)# health-check holdtime 5

p R R R I ke M AR /U A< g
no health-check monitor-interface interface id

F2 IS AT IR A, 70 i o B i o SRR e S 2 11 11 P A A 38 L AR 4 e R A e, {HL
FEILA Y 55 B R 2 O N i sh 1, e AR RE P I BR AT . ASA FEZ K TR AR
T MR A 08 B e 42 1 R 280 DL B U B B I 2 IEAE IR % o BRI UL, N
BT #1038 FHISAPIRGUS . 48 mT U FH b A 2 1) no FE A& N2 T HLAR . s e AR AR R F
Rz (B BBz 1) ISR UK 7
« interface_id - 2% AT 3t I EIE 1D JUAY ID s — 4 B8 11 1D (. BTG A
VLAN T4 O (i, VNI B BVD AT, SRR E R IR E s, &
IR T IR HRAS

MR AT AT SN OB A s SR S B 1 e A ASAL BRASHL B, BE TR
IERANRAZ AL B VSS. vPC. StackWise 1, StackWise Virtual) , #N2EE4 ISR A DI HE (no
health-check), i EEAR FH6F CUAR FHHZ 03 VIR FS o 29 0 45 4 B o oe il ELTC B 3 o L [RD 20 31 i
W RUG, AT LLVEEE IS TR GUR A T RE .

-
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REETREEEMEERMANRE .

ciscoasa(cfg-cluster)# no health-check monitor-interface managementl/1

PR A HE XAEBATRGUR A AL Wb 5 1) B S EBT IR

health-check {data-interface| cluster-interface| system} auto-rgjoin [unlimited | auto_rejoin_max]
auto_rejoin_interval auto_rejoin_interval_variation

* system- 7€ WIBE R 0 A S BRI BEE . N b dd: N TRE PR . A — 2 B
* unlimited — (cluster-interface FIERIA(ED AR E I 22X A KL

* auto-rejoin-max — W & HHT I ZARIEL AT 0 F1 65535 210, O 22 FH BB H A .
data-interface fil system IR INE 4 3.

* auto_rejoin_interval - i S UCEH DN S 1) AR IR SRR SE N ) CLAZRBoh ), A 2
60 2 [0]. BRI R 5 43h e 5 s S B ISR AE (1) 5 RN TR BR AR 1 IR N2 14400
YR (10 KD .

* Auto_rejoin_interval_variation - i S 75 14 I BRRFE i (] . BE AT 1R 3 Z M 1 CE
O ¢ 2 QAT - IRFRELIN D 53 (3 A5 bR RREEI D o B, AR B
SRR R S b, PRI ECY 2, WIFE S A BlURIETER 1 IREAA: 76 10 08l 2x 5) &
HHATHE 2 Wik 78 20 2080 (2 x 10) JFRHTHE 3 Wik 0 TARBHE L, BOAMEN L XT3
PWREOFI RS, BRAER 2.

-

ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 10 3 3

BCE ASA RFFE TR A R A s K 4 i AR R B 2 w2 it (1) 977 S B9k s 1)
health-check monitor-inter face debounce-time ms

TP

ciscoasa(cfg-cluster)# health-check monitor-interface debounce-time 300

K 17 S IN R] B2 5 2 300 F1] 9000 A2 1] BRINE R 500 AP . /N IRIE T LIRS DE 1 s )
TR VR, WORECE B R AR, SEEIRILE . ERAEEIVRSERN, ASA &%
FRRE M=, SRJG AL O bRd R A, R SO IR . 6 T A IR A i 4k
IEHIBATIRAS 1) EtherChannel (01, AZ#A/LE B N2k 848 #eH1 5 H EtherChannel) 11775, S HIB
SIS 1) 1) AT b SRS b R AL ER DAy g — AN B A1 st A 20 i 1 I PR S PR 8l 7S A e
(RN

(QEIB7 DI N /i g/ R AL A
load-monitor [ frequency seconds] [ intervalsintervals]

« frequency seconds— ¢ & W ¥4 & 2 TR [R] CLARR R Hf7 ), YR 10 21 360 #b2 7). BR
INME A 20 B,
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B ==czamenes T sHER

* intervalsintervals — B'E ASA iP5 ds R Ba 8, BN T 1 2 60 2 8], BRINE A 30.

T LU P SRR R (i 3, B G BB . CPU RN A FH IS 0 LA S R X 7. i £
Ao, HAR T ST DUR Bt 2, S8 nT DAEREAE T 00 EFah 28 AR, BRSNS bl L1
FEIIMT . BRIMEOL T 3 b hRe. @i, XETREAPIAE T AT 3 AN AU Firepower 9300 |
INLFA TSR, G SRR P 1) 2 AN AR B AR, U5 12 LA T A ) 0t 10 A g e ok 2138
RIEEL, JFrTRe Rl e, ol LoE i EmE . mRfdad s, BelDUEEEFa2E T Al b
IEEHE

1 show cluster info load-monitor 4 & & Fi i 7145 .

T

ciscoasa(cfg-cluster)# load-monitor frequency 50 intervals 25
ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 50 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:
0 0 0 14 25
1 0 0 16 20
Average from last 25 interval:
0 0 0 12 28
1 0 0 13 27
il

LLF 7~ 1K health-check holdtime FCE 4 0.3 #5 J5 FH VSS; 2 LUK 12 8210 (H T4
P Ry B AR O auto-rejoin BEE N M 2 S BIITUA T 4 IRE2K, ¥ duration 33
—IKIERE IR 3 15 DASCRR SRR I BE R 1) auto-rejoin WA 6 YRR, BERG 2 70 4F— K.

ciscoasa(config)# cluster group test

ciscoasa(cfg-cluster)# health-check holdtime .3 vss-enabled

ciscoasa (cfg-cluster)# no health-check monitor-interface ethernetl/2
ciscoasa(cfg-cluster)# health-check data-interface auto-rejoin 4 2 3
ciscoasa(cfg-cluster)# health-check cluster-interface auto-rejoin 6 2 1

Be B R B AEI AR RE TCP EHEIR
ARG EDER T ARTEAE R, S s S Si Ul TCP JE 44 , 55 95 0T

A TCP 4% 3 AR S AL I8 A5 B T QB 1R 18 5 ) /48 0 BCHR AL, T T ik 5 R 8 AT G 1)

CHEMELTAE” o WEVERG WA SR T 1 g8/ A B AT R, DT S X e
Pime [FIFE, a0 U AE O g B Vi i P A B LAY 5, TV R . ARk T AR
M TCP FEHLALI I H TCP S HI4EIR .
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maisang [

FR1 4 TCP M%7 FIAE I R TR .

5

TR
B 5 T A
RASHEKIEL

cluster replication delay seconds { http | match tcp {host ip_address| ip_addressmask | any | any4 | any6}
[{eq |1t | ot} port] { host ip_address|ip_address mask | any | any4 | any6} [{eq | It | gt} port]}

TP

ciscoasa (config)# cluster replication delay 15 match tcp any any eq ftp
ciscoasa (config)# cluster replication delay 15 http

¥4 seconds BB AT 1 2] 15 Z [AAAE. ERIAE ] http ZEIR, W [E] 4 5 #5 .
FEZ NG SRR, TEAEAT Y S5 P C B B

BEANSEHERC E AR

cluster group name

(AJI%) K TCP Ui Jo e i 3 1«

conn-rebalance [ frequency seconds]

il

ciscoasa(cfg-cluster)# conn-rebalance frequency 60

Ui S BOAZE T . WERC A, ASA g WIS He A B, IR BT e I AR B ) 182 7 4HL. 45 £
BRI . BARRIE A 1 2] 360 B2, HI T8 € 2 KN Ag e — IR ABUE B . BRAMEA 5 7.
T2 Aol pi 1A 40 P QR IC BE R P I s AT ORI 1 Y1 B AL T AN ]l R ERAE A 5

TR AR, BT A E XRCE, DR TURTERIRRE M.

N T PP RE A R H G rhoC Bl s AR AR N TR RE AR, T DUR T ) e A fl . BT O IE %
ST R, IF HoRe g R AR AT . (ERE, ASA 2 AT R 3t 5 L
Mg A . SRS ARM SR IR S @A 0. ST R b A 3 ) a8 A0 )AL TR Rl
M4 Jm) o RT3 AT i 5 R B A 7] — 2l i) LA e RE . AN, R IR BT & A A s,
ARG 17 25 R AE ) — ol RO P I T o SRR S i 3 e T A oty s R R i Bt U I
GIEESLEEICE

FHia Z |l
* FEG T RERCE T O SR RO PR A ID
o URWRERRA SR A AL : NAT 2 PAT iiiit; SCTP R (it 70 By # &ifl.
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SR AR AR
cluster group name

Tl

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

N
8
N

JA I s A AL .

director-localization

BRMSTTR
N PR B G B S SRR AR, AT LUR Tt mOUAR . WRSERR IS P S T E AL T A
sl WUPRE AN g 3l ke G AN M) 3540 T AT 2 R DR A0 B S 52 3 s A P 52 1
FHia Z |l
o FEG PR BCE P O S B B B R ID

PR AR E R,
cluster group name

TP

ciscoasa(config)# cluster group clusterl
ciscoasa (cfg-cluster) #

T2 J I RILAR

site-redundancy

B Bk m % 3% ARP

IAE, ASA m]LUER 2% ARP (GARP) Hidlitd, DU {RAS H I ml B A 240 T HofriR A : B EA
BEANUE AR SC B B = B 1, e WA B ) 4 JRl MAC/IP bk Y] GARP it o

AR FLARRF I A0 1 MAC AT TP Mk Hicdf G4 T b s 7€ (9 MAC i3Ik TP Mtk iy, ARl
() Ects LA F 42 J5) MAC $tb3ib Al TP bk e SR AN 2 A JR MAC kAR ey, R84 )
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[ =7k c 2k

KT LISP I

T LISP

mEkrsat

MAC HuhEAZ bl b rl g2 tHIL MAC MBI o A ASEI 5, BL4 ) MAC Ml H BRI R e
HEAN AT WAL BOE H BTz, XA ) REAL Ak B 2 4 i) L

A R G WA E Sl AL ID R R AN X DA W T8 8k A MAC Hibiki, BRSO & )n
GARP. 0Ll H % X GARP [8)Bg, Wr LAIZEH GARP.
FiaZ 8

o FEG | SREPHCE A A SRR 51 B E U A D,

o FEEHIT SO S b Ay X DA 3l T8 ¥ A 5 MAC Hiudik.

BE NG A
cluster group name

i

ciscoasa(config)# cluster group clusterl
ciscoasa(cfg-cluster) #

32 X GARP [f][ .
site-periodic-garp interval #»
* seconds — W B GARP LR AN ] CLARR 847D 5 ST 1 2] 1000000 F2 [7) . BRINE N
290 5,

HARH] GARP, %A no site-periodic-garp interval .

MR G5 A AL R Z AR BN, SR LU & LISP it i LS AR A sh Ik
n LR LISP i,  DUMEAE S w3 AT stk .

R FE O ML St (B, VMware VMotion) , k4545 0] DAZESE ho0 2 IR, [
HERp % P ISR . O T ORISR o0 IR S5 A B, % i 2 T EERENE AL IR 55 A8 A Bl N B B
AE RS AS N I B o SUREE A7/ID 43 125 il (LISP) SRS B £ B 4 B8 St A IR AT (EID) 15 B 4447
B ol AT (RLOC) 730 50T, FEArBa B PSS ) g 5 23 10) - SEBLR S5 ST R0 2 ) i ) 328 W
Mo Bilhn, 4055 eIE RS BB K R FL2 ) i [0 5 55 s ACIZ U, 9% by o SR At T 1) 21
(DA
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ASA LISP 4%

LISP #E: )

ASA LISP 5Zif
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LISP 75 %78 2 A (0 1R % th 2 AR S5 %, 640 LISP M 1R IE B th 8% (ETR) A IS IE B Hh 8%
(ITR). SF—Bki% thas WU AENTEE (MR) FIBCGS AR S5 35 (MS)o 54 1 5 — Bk % 2 A 0 380 R 45
PR T HADES s, BRI AL 2SR, DUEERE R i ITR AT A4
BRI B R U R R BB IR A A

ASA A B RIZAT LISP; {H/2, "Bnl LUEIE K2 LISP S e A B H ek, AR5 10T b fs BakAT Iig%
SETRERAE . USR] LISP 4508, RSS2 B 8l B0 sl s I, 05K B2 T3l 551 (1) ASA 45T
B, AR AR MR A # . B ASAKEIR I R B IHEE 2 ASA, RJ5 IH ASADAZIUK it /2 & [F]
B, A RERIAMRS AR, R ERIFARL T HRARE, A “K57 8L Rk

oA LISP 2%, ASA BN A Al LI & 58 —Bki% th 2% 5 ETR 8 ITR Z [8]f) LISP yii &, ARJ5
NI AT A7 B T A T A

* ASA SEREIK GL L AUAL T 55— kiR 1 4% 1% KO ITR 2 ETR Z[il. ASA EREA G AR A4S
JHE W B IR 2 — kit rhr i o

 BOCFr A A liin i b Bl oA AR T s T AN R R A S S 2R
T PRI (B STP) » Herb VR4 QBRI & A ASA M7 AT 1
it -

SRR BN ST 3 MIZE 4 JRB0IRAs e B T RE 2 k.

o X T RSN RIS R B T oA S B L 55 Bt i, sl AT B T REIF AR ek . AERCE R &
SIS, a5 R LAY % Dh RESCRF I 2R, IR UG i 300 e R AR A B 1k

UEDIRE S ZMAH L RIRIIACE (AFRZE — U] -

1 (i) JET EMLERS 45 1P HohkBR IS A1 BID - 25— Bk a8 T RE S 1 5 ASA ZEREE K
FEHLEL 4 k5% BID AN S, DRk, my DLRR I A ) 5 188 (R SR OC 1 IR 25 2% X 4% A 3%
EID. iy, nSAEREA K 2 ANk, (HJ& LISP 75 3 ki i Bisdr, N R aFEERE &1 2
ANl £ EID.

2. LISP Jil s £ - ASA £ £ UDP iy [ 4342 [ff) LISP Jii s & A% 25 — Bk 2% 55 1TR 5 ETR
Z A EID SN B . ASA i3 —/NK5 EID A1k 5 ID AHSCHC EID . B, S8
AL 2R — Bk 23U TP Hhhl A& ITR 58 ETR H krithhl (1) LISP & . 5=, %45 4 LISP it
AL S A%, JFH LISP il A B A S SRR L,

3. TR HRER BRI IR S - 6N 5 sl 450 0 A shvk . iltn, el LR
X HTTPS it 5 F1/8R ik B e 5575 9 & i i #8 sh ik

4. Ui ID - ASA A SEAE AR RN s ik L 1D A e BT T .

5. MTRTARB LR EREIONILE - RSB HERREIONR N RE s . SIS fa VR
S st i Y s PR e e 2R B IR IR A sl
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fic & LISP AU

rzuspian [

MRS AR AU R Z RIS BN, SR LU & LISP it i LS AR sh Ik

FHiaZ |l

o MO E N ST S RCE 9 27 OB E A s SR IRE 5 32 0, AR
SRR I — Dt 1D

* LISP Jii & A & 7E default-inspection-traffic J5H, [Kth, #AEH IR h 200 LISP i i & H
.

FB1 (W) FLE LISP K messt CLAR4E 1P Hok BR BRI %) EID, FFHECE LISP Witk = us4.

a) G E ACL; 1Y H#Ax IP Huhk Lt EID iR A Uk DURL :
accesslist eid_acl_name extended per mit ip source_address mask destination_address mask
P2 IPv4 Fll IPv6 ACL. 1 KAVl access-list extended ik, 2 &4 5% .
b) A LISP fllmes), Ik ASEiA
policy-map type inspect lisp inspect_map_name
parameters
o) JE U ACL & L ALVFIY EID:
allowed-eid access-list eid_acl_name
55— Bk AR B ITR/ETR Al REZS i) 55 ASA SERETC R THLEM 46 A% EID Sl A &L, BRIk,
AT LARR A ) L5 S8 R SRR A DRI IR 55 4 B 2% 3R BID . 4, S RARREAO S 2 AN i, HZ
LISP 7 3 il i biaqy, NIVEIRAEREY A1 2 Al i) EID.
d) R, WAL
validate-key %4
-

ciscoasa(config) # access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0

ciscoasa
ciscoasa
ciscoasa
ciscoasa

config) # policy-map type inspect lisp LISP EID INSPECT
config-pmap) # parameters

config-pmap-p) # allowed-eid access-list TRACKED EID LISP
config-pmap-p) # validate-key MadMaxShinyandChrome

U2 {EuE T 4342 R8s —BkE% 2% 5 ITR 8KETR 2 6] ff] UDP Jim il s LISPRN

a)

BCE S e ACL AR LISP Wi
accesslist eid_acl_name extended permit udp source address mask destination_address mask eq 4342
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AR 4R E UDP i [ 4342, $25% TPv4 fll IPv6 ACL. £ K1) (1 accesslist extended ik, i
S Z% .

b) A ACL G
class-map inspect_class name
match access-list inspect_acl_name

¢) ARk LISP ARG 5 2 SN WS o SR DL R IR I, R e R IR 45 Sk R ) T4 11
RN .
policy-map policy_map_name
classinspect_class name
inspect lisp [inspect_map_name]
service-policy policy_map_name {global | interfaceifc_name}
RS DA o5 ems, s TR e AT SRR A FR. BRIAE DL R, ASA 455K global_policy
(14 JR S, DRI T2 JR SR, IS HR IR WIS A B A R N X SR, 38 ] LA RN
FLEEE— AR 2% s o LISP Al 2 X0 1) B T-omi e, DRI G 75 A e R H e 1B T i
555K AR AT ) ARSI FRUC G, DR N IR 48 1 FH SR AL ) 11 A

S AR
=5

ciscoasa(config)# access-list LISP ACL extended permit udp host 192.168.50.89 host
192.168.10.8 eq 4342

ciscoasa (config)# class-map LISP_CLASS

ciscoasa (config-cmap) # match access-list LISP_ACL

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap) # class LISP CLASS

ciscoasa(config-pmap-c)# inspect lisp LISP_EID INSPECT

ciscoasa(config)# service-policy INSIDE POLICY interface inside

ASA 2K LISP I 5 7540 5 55 — Wk th 4% 5 ITR 8 ETR 22 ) &% 1) EID 4N . ASA 4
KB EID F3k 5 1D B EID %
AR A
a) MCEY E ACL DATENRSS 2% 50 C5onki n I o S B0 23T 4 S At R PR 2% QB 6«
accesslist flow_acl_name extended per mit udp source_address mask destination_address mask eq port

$%2 TPv4 Al IPv6 ACL. 1 XKHfi1) (1) access-list extended i, iEZ w4 5% . RIS K
B A RS Flhn, Enr LU HTTPS Y Al/sl k18 218 i Ik 554 1 e % 3l
.

b) A ACL fll KWt
class-map flow_map_name

match access-list flow_acl_name

) FRAEAI LR T LISP KUK ) — S, PR R, SRR R R sl .
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iz useian

policy-map policy_map_name
classflow_map_name

cluster flow-mobility lisp

IR

ciscoasa(config)# access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0
eq https

ciscoasa(config)# class-map IMPORTANT-FLOWS-MAP

ciscoasa(config)# match access-1list IMPORTANT-FLOWS

ciscoasa (config-cmap) # policy-map INSIDE POLICY

ciscoasa (config-pmap)# class IMPORTANT-FLOWS-MAP

ciscoasa (config-pmap-c)# cluster flow-mobility lisp

BEANSEREAIICE R, SRR R s sl 1 -
cluster group name

flow-mobility lisp

ST/ SAR 8 T LU M Y 48 % sl

w151
LR 74 :
* ¥ EID BEHI4 10.10.10.0/24 M 2% /) EID

* KA T 192.168.50.89 [ LISP % Hi#% (AN S54A77T 192.168.10.8 [ ITR 2¢ ETR i i
# (FES—A~ ASA $:10 1) Z[H)[# LISP yi i (UDP 4342)

« i HTTPS 7 10.10.10.0/24 _FHEANIRSS25 (K BT W a8 FH R g sh vt .
o AR Hm B .

access-list TRACKED EID LISP extended permit ip any 10.10.10.0 255.255.255.0
policy-map type inspect lisp LISP_EID INSPECT
parameters
allowed-eid access-list TRACKED EID LISP
validate-key MadMaxShinyandChrome
!
access-list LISP ACL extended permit udp host 192.168.50.89 host 192.168.10.8 eq 4342
class-map LISP CLASS
match access-list LISP ACL
policy-map INSIDE POLICY
class LISP CLASS
inspect lisp LISP EID INSPECT
service-policy INSIDE POLICY interface inside
!
access-list IMPORTANT-FLOWS extended permit tcp any 10.10.10.0 255.255.255.0 eg https
class-map IMPORTANT-FLOWS-MAP
match access-list IMPORTANT-FLOWS
policy-map INSIDE POLICY
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class IMPORTANT-FLOWS-MAP
cluster flow-mobility lisp
|
cluster group clusterl
flow-mobility lisp

T

£ = p —H-
EEEHY S
FSEEERE S, 1EN] DL OO B R A PR AR R

B AAETEE T =
SRR REREARS SIS, T A AR, I A E A
“

AR YASARTARNGSPIRE (BATahJ7 s RO AR I8, BT Bl AR oG], A
B g DAy BUAE AN B i . SRR AR, W EORT S AR s, S n] DO 58
EMERIZAT R B LR ORFFST T, ALY R AR TP i TP stu ik EA0 SRS H B n 2K,
M SRR AL TAE T RES (B, frfe T OANAERIICED » W B LR AE ] .
RN P 65 g SR EAT AR 3 — 2D C AL

FHia Z |l
o BT R PER G s AR e CLI 4% 7 H sl A T 4R A
o TR ERSRITEE T PATAT Y . WERFARBEA RGBC AR, 1A changeto

system w4,

P N E R
cluster group name

il
ciscoasa(config)# cluster group podl
TR 2 SR
no enable
AR BEAY RO AL W BB P RIE e, I LA B SORE SO P Y R
EETFIC B ORFFAAL, DRI mT 170 5 P BB
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FERTR
TR ROE SR AT BN, AT U B
A\
AR HASA L THARESPRASN, P EdEE OO R B R O el LURIE IO B SRR
UL, VEEPTR SRR R LU RERT T, ﬁmﬁﬁM%ﬁE@%WmmmMOQW%@ﬁ
Hna, ﬁvﬁmﬁﬁﬁ¢i?%$ﬁ%*(ﬂm BB ORAE T ORISR ORCED |, RN
TEWEE o T U AL & o ORI T AR AT — D
FHIEZ Al
ﬁT%Faﬁﬁ,%E%%&ﬁ%@*%ﬁ$ﬁ%cm%ﬁﬁﬁA%%mﬁﬁﬁ,%ﬁAmmmm
system 4.
UK
MR PR 1

cluster remove unit node_name

G FREPRCE RS, I A D B BB ie BB IR A, R T T i B A I 1% 19
A ZRBCE . WERAERE Y 5 o A e R BRI 5, U2 R A2 ) A

EAER DL, A cluster removeunit ?, B %A show cluster info 4.
w5l

ciscoasa(config)# cluster remove unit ?

Current active units in the cluster:
asa?2

ciscoasa(config)# cluster remove unit asa?2

WARNING: Clustering will be disabled on unit asa2. To bring it back
to the cluster please logon to that unit and re-enable clustering

EE NP

AR T A A (B LR ), SR T T AR, R
LD ATE TR AR

Ttz AT
o YA T P 500 KA e PR LA 1 BV

7£ Cisco Secure Firewall 3100 > ASA 282 ]



7E Cisco Secure Firewall 3100 -7 ASA &3 & %2% |

|
o WT 2GSRI, WERGHITE T PITATE . RN RS E R, i changeto
system i 4.
o BRI O, TR I N
TiE

SR ARG T, AR AR
cluster group name

T

ciscoasa (config)# cluster group podl

N
8
N

Ja AR
enable

(\;—lj
EE
A
2

Foe B AERE, TN ERE S SRR E . TR S B SRR B AR O
F22) , DRIR AR R R B4 A O DK ST SRR IO, RS R A C O 30 T G i
DL TP Hudikphse .

FiaZ /i

R IR G o s MIEREGE IO E N, Prf i D oM, CfR A BRI AR hI B o 170
H, EAREE IS R CLI I H s F AR

SR N THEE A, SR
cluster group cluster_name no enable

TP

ciscoasa (config)# cluster group clusterl
ciscoasa(cfg-cluster)# no enable

FERESY RLE R FERRERT, S Ioikdt AT e B S

P2 IR

clear configure cluster
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ASA K G # 1, ARG B R T I B
PR3 SR O
no cluster interface-mode
BT R T A T, PRI T3 .
TR WA RMHACE, RIS BN EARISAT R E
copy backup_cfg running-config
il
ciscoasa(config)# copy backup cluster.cfg running-config
Source filename [backup cluster.cfg]?

Destination filename [running-config]?
ciscoasa(confiqg) #

BRSO E R AT B B C

write memory

FER6 WORBCAH AP BCE, THEORECEE B . B, fROREE e 1P sk, IR RS BN

B EEH T =
A\

ER RS A, ARV RAE R S AR, SRR Ik 2 S AR R R AR, W
SRR E BRSO PRI S A 1 I R IR (HORIEE R, R IhaE S,
SRAR AR P ot SE S B o, BT EE R AR W T, T A e 20 PR3 T4 o FROB e S 2

el

SRR A, T RAT LT IR

FIAZ Al
T2 s, WEREPAT TP HAT AR T . WU AR RGREH L, 1WA changeto
system 14 .

BT R BCE Y A
cluster control-node unithode_name

T
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B =ezcmmnaes

<

ciscoasa(config)# cluster control-node unit asaZ2

T S EOH M B A TP ik

EEE R LR, M%{FHIJ)\ cluster control-node unit ?  CrJ 2[5 B 5015 s 2 AMO T 285D, B
A show cluster info fiy4 .

EEREEANITHS

S A I A R EEANR E Y RUR A A, TEBAT LN P IR . I T 1Y UK 2% show i 4 LA
R PTA i R L B R AT A S . R IR ANME RO A BT H At Ay 4 (Wi capture
F1 copy) .

AL AT BIFATI R, BE WA E T A PR, AR BIRE 52 1

cluster exec [unit node_name] command

i

ciscoasa# cluster exec show xlate

BEAFET LA, ER custer execunit ? (Al B 2407 W A ZAMAITE 48 , Sl show
cluster info iy %

Gt
FL[FJ I RE () A RSO SRR B AT Y U TRTP R 54, WS AEF2 00 B A BUR

T

ciscoasa# cluster exec copy /pcap capture: tftp://10.1.1.56/capturel.pcap

ZAPCAP XXF (—A3cfik A —AN9 5D #4522 TFTP Eli%%'%o Hbr iR 42 A 3)
BT s 4 HK, 45120 capturel asal.pcap. capturel asa2.pcap 5. fEAHIH, asalflasa2 &4
T AR

PL R /& cluster exec show port-channel 7 s dr 2 % s, Bos TAEREN AN 551
EtherChannel 15 &.:

ciscoasa# cluster exec show port-channel summary
control node (LOCAL) :***********************************************************

Number of channel-groups in use: 2
Group Port-channel Protocol Span-cluster Ports
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wizasa szt

—————— e e e

1 Pol
2 Po2

Gi0/0 (P)
Gi0/1(P)

Yes

LACP Yes

Slaveo******************************************************************

Number of channel-groups in use: 2

Group Port-channel Protocol Span-cluster Ports
—————— e
1 Pol LACP Yes Gi0/0(P)
2 Po2 LACP Yes Gi0/1(P)

H51% ASA & 7%

TT DU I B REIR A R R I R R e

BRTS

MinEE

HZ W UL & RIS ERRRA
* show cluster info [health [details]]
WA T, show cluster info iy 2K 7= BT A B B 1l i RS

show cluster info health iy 2 WondE 1. A5 5A

FNER R LTI, details REET- TR

'L;‘ILJE/W H/& 9%')1& E/J /)\%ﬁ

%1 show cluster info 4

YRR

ciscoasa# show cluster info

Cluster stbu: On

This is "C" in state DATA NODE
ID 0
Site ID 1
Version 9.4 (1)
Serial No.: P3000000025
CCL IP 10.0.0.3
CCL MAC 000b.fcf8.cl192

Last join

Last leave:

17:08:59 UTC Sep 26 2011

N/A

Other members in the cluster:

Unit "D" in state DATA NODE
ID 1
Site ID 1
Version 9.4 (1)
Serial No.: P3000000001
CCL IP 10.0.0.4
CCL MAC 000b.fcf8.cl62

Last join

Last leave:

19:13:11 UTC Sep 23 2011
N/A

Unit "A" in state CONTROL NODE
ID 2
Site ID 2
Version 9.4 (1)
Serial No.: JABO0815R0JY
CCL IP 10.0.0.1
CCL MAC 000f.£775.541e

Last join

Last leave:

19:13:20 UTC Sep 23 2011
N/A
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Unit "B" in state DATA NODE

D : 3
Site ID : 2

Version : 9.4 (1)
Serial No.: P3000000191
CCL IP : 10.0.0.2
CCL MAC : 000b.fcf8.cble

Last join : 19:13:50 UTC Sep 23 2011
Last leave: 19:13:36 UTC Sep 23 2011

* show cluster info auto-join

SRR RUR TR — BOE IR JS HE R INAERE, LU CIE Bl 4 (BS54 vF
FE. HURIZATIROUK BRI, 2555) o WRAT R KA, sl i CAESE R, Wtk a4
AL BT .

i 211 show cluster info auto-join 4 LL Nt -

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster in 253 seconds.
Quit reason: Received control message DISABLE

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Control node has application down that data node has up.

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Chassis-blade health check failed.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Service chain application became down.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit will try to join cluster when quit reason is cleared.
Quit reason: Unit is kicked out from cluster because of Application health check failure.

ciscoasa (cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license entitlement: entl)

ciscoasa(cfg-cluster)# show cluster info auto-join
Unit join is pending (waiting for the smart license export control flag)

show cluster info transport {asp |cp [detail]}
SRR I H AR AR ge 5 A

* asp — -V L a5 R .

* op — FEHPF g THE B .

WA detail JCHET, 80T DUEH R v SEARST I SO F G D0, DA o 42 TP 1
K22 R X L I ) 240 ) . 1% 23 14 show cluster info transport cp detail ir4 (K LA T %y
He

ciscoasa# show cluster info transport cp detail
Member ID to name mapping:
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0 - unit-1-1 2 - unit-4-1 3 - unit-2-1

Legend:
U - unreliable messages
UE - unreliable messages error
SN - sequence number
ESN - expecting sequence number
R - reliable messages
RE - reliable messages error
RDC - reliable message deliveries confirmed
RA - reliable ack packets received
RFR - reliable fast retransmits
RTR - reliable timer-based retransmits
RDP - reliable message dropped
RDPR - reliable message drops reported
RI - reliable message with old sequence number
RO - reliable message with out of order sequence number
ROW - reliable message with out of window sequence number
ROB - out of order reliable messages buffered
RAS - reliable ack packets sent

This unit as a sender

all 0 2 3
U 123301 3867966 3230662 3850381
UE 0 0 0 0
SN 1656ad4ce acb26fe 5£839f76 7b680831
R 733840 1042168 852285 867311
RE 0 0 0 0

RDC 699789 934969 740874 756490
RA 385525 281198 204021 205384

RFR 27626 56397 0 0
RTR 34051 107199 111411 110821
RDP 0 0 0 0
RDPR O 0 0 0

This unit as a receiver of broadcast messages

0 2 3
U 111847 121862 120029
R 7503 665700 749288
ESN 5d75b4b3 6d81d23 365ddd50
RI 630 34278 40291
RO 0 582 850
ROW 0 566 850
ROB 0 16 0
RAS 1571 123289 142256

This unit as a receiver of unicast messages

0 2 3
U 1 3308122 4370233
R 513846 879979 1009492
ESN 4458903a 6d841a84 TbdeT7fa’
RI 66024 108924 102114
RO 0 0 0
ROW 0 0 0
ROB 0 0 0

RAS 130258 218924 228303

Gated Tx Buffered Message Statistics

current sequence number: 0

wsrgans
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total: 0
current: 0
high watermark: 0
delivered: 0
deliver failures: 0
buffer full drops: 0
message truncate drops: 0
gate close ref count: 0

num of supported clients:45

MRT Tx of broadcast messages

Message high watermark: 3%
Total messages buffered at high watermark: 5677
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 4153 73%
Route Cluster Client 419 7%
RRI Cluster Client 1105 19%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 1
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread
Client name Total messages Percentage F L R
VPN Clustering HA Client 1 100% 0 0 0

MRT Tx of unitcast messages (to member id:0)

Message high watermark: 31%
Total messages buffered at high watermark: 4059
[Per-client message usage at high watermark]

Client name Total messages Percentage
Cluster Redirect Client 3731 91%
RRI Cluster Client 328 8%

Current MRT buffer usage: 29%
Total messages buffered in real-time: 3924
[Per-client message usage in real-time]
Legend:
F - MRT messages sending when buffer is full
L - MRT messages sending when cluster node leave
R - MRT messages sending in Rx thread

Client name Total messages Percentage F L R
Cluster Redirect Client 3607 91% 0 0 0
RRI Cluster Client 317 8% 0 0 0

MRT Tx of unitcast messages (to member id:2)

Message high watermark: 14%
Total messages buffered at high watermark: 578
[Per-client message usage at high watermark]

| 7 Cisco Secure Firewall 3100 % ASA &}& &8¢



| 7 Cisco Secure Firewall 3100 - ASA ZR B & 5¢
wemsamrsre

Client name Total messages Percentage
VPN Clustering HA Client 578 100%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

MRT Tx of unitcast messages (to member id:3)

Message high watermark: 12%
Total messages buffered at high watermark: 573
[Per-client message usage at high watermark]

Client name Total messages Percentage
VPN Clustering HA Client 572 99%
Cluster VPN Unique ID Client 1 0%

Current MRT buffer usage: 0%
Total messages buffered in real-time: 0

* show cluster history
B RERE Al g, LARAT RBERETY sUI N SR Jit DRI 3 i 2 AR TR 1) i BT PR R R

HERAEEmRAEE
A RAEER TR REERRER, ESHEL N 4
cluster exec capture

BESCFFAR ARG TR (0 Wk BR &P LA cluster exec capture fiv & (E45 515 st L P SR A e
PRI DIRE, B JE SRR R T B 19 R B3R e g .

o Y AN
T2 LA i 2 DL 2 SR T TR U -
show cluster {cpu | memory | resource} [options]
BRFEANERR G HHE . 7T H options By T .
TR E

THZ P LA T i DL AR R
* show conn [detail], cluster exec show conn

show conn fit & o — ML T & ISR R B . AEAERT s L] cluster exec
show conn fir & 1 AL Fr A 4. 2 m] DUR 7S NI BA SR TP AN ASA 1977 30,
SRR A O T A B BT B AIRC B . iy A DAL AR 75 (50 Ml 7 5 R 1)t
AL AR, AR A B A 1R 7 BB i o T AR S (K REAT T S

show conn detail iy 24 T /RMELS N, 18 < 3R sl

LL R 42 show conn detail 4 1) H 7~ 1) «
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ciscoasa/ASA2/data node# show conn detail
12 in use, 13 most used
Cluster stub connections: 0 in use, 46 most used

Flags: A - awaiting inside ACK to SYN, a - awaiting outside ACK to SYN,

B - initial SYN from outside, b - TCP state-bypass or nailed,

C - CTIQBE media, c¢ - cluster centralized,

D - DNS, d - dump, E - outside back connection, e - semi-distributed,

F - outside FIN, f - inside FIN,

G - group, g - MGCP, H - H.323, h - H.225.0, I - inbound data,

i - incomplete, J - GTP, j - GTP data, K - GTP t3-response

k - Skinny media, L - LISP triggered flow owner mobility,

M - SMTP data, m - SIP media, n - GUP

O - outbound data, o - offloaded,

P - inside back connection,

Q - Diameter, g - SQL*Net data,

R - outside acknowledged FIN,

R - UDP SUNRPC, r - inside acknowledged FIN, S - awaiting inside SYN,

s - awaiting outside SYN, T - SIP, t - SIP transient, U - up,

V - VPN orphan, W - WAAS,

w - secondary domain backup,

X - inspected by service module,

X - per session, Y - director stub flow, y - backup stub flow,

Z - Scansafe redirection, z - forwarding stub flow
ESP outside: 10.1.227.1/53744 NP Identity Ifc: 10.1.226.1/30604, , flags c, idle Os,
uptime
Im21ls, timeout 30s, bytes 7544, cluster sent/rcvd bytes 0/0, owners (0,255) Traffic
received
at interface outside Locally received: 7544 (93 byte/s) Traffic received at interface
NP
Identity Ifc Locally received: 0 (0 byte/s) UDP outside: 10.1.227.1/500 NP Identity
Ifc:

10.1.226.1/500, flags -c, idle 1m22s, uptime 1m22s, timeout 2m0Os, bytes 1580, cluster
sent/rcvd bytes 0/0, cluster sent/rcvd total bytes 0/0, owners (0,255) Traffic received
at

interface outside Locally received: 864 (10 byte/s) Traffic received at interface NP
Identity

Ifc Locally received: 716 (8 byte/s)

BN BRI AT MOE SR, 1SS A N cluster exec show conn iy 7 & A3 17 i b
iR, FHRAEGLUFRENR: SHE (). &/ () RS (2o FHIERT =6 ASA
(F)—46 M\ 172.18.124.187:22 1| 192.168.103.131:44727 () SSH #%4%; ASA 1 4 z briki, Foni
SEILIEREN A K s ASA3 WA Y bris, RonHZIZIEREN T M 1 ASA2 WEARFIR IR
&, BRI E . ElEir ), HOESNEE I ASA2 F 1P D AN O
o FEAGETTIA), B BEE CEE N ASA 1 FI ASA3 RSN O, T8 e S5 IER I I ol e
KE| ASA2, RIGHH ASA2 ERIAE#ED,

ciscoasa/ASAl/control node# cluster exec show conn

ASAl (LOCAL) :***************************~k~k~k~k~k~k~k~k***********************

18 in use, 22 most used

Cluster stub connections: 0 in use, 5 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags z

ASA2:************************************~k~k~k~k~k************************

12 in use, 13 most used

Cluster stub connections: 0 in use, 46 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:00, bytes
37240828, flags UIO
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ASA3:‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k‘k***********************************************

10 in use, 12 most used

Cluster stub connections: 2 in use, 29 most used

TCP outside 172.18.124.187:22 inside 192.168.103.131:44727, idle 0:00:03, bytes O,
flags Y

show cluster info [conn-distribution | packet-distribution | loadbalance | flow-mobility counter s

show cluster info conn-distribution F1 show cluster info packet-distribution 74 BRIt & ETH
SR B A o X Wiy 4 AT DA ) S5 DPA RO 8 AR A7 B A A

show cluster info loadbalance fir 4 & /R & B A T 4E 15 B

The show cluster info flow-mobility counters 14 &7~ EID B8RRI H 3 EE . ES 0
show cluster info flow-mobility counters [ L4 N -

ciscoasa# show cluster info flow-mobility counters

EID movement notification received : 4
EID movement notification processed : 4
Flow owner moving requested : 2

show cluster info load-monitor [details]
show cluster info load-monitor 774> 7 f5 Jm AN AIRE R AL e DA i i 4, DL A LB 1) AR
[IBRAL CERAE S T4 300 o 8] details S8 25 A A B[R] 18] [ PR B AN 5 F Ao

ciscoasa(cfg-cluster)# show cluster info load-monitor
ID Unit Name

0 B
1 A1
Information from all units with 20 second interval:
Unit Connections Buffer Drops Memory Used CPU Used
Average from last 1 interval:

0 0 0 14 25

1 0 0 16 20
Average from last 30 interval:

0 0 0 12 28

1 0 0 13 27

ciscoasa(cfg-cluster)# show cluster info load-monitor details

ID Unit Name

Information from all units with 20 second interval
Connection count captured over 30 intervals:

Unit ID O

0 0 0 0 0 0
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W

0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Buffer drops captured over 30 intervals:

Unit ID O
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
Unit ID 1
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0
0 0 0 0 0 0

Memory usage (%) captured over 30 intervals:

Unit ID O
25 25 30 30 30 35
25 25 35 30 30 30
25 25 30 25 25 35
30 30 30 25 25 25
25 20 30 30 30 30
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Unit ID 1
30
25
30
25

20

CPU usage (%
Unit ID O
25
25
25
30
25
Unit ID 1
30
25
30
25

20

* show cluster {access-list | conn | traffic | user-identity | xlate} [options]

)

captured over 30

25

25

30

20

30

25

25

25

30

20

25

25

30

20

30

35 25
35 25
35 30
30 25
35 30
intervals:

30 30
35 30
30 25
30 25
30 30
35 25
35 25
35 30
30 25
35 30

ERIEANMERE RS EE . AT options Bk T HiE 257
%2 7 show cluster access-list #ir 2 fFILL Nt

ciscoasa# show cluster access-list

hitcnt display order:

access-list cached ACL log flows: total 0, denied O

300

access-list 101;
access-1list 101 line 1 extended permit tcp 192.168.143.0 255.255.255.0 any eq www

(hitcnt=0,

0,

0,

122 elements;

0,

0)

30

30

30

25

30

30

30

25

25

30

30

30

30

25

30

cluster-wide aggregated result,

0x207a2b7d

name hash: 0xe7d586b5

unit-A4,

30

35

30

30

35

35

30

35

25

30

30

35

30

30

35

unit-B,

(deny-flow-max 4096)

unit-C, unit-D
alert-interval

access-1list 101 line 2 extended permit tcp any 192.168.143.0 255.255.255.0 (hitcnt=0,

0, 0, 0, 0)
access-list
(hitcnt=1,

access-1list 101 line 4

(hitcnt=0,

access—-list 101 line 5

(hitcnt=1,

Oxfedf4947

0,

0,

0,

101 line 3 extended permit tcp host 192.168.1.183 host 192.168.43.238

0,

0,

0,

0,

0,

1,

1)

0)

0)

0x7p521307

extended permit tcp host 192.168.1.116 host 192.168.43.238

0x5795c069

extended permit tcp host 192.168.1.177 host 192.168.43.238

0x51bde7ee
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WL

access list 101 line 6 extended permit tcp host 192.168.1.177 host 192.168.43.13
(hitcnt=0, 0, 0, 0, 0) 0x1e68697c

access-1list 101 line 7 extended permit tcp host 192.168.1.177 host 192.168.43.132
(hitcnt=2, 0, 0, 1, 1) Oxclce5c49

access-1list 101 line 8 extended permit tcp host 192.168.1.177 host 192.168.43.192
(hitcnt=3, 0, 1, 1, 1) 0xb6f59512

access-1list 101 line 9 extended permit tcp host 192.168.1.177 host 192.168.43.44
(hitent=0, 0, 0, 0, 0) 0xdcl04200

access-1list 101 line 10 extended permit tcp host 192.168.1.112 host 192.168.43.44
(hitcnt=429, 109, 107, 109, 104)

Oxcedf281d

access-1list 101 line 11 extended permit tcp host 192.168.1.170 host 192.168.43.238
(hitcnt=3, 1, 0, 0, 2) 0x4143a818

access-1list 101 line 12 extended permit tcp host 192.168.1.170 host 192.168.43.169
(hitcnt=2, 0, 1, 0, 1) Oxbl8dfead

access-1list 101 line 13 extended permit tcp host 192.168.1.170 host 192.168.43.229
(hitcnt=1, 1, 0, 0, 0) 0x21557d71

access-1list 101 line 14 extended permit tcp host 192.168.1.170 host 192.168.43.106
(hitent=0, 0, 0, 0, 0) 0x7316e016

access-1list 101 line 15 extended permit tcp host 192.168.1.170 host 192.168.43.196
(hitent=0, 0, 0, 0, 0) 0x013fd5b8

access-1list 101 line 16 extended permit tcp host 192.168.1.170 host 192.168.43.75
(hitcnt=0, 0, 0, 0, 0) 0x2c7dbald

SRR T R AERDERL RV B, A

ciscoasa# show cluster conn count
Usage Summary In Cluster:~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k************************

200 in use (cluster-wide aggregated)
Cl2 (LOCAL) :***********************************************************

100 in use, 100 most used

Cll-******************************************************************

100 in use, 100 most used

* show asp cluster counter

Wi 20 A s AR R R AR A

FREREEMEL, ESHLLF M4
* show route cluster

* debug route cluster
SRR E

show lisp eid
R ASA EID £, FYWi27x T EID flul i1 ID.
124 cluster exec show lisp eid T4 HILL R4t .

ciscoasa# cluster exec show lisp eid
Ll (LOCAL) :~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k~k******************~k************************

LISP EID Site ID
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mekaasicz [

33.44.33.105 2
33.44.33.201 2
11.22.11.1 4
11.22.11.2 4
T,D ¢ kK ok ok K ok ok K ok kK K ok kK ok ok K ok kK ok ok K ok kK Kk K K ok kK ok ok K ok kK ok ok K ok ok K K ok K K ok kK ok ok Kk kK ok ok Kk ok K K
LISP EID Site ID
33.44.33.105 2
33.44.33.201 2

11.22.11.1 4
11.22.11.2 4
* show asp table classify domain inspect-lisp
1% AN TR HERR R A .

EEERFHEIER
A RMNERICE Sk E R, IESHL N 4
logging device-id

SERE RS AR AT AR R G H BN L. 180T LU H] logging device-id iy 4K AE i H AT AH [ 5EAS
e ID ARG HEN R, DMEW A 20k At b A F SO Y .

WHZ UL T e i 2

* show cluster interface-mode
ATV St AREL S
show port-channel
FFEA S I A2 T L S R
show lacp cluster {system-mac | system-id}
178 cLACP R4t ID AR A4

debug lacp cluster [all | ccp | misc| protocol]
7R cLACP IR B

.

show interface

SR AT HT P )l 5 MAC MR A3 I 0

ciscoasa# show interface port-channell.3151

Interface Port-channell.3151 "inside", is up, line protocol is up
Hardware is EtherChannel/LACP, BW 1000 Mbps, DLY 10 usec

VLAN identifier 3151

MAC address aaaa.l1111.1234, MTU 1500

Site Specific MAC address aaaa.llll.aaaa

IP address 10.3.1.1, subnet mask 255.255.255.0

Traffic Statistics for "inside":

132269 packets input, 6483425 bytes

1062 packets output, 110448 bytes
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98530 packets dropped

It e RS

WS LL TR R i 4
* debug cluster [ccp | datapath | fsm | general | hc | license | rpc | transport]
WA R .

debug cluster flow-mobility

B SEBRRB S .

.

debug lisp eid-notify-inter cept

Y eid-notify #E 2 A WoR FA.

show cluster info trace

7E Cisco Secure Firewall 3100 -7 ASA &3 & %2% |

show cluster infotrace 4 Bt E &, it —HHRRwEZ .

521 show cluster info trace #ir 2 [ UL R :

ciscoasa# show cluster info trace

Feb 02 14:19:47.456
Feb 02 14:19:47.456
Feb 02 14:19:47.456
CONTROL_NODE

ASA L BE 15

IRLLTR LI SR R R AT ARG ASA FLE

ASA N3 R BLE R

PUR B B4 ASA AL I8l R oL A

[DBUG]Receive CCP message:
[DBUG]Receive CCP message:
[DBUG] Send CCP message to

ASA #0

Z#AEA

PRI 1/2

GigabitEthernet 1/0/15

LK EE 1/3

GigabitEthernet 1/0/16

Ethernet 1/4

GigabitEthernet 1/0/17

PLKM1/5

GigabitEthernet 1/0/18
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ASA BL &

A& LMEOER

cluster interface-mode spanned force

ASA1 = BB T 5| SR FECE

interface Ethernetl/6

channel-group 1 mode on

no shutdown
|

interface Ethernetl/7

channel-group 1 mode on

no shutdown
|

interface Port-channell

description Clustering Interface

|
cluster group Moya
local-unit A

asarez i

cluster-interface Port-channell ip 10.0.0.1 255.255.255.0

priority 10
key emphyri0
enable noconfirm

ASA2 iR BT | SR FECE

interface Ethernetl/6

channel-group 1 mode on

no shutdown
|

interface Ethernetl/7

channel-group 1 mode on

no shutdown
|

interface Port-channell

description Clustering Interface

|
cluster group Moya
local-unit B

cluster-interface Port-channell ip 10.0.0.2 255.255.255.0

priority 11
key emphyriO
enable as-data-node

EHBTEARE

ip local pool mgmt-pool 10.53.195.231-10.53.195.232

interface Ethernetl/2

channel-group 10 mode active

no shutdown
|
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interface Ethernetl/3
channel-group 10 mode active
no shutdown

|

interface Ethernetl/4
channel-group 11 mode active
no shutdown

|

interface Ethernetl/5
channel-group 11 mode active
no shutdown

|

interface Managementl/1
management-only

nameif management

ip address 10.53.195.230 cluster-pool mgmt-pool

security-level 100

no shutdown

|
interface Port-channellO
port-channel span-cluster
mac-address aaaa.bbbb.cccc
nameif inside
security-level 100

ip address 209.165.200.225 255.255.255.224

interface Port-channelll

port-channel span-cluster
mac-address aaaa.dddd.cccc
nameif outside
security-level O

ip address 209.165.201.1 255.255.255.224

BEL0S IR ECE

interface GigabitEthernetl1/0/15

switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

interface GigabitEthernetl1/0/16

switchport access vlan 201
switchport mode access
spanning-tree portfast
channel-group 10 mode active

interface GigabitEthernetl1/0/17

switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

interface GigabitEthernetl1/0/18

i

switchport access vlan 401
switchport mode access
spanning-tree portfast
channel-group 11 mode active

nterface Port-channellO
switchport access vlan 201
switchport mode access
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sumpiis 1

interface Port-channelll
switchport access vlan 401
switchport mode access

BB KIS

management
10.1.1.1/24 (Pool: .2-.9),
2001:DB8::1002/64

© o o o| = .| (Pool: 8 IPs)
= o = = L o
© E| © o © =

Cluster Control Link
192.168.1.1, .2, and .3

<I__ port-ch1 Spanned | s
port-ch1.10 inside VLAN 10 10.10.10.5/24, 2001:DB8:2::5/64
MAC: 000C.F142.4CDE | |
port-ch1.20 outside VLAN 20 209.165.201.5/27, 2001:DB8:2::5/64

MAC: 000C.F142.5CDE

r“\
U

port-ch5 [
VLAN 10, VLAN 20 Trunk

Switch

lVLAN 10 |

|

|

A
Client Server

K B AL B R E S AR VLAN CBE, #l1, VLAN 10 T W8 4%, 1 VLAN 20 H
THNHMLS . B ASAERA — &1 B A A W LS tH A 0 B 1o 5 F R gk AT BEAE % 1
P i e AR H 802.1q £2%. ASA & VLAN 10 5 VLAN 20 2 [8][F155 K3 -

i 5 W 2% EtherChannel B, FT A3 2080 B % AEAZ B AL 43 20 3 — > EtherChannel. W1 —& ASA 4%
FIATTH, AT RS AE H A 2% 2 [ PR 34 Tt 4 o

A& EEOERER

cluster interface-mode spanned force
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REVEH ARSI SEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asal

cluster-interface ethernetl/8 ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa2

cluster-interface ethernetl/8 ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

BRIBmATSISREFEE

interface ethernetl/8
no shutdown
description CCL

cluster group clusterl

local-unit asa3

cluster-interface ethernetl/8 ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

EHBETEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipv6 address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernetl/1

channel-group 1 mode active
no shutdown
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ﬁ

Gl

3
o

interface port-channel 1
port-channel span-cluster

interface port-channel 1.1
vlan 10
nameif inside

il
$
%
[ |

0

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64

mac-address 000C.F142.4CDE

interface port-channel 1.20

vlan 20
nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64

mac-address 000C.F142.5CDE

Cluster Control Link
port-chi
192.168.1.1, .2, and .3
Node 1
BN /\ eth1/6
2] [ ] ethirz
A =N A Y eihi/8 S ctho/1 A
\ S
—i w
o (\ mgmi | — {\
zo | %?‘jﬂ
g 2o gJ_ a o8 3
S| ) on 213 8240 &
8 AW Sx=9 etho/ | SNE3 8
X ~283 2885 3
3g 8 mgmt 8275
- 58 2 op &
(=B
SO || o= IR\ et R
gf ) a | [zl ] ethirz &
eV £ | |2\ eihis 3
V V V V
mgmt
management
10.1.1.1 (Pool: .2-.9),
2001:DB8::1002/64 (Pool: 8 IPs)

145 0] fit B DA A S R AT R 4% 2 TR R B oy B B .
w EEPrR, AT — AN 245 EtherChannel 3442 21 N A #eL, A7 MU 55— M5 1 4% EtherChannel

HERBINBAHML. WEIRTTE,

13 1] LLZESFAS EtherChannel A% VLAN 411,
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axE LrEOENX

cluster interface-mode spanned force

wEVEH AT SEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HIFERTSISREFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node

BRIBmEARSISEFEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on

no shutdown

interface port-channel 1
description CCL
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BEEMEE (fegh 8 £MA/B&M) MM Eherchannel [}

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

EHBTEARE

ip local pool mgmt 10.1.1.2-10.1.1.9
ipv6 local pool mgmtipvé 2001:DB8::1002/64 8

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
ipvé address 2001:DB8::1001/32 cluster-pool mgmtipvé
security-level 100

management-only

no shutdown

interface ethernet 1/8
channel-group 2 mode active
no shutdown

interface port-channel 2
port-channel span-cluster

nameif inside

ip address 10.10.10.5 255.255.255.0
ipv6 address 2001:DB8:1::5/64
mac-address 000C.F142.4CDE

interface ethernet 2/1
channel-group 3 mode active
no shutdown

interface port-channel 3

port-channel span-cluster

nameif outside

ip address 209.165.201.1 255.255.255.224
ipv6 address 2001:DB8:2::8/64
mac-address 000C.F142.5CDE

BEEHER (E%kan8 £H/MB &H) BYFEM4E EtherChannel

TEAE i1 EtherChannel ', 55 K35 3l AL BR 1A 8 ANk B ACHAL o 1 o R TE 8-F oo S
FRB RS AT 2 N 10 Bc 81 EtherChannel, vt 16 AN 1, TUJH AR 8 Nt 1A 20 Ak -+ 4% F A
Ko ASA ] LACP Sk i WS Lo % N N G S Bk, WRLER A £ 85 RE . W R IEAE A VSS. vPC,
StackWise 1Y, StackWise Virtual )i F 248 ##/l EtherChannel, W) rJSEEIAZHALE U4, #F ASA L, JiT
Y3 R e Fddift s« a5 HE Y. 8 N, ARP e O s s (e, DOKI
V1) 5 SN o B a0 CBlan, BOKK 1/2) o B RIERE RSB FR: R T
RAWHLRYGS, PRI A AE — S8 HHL L2k, B Bl eEs e b — e A8 #bl L 2&ak,
B R T G 2 A I N AR T B B B N N2 R A A O -
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B coemus (emmsEmBER) KM EtherChannel

Router or Router or Router or
Access Switch Access Switch Access Switch

Switch 1 Switch 2  Switch 1

i

Switch 2 Switch 1

Virtual Switch Link f Ei_

Switch 2
-
=

Virtual Switch Link Virtual Switch Link

1. Up to 4 nodes

Node 5
2. 5th node joined

Node 8
3. Maximum of 8 nodes

RIS A AR B UE 1 S0 RS m F 3 i 1 5 o 8 fe K fEL,  JEUOR PR BRI 3 (42 il 1 2 5535
B R B T TR, 4 5 QR IIASERE, WREIFARAERTA B % L [RIAFIY
1.

Ak BB S A 5 A I AT A [ AR 0o S 2% PR S B HPR DL T BEIF AR AR R BT 4
SRR RIERRE, b S es bAT R R R R
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BEEMEE (EyMn8 MABERM) MEML Eherchannel [

Router or
Access Switch

Switch 1 Switch 2

Virtual Switch Link

el

N7
%,

ZM PRI RERC E T £ 4> EtherChannel. & fir7s A — > 8 EtherChannel F1—A™4M5 EtherChannel .
4 5 EtherChannel H 1) 42 il i AV B B I 0 A A i, U4 AR RE R HI R ASA . IXH] AR 1 ASA
FE L2558 X 4% W7 T JE 2 ) I 00 S WE 381k A I &% R 3t
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B coemus (emmsEmBER) KM EtherChannel

Router or
Access Switch

Inside

Router or
Access Switch

arE LrEOENX

cluster interface-mode spanned force
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BEEMEE (fegh 8 £MA/B&M) MM Eherchannel [}

REVEHBARTSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asal

cluster-interface port-channell ip 192.168.1.1 255.255.255.0
priority 1

key chuntheunavoidable

enable noconfirm

RE2HFEETSISEFRE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa2

cluster-interface port-channell ip 192.168.1.2 255.255.255.0
priority 2

key chuntheunavoidable

enable as-data-node
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B ecsmen (s5ms £MBEM) B EtherChannel

BRIMEETSIGEFEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa3

cluster-interface port-channell ip 192.168.1.3 255.255.255.0
priority 3

key chuntheunavoidable

enable as-data-node

BIRARRBETSISREFEE

interface ethernet 1/6
channel-group 1 mode on
no shutdown

interface ethernet 1/7
channel-group 1 mode on
no shutdown

interface ethernet 1/8
channel-group 1 mode on
no shutdown

interface ethernet 2/1
channel-group 1 mode on
no shutdown

interface port-channel 1
description CCL

cluster group clusterl

local-unit asa4

cluster-interface port-channell ip 192.168.1.4 255.255.255.0
priority 4

key chuntheunavoidable

enable as-data-node
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EHBETEARE

ip local pool mgmt 10.1.1.2-10.1.1.9

interface management 1/1

nameif management

ip address 10.1.1.1 255.255.255.0 cluster-pool mgmt
security-level 100

management-only

interface ethernet 2/6
channel-group 3 mode active vss-id 1
no shutdown

interface ethernet 2/7
channel-group 3 mode active vss-id 2
no shutdown

interface port-channel 3

port-channel span-cluster vss-load-balance
nameif inside

ip address 10.10.10.5 255.255.255.0
mac-address 000C.F142.4CDE

interface ethernet 2/8
channel-group 4 mode active vss-id 1
no shutdown

interface ethernet 2/9
channel-group 4 mode active vss-id 2
no shutdown

interface port-channel 4

port-channel span-cluster vss-load-balance
nameif outside

ip address 209.165.201.1 255.255.255.224
mac-address 000C.F142.5CDE

B ARG B SERERY OTV ECE

A5 05 DX DA ) 08 T R 6 e Pty o TRD R RERE A5 B T, HR T OTV IO B A I P2 538 2. OTV
TEAE DCT _B#e R AR R EEAEH . UL KR P IR MAC Hihkrf, OTV A 4@t
DCI # K BIEEARE . WRAE OTV R F PRI MAC Huhl, o0l 5 Rk Edn .

0TV Ec & /Rl

//Sample OTV config:

//3151 - Inside VLAN, 3152 - Outside VLAN, 202 - CCL VLAN
//aaaa.1111.1234 - ASA inside interface global vMAC
//0050.56A8.3D22 - Server MAC

feature ospf
feature otv

mac access-list ALL_MACs
10 permit any any
mac access-list HSRP_VMAC
10 permit aaaa.l1111.1234 0000.0000.0000 any
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20 permit aaaa.2222.1234 0000.0000.0000 any
30 permit any aaaa.1111.1234 0000.0000.0000
40 permit any aaaa.2222.1234 0000.0000.0000
vlan access-map Local 10
match mac address HSRP_VMAC
action drop
vlan access-map Local 20
match mac address ALL MACs
action forward
vlan filter Local vlan-list 3151-3152

//To block global MAC with ARP inspection:
arp access-list HSRP _VMAC ARP
10 deny aaaa.1111.1234 0000.0000.0000 any
20 deny aaaa.2222.1234 0000.0000.0000 any
30 deny any aaaa.1111.1234 0000.0000.0000
40 deny any aaaa.2222.1234 0000.0000.0000
50 permit ip any mac
ip arp inspection filter HSRP VMAC ARP 3151-3152

no ip igmp snooping optimise-multicast-flood
vlan 1,202,1111,2222,3151-3152

otv site-vlan 2222
mac-list GMAC_DENY seq 10 deny aaaa.aaaa.aaaa ffff.ffff.ffff
mac-list GMAC_DENY seq 20 deny aaaa.bbbb.bbbb ffff.ffff.ffff
mac-list GMAC_DENY seq 30 permit 0000.0000.0000 0000.0000.0000
route-map stop-GMAC permit 10

match mac-list GMAC_DENY

interface Overlayl
otv join-interface Ethernet8/1
otv control-group 239.1.1.1
otv data-group 232.1.1.0/28
otv extend-vlan 202, 3151
otv arp-nd timeout 60
no shutdown

interface Ethernet8/1
description uplink to OTV_cloud
mtu 9198
ip address 10.4.0.18/24
ip igmp version 3
no shutdown

interface Ethernet8/2

interface Ethernet8/3
description back to default vdc e6/39
switchport
switchport mode trunk
switchport trunk allowed vlan 202,2222,3151-3152
mac packet-classify
no shutdown

otv-isis default
vpn Overlayl
redistribute filter route-map stop-GMAC
otv site-identifier 0x2
//0TV flood not required for ARP inspection:
otv flood mac 0050.56A8.3D22 vlan 3151
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E b R FEFEEIE 0TV SUERR
Rl ST, w RN OTV MIidygas, Doy Eds PFRLIE AR MAC ik, J& 5 25— LU LA B .

T T AR R B TAR S SR ) OTV &L 7R In ASA 43 )5 MAC bk # A4 H . & H¥ i
i) OTV fEE S L LI INX LA H . 2 P AT EHOD IR, & Rk i SR 45 35 F0 4% - g AT
ASA [F] ARP % H G FHATEREMZQI , BITEAT A% Z ARP. HIL, OTV ¥ASAHLE
EHAEL R R TP3RAN ASA 4 i MAC Hihik. 1T OTV 8 kR %A %4 )5 MAC Hulik, 3 HARE
OTV Wil, EASEN ESE 2 RGP, e E T WIRS 28 8145 MAC Huhk ) 5
B, A SRR T

//0TV filter configs when one of the sites is down

mac-list GMAC A seqg 10 permit 0000.0000.0000 0000.0000.0000
route-map a-GMAC permit 10
match mac-list GMAC A

otv-isis default
vpn Overlayl
redistribute filter route-map a-GMAC

no vlan filter Local vlan-list 3151
//For ARP inspection, allow global MAC:
arp access-list HSRP_VMAC ARP Allow

50 permit ip any mac

ip arp inspection filter HSRP_VMAC ARP Allow 3151-3152

mac address-table static aaaa.1111.1234 vlan 3151 interface Ethernet8/3
//Static entry required only in the OTV in the functioning Site

MU R, RN I IE RS, RMER OTV LRk ER &S H . EBRAS OTV L
A& MAC Hihk 3%, })\T«H[iﬁé)% MAC Ml ESLH, X—madEs i,

MAC it =555

2k ST HA )R MAC M hEE A4 H C e OTV I, B ZikS —A OTV SRanESH 1
LA MACH AL, 55— Nk AR E R, VISR H %z\mrffMAclmiﬁ% PIFIIR OTV

I R R AT IR S H

cluster-N7k6-0OTV# show mac address-table

Legend:

* - primary entry, G - Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False

VLAN MAC Address Type age Secure NTFY Ports/SWID.SSID.LID

————————— -t —————
G - d867.d900.2e42 static - F F sup-ethl(R)

0 202 885a.92f6.44a5 dynamic - F F Overlayl

* 202 885a.92f6.4b8f dynamic 5 F F Eth8/3

O 3151 0050.5660.9412 dynamic - F F Overlayl

* 3151 aaaa.l1111.1234 dynamic 50 F F Eth8/3
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0TV ARP 771542
OTV JfRHE ARP 4wt OTV 5 113k 1P Huh i) ARP ZB47.

cluster-N7k6-0TV# show otv arp-nd-cache
OTV ARP/ND L3->L2 Address Mapping Cache

Overlay Interface Overlayl

VLAN MAC Address Layer-3 Address Age Expires In
3151 0050.5660.9412 10.0.0.2 1w0d 00:00:31
cluster-N7k6-0TV#

uh . (B SR B )

LUR IR B s SCRF IR A B2

B S5 E R MAC 0 1P 331k Y5 X LUK ) 188 18 3 F AR 7R £

LURZRBIE s T 2 ANERERO, SXPIANEERE B 20 AL T 2 AN BB AE Rt L PR I S e 2 AT Y
AR 2% 2 6] RPN IO oo SEMRI B PR AR P R B B O DCT &R A7 TRl mi 4R
AR 5% A P T ) DA FSR 008 0 226 R 5 X A A P LA 2 B A AT L. 41> EtherChannel 5B EE 7
T HUAA -

45 VLAN i ] S AR UL (OTV) B IEIARTEu S [R5 J# . 2 inBH IE42 J5) MAC
BRI uERS, B b RAFAEREM R EIE R DCL KR —ul e a0 TSIy o) — Al s b KSRy
G WS BR L JE 2%, TR i BE RS 16 3 Iy — il A AR A SN VACL SRl g4 )=
MAC Huhilo X REEexr bl (Bl 2 F3 RAVL K1) Nexus) , BB ARP K 25 B fiok
4 Ja) MAC HiliEf¥) ARP $idlifi. ARP K& 2R EEAE ASA E & UG i MAC HulikFlut 55 1P ik, 4
AV E G S MAC ik, 5251 ARP K,

RN TR, Fra SR S EENARERY MAC (UH TR, AHEdRE
i FH ok B AR DC AR 3G 2545 2 I MAC Hudik o BEIHBETT Bl 1142 B ML B AN A [8) i 11 1R 5 A 32 s
SRANAHE 4R MAC Hidl, S5 MAC M350, M, SATERE S MAC Hudilk,

1ERE B
o WAEREAIE I BT H s A0 0t 27 MAC ik, JFAE80E h b AT A Ak .

o AL BVERERIITA N DB A 42 )R MAC ik Aca%, BRI AT LA PN 3l s BT AR] 5 8L
OTV )i I8 a5 2cdls ho0 3 R A AL
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g B

( Internet

e
-BTQUJ:‘[EL/// d\-\-__ - J\Bgui@[

Qutside

Global MAC
(blocked by OTV between sites)

Data Center
Interconnect

‘Spanned EtherChannel

Site MAC 2

Data Center 1 Data Center 2

5 X LUK 58 18 i E PR 48 5 B b ik (8] SR RS TR 71

PUR RBI RS T 2 ANMREERO, XA ERRE RO 20 AL 2 AN AE AT itk i 4% 2 i) (Rt
A BB L SRRER 0L SRR B R DCL &R . A7 TREA b s (R AR RE e 53 A HY 1 1) Y
PSRN S 5 DX LUK WG I T4 A A el BF A EtherChannel #5888 1 PT AT HLAS

D FAFAN B o0 R R AR i 28 4448 ] OSPF (il i iBE A I ASA) « 5 MAC Hitib AR, %
FH 2% TP Mk A 6 o B3 ME— 1. 8 F5 € DCLh ITF AR W B, DBt st AR e AN 4L
P, BRARLS €l mL T SRR A A T W . IS ASA TR % th b i 2l A T
FEAN U SR R — AR AL A AR R AR RF ARG e o G RS TNl TR BT A SR 3 R A e
TR AR G B BB DCT RAEAL T 55— A3l AT AR T 174

7 TR R AL St T 4«

* 3l i8] VSS. vPC. StackWise X StackWise Virtual - fE LI 5t T, — G AP 258 70 204 o0
1, a8 WNLEEAEEIE 0 20 — AT BB TR O IR SR s R B A
LML, IR AR RIS DCI AR . fESEF, &2 LA R EHE AN oA
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B =xocmims sme s s e

Hbo 2R DCI R LAARPEFAMA R, Bt a] DU SR RN ROl I DCUER 2P S AZ L. 7E
SEREOUT, VA 0, R DCT A Zi AR H i AR E «

o MRS S A VSS. vPC. StackWise X StackWise Virtual - 24 T #4453 5 = AS HH LT 4%
AeJ1, R DATERRAN Sl 222 E 2 NP TUAR A ML . FERLIEOL T, SRR AR —A
5 DX LUK W 30 4 s o 1 AL DO B & A AL, R bl 2 LA R B A
HIAZ ML, (HESIX DKl TE AT FRE “r " o BN ARHIURAT WAL R G HS 20k 55 X LUK
P JE TE AL 0 55 A A EtherChannel.

r/_,_ — o _1
( Internet )
Router — g TR
—--/ b ~ Higher cost route Spanned Higher cost route ___J/’ —
il EtherChannel ¥ k.

i

r Oulside——)

|
f/ﬁode 3

Data Center :
Interconnect >

\ .
. |cluster w
|-' Control ||'
\=—_Inside _ ' \
e // Spanned e
"ﬁ\ P EtherChannel e
g Higher cost route Higher cost route
Router Router
Data Center 1 Data Center 2

B X LUK W@ 8 E AR AR A vl B SR R R 151

PURIRBIR s T 2 ANERERE, SXPIANEERE B 20 AL T 2 AN AR Rl L 1R I S o s AT
AP Z% O P 28 R 2R R 2 ) 2 ) CARPEFIAN ) AOBSH ot o SEAR S B R B2 i i
i DCIEERE . 3>l b R ERAE R D3 A T 7 PRy 9685 A0 1 T I 26 R RSB0 2 94 2% (1) 125 DX U I T 3
BRI AM AT M. A EtherChannel #58AEHE 1 1 JT A HLAT

FFAN R G %t A4 T FHRP (491101 HSRP)  7E 8RNl i 3 AH [ f8) H bk BE48) MAC A1 IP Hi
hbo ZEEES MAC Hiht R AMES), S5 FH AT H mac-address-tablestatic outside_interfacemac_address
A4 W G B T 2 S B MAC Ul &N 2] ASA MAC bt WS IR H, ATl
1RG5 A7 T3k 2 2 I ODCIE A I, i T Ae il il ASA FE25R A 34 L1 Bkt 2 2, AT 33
LR, Ko VLAN {1 ] B AL R (OTV) BB ARAE BS54 o S8 06 00 It g
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Ay PR AR W OGBS f A8 Il ik DCT A% B o) — 3l il 40 FETCVE5 In)— N3l w5 _F 10 9 DG i i
a MDA 2Bk pE s, Ui RE A% A ik ) Iy — 0l i (1 I DG I R 4
ey
( internet )
S

Gateway Router: I~
- Virtual MACs and IPs
i (FHRP)

Gateway Router:
Virtual MACs and IPs
(FHRP)

Spanned EtherChannel DB NW_

Spanned EtherChannel

gl Clust - -
!@ " uster ’@ ’@
o Node 2 Node 3 Node 4 EESESE

Cluster
Control

o] o] )
B e

- Spanned EtherChannel -

Spanned EtherChannel

Data Center
Interconnect

—,
|

g e r
switch APPNW " peeeeee TT— AP o

Data Center 1 Data Center 2

o o o)

LS E
ASHR IS ELAEAT AR LA B PR A5 B

ASA ThEEFNEE Y
5> ASA DIREAZ ASA SERESCHY, A o DI REAAEAE Y i b2 S5 RE . HAB D) RE v BEXS an ] 1F
WAl PR E T S .
SRR FRITRE
LU DhBere o FIAE R D0 s, ARG 2 R 4
o MKHE TLS AR SZELI 45— A5 ThE
« @FEEE N VPN (SSL VPN Fil IPsec VPN)
* MEFUBEIEFL ] (VTI)
o LUR R TR #
* CTIQBE

* H323. H225 Fil RAS
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* IPsec %%

* MGCP

* MMP

* RTSP

* SCCP (J&% J 3 )
* WAAS

* WCCP

o {57 P I e A

* BEHRT RS A

* DHCP %/ 4w MR45 a3 AREE. SZKF DHCP 4k,
* VPN f1 353

o B

o A RCER H R B

* FIPS %15

RSP ILIhRE
LA N SR AT ARSI s A e s0ry s OGO ERAEY i

N

AR GErP I BE AR DA B 1Y U T S TR B e B B Y
U SRA T AR A DI RE, T2 SR A vh D BE VR L PRI 7 B AP AR e, AR PR R A2
NEETIIRE: WORKAEBENE DL, AR R A& B Y
XHRFRDIRETT &, WY RO AW, W T AT AR T T, 1 Sl ZAE T PR i S
HEATIER

© LR MR
* DCERPC
* ESMTP
* M
* NetBIOS
* PPTP

* RADIUS
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* RSH
* SNMP

* SQLNET
* SUNRPC
* TFTP

* XDMCP

o A Y A

o WZE) ) (1) S A SR UERHAL o IR

* e AR 55

* 3l ;5B 5 VPN

* IGMP IR P10 PSR HE Bt T T e e oA THEANERE DD
* PIM 2 $84% 1 T st (A B CRRGs e T e A A T A S )
* B

[z FH 2 S84N5 m Ay Th BE
XEET RGN B AR ASA 1 n I AR REAS SRR Bl 7 A
* QoS-QoS HMe Kt THLE L Hhld AP AR 2D . (HAZ, AR AR R BT, 4
i, B s LG R, U IAT R G ASA TRV e R A ) R R4 5 ) £ R
At B 3 A R HI R A AR, RS IR S b AR R T SRR R ) 3
e
o UMM - UMM INAE 2 R BN AR i, HEA G BB R e . L
FR B, R R AR AR P Y R T S BT, i RUCIEE BT
DR bt 1 R IV T A
© BRI B - 2 ST (R B AR AN I R DU RS R BT

* LISP Jii & - UDP ¥ I 4342 /Y LISP i & i &AM kT s, (HEEA A S
28 BN SAR S INBIAEREIL Y EID R, {HJE LISP i EA G A S HAERRREILE,

P T M4&i7 5] Y AAA FOESRE

T 5] (0 AAA =B 4L SR RE. RBCRNCIK. SRR G b Dy BeAE 4R
PR S, HAE S R RIS Y e i RIE RS R AL OB Y RO
i RIPTAE R, ARSI AT 20 1 S0 U I BEAT I S AR G 2y nk AR e,
B4 56 UE PR 7% PR 248 00 R I £ B
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CIRAE 73 B D REAEBRAE P STt o I IRFRRR IR e 1, PRIAE i R B G IR, AR R
A ARRET S IL IRTF LA A 10 BURIE ] AAA TS5 45 .

TR BRI VG 9 ) SE . (12 1Y set connection conn-max. set connection embryonic-conn-max-«
set connection per-client-embryonic-max Fl set connection per-client-max fiy4) o &N AR
W) R BT R B TR E . T RCRE S, AR R PR T BE AN S T A
BRBIBCR St . AT sCAEATARTHi5 5 I ()0 1] B i A BURAL BV T Y T B . AN, 7Efhgk
BBt b, A R B I 1) 1 5.

* WIS FTP a8 TR ¢ A3 JE I A ph AN R O SR RS 3 AT DA LA AT 4 25 TR R I B
R JVACE B B TE T I SRS O N . (FRE U R EHT N 28 R B A I S
RN, WASTRER/ IR R R, SR R N A S

o GRIEKE AAA T FTP Ui, U4 il vt 2 R A 428 ) i b

ICMP I ICMP 45 15 504 Al ol S BE A i B T2 75 )3 H ICMP/ICMP 454 25 . ANJH H ICMP £ 2
i, ICMP AR, FHA RS2 . S0 ICMP K A i, ICMP AR A XA, I H 5 17 2%/
B SCFE . AL A I ICMP JL I — AR AL TR T3 ) 38 0 3 R B AL i b B 3 ) 23 25K ICMP
5] . N L R AR T, AN S i AR Rl 45 7 R 2%

2R i e A DA IR R KT 5

B XL BERR T a9 B & H

FERS X LUK P TEARR 42 5o 5 S AR BT LR B e s A e (L, BB A ST AR B A e
KRk AEHERIE 2 )5, BFE Bl A H T LU R A R R

IO TR EREE R

NAT F0& 8%

FERRSTZ R PRTT, B AN A BRI . A i A it e 280t G0 0 i e s AT A PRI e
M o it £ = A

NAT W] g2 M RE R R B . N R HY 3 NAT $ods 60 n] 9l & X B BEP R IR ) ASA, BRIR 171

I e T TP MRS 11, NAT 23 S SUN 3R sl Kot 40, 5 AT AR (0 1P M bk Fn/eds 11, 24
el BRI IR IE NAT Jr A5 Z160 ASAR, Sl s lsisk % R 2 a4, SEEER I ® -

AAE KRR TR, FSOCW SRS QI 0 T E & 0 ki, RO NAT i & & e &
R F 2 4 1 SR WA, 7 48 SR kg $id 0 ) el i

WA AR E SRR AL ] NAT, 3355 18 LA HEN:
* PAT Ko LN PR3 IC - 15 2 B iz D R LA HEN:
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o B3 E LRI B BRI AN S SEANE R, A PN TN . AL, AEREENIECR
TR BRI E R 1 S 3 AT RERET, WERAEAT 3 AN Bk BN I a5k
AT, WA LA 3 Mim Db, FAT S 14

* FESRATRE EN LR KSR BRI, 53Ot 88 01 s B A s VSR ANT BRI

o R BEAT RN PAT MBS O PAT St 48 i 1P MuhEE D, 2 S EHER A3
ISP AT A i R e A5 T8 A3 07 SR PRV 4 T 26 3 B R I AT R I Al I DR BC Dh RE TR AT
e MG INE PAT it i, FUAC LT ARSI Y 2 18] 7 it R AT 07 35 1 (1 S
R

© FESERET AT, AREEA SRR R SRR P BRI B& G, BiK
INA SR R D N BN B, BRAT T DN B AT H 2 IO U 37 R K e A
WAHSR T A e e SR 0m s mT USE ESCHR R/ I 00T B el e 2y e R o

* XFENAS PAT fili il NAT jt bl 201 - BC & PAT yibie, SERER AR 44 1P HuhikRi 43 Ay b 1 Be
BRINIEDL R, AEANERER S 512 Aot 1, (E SR s R e u), e B i . X bR
EREH &AL [R5 43, DRIREN T R — AN B AN HOR Y. PAT i [R5 TP b
Hho Rk, fE—ANEHER) PAT dirp vl DU DA — > 1P Hidik, R0 8 DISCREE U PAT
FEFEEE T o S IV HO 2 PR G LA 1024-65535, [ AR TE PAT Jth NAT #0000 r g 2 4% 2 2
DL A B 1) 11 1-1023

102NN E S5 A PAT it - 57 22 45 ) rh AT [R) — PAT Jth, 2007 5 R0 v 2 e
PEo DAZULE FTAT BRI A AR e 2 1, B AR RN A T “ATR” 1o ANRELE RN T
AR RN “ATR” B0, SRS RETICINGIR A S A A s AT IS
BRI FH M) PAT Jtb S g AT 5E 100 7 %o

AR - SRAFANSCRF PAT b5
oY i€ PAT - SEREAN SRR i PAT .

PRI RV BB AS NAT Feffle - 047wl Or B R T I 2080 1Ym0 80l 17 e 3 7 22
ZAS NAT FEEHIF HAEHATER DI, eReii sk N  stfed  Bo 9 ST it

LI xlate - EFAT A E L xlate 2SI AN BT, RIE, 25 PR IS TR) 4B P E 46 0 2 R R I
. RNV 2E & T HCE AR (refent 7 0) , WIFE7R xlate A .

4 1h PAT e - &R 2006 PAT D)REHAREEREL HIDhRE, (H'E Redemi PAT HymryJgtd, iy Hox
LTS, E RV SRS S8 PAT IEEINT A% ML R, £410 PAT EE A
BRI AT A T . BOASOL R, BT TCP & f1 UDP DNS Ji s ¥ F &2
Wi PAT $e4fie, il ICMP R1T A7 At UDP S 6] 2 218 . & nT B4 TCP A1 UDP it B AR 15
NAT U LR X S BRI B2, (HE, EANEEN ICMP Bl S BES1G PAT. XTI £ &1 PAT
g (B H.323, SIP 8% Skinny) , A LAAEH OCHE TCP b [543 15 PAT (GX4% H.323
1 SIP [#) UDP % S BAH 2 4518) o A RBES1l PAT IVEAE R, ES P KBS SRR .

* X EUR A A AN S PAT:
* FTP

.

3

* PPTP
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* RSH
- SQLNET
* TFTP
* XDMCP
* SIP
o AR R NAT $U0) GBI — 5 4%) , WNAE 4% CLI F1) asp rule-engine
transactional-commit nat iy 4 i 538 ), 5 s nl BECTE I AN SRR
MM HRANERE
A AT R a5 FH 50 25 3% et RAE B
FEX ALK MIBERN TS H

A\

AR PEIX DUKME TE R AAN SR 1S-1S.

FERS X DR TEARE A 1 i pd R AR Y il Bda Ay, O FLIERE 4 0 e 2 >0 i 2 i 52 11 210 4
YT oo Un ki i e W BA R T T, R EE [ BRI
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SCTP Fn&5f

SIP #& i FN &L 8%

SNMP Fn&af

screing: |

B 1: X LUK B E R T s

Router A

Only control node uses OSPF
with neighboring routers.
Date nodes are invisible.

EtherChannel
*._ Load Balancing

Y

Cluster nodes

Router B

FERSCHRT R Y R ST BRI 1T OB SN L e A e

OSPF LSA Hi HE A 2 It s 5 S0 0. S B T B 20, A 2 K 5 75
B PR ARE. OSPE UK HKIE A IP HALAE h 3LEE 28 ID. AT LUAMRD AN A B
I D, AT AEERECRE, (T LU (3 N BE T [ 18 1D —50. 1200 OSPF Al
TP D e T

SCTP SCI AT IFEARAT Y il LA (T8, B2 I0ERB I T [R5 s k.

PR AT AAEARA Y S bR (R ndady ) , (I A s a1 A i b
A HF TLS RHEEE

SNMP ARRLZ A 1P HuhEAE W R DASA. BTCIRFE SRR 5 T e -

W5 N UG AT FAS s il T R S 42 78 1P k34T SNMP #8if). T SNMP {CERES ) 4L RE 1P Hudil,
W) 24306 2 B A T SO, SR T R A T SR UL
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HAET] SNMPV3 EATARAEIN, W R IEAEWIIR BT TE O R OB AR A 1T A, W SNMPV3 I AR R
RPN R BRI m_EHOFr A I e ITCL sk G 7 IR AL BGE B 1 b
il

STUN FafE 2%

e B AR SRS STUN R A, RO BH LR . (HE, Wi Z AT 355 ID (IR .
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After step 5, all remaining packets
are forwarded directly to the
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