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AR B a6 A B 19 BR %5 51 2B (ISE) F Lobby Ambassador f F= Bt i& Catalyst 9800754k LANIZ 4l
ERHIRADIUSFITACACS+A\EZB & A IR 1IE

FRFH
EXR

Cisco BB THLUTEE :

e
R

. Catalyst7£4: 98008 E& =
. AAA, RADIUSFITACACS+#t=

ER A
AR BB T TSR RE AR -

. Catalyst 980074k 2 %85 R 5l (Catalyst 9800-CL)
. Cisco IOS®-XE Gibrator 16.12.1s
. ISE2.3.0

ANHEHPHEEERERREMRRE LOE, AXHPEANARRFHNERARSE (AIA



) BE. MEEWMELTEDRS , BHRETBTEDHHBELA,
BHRER

RKTKRERAFHMEEERASIE, Lobby Ambassador A REBSIRIFERFNAFRR. BB, W
A& wE, SRERBREERAS. HEAFTEBEYGUIECLISIE,

Aol
R&E

=

ISE 9800 WLC

A f|F | BLE T Lobby Advasisors "lobby"#l"lobbyTac"s KT KfE“KT”MRIERADIUS RS 85
THHBRIE , KT KfElobbyTac’ RIRIETACACS+i# 1T & BRI,

B 5%t ARADIUS Lobby Ambassadorfii @ , & /& 3 TACACS+ Lobby Ambassadoriii &, RADIUSH]
TACACS+ ISEELEth R HEM,

B¥IFRADIUS

ELL&BEMES 28 (WLC) LB ERADIUS,
S R1. 7 HRADIUSHRS 88, EWLC L BIZISE RADIUSERSS 25
GUI:

& ZConfiguration > Security > AAA > Servers/Groups > RADIUS > Servers > + Add , M1EFi~

Configuration* > Security = > AAA

| Dashboard =+ AAA Wizard

l.tr:—'f;-.ll Monitoring : Servers [ Groups AAA Method List AAA Advanced
5 ¥
9\\ Configuration

Administration

Servers Server Groups
—

MName ~  Address ~ Auth Port » Acct Port

3% Troubleshooting

LDAP

RadiusLobby 192.168.166.8 1812 1813

1 10 »




HREE O , XENERESHRRADIUSIRSZEHREN ( ERLSISEIAAARSAFRTE ) |
RADIUSHRS 25 IPHiut MR Z 4, FAHMESHBURERAERBRETEHTEE.,

CLI :

Ti m eWLC1(confi g)#radi us server Radi usLobby

Ti m eWLC1(confi g-radi us-server)#address ipv4 192.168. 166.8 auth-port 1812 acct-port 1813
Ti m eWLC1(confi g-radi us-server)#key 0 Ciscol234

Ti m eWLCL1( confi g) #end

S22 HRADIUSIRG B A MEI RS EH. EXRSH|AHFMEEBHRADIUSIRS R, X2AT
¥FLobby Ambassador i FF# 1T & 3 I IEAIRADIUS IR SS25. MNRWLCHELE 7 21 RADIUSARSS 25
, TATHHRIE , BUUEATERadiusIRFS 2[R MNEIRE —RFEH. MRHRITHERE , WAKF
WLCTE fR %5 25 4H H HIRADIUS IR 55 88 Z 18] - & 13 W iiE o

GUI:

5 fin Z Configuration > Security > AAA > Servers / Groups > RADIUS > Server Groups > +
Add , @R,

Configuration = > Security = » AAA

Q Search Menu Items

-

AAA Wizard

Dashboard

7 (i e ! AAA Method List AMA Advanced
O :

=% Configuration > + Add

Administration »
Troubleshooting TACACS+ —

Name ~  Server 1 Server 2 Server 3

LDAP
GroupRadLobby RadiusLobby MIA MNJA

1

HAREEEAITTUNEAREERHE , HEEERNRADIUSHRS BN AT RS R5IRBE E 0BRSS
2R,

CLI :

Ti m eWLCLl(confi g)#aaa group server radi us G oupRadLobby
Ti m eWLCl(confi g-sg-radi us)#server nane Radi usLobby
Ti m eWLC1(confi g-sg-radi us) #end

SERICEEMRIEFEIER, BHRIEFEINRENEERNESHRIIER  HFEEHMMBEE
VHREEEAE, BNHESHRKIEEEWLCA M 7T E2ERADIUSIR S B R
GUI:

£ i1 E Configuration > Security > AAA > AAA Method List > Authentication > + Add , 1B 7T 7R.



Q. Search Menu items:

Dashboard

I E Servers | Groups AAA Method List AAA Advanced
@ Wonitoring e ‘

‘3\1:) Configuration

Authorization A el

: Aceounting Group
Troubleshootmg Name ¥  Typa ~  Typa Group1 «  Group2 ~  Group3 v Groupd

ministration

AuthenLoblyy... ogin local GroupRadLob...  Nfa MiA NfA

LMEEBEE AT , BERH  ERRBERTER BT, HOBZASIERN RS A,

HRAJ A,

GUI:

MR IEFEGroup Type (AKE ) Hlocal” , WLCHB ARERAFREFETAMBIERES , RFN
T AR b B3 B # 1~ 2 Lobby Ambassador A 7 B4 = B IR BIBR S 85 4H o

CLI :

Ti m eWLCl(confi g)#aaa authentication |ogin AuthenLobbyMethod | ocal group G oupRadLobby
Ti m eWLC1(confi g) #end

AR : iF)E35Bug CSCvs87163 HEE LERAAMAT, thEBE17.3HIEE,

HIERBINA,
GUI:

WRIEEGroup Type ( AXE ) H group” , BREFELNREIZAR#MED , MWLCHHXIRIERS A
REAF , TS AERMBIEE,

CLI :

Ti m eWLC1(confi g)#aaa authentication | ogin Aut henLobbyMet hod group G oupRadLobby
Ti m eWL.C1(confi g) #end

Group Type as a group#Fallback to locali& Tl 2%,

GUI:

R EEGroup Type ( AEE ) #ER“group” , FH1EH 7 ELNEEIA#ED , MWLCHHIRIEIRSS 85
EARERF , HXIERADIUSHRSS 572 I B B A A B A b BB E, MRRS[MWE , WLCHF
fill & A tth B 9 0 E

CLI :

Ti m eWLCl(config)#aaa authentication |ogin AuthenLobbyMethod group G oupRadLobby | ocal


https://tools.cisco.com/bugsearch/bug/CSCvs87163

Ti m eWLCL1( confi g) #end

SRABEBRNG EFIR, BTG EINRELART AEFTENRIKE | EARHIF AN exec’s BE
FEEZIELNE—RSR/E, EEATERSFHRIEREWLC LA 5E/E R ERADIUSARS 85
SR TE R o

GUI:

£ fin Z Configuration > Security > AAA > AAA Method List > Authorization > + Add , HIEFT 7R,

Configuration = *» Security~ > AAA

Q, Search Menu ltems

Dashboard

e o Servers [ Groups AAA Method List AAA Advanced
@ Monitoring

(5 . —
‘"?‘:: Configuration delaliced
it + Add
dministration —
£ Accounting Group
roubleshooting Name v Type v Type Group1 v Group2 v Group3 v Groupd
AuthozLobly exec local GroupRadlLob. P& P& MNiA

S
FER  ARBENNARRES HHRIEG ESR S0 PR HARER.

i

B O3 AR M BT | SRR BETUN “exec” H 5 B 2 B 81 BRSS 274

ZEich PS8

Ti m eWLC1(confi g)#aaa authorization exec AuthozLobbyMethod | ocal group G oupRadLobby
Ti m eWLC1(confi g) #end

PRBNA,

Ti m eWL.C1(confi g) #aaa aut hori zati on exec AuthozLobbyMet hod group G oupRadLobby
Ti m eWLC1(confi g) #end

Group Type as groupH ER E| A & I 2%,

Ti m eWLCl(confi g)#aaa authorization exec AuthozLobbyMethod group G oupRadLobby | ocal
Ti m eWL.C1( confi g) #end

SBEPEFE. MEFZEE , XINEIBEAETAZFWLC , USIBHFERAF , %%
VTY(SSH/Telnet)SRHTTP(GUI),

XESRIEMGUITER , L FEZEMCLIZEK.

HTTP/GUI &1L :

TimeW.Cl(config)#i p http authentication aaa | ogin-authentication Aut henLobbyMet hod
TimeW.Cl(config)#i p http authentication aaa exec-authorizati on Aut hozLobbyMet hod
Ti m eWLC1(confi g) #end

MNHTTPEERITEXRN , RFEFHZHHTTPHMHTTPSRS :



Tim eW.Cl(config)#no ip http server

Tim eW.Cl(config)#no ip http secure-server
TimeW.Cl(config)#ip http server
TimeW.Cl(config)#ip http secure-server

Ti m eWLC1( confi g) #end

line vty.

TimeW.Cl(config)#l ine vty 0 15

TimeW.Cl(config-line)#l ogin authentication Aut henLobbyMet hod
Ti meW.Cl(config-|ine)#aut horization exec AuthozLobbyMet hod
Ti m eWLC1(config-1ine)#end

HIR6.UM S BRANIE7.5.15017 3.3 2 BTV MRA P B L TR , TECSCvu29748RYIX LR A4S 2 )5 A
EMNEN Bk, EXERAF. EISEJ:jJLobbyAmbassadorﬁﬂEE’JFﬁF‘%M\ ME L AWLC E
WIZEAFE. IRWLCHARENZEAFE , USHRIEPFEREH®T , B2, IRTFTALX
WLCHE£HENER , A 2NTR FXILobby Ambassador*XﬁEEﬁiﬁlﬂ*KﬁEo JH:EEE/\EEJE HCLIE
BXo

CLI :

Ti m eW.C1(confi g) #aaa renote username | obby

EcEISE - RADIUS

SE1FWLCHRIMZEISE, SMEEE>MEREFE>MEZEZF>HRM, WLCEERMFISE, FWLCH
INZISERT , EARADIUSEHRIFEEHEBAIZENSEH , MBI R

b::I::'l';!:'v' Identity Services Engine Home » Context Visibility » Operations » Policy Administration » Work Cenlers

» System  » Identity Management = ~ Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~Network Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM  # Location Services
——
<]

Metwork Devices Network Devices
Default Device

? Edit [~ Duplicate sImport i Export = Genarate PAC Dielote » Show
Device Security Settings e - a ; & & o X

Name « IP/Mask Profile Name Location Type Description
O Tim-ewLct 192.168.166.7... &k Cisco & All Locations All Device Types 9800

LI EBEE O, E£HEZHIP ADD , EFARADIUSEHRIEIRE , 7£Protocol Radius TH AFTE
HNHEEZH4H,

H B2 7EISE L AL obby Ambassadorfi /. S ZEEE>FHEE>F4>AF>R.

6] |ISEZR i % B 44 01722 15 & A 7 B Lobby Ambassadorf A B BB, XEEERA NS EA KT K
FEHAFE,

‘teen  Identity Services Engine Home » Context Visibility » Operations » Policy » Work Centers

» System  ~ldentity Management = » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

= |dentities | Groups  External Identity Sources  Identity Source Sequences b Seftings

(<]
Network Access Users
Users
Latest Manual Network Scan Results a
_f Edit l:'r_;:l Add Uchange Status « g;llmpn-rl .J;; Export » | ¥ Delete « G_'I Duplicate

Status Name «  Description First Name Last Name
[0 ®Enabled 2 lobby


https://tools.cisco.com/bugsearch/bug/CSCvu29748

HEEHE OITFAY , BN Lobby Ambassadorf FIRIEBHAEB, B4, BRARSEZ A,

TEIBBLRERNEEX 4. SMERKK>Policy TtR>ER>BPOBRNEEXXH>R M, BIEER
BNEEXH , LMEREWLCHAccess-Accept , HERAMERY , B TR.

"t Identity Services Engine Home » Context Visibility » Operations » Administration » Work Centers

Cisco

Policy Sets Profiling Posture Client Provisioning ¥ Palicy Elements

Dictionaries » Conditions | ~Results |
|

» Authentication Standard Authorization Profiles
For Policy Export go to Administration > System > Backup & Restore > Policy Export Page

= Authorization

_,’ Edit =['|=Add %Duplicate ¥ Delete

] Name Profile
] 9800RadiusLobby el Cisco 63

Authorization Profiles

Downloadable ACLs

BREEXHEENLEEAN (MBEMR) .

‘tscn  Identity Services Engine Home  » ContextVisibilty  » Operations

Policy Sets  Profiling  Posture  Client Provisioning | ~ Policy Elements

Dictionaries » Conditions * Results

Authorization Profiles > 9800RadiusLobby
b Authentication L .
Authorization Profile

* Name | 9800RadiusLobby |

« Authorization

Description

Authorization Profiles

Downloadable ACLs I*Ar:r:ess Type |ACCESS_ACCEPT v | I

R FEE £ Advanced Attributes Settings T FaIRINE M. ZFAFE XL Lobby Ambassador , F12
PR , LAME 2 iFLobby Ambassador# {TAFTEME N , EEXEEM,



v Advanced Attributes Settings

Cisco:cisco-av-pair =|user-type=Ilobby-admin

Cisco:cisco-av-pair =|shell:priv-Ivl=15

w Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = user-type=Ilobby-admin
cisco-av-pair = shell:priv-lvl=15

FRAVERBEIULE S DRI, SMERKE>RBESFM, BERKHFEBURT EERRE
o MLALBE R ML TG IR A P & St M BRIA R 4517 R o

DHFHFRERNRE TEREERRN TRENEENH , XHEH T CHAHENE SR EE
WLC , 2B R

‘diid' Identity Services Engine Home  » ContextVisbiity  » Operations » Administration  » Work Centers

Profiling  Posture  Clent Provisioning  » Policy Elements

Policy Sets
Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence
® 9800LobbyRadius X Network Access UserName EQUALS lobby Default Network Access x v &

HEEEOITFN  BERMKRKE. 50RIERETHRENRIAE,

Palicy Sets - 9800LobbyRadius

Status  Policy Set Name Description Conditions. Allowed Protocols | Server Sequence

@ FR00LobbyRads l Metwork Access- UsarName EQUALS kabby Defaul Network ACCsS w o N

¥ Authentication Policy (1)

¥ Authonzation Policy - Local Exceplions
¥ Authorization Policy - Global Exceptions
W Authonzation Policy (2)

Results

&
Status  Rule Name Conditions Profiles Sacurily Groups Hits

@ SE00LODOYALING ; Natwork Access UserName EQUALS labby ® S500RAdEL bty + i




IRUFTACACS+
ZEWLC LEETACACS+

SIR1.FHTACACS+IRE 2. EWLCH BIZEISE TACACSHRSE 85,
GUI:

£ fin Z Configuration > Security > AAA > Servers/Groups > TACACS+ > Servers > + Add , H1E P
o

Configuration = > Security ™ > AAA

+ AAA Wizard

[ Dashboard [

ﬁ;:"‘] MOI‘[itQI‘ing % Servers [ Groups ALA Method List AAL Advanced
3 :

L Configuration

{0} Administration

RADIUS

&% Troubleshooting

Name < Server Address ~ | Port
LDAP

TACACSLobby 192.168.166.8 49

1

HEEFOFTFFR , XENBRESHETACACS+HRFEEN ( ETF L EISE/AAARS B FRITH ) |
TACACSHRSE 23IPi# it MM Z24F, FMEMSHE U RBZRIAESIBEBREEEHRTEE,

CLI :

Ti m eWL.C1(confi g) #t acacs server TACACSLobby

Ti m eW.C1(confi g- server-tacacs)#address ipv4 192. 168. 166. 8
Ti meW.Cl(config-server-tacacs)#key 0 G scol23

Ti m eWLC1(config-server-tacacs)#end

SE2GTACACS+IRFZ 23R INEI RS Be4H . X RSeE H R INFrEL B FrEETACACS+iRS 5.
XEREATEHRIENTACACS+IRS 25,

GUI:

£ i1 Z Configuration > Security > AAA > Servers / Groups > TACACS > Server Groups > +
Add , BNEFRR,



Configuration * > Security = > AAA

Q Se Menu Items

Dashboard + AAA Wizard

o Servers / Groups AAA Method List AAA Advanced
Monltorlng 2 o I . J
'S .
<\, Configuration + Add

RADIUS
Troubleshooting
MName v Server 1 Server 2 Sarver 3
LDAP
GroupTacLobby TACACSLobby MA MiA
1 10 w

HEMEBE O , AEIEERN , IHEFTENTACACS+RSSESMAvailable Servers¥I|&XR B a1 E|
Assigned Servers%| 3K,

CLI :

Ti m eWLCl(confi g)#aaa group server tacacs+ G oupTacLobby
Ti m eWLC1(confi g-sg-tacacs+) #server name TACACSLobby
Ti m eWLC1(confi g-sg-tacacs+) #end

SRR ORI EIIR, FORIEFEIRELFAENSHRIERE | FREMNNICSEE
MRS RRE. EXEATERSHRIUEREWLC LA TRERETACACS+RSF ZRA BT

GUI:

£ fin Z Configuration > Security > AAA > AAA Method List > Authentication > + Add , JIE 7o

Configuration ™ > Security ™ > AAA
Q Search Menu ltems LEL =

E5| Dashboard LR

"‘) Monitoring Servers | Groups AAA Method List AAA Advanced
2 ( ——

Authantication

Authorization AP B

1 Accounting Group
Troubleshooting Name ~ Type - Type Group1 ~  Group2 ~  Group3 ~  Groupd

"EE\__. Configuration

dministration

AutheTacMeth..,  login lacal GroupTacLobby NfA MNfA MNIA

YREBEOFFR , BHEBN , ERRBETERNER", HoB2a BN RSEE4,
e il PN
GUI:

IR EERGroup TypetER“local” , WLCR B AR EAMBEEFRRESEFEEZAF , RARREARE
EFEH T E|Lobby Ambassador i FPat F EIRZIARSSB4E

AEX  EEEMIRECSCys871637%17.3H 18 &,

CLI :


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvs87163/

Ti m eWLC1(confi g)#aaa authentication |ogin AutheTacMethod | ocal group G oupTacLobby
Ti m eWL.C1( confi g) #end

AEBNRAH,
GUI:

MRIERARBENE  FEREFEREABIET , WCHXBRERSHFARERF , T2EA
HAR b Bz

CLI :

Ti m eWLC1(confi g)#aaa authentication | ogin Aut heTacMethod group G oupTacLobby
Ti m eWL.C1( confi g) #end

Group Type as groupH ER E| AR i I 2%,

GULI:

R EEGroup Type ( BEE ) J“group” , F BiE#Fallback to local ( [EIRE|ZAH#b ) 3£ , NI
WLCHIRIERZ[ERERF , HXETACACSIRSEREMAR HEr it EW AR HIEE, MRERS
BARIEIEL  NEEAFERBBERE LFE , 8t FaXNH H#THHRIE,

CLI :

Ti m eWL.C1(confi g)#aaa authentication | ogin AutheTacMet hod group G oupTacLobby | ocal
Ti m eWL.C1(confi g) #end

HRRA QBRI EI K,

BRI EFIRFMELAKTAEZTEZNRPCER | £ARMIP | ZRPCEEFNIT, ©EEEFIEE
BYE —BRSSER4E . B LUAR S HRIERHEWLC LA TR IERETACACS+IRS BRI EBTT Ao

GUI:

£ fn Z Configuration > Security > AAA > AAA Method List > Authorization > + Add , 1B FT R,

Configuration = > Security = > AAA

et enu ltems

+ AAA Wizard

| Dashboard

) P Servers | Groug AAA Method List AAK Advanaad
<) Monitoring ers | Groups

&y, Configuration Autheaticasion

-+ Add
E Accounting
% |roubleshooting
Group
Name < Type < Type Groupl ~  Group2 ~ Group3 ~  Groupd
AuthozTacMe...  exec local GroupTacLob... N/A NfA A
1 10 =

HEEEOTFN , BEEH , EFtypeitTiENexecH DB 2 B IEH RS 2RA
FIER , ARBENNARFRE SHRIEREFIRE D FAVERS AR,



CLI :

AT N A,

Ti m eWLC1(config)#aaa authorization exec AuthozTacMet hod | ocal group G oupTacLobby
Ti m eWLC1(confi g) #end

PRBNA,

Ti m eWLC1(confi g)#aaa authorizati on exec AuthozTacMet hod group G oupTacLobby
Ti m eWL.C1(confi g) #end

Group Type as group#lFallback to locali£3il 2%,

Ti m eWLC1(confi g)#aaa aut horizati on exec AuthozTacMet hod group G oupTacLobby I ocal
Ti m eWL.C1(confi g) #end

S| OB E. BEREE , XTHESELET , TRBZWLCHARIBREAS |, LK
VTYEHHTTP(GUI), XELZRIEMGUITER , RIEFEEMCLITEK,

HTTP/GUI &L :

TimeW.Cl(config)#i p http authenticati on aaa | ogi n-authentication Aut heTacMet hod
TimeWCl(config)#i p http authenticati on aaa exec-authorizati on Aut hozTacMet hod
Ti m eWLC1(confi g) #end

BERHTTPEERN , REEFHBFHHTTPAHTTPSARS :

TimeW.Cl(config)#no ip http server
TimeW.Cl(config)#no ip http secure-server
TimeW.Cl(config)#ip http server
TimeW.Cl(config)#ip http secure-server

Ti m eWL.C1( confi g) #end

line vty:

TimeWCl(config)#l ine vty 0 15

TimeW.Cl(config-line)#l ogin authentication Aut heTacMet hod
TimeW.Cl(config-Iline)#authorization exec AuthozTacMet hod
Ti m eWLC1(config-1ine)#end

SE6.EMEEAF, EISEL N Lobby AmbassadorflZZHAF B SMENL AWLC LR ZBERAF A
o MBRWLCHRENZRAFE , W SHRIEFERHT , B2, BRFAFPXWLCHZELIHRIN
BR , MAR{URF X Lobby AmbassadorfX BREV 5 BN PR, LEELE REEETCLISERK .

CLI :

Ti m eWL.C1(confi g)#aaa renote usernane | obbyTac

EcEISE - TACACS+

%% 1.)3 ADevice Admin, SMEEE>RA>TR, EHLE 2| , i£FEnable Device Admin
Service ABRISECEA , MBI R,



.:;1.';.;!; ldentity Services Engine Huoime b Conliesd Visibility ¢ Dperations » Policy » Wark Cenbers

» Syslem k ldentity Managemen!  » Melwork Resources ¢ Device Portal Management  pxGrd Services  » Feed Service  » Threal Centric NAC
Depioyment JLicensing  » Certificales » Logging b Maintenance  LUpgrade k Backup & Resiore  » Admin Access  » Seffings
I
Deployment Deployment Nodes List > timise23
) San . vy
+ =2 Deployment General Settings Promling Configuration

=l= PAN Failover

Hosiname tinmise2d

FQDN timise23.cisco.com

I Address 182.168.166.8

Node Type Identity Services Engine (ISE)

Role STANDALONE Make Primary

o Administration
+ Monitoring

Rale PRIMARY L
Cither Monitoring Node

w Paolicy Service
w Enable Session Semnvices i
Include Mode in Mode Group Mone * i
Enable Profiling Service §
Enable Threat Centric MAC Service |

Enable SXP Service i

| = Enable Device Admin Service i |

S22 FWLCHRIMEISE, SMEBE>MERFE>MEIREF>HBM. WLCEERMEISE, HFWLCH
INZISERt , BHATACACS+EMRILIZRBHEBAAIENSH , MBFIT.

';Iul;;!:'; Idenmy Services E"gme Home » Contest Visibility ¢ Operations » Policy * Admimistration » Work Cenlers

» System  » Identity Management =~ Network Resources ¢ Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

MNetwork Devices  Network Device Groups  Network Device Profiles  External RADIUS Servers  RADIUS Server Sequences  NAC Managers  External MDM » Location Services
——

(<]
Network Devices
Default Device
¥ Edit Ly Duplicate Import » Export = Generate PAC Delete » Show
Device Security Settings / i 4 g almport @y Bxpo O x
Name « IP/Mask Profile Name Location Type Description
O Tmim-awLc1 102.168.166.7... % Cisco B All Locations All Device Types 9800

LHEEE O3 LUR B #RIP ADDRY |, /3 ATACACS+ Authentication Settings , HMIAFTENHE
=4,

HIR3.1EISE L Bl ELobby AmbassadorAi 7. S ZEHE>SHEE>S4H>RAF>RM, FinE
ISE , D AT 612 E BB Lobby Ambassadorfy R B MEZL, X2EE R D EA KT AERN
AFA , BT



"tses: Identity Services Engine Home  » ContextVisibility  » Operations  » Policy » Work Centers

» System | ~ldentity Management | » Network Resources  » Device Portal Management  pxGrid Services  » Feed Service  » Threat Centric NAC

~ldentities | Groups  External Identity Sources  Identity Source Sequences P Settings
I
<]

Network Access Users
Users

Latest Manual Network Scan Results

J Edit () Change Status ~  @aImport  @oExport 3¢ Delete » L{yDuplicate

Status » Name Description First Name Last Name

O Enabled 2 lobbyTac
UEEHE OITF AT , BN Lobby Ambassadorf FIRIEBHAEB, B4, BRRSEZH.

S4B EL RTACACSHEE X . SHE| T Work Centers)>i% & & (Device
Administration)>3# 5t 3 (Policy Elements)>4 5 (Results)> TACACSHL & 3 #4+(TACACS
Profiles) , M@ R. EAKEEXH , HAAEBEMHEEZIWLC , MEFAFBREFKME,

w \Work Centers

» Network Access » Guest Access » TrustSec » BYOD » Profiler » Posture ~ Device Administration » PassivelD

» Overview ¢ Identities User Identity Groups Ext Id Sources P Network RGSOUFGESI * Policy Elements I Device Admin Policy Sets
I

» Administration

ol
cisco

Identity Services Engine } Context Visibility ~ » Operations  » Policy

Home

<]
» Conditions TACACS Profiles
» Network Conditions 0 Selected
+ Results 2> Refresh + Add Duplicate i Trash+= Edit
Allowed Protocols Name Type Description
TACACS Command Sets Default Shell Profile Shell Default Shell Profile
Deny All Shell Profile Shell Deny All Shell Profile
WLC ALL WLC WLC ALL
WLC MONITOR WLC WLC MONITOR

HRMEEQITAN , NEEXHFREER , HERIASISHBEENEEEE N Type
Mandatory , & ¥ &t & Fuser-type , {Blobb-admin, b5\ , MEFAR , FE L AESEEE R T



Task Attribute View Raw View

Common Tasks

|Common Task Type | shell ¥
I # Default Privilege 15 (Select 0 to 15}|
Maximum Privilege (Select 0 to 15)

Access Control List

Auto Command

No Escape (Select true or false)
Timeout Minutes (0-9999)
Idle Time Minutes (0-9999)

| Custom Attributes |

1 Selected

+ Add I Trashv @& Edit

< | Type Name Value

o MANDATORY user-type lobby-admin

SHRE5BIBEFME, SHMZEIEF O (Work Centers)>i&Z B (Device Administration)>it & EE F
A% $&(Device Admin Policy Sets) , MBI R, BERBHFGBRTEEANRE, XN TR
,ERAMEHEAFBREMBRINEZEEML. VABRERNER TEREERENTEEN
BEXH , XA EREHIREZIWLC,

‘i identity Services Engine Home  » ConextVisiblity  » Operaions  » Policy  » Administration

» Network Access b Guest Access k TrustSec » EYOD » Profiler * Posture + Device Administration » PassivelD

¥ Owerview b ldentities  User Identity Groups  Ext Id Sources  * Network Resources  » Policy Elements |  Device Admin Policy Sets | Reporis  Seftings
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show run aaa

show run | sec renote

show run | sec http

show aaa nethod-1ists authentication
show aaa nethod-1ists authorization
show aaa servers

show t acacs

X ZLobby Ambassador GUIE & Th & 13 I E R B AW

Liser Narme «  Description «  Created By

0 10 -

TP HERR

B RENEET AT EERTHREDRR.

K¥IFRADIUS

 FRADIUS H 30 E , AT AEA L TIFR :

Ti m eW.Cl#debug aaa aut hentication
Ti m eW.Cl#debug aaa aut hori zation
Ti m eW.Cl#debug aaa attr

Ti m eWLC1#t ermi nal nonitor

BARMNBRPER T EBHNGESIR, A | ISERFHLBEBEFEBAFE. AFREINR
KRR .

Feb 5 02:35:27.659: AAA/ AUTHEN LOG N (00000000): Pick nmethod |ist 'AuthenLobbyMet hod'
Feb 5 02:35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(0):



7FBA5500C870 0 00000081 usernane(450) 5 | obby

Feb 5 02: 35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(1):
7FBA5500C8B0 0 00000001 user-type(1187) 4 |obby-admin

Feb 5 02: 35:27.681: ADD DELETE: AAA/ ATTR(00000000): add attr: sublist(0x7FBA5500C860) i ndex(2):
7FBA5500C8F0 0 00000001 priv-1vl(335) 4 15(F)

Feb 5 02: 35:27.683: WEBSERVER-5- LOE N_PASSED: Chassis 1 R0O/0: nginx: Login Successful from host
192. 168. 166. 104 by user 'lobby' using crypto cipher 'ECDHE- RSA- AES128- GCM SHA256

BIFTACACS+

X FTACACS+HMRIE , AT AEA L EE

Ti m eW.Cl#debug t acacs
Ti m eWLC1#t ermi nal noni tor

BREHREBHWEAFBMISE IP ADDAEHHRIUE, A , NEEIRSPASS’, EE—FiRA+ | 7
SHRRIEMEBZE , BRERRRIE, ELENF , MBEBREBHNAFE5EBMNISE IP ADD—
EEA. MM , BNZEEB BRI EISELERENEMY , LB FNWLCIEE N EEBNXEHN Lobby
Ambassadorf 7,

B HRAER BRRAI

Feb 5 02: 06: 48. 245: TPLUS: Queui ng AAA Aut hentication request 0 for processing
Feb 5 02: 06:48. 245: TPLUS: Authentication start packet created for O(l obbyTac)
Feb 5 02: 06:48. 245: TPLUS: Using server 192.168. 166.8

Feb 5 02: 06: 48. 250: TPLUS: Recei ved aut hen response status CGET_PASSWORD ( 8)

Feb 5 02: 06:48. 266: TPLUS(00000000)/0/ 7FB7819E2100: Processing the reply packet
Feb 5 02: 06:48. 266: TPLUS: Recei ved aut hen response status PASS (2)

R BB

Feb 5 02:06:48.267: TPLUS: Queui ng AAA Aut hori zation request O for processing
Feb 5 02:06:48.267: TPLUS: Authorization request created for O(l obbyTac)

Feb 5 02:06:48.267: TPLUS: Using server 192.168. 166. 8

Feb 5 02:06:48.279: TPLUS(00000000)/0/ 7FB7819E2100: Processing the reply packet
Feb 5 02:06:48.279: TPLUS: Processed AV priv-Ivl=15

Feb 5 02:06:48.279: TPLUS: Processed AV user-type=| obby-admin

Feb 5 02:06:48.279: TPLUS: received authorization response for 0: PASS

Al E R KIRADIUSHITACACS+H A ROIBE MU B RN KBS R, BAEFA , MHBEK,
EZRAPR , JUEAUATEHS :

Ti m eWL.C1l#undebug al |



	配置9800 WLC大厅大使，使用RADIUS和TACACS+身份验证
	目录
	简介
	先决条件
	要求
	使用的组件

	背景信息
	配置
	网络图
	验证RADIUS
	配置ISE - RADIUS

	验证TACACS+ 
	在WLC上配置TACACS+
	配置ISE - TACACS+


	验证
	故障排除
	验证RADIUS
	验证TACACS+



