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class-map = MATCH
« AVC (Application or Group)

« User defined
« ACL
- DSCP

policy-map = TAKE ACTION
» Mark DSCP
* Drop
+ Police (rate-limit)

service-policy = WHERE and DIRECTION

« Client Ingress / Egress
« SSID Ingress [ Egress
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Ingress
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AAABRSS BR M3 3E 53R

F 1.5 F Configuration > Security > AAA > Authentication > Servers/Groups , RfFiE#E
+Add,.

W AAAARRS SRR, IPHuEFIZR4A | XA ESISE EAdministration > Network Resources >
Network Devices Y H Z 2347 L&

T 'k ESE22

y4 ver Agdras 172.18.13.6

i 1 ¥
Auth Port 1812

I e P 1313

ppon for Coa enasen [

#£=% . SMZEIConfiguration > Security > AAA > Authentication > AAA Method List , ARG #
+Add, MAvailable Server GroupsH £ Assigned Server Groups.



Method List Mame® ISE-Auth

Group Type "

Fallback 1o loca

Available Server Groups Assigned Server Groups
radius a nE22(0
ldap &

By g e g b
1= T R

E =% . M E|Configuration > Security > AAA > Authorization > AAA method List , ARFi%#F
Add. EEBINGE , REIEE networkfEHEKE,



Quick Setup: AAA Authorization

Method List Name* default
Type* network v
Group Type group v

-

Fallback to local

—

Authenticated

Available Server Groups Assigned Serve
Idap - radius
=
tacacs+

el 2R LN A HAAABRSS BRIR B RAUE 1 (B4, BALKIQoSEKEE ) o B , FENAMN
RADIUS#E WK KB,

WLANZKHEE, h SR ERAPIRE

SB1:.SMIEE>TLIEE>SH>ILENES> WLANE B U4 | EBHR MO EHFHWLAN, BE
SSID, BB HEZF. WLAN IDHFRANEERNB A,

RIE , $iZEISecurity > Layer 2H B BEF 2R MRS -
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WPA Parameters

¥ alic
A2 Polic o
WRAZ2 Encryption ARSI o
CCMP2SE
GNP 2B
GCMPZSE
1 :'.'E‘:\.
& : o
Auth Key Mgmt B02.1x =
P
CCEM

FT + B02.1x
FT « PSK
802 1x-5HAZRE
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N SSIDZEMRHE802.1xfEH QoSH B ER 4 | BESREREIH A TFAAEE,

E=H . M FSecurity > AAA , RS TEAuthentication List T HI4E FiEFAAARS 85



Genera Security Advanced

Layer? Layer3 ABA,

Authentication List ISE=Auth ¥

Local EAP Authentication

=4 : %#FEPolicy Profile 3i£##+Add, Bl ERREEEXHE .

fFStatus (RS ) RENEnabled ( EA ) ; RIS ACentral Switching ( £ R# ) |
Authentication ( #®iE ) . DHCP(DHCP)#Association ( ><Bk ) :

General Access Policies Q05 and AVE mMobility Advanced
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.
MName™ QoS-PP WLAN Switching Policy
Description QoS-PP Central Switching ENABLED

Status EMABLED - Central Authentication
Passive Client B oisaoco Central DHCP enasten [

Encrypted Traffic Anahtics . MHSABLED Central Association [EHABLED .
CTS Policy Flex NAT/PAT B oiseeLeD ]

Inline Tagging
SGEACL Enforcement

Default SG1 2-655189

EML  SMBTGFIRE  RAREEYEF IRERZSISSIDIN TLE P inFr 5 BEAYVLAN :



General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling

Lacal subscnber Policy Mame v

WLAN Local Profiling

Global State of Device Disabled @)
Classification

HTTP TLV Caching

DHCP TLY Caching

V0LAN
VLAN/NVLAN Group VLANZE13 =
Multicast VLAMN Entar Multicast VLAN

EHL . EFPolicy Tag Hik#FE+Add. EiERBEFRICE Mo

FEWLAN-Policy Maps T , F£+Add Lt , N\ TR &% FiIEFEWLAN ProfilefPolicy Profile , A fFi&H
R EN RPN EIEE,



Mame® Oal-PT

Carscription OoS-PT

¥  WLAN-POLICY Maps: 0

Map WLAN and Policy

WLAN Profda® OoSWLAM = Polcy Profie” (oS- -

EE

BARL : EkESite TagH ik E+Add, EHEnable Local SiteE , FAPEAR#ER Tiz1T ( HEX
FlexConnectBUBEIEH )

Name* CoS-5T

Description Enter Description

AP Join Profile gdefault-ap-profle e
Controd Plane Name _ v
Enable Local Site |+

S| 7388 Tag APs |, ILBAPHRINERE, S FMRFFRIE :
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QoS
SBR1SMIBEE>RS> QoS , RFEF+HRMAIEQOSEKE,

FHE®E (EXRTRHIH : BWLIMitAAACIients ) o



Add QoS x

Auro QOS5 [. DISABLED |
Policy Name*® BWLimnAAACHents
Description
Match ~  Match w  hlark ~  Mark
Type Walue Type Value
0 10 -
- Add Class-Maps
Class Default
Mark MNone '

Drag and Drop, double click or click on the button to add/remove Profiles from

Selected Profiles
Available (2)

Profiles

E silanacelan =

+  Police Value B AVC User ~
(kbps) Drop  ~ Definad Actions -~
Police(kbps) 8 = 10000000
Q, Search
Selected (0)
Profiles Ingress Egress

B R —N3ERRE LU BRY outube MNetflix, #HAdd Class-Maps., %&#FAVC, match any,

dropiREH LR T ML

Match ~  Match ~  Mark ~  Mark
Type Value Type Value
0] | 10 » | items per page
AVC/User Defined | AVC r
Match © Any DAl
Drop v
Match Type protocol - |

Available Protocol{s)

netbios-ssn
netblt
netflow

AVC/User w
Defined

« Police Value v

(kbps) Drop Actions  ~

Mo items to display

Selected Protocol(s)

youtube
netflix




& #HSave,
F=%  RI—/DSCP 46518 J 349 MR ET,
# FAdd Class-Maps.

* Match any , User Defined
- PEEIRADSCP

- PtEL{E46
 ¥RIZREDSCP

- #RI2{E34

Match ~  Match ~  Mark v Mark ~ Police Value ~ AVC{User w
Type Value Type Value (kbps) Drop  + Defined Actions  ~
protocal youtube,netflix  None 8 Enabled AVC @
1 10 «

AVC/User Defined User Defined v

Match O Any All

Match Type DsCP v

Match Value®* A6

Mark Type bscP v Mark Value 34 v

Drop

Palice(kbps)

% #HSave,
FOL EEN—PERREFEKAEROBFEENNRE , FHNEGE—IACL,
# #HAdd Class-Maps ,

1%£#2User Defined. match any, match type ACL , iEEREHWACLE #r(tkibspecifichostACL) , #Ri8
type none % #F IR L R FI{E,

Click Save.



Match ~ Match ~  Mark ~  Mark w~  Police Value ~ ANVC/User v

Type Value Type Value (kbps) Drop  ~ Defined Actions  ~
protocol youtube,netflix  Mone 8 Enabled  AVC Ty
DSCP 46 DSCP 34 Disabled  User Defined ]
1 |10 | items per page 1 -2 of 2 items
AVC/User Defined | User Defined v
Match O Any DA
Match Type | ACL v |
Match Value* | specifichostACL v
Mark Type | None v
Drop
Police(kbps) | 50| |

LTREMNATRANBEEIRENACLRHA :

Sequence v Source  ~ Destination -~ Destination Source « Destination «
- Action «~ SourcelP « Wildcard IP Wildcard Protocol ~  Port Port DSCP + Log -~
1 permit any 192.168.1.59 ip Mone Disablec
2 permit 192.168.1.59 any ip None Disablec
1 LIV

$EHL : fEclass mapsti |, FARINREEFMEEMARENRERE,
XRE LA Z —RENOMBERFRmRENERRE,



Match ~ Match ~  Mark ~  Mark ~ Police Value v AVC/User v

Type Value Type Value (kbps) Drop -~ Defined Actions  ~
protocol youtube, netflix Mone 8 Enabled AVC i
DSCP 46 DSCP 34 Disabled  User Defined 1}
ACL specifichostACL  None 50 Disabled  User Defined T
1 10 +
-+ Add Class-Maps
Class Default
Mark MNone v Police(kbps) 100

AL . BEHIKRIBHYApply to Device,

CLIZMEE :

policy-map BWLimitAAAclients
class BWLimitAAAcTients1_AVC_UI_CLASS
police cir 8000
conform-action drop
exceed-action drop
class BWLimitAAAcTients1_ADV_UI_CLASS
set dscp af4l
class BWLimitAAAcTients2_ADV_UI_CLASS
police cir 50000
conform-action transmit
exceed-action drop
class class-default
police cir 100000
conform-action transmit
exceed-action drop

class-map match-all BWLimitAAAcTlientsl1_AVC_UI_CLASS

description BWLimitAAAcTientsl1_AVC_UI_CLASS UI_policy_DO_NOT_CHANGE
match protocol youtube

match protocol netflix
class-map match-any BWLimitAAAcTlientsl1_ADV_UI_CLASS

description BWLimitAAAcTientsl1_ADV_UI_CLASS UI_policy_DO_NOT_CHANGE
match dscp ef
class-map match-all BWLimitAAAcTlients2_ADV_UI_CLASS

description BWLimitAAAcTients2_ADV_UI_CLASS UI_policy_DO_NOT_CHANGE
match access-group name specifichostACL

NoxE EARAS  ATREXHAHAAEERA | FIREQSHEM TikE, B2, HTH
QoSKEEFHNAZRBEENH , BFLEEMENEEX M.



=% HISEL , $SMEIRME>RE TR >ER>-BNEEXM | EF+RIS 012 RNE B XX .
ENAQoSKRE , iHEE Cisco AVITFIEF AN SRBEMHRE.
RIRISES D WIEMBRNKEE BN 5 EBHMN TEHFRFBHRERE R

& 2 $Fip : sub-qos-policy-in=<policy name>#Hlip : sub-qos-policy-out=<policyname>

* Advanced Attributes Settings

1]

Cisco:cisco-av-pair ip:sub-qos-policy-in=BWLimitA...

Cisco:cisco-av-pair ip:sub-gos-policy-out=BWLImit...

* Attributes Details

Access Type = ACCESS_ACCEPT
cisco-av-pair = ip:sub-gos-policy-in=BWLimitAAAClients
cisco-av-pair = ip:sub-qos-policy-out=BWLimitAAAClients

N e EMEBRSANE, BREHIER

56 UE
EAKSHS THACHEERT THEES |

EWLCLE

show run wlan

show run aaa

show aaa servers

show ap tag summary

show ap name <AP-name> tag detail

show wireless tag policy summary

show wireless tag policy detailed <policy-tag-name>

show wireless profile policy detailed <policy-profile-name>

show policy-map <policy-map name>

sh policy-map interface wireless ssid/client profile-name <WLAN> radio type <2.4/5GHz> ap name <name>

FHOH OH K K K W H KRR

show wireless client mac <client-MAC-address> detail
show wireless client <client-MAC-address> service-policy 1input
show wireless client <client-MAC-address> service-policy output

* H H



To verify EDCS parameters :
sh controllers dotllRadio 1 | begin EDCA

<{froot>

9800#show wireless client mac e836.171f.al62 det

Client MAC Address : e836.171f.al62

Client IPv4 Address : 192.168.1.11

Client IPv6 Addresses : fe80::c6e:2ca4:56ea:ffbf
2a02:a03f:42c2:8400:187c:4faf:c9f8:ac3c
2a02:a03f:42c2:8400:824:e15:6924:ed18
£d54:9008:227c:0:1853:9a4:77a2:32ae
£d54:9008:227¢:0:1507:¢c911:50cd: 2062

Client Username : Nico

AP MAC Address : 502f.a836.a3e0

AP Name: AP780C-F085-49E6

AP slot : 1

Client State : Associated

...

Local Policies:
Service Template : wlan_svc_QoS-PP (priority 254)

VLAN 1
Absolute-Timer : 1800
Server Policies:
Input QOS : BWLimitAAAClients
Output QOS : BWLimitAAAClients
Resultant Policies:
VLAN Name : default
I nput QOS : BW.imtAAACients
Qut put QCS : BWimtAAAC i ents
VLAN 1
Absolute-Timer : 1800

AP L

YMAPLL F A 3 #E = 5 SSIDAL FFlexconnect O X HRE R B | TEFTAPHITHEESERR , BN QoSH
BR %5 SR B FAWLCSE R o

HIE S HIRIOB T
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HUEHEER
A5 RENERTATFNRER THEHER,
SBBRAE R K IFEN B R

# clear platform condition all

B BAMATLEFRAR,

# debug wireless mac <client-MAC-address> {monitor-time <seconds>}

B=Y . BEEEFIHERETISSIDAEN H)E,
FE  EYRBAFE LR,



# no debug wireless mac <client-MAC-address>

M HAE IR B S EWLC LA XX |, ZXXHER -
ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log
MREAGUITERBERKILIRER , NRTFH X HE HdebugTrace_aaaa.bbbb.cccc.txto
FRL BEREURIERN X |, FfFra trace logE IR ABRS[HREEZERELE REH,
FAUTHERERARRXHFNEN

# dir bootflash: | inc ra_trace

HXHEHBIATRS RS

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.

HE , ERHNE :

# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog

FEARE - MRS,

# clear platform condition all

FlexconnectZ<#th 33k ( B3R FEFE/SDA ) FER

34 Fflexconnect At X # ( TIILAERE/SDA ) , AP N A ETEWLC £ E LK FFE QoSE Ko
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https://tools.cisco.com/bugsearch/bug/CSCwh74415

, RADIUSER S5 87 1R E Ay & #TQoS KM N Al TIEEBIE — A RNAEE iR , N\TIES
FIBEHEMQOSEKM, M17.6. 24T , EAAABEZNEBES REXRFTEER TH
o BERRBEE , EXRBEERAS.

fEwave2fMMaxiEBAR L , BERFEZEEER (5 ) AL, MFARKEFEITOZANEEF
W ESSIDA A £ 1X3i&E A FFlexconnect/ R EERE R oL 3 A S (EWC-AP) I B R BRA R T4k
R,

M17.5FF 88 |, ATARIFAAAB EXRHEB MUK E P mEERH,
M17.6FF% |, 802.11ac Wave 2F111ax APTEFlexZ #h 33 Bl B P X E B E P g W o R KR4,

N 2B Flex APTH#5QoSE MR EEACL, B TXZIBBRR (MRS ) MEML R
, BEEAENCLI#HITE E{B1E9800 Web UIFARTAA , #9800 EFZ X%, BRIEEID
CSCvx81067 IR EEQoSKE XTI Flex APHY X 5,

fE

RESAVSE—HoE2HERE  BEFHAIGIN -

| EBMEBCHRE N AT H, FoxBEEREARRLE  BIPMBRI7 AR,

H1757 1  KTREEHD  FTATFALARE.


https://tools.cisco.com/bugsearch/bug/CSCvx81067

WLAN Switching Policy

Central Switching . DISABLED
Central Authentication :EMAELED .
Central DHCP [. DISABLED ]
Central Association . DISABLED
Flex NAT/PAT :. DISABLED

2. Y RIREIRE N FER L R

Enable Local Site

Flexconnect/3Z ¥t 5B B 4 B HE kR
HAPR N FAQoSEKIMIRE , FTAXERSERTSH/ NNAMSTEE.

show dot11 qos



show policy-map

show rate-limit client
show rate-limit bssid
show rate-limit wlan

show flexconnect client

<tfroot>
AP780C-F085-49E6#

show dot 11 qos

Qos Policy Maps (UPSTREAM)

ratelimit targets:
Client: A8:DB:03:6F:7A:46

platinum-up targets:
VAP: 0 SSID:LAB-DNAS
VAP: 1 SSID:VlanAssign
VAP: 2 SSID:LAB-Qos

Qos Stats (UPSTREAM)

total packets: 29279
dropped packets: 0
marked packets: 0
shaped packets: 0
policed packets: 182
copied packets: 0

DSCP TO DOT1P (UPSTREAM)

Default dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48
Active dscp2dotlp Table Value:
[0]->0 [1]->2 [2]->10 [3]->18 [4]->26 [5]->34 [6]->46 [7]->48

Trust DSCP Upstream : Disabled
Qos Policy Maps (DOWNSTREAM)

ratelimit targets:
Client: A8:DB:03:6F:7A:46

Qos Stats (DOWNSTREAM)

total packets: 25673
dropped packets: 0
marked packets: 0
shaped packets: 0
policed packets: 150
copied packets: 0



DSCP TO DOT1P (DOWNSTREAM)

Default dscp2dotlp Table Value:

[0]->0 [1]->-1 [2]->1 [3]->-1 [4]->1 [5]->-1 [6]->1 [7]->-1

[8]->-1 [9]->-1 [10]->2 [11]->-1 [12]->2 [13]->-1 [14]->2 [15]->-1
[16]->-1 [17]->-1 [18]->3 [19]->-1 [20]->3 [21]->-1 [22]->3 [23]->-1
[24]->-1 [25]->-1 [26]->4 [27]->-1 [28]->-1 [29]->-1 [30]->-1 [31]->-1
[32]->-1 [33]->-1 [34]->5 [35]->-1 [36]->-1 [37]->-1 [38]->-1 [39]->-1
[40]->-1 [41]->-1 [42]->-1 [43]->-1 [44]->-1 [45]->-1 [46]->6 [47]->-1
[48]->7 [49]->-1 [50]->-1 [51]->-1 [52]->-1 [53]->-1 [54]->-1 [55]->-1
[56]->7 [57]->-1 [58]->-1 [59]->-1 [60]->-1 [61]->-1 [62]->-1 [63]->-1
Active dscp2dotlp Table Value:

[0]->0 [1]->0 [2]->1 [3]->0 [4]->1 [5]->0 [6]->1 [7]->0

[8]->1 [9]->1 [10]->2 [11]->1 [12]->2 [13]->1 [14]->2 [15]->1

[16]->2 [17]->2 [18]->3 [19]->2 [20]->3 [21]->2 [22]->3 [23]->2
[24]->3 [25]->3 [26]->4 [27]->3 [28]->3 [29]->3 [30]->3 [31]->3
[32]->4 [33]->4 [34]->5 [35]->4 [36]->4 [37]->4 [38]->4 [39]->4
[40]->5 [41]->5 [42]->5 [43]->5 [44]->5 [45]->5 [46]->6 [47]->5
[48]->7 [49]->6 [50]->6 [51]->6 [52]->6 [53]->6 [54]->6 [55]->6
[56]->7 [57]->7 [58]->7 [59]->7 [60]->7 [61]->7 [62]->7 [63]->7

Profinet packet recieved from
wired port:
0

wireless port:
?

AP780C-F085-49E6#

show pol i cy- map

2 policymaps
Policy Map BWLimitAAAClients type:qos client:default
Class BWLimitAAACTients_AVC_UI_CLASS
drop

Class BWLimitAAACTients_ADV_UI_CLASS
set dscp af4l (34)

Class class-default
police rate 5000000 bps (625000Bytes/s)
conform-action
exceed-action

Policy Map platinum-up type:qos client:default
Class cm-dscp-setl-for-up-4
set dscp af4l (34)

Class cm-dscp-set2-for-up-4
set dscp af4l (34)

Class cm-dscp-for-up-5
set dscp af4l (34)

Class cm-dscp-for-up-6
set dscp ef (46)



Class cm-dscp-for-up-7
set dscp ef (46)

Class class-default
no actions

AP780C-F085-49E6#

show rate-limt client

Config:
mac vap rt_rate_out rt_rate_in rt_burst_out rt_burst_in nrt_rate_out nrt_rate_in nrt_burs
A8:DB:03:6F:7A:46 2 0 0 0 0 0 0
Statistics:
name up down
Unshaped 0 0
Client RT pass 0 0
Client NRT pass 0 0
Client RT drops 0 0
Client NRT drops 0 38621
9 54922 0

AP780C-F085-49E6#

AP780C-F085-49E6#
show fl exconnect client

Flexconnect Clients:

mac radio vap aid state encr aaa-vlan aaa-acl aaa-ipv6-acl assoc auth switching
A8:DB:03:6F:7A:46 1 2 1 FWD AES_CCM128 none none none Local Central Local

AP780C-F085-49E6#

Catalyst 9000 16.12 QoSiEFE

9800 QoSHEl &S
Catalyst 9800 EF &

Cisco I0S® XE 17.6 K {THRAER



https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/qos/b_1612_qos_9300_cg/configuring_qos.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/16-12/configuration_guide/qos/b_1612_qos_9300_cg/configuring_qos.html
https://www.cisco.com/c/en/us/td/docs/wireless/controller/9800/17-1/config-guide/b_wl_17_11_cg/quality-of-service.html
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