#9800 WLC LA iERADIUS & ; TACACS+ for
GUI & ; CLIE#R¥IE

B =%

2iE PR
JAAWLCHLERADIUS & {3510 1F
JIRADIUSEEEISE
BLETACACS+WLC
TACACS+ ISERLE
B HERR
BUEHEBRWLC GUISEWLC CLIFICLI RADIUS/TACACS+ij[a

AR A48 104 ) RADIUS B, TACAC S+ 5438 & 14 36 1iE Bt & Catalyst 9800,

TERFAF
=R

Cisco BB THUTER :

- Catalyst Wireless 9800%&¢ & & &
« AAA. RADIUSHITACACS+#I=

fiE R 4A ¢
XN ERET AT REMEARE :

+ C9800-CL v17.9.2
+ ISE 3.2.0

ANHEPNEEHRETREXRENEFNREFEN ., AXHFEANMERZHENERAR



% (Bik) BE. DRENRELTEDRS , HREET WG S SHBERN,

="5E1_4L,\

HAFPZRBRICLIRWLCHGUIR , RESRRMEMNM AR BFZEB, RABRT , XEEIES
SERZB ST EENER AP RIBEHTHR, 2E , JUERWLCH H A ZIESZEAAARS 25
BT - WLCH LAEFARADIUSEH TACACS+5 REBEE,

[
EARRGIH 'EAAAH&’*%E(ISE)J: ) Bl EL B T adminuserfihelpdeskuser RSB I/, X 86 P 4 B Radmin-
group#hel pdesk-group4 Y — B3 FA P adminuser(admin-groupy — 82 ) I #Z FIHWLCH T2 hE PR, B —5 ™ , helpdesk-

group#y hel pdeskuser &8 53 aEﬁXF‘JWLCﬁ%l‘:’EE‘%ﬁ’fXFEO Hit , R BEEEHFRNR,

A B EWLCHISER ITRADIUSE B IIE , AAEXNTACACS+HAITHERIRE,

K= RS

MTACACS+ERADIUSH T9800 WebU| & IRt |, FELAT RS :

o RMREFNOWAFFE , BEERRFRGUI

RERF BN 1E1489 A = REEE EMonitonE T+ (X8 Y T A4 & M IR RiRA P~ RRES )

RERRA N 15 A EREL L ARR

FAXERRREANN 1SR URRATRESTHBRTE. AP NRTUBLIWebUIRTEEEHR

THRERSERXLIESI,

FHWLCEERADIUSE 1736 iF

HBR1:FHRADIUSERS 25

EGUIHF ;

B, EWLCLAIEISE RADIUSHRSS 88, X "I BATEGUI WLCTR HEAYIE IR Servers/Groups > RADIUS > ServersH 58 5% (F
https://<WLC-I P>/webui/#/aaalfi[A) , =% & S ZlConfiguration > Security > AAA(Z FEFIR)o


https://%3CWLC-IP%3E/webui/#/aaa,

Configuration = > Security~ > AAA

+ AAA Wizard

Servers | AAA Method List AfA Advanced
Servers Server Groups

TACACS+
Mame Y Address T Auth Port T AcctPort T
p
KR (] ISE-lab 10.48.38.134 1812 1813
1 0 -
For Radius Faliback fo work, please make sure the Dead Criteria and Desd Time configuration exists on the device

Walk Me Through >

EHEWLCLERIRADIUSIRS 88 , B2 FTMGH UARBIESE RNAJRA, XHITHFREBRF IR EED,

Create AAA Radius Server

Mame* Support for CoA (@) enaseo [
(§]

Server Address™ 10.48.39.134 CoA Server Key Type Clizar Text

PAC Key CoA Server Key (D)

Key Type Clear Text v Confirm CoA Server Key

Key* @ ranern—. Automate Tester

Confirm Key*

Auth Port

Acet Port

Server Timeout (seconds)

Retry Count

"D Cancel

EHBEHEOS , BARMY

o BRESRBEBH (BIEE , TUEISERSEEBMTHE )
o fREESIPHunE

«  WLCHIRADIUSHRSS 85 2 A1 Y H E= %7 4R

AUEERMSH , fINATEOHRIEMCKNKA , BXERRLEN , REAEXHNRIARE,


https://%3CWLC-IP%3E/webui/#/aaa,

MCLI :

<#root>
WL C-9800(config)#radius server
| SE-1 ab

WLC-9800(config-radius-server)#address ipv4

10. 48. 39. 134

auth-port 1812 acct-port 1813
WLC-9800(config-radius-server)#key

Ciscol23

F =& . WRADIUSHR S 25 ST IR S525 4.

EGUIH -

MEZESANTHATEHRIEARADIUSIRS &S , BIUFXERSHMATIE —RESHE. WLCARN RS SH[APNRSSFZENT
B S RRIEHTRESE. RADIUSHRES 254 7 Servers/Groups > RADIUS > Server Groupsit M <HIGUITE LB E , SHB1PEIIN
R , WEFTR.

Configuration = * Security~ > AAA

Servers | Groups AAA Method List AdA Advanced
e |

Server Groups

Mame T Serverl Sarver 2 Server 3
LDAP
(=] RADIUS-Group ISE=lab LT MNiA

1 10 -

NTRS RO , YERTAZRE (EEEL—IBET ) i}, SHA-IEHEQ , MTEFRAR.



Create AAA Radius Server Group

Name* RADIUS-Group

Group Type RADIUS
MAC-Delimiter none
MAC-Filtering none
Dead-Time (mins) 5

Load Balance |‘.UIt~T\

Source Interface VLAN ID 1 * B

Available Servers Assigned Sarvers

ISE-lab

: D Cancel

ERHEEQS , NAR#K-EBH , FHHAERSHB EAssigned ServersFl &,

CLI:

<#root>

WLC-9800(config)# aaa group server radius

RADI US- G oup

WLC-9800(config-sg-radius)# server name

I SE-lab

F=4 : BEIEMRADIUSIRS SREAMNAAA B R RIIFE R %,



EGUIH -

{B1EGUI T2 H L https://<WL C-IP>/webui/#/asa , SHZEAAA Method List > Authenticationi® I , RERIE S HRIES % , LB FFT
o

Configuration = > Security* > AAA

+ AAA Wizard

Sarvers | Groups AAA Method List AAA Advanced
—

Authorization
Group T
Accounting Name T Type T Type Group1 T Group2 Y Group3 T Groupd oTe
0 default login local NiA A NiA NIA
a] :n"""”s'““'“*' login local RADIUS-Group N/ NIA NIA
1 10 »

Walk Me Through »

SEE—# , £AAZHEREHRIESEN  RE2ETEERHEND , XUTTEFATHED.

Quick Setup: AAA Authentication

Method List Name* radius-authe-method

Type* login

SRS o

Aveilable Server Groups
radus

Idap
tacacs+

D Cancel ]

Assigned Server Groups

&) RADIUS-Group

|

(=]
(=

ERBEHEOS , AFERE—NEH. ERType(ERER) , HEL—SHLIEMNARSEZFNEIAssigned Server GroupsFl & H.

Xt F Group TypeF £ , AT AT LI ELE .,

o WREEEGroup TypetENloca , MIWLCEARERFRIEREBFET A , RAEEBRIRSHFA.



o IREIEEGroup TypelERN A H B Rk Fall back to local i BT , MWLCIX# &= ARSS 23 H M A F &Ik,

o MRAEIEFREGroup TypetER A Hi% F Falback to locaiE M , MWLCHRIBERS /AR EAFEIE |, H BRERS KRG
NERRHRIEE, NRBSFRErgectE S , NN AFRTF BRI , BIEE AAEFE TR BIEES,

MCLI :
MRGEEAEERAERRKIBPAEINER T T ERRSEARER/FEIE , FEM

<#root>

WL C-9800(config)#aaa authentication login

r adi us- aut he- net hod

Tocal group

RADI US- Gr oup

MREFEMN RS R/ARERAF KL , BHEM

<#root>

WL C-9800(config)#aaa authentication login

r adi us- aut he- net hod



group

RADI US- G oup

MRENBRSHRARERF~KIE , ARRBETHEABRE , EEA

<#froot>

WL C-9800(config)#aaa authentication login

r adi us- aut he- net hod

group

RADI US- G oup

Tocal

EWRONEES , BEAPNERNGE  MALAPNEISERSSLE , Bt , BEAE—MNETL
FEMNL  BIEIEMRADIUSIRS 2RANAAARE N exech %o
EoULH

Pk AR B T ReIR B iR BR, AT BLMGUI Page Configuration > Security > AAAR | SH1EIAAA Method List >
Authorizatiom& T+ , RECIBENG X , MEFFIR.



Configuration = > Security~ > AAA

+ Adp Wizard
Servers | Groups AAA Method List AAA Advanced
Authentication
-]
Name T Type T Group Type T Groupl T Group2 T Groupd T Groupd y
Accounting
0 defauit axec local LIRS WA LY MR
n] ::.:.:D:mnn- exec leeal RADILIS-Group A MiA MiA
1 10 =

Walk Me Through >

R A A

HEERAJRARINFH RN AN , 2ERESHRERRN G ERERCNEHEA,

Quick Setup: AAA Authorization

Method List Name*® radivs-autho-method

Type* exes v

Group Type -

Authenticated

Available Server Groups Assigned Server Groups

radiss RADIUS-Growp
Idap N
Eacadis+

D Cancel Apply to Device

EHEBEHEEEOF , ARG ERE—NER , EFETypetiexec , HEASLSRIF AT HEHRIES EMNAXEIGFHER LS
B,

CLI :

NTEBRIEFE  BASERNAREABZERERF K RAERERSB[ATNZEREAS,

<#root>



WL C-9800(config)#aaa authorization exec

r adi us- aut ho- net hod

Tocal group

RADI US- Gr oup

FEL  MAEEDBAHTTPE BFMA T Tenet/SSHIIVTY 45
FEGUIH ;

BN B BRI BG ET A FHTTPHI/S Telnet/SSHA FiE#E , MAAA Advanced > AAA Interfaceit T+ ] AEL B iZiE$# |, (BiZi%
B4 MGUI WL CTR (RJ ZE hitps.//<WL C-1P>/webui/#/aaaR 7 [8) 5 8] , T FEATR

Configuration = > Security~ > AAA

+ Ann Wizard

Servers | Groups Adh Method List AAA Advanced
Global Config

RADIUS Fallback

Authentication Awuthorization Accounting
Attribute List Mame
Censole None - | B None v | B None v B
Davica VTY radius-authe -mathod (7] radius-autho-mathod [ ~] Mong (2]
Authentication = = = =
HTTP radius-authe -method » |D | radius-autho-method» || MNong v+ B
AP Policy

Password Policy

ATGUIBHRRIEAICLI :

<#root>



WL C-9800(config)#ip http authentication aaa login-authentication

r adi us- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

radi us- aut ho- net hod

Telnet/SSHE A IEIEAICLI -

<#root>

WL C-9800(config)#line vty 0 15 WL C-9800(config-line)# ogin authentication

r adi us- aut he- net hod

WLC-9800(config-Tine)#authorization exec

radi us- aut ho- net hod



AR , YWHTTPEERITERN , REFEHBIHTTPHHTTPSIES . AIMERAL TR SSSTIE R -

WL C-9800(config)#no ip http server WL C-9800(config)#no ip http secure-server WL C-9800(config)#ip http server WL C-9800(config)#ip http secure-sen

JRADIUSHEL &ISE
SB1FWLCH E N RADIUSHI M EIRF
EGUIH :

EFAL—-THEANWLCRISERHRADIUSM A% , ESMEIAdministration > Network Ressources > Network Devices(BR1A) H 3T
FFNetwork devices ( MERE ) W+ , T —BFI R

= Cisco ISE I Administration - Network Resources Q @ -2 &
Network Devices Network Device Groups Network Device Profiles External RADIUS Servers RADIUS Server Sequences More
Metwork Devices I
Network Devices
Device Security Settings Az
Selected 0 Total 1 %] 0]
] Name <. IP/Mask Profile Name Location Type Description
I0) WLC-9800 10.48.39,133/32 s Cisco (D All Locations All Device Types

EFRMMERE |, FEAAJRE  ZREFITTHIHONZREBRER.



= Cisco ISE Administration - Network Resources

Network Devices MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences
Network Devices
List » MNew Metwork Device

Default Device

: : i Network Devices
Device Security Settings

Name WLC-9800
Description

IP Address " IP: 10.48.39.133 /32 &
Device Profile e Cisco e
Model Name 2
Software Version e

Metwork Davice Group

Location All Locations w Set To Default
IRSEC Is IPSEC Device w Set To Default
Device Type All Device Types w Set To Default
~  RADIUS Authentication Settings |

RADIUS UDP Settings

Protocol RADIUS

[ Shared Secret IShow

[[] use Second Shared Secret ()

Second Shared
Secret

Show

CoA Port 1700 Set To Default

RADIUS DTLS Settings (0
(] pTLS Reguired (

Shared Secret radius/dtls

EFEOH , ANMEZZEE AL, HFHFME P, ERRADIUSEHARIEIREHEESWLC EFEANRADIUSEER4AHEE

FRADIUSHEZ 4,
EL  BERNER , BURENR.
FEGUIH -

ERBEERHENR , adminuserfI R PRR B ST A 15 , LA GG RlexeciBRANTFT. B —7FHE , helpdeskuser | 7 F Eexeci2 RAFHA
FinE , Rt ERREINIETF 15, EANAFPSEEYNNERRS , TEERARNE RS 4. XLERBAMMISE GUI Page Policy >

Policy Elements > Results£ 3+ T #9 Authorization > Authorization ProfilesEti& ( MM FTEATR ) o

More

Q

@

i)



= Cisco ISE Policy - Policy Elements & Evaluation Mo Q @ 2 @
Dictionaries Conditions Results
Authentication

Standard Authorization Profiles

Authorization w

ization Profi For Pollcy Export go to Administration = System = Backup & Restore = Policy Export Page
Authorization Profiles .
- | Selected 0 Total 11 L% {3

Downloadable ACLs

a5
Profiling 5 O Name Profile - Description
(e 3 D 9800-admin-priv & Cisco @
O 9800-helpdesk-priv & Cisco (D)
Client Pravisioning >
O Black_Wireless_Access = Cisco (D) Default profile used to block wireless devices. Ensure tl
[l ] Cisco_IP_Phones 2 Ciseo (D) Default profile used for Cisco Phones.
[:] Ciszo_Temparal_Onboard & Cisco (3) Onboard the device with Cisco temporal agent
(M ] Cisco_WebAuth & Cisco (D) Default Profile used to redirect users to the CWA partal
a NSP_Onboard # Cisco (D) Onboard the device with Native Supplicant Provisioning
(m} Non_Cisco_IP_Phones & Cisco (3) Default Profile used for Mon Cisco Phones.
D uoN & Cisco (3) Default profile used for UDN.
a DenyAccess Default Profile with aceess type as Access-Reject

)

ERBEMNENEEXH , FEMAAZRE , RITARNRNEEXHEER, BEEEDESadminuserWEEXH | tbRBE LML
HW TR0



= Cisco ISE Policy - Policy Elements

Dictionaries Conditions Results

Authentication » Mow Authorization Profile

Authorization Profile
Authorization

Autherization Profiles . .
Hame 9800-admin-priv |

Downloadable AGLS

Description
Profiling

* Access Type
Posture ] ACCESS_ACCEPT b
Glsnt Brovisioning 4 Network Drevice Profile &% Ciscn i@

Service Template
Track Movement
Agentless Posture

Passive Identity Tracking

> Common Tasks

~ Advanced Attributes Settings

Cisco:cisco-av-pair w - shell:priv-Ivl=15 w

~ Attributes Details
Accoss Type = ACCESS_ACCEPT
cisoorgn-pair = shell;priv-vi=15

ERNEERFNREH 158 FEEXRNEMAST. MEIAR , XRET —FHelEBadminuserf AT, R , helpdeskuserfy
RRR B BRAK |, H A E =R TTER,

helpdeskuser Y KB T E S F I REE TEMEL , FRZATEFFER/F B Ashel:priv-lvi=15 TE R A shell:priv-Ivi=X , FHREXE R
FRENNRRA. EAFF , FH1,

H=%: EISELRIEAFE,
GUI :
&3 Administration > I dentity Management > Groups GUI PageffJ User |dentity Groupsis < BIZZISEA A , RBEBEFIR.



Cisco ISE

Ildentities Groups

Identity Groups

Administration - Identity Management & Evaluation M

External Identity Sources Identity Source Sequences

User Identity Groups

o)
@ Dalate Ly Import
» [ Endpoint Identity Groups
» I User Identity Groups | Name

BelEHArs

Cisco ISE

Identities Groups

Idantity Groups

& helpdesk-group

52 admin-group

St OWN_ACCOUNTS (default)

3 GuestType_Weekly (default)

& GuesiType_Seciallegin (default)
H GuestType_Dally (default)

B GuestType_Contractor (default)
4 GROUP_AGGOUNTS (default)

4 Employee

O/00OOjcjO|Oo|O|O (O

H ALL_ACCOUNTS (default)

£

Settings

Selacted 0 Total 10

T Export

Description

This is the group containing all users with read-only privileges.

This is the group containing all users with administrator privileges.

Default OWN_ACCOUNTS (default) User Group
Identity group mirroring the guest type

Identity group mirroring the guest type

ldentity group mirraring the guest type

Identity group mirroring the guest type

Default GROUP_ACCOUNTS (default) User Group
Default Employee User Group

Default ALL_ACCOUNTS (default) User Group

, BERAAdZRE , ZEEARAFFOAFEHARERSE , WTFAR.

Administration - Identity Management dh Evaluation M

External Identity Sources Identity Source Sequences

User identity G

ups > Mew User Identity Group

Settings

=l Identity Group
* Name admin-group
» [ Endpoint Identity Groups
P This is the group containing all users with sdministrator privil s
» [ User Identity Groups Description g heges

Cancel

RUGIZNENE. Q2 LEINeHAENAFE , Bladmin-group Fhel pdesk-group.

FME5 : EISELGIEAF,

GUI :

| SEF /= 33 Administration > | dentity Management > Identities GUI Pagef Fi s T+ 812 , iNRBE&BE T Ro

All

2 &

&

AV



Cisco ISE

Identities Groups

External Identity Sources

| Administration - Identity Management d Evaluation Mode 82 D

2 &

Identity Source Sequences

Users

Latest Manual Metwork Scan Res...

BelEHArs

Network Access Users

5 Change Status 4y Import

Status Username -~ Description
a B Enabled ¢ adminuser
O @ Enabled 9 helpdeskus...

Settings

Selected 0 Total 2

oty Export f Delete ~ All

First Name Last Name Email Address User Identity Groups  Admin

admin-group

helpdesk-group

, BEAAZAITFFFONEZERAFEER , WFAR.



= Cisco ISE Administration - Identity Management fh Ev " : Q @ &3

Identities Groups External Identity Sources Identity Source Sequences Settings

Users
Ework Access Lsers List 3 Néw Noetwork Access User

Latest Manual Network Scan Res...

~ Network Access User

| * Username adminuser |

I Status Enabled ~ |

Account Mame Alias

Email

~ Passwords

Password Type:  Inernal Users w

Password Lifetime:

© With Expiration
Password will expire in 60 days

() Never Expires

Password Re-Enter Password

* Login Password = Generate Password

Enable Password Generate Passwaord

> User Information
» Account Options
> Account Disable Policy

~ User Groups

admin-group ~ \J .

EAFRMATKIE , DRTAEWLCEH#HITEARIENAFBEMNER. #HH , BRAFIRESNEnbled, &fEF , FRERRBH User
Groups FHIREH | FRAFFMMEEMEXA(CESRILPEIRE),

B2 FEILHBHEANAF |, Bladminuser fhel pdeskuser.
RS NAFRRTHEORIE
EGUIH :

EHFES |, ISENBRIAKBENFHRIEERRE (EMEE ) ATRIARSEHE, RIS E R £ISE GUITTEM Policy > Policy
SetsHEE , MTEMR. Hit , ZFESENHH#TER.



= Cisco ISE Policy - Policy Sets i Ev u 2 Q @ @ &

Policy Sets— Default Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence Hits
Q
Q Dafault Default policy set Default Network Aceess 5]

w Authentication Policy (3)

) Status  Rule Name Conditions Use Hits Actions

Internal Endpaints A
| Wired_MAB

[E  wireless_mas > QOptions

All_User_ID_Stores & v
E  wired_so2.1x
[-] Dot1X OR o {@}
] wireless_soz.1x > Options
All_User_ID_Stores FE v
-] Default o
> Options g

BAL  BRRAF,
EGUIH :
BEFRZHBLHORIERKE , FEXEH#TRNR , HEISERERE A IENBRNEEX M ( £AFER , URRRES ) .

EARRHIF , RIFRZ P (BIWLC 1Pyt ) BB REE  ARBEAFHENAX S ERTFHORNRES. Z—PMERNFER
REAFNAFESRAF  BRERGF  SMREE-MAF.



= Cisco ISE

Policy Sets— Default

Status  Policy Set Name

Q

° Default

» Authentication Policy (3)

» Authorization Policy - Local Exceptions

Deseription

Policy - Policy Sets

Conditions

Default policy set

~ Authorization Policy - Global Exceptions (2)

(%) Status Rule Name

Q

Results

Profiles

A Evaluation Mode 82 Days

Q @ B &

Reset Policyset Hitcounts

Allowed Protocols | Server Sequence Hits

Default Network Access

Security Groups

Leci]

Hits  Actions

-] 9800 Helpdesk Users

[-] 9BO0 Admin Users

Conditions
=]
AND
$= 3
=]
AND
A

Network Access Device P
Address
EQUALS 10.48.35.133

InternalUser-ldentityGroup
EQUALS User Identity
Groups:helpdesk-group

Metwork Access Device P
Address
EQUALS 10.4B.39.133

Intérnall sér- dentityGroup
EQUALS User Idantity
Groups:admin-group

9800-helpdesk-priv »

9800-admin-priv

Select from list v

Select from list w4

» Authorization Policy (12)

SERUILE BRI , Fadminuser Fhelpdesk A - B B #Y &I A1 A FAEWLCHIEE GUI i1 Telnet/SSH# 1T & A 38 iE .

BB TACACS+ WLC

SB1: FBHTACACSHRS 85,

EGUIH -

B, EWLC EBIE TacacstBRSS88ISE, A LAE hitps://<WL C-1P>/webui/#/aaaqh 15 7] ¥ GUI WL CTT [ BV 1% 1 -+ Servers/Groups >

TACACS+ > Serversfi ER ML IRE | & SR Bl Configuration > Security > AAA(ZI N BFTR).



CIsco

g Cisco Catalyst 9800-CL Wireless Controller

Welcome admin ®# % A & n @ 2 Q = Feedback . (@
Configuration - > Security - > AAA

+ AAA Wizard

Servers [ Groups AAA Method List ABA Advanced

RADIUS

m

Servers Server Groups

T Server Address T Pont o
] I1SE-lab 10.48.39.134 43

1 0w

Walk Me Through »

EEWLCLERITACACSERS 2R |, Eat LRPHLEMMAIIRE, XFITFMERNEREED,

Create AAA Tacacs Server
Mame*
Server Address* 10.48.39.134
Key Type Clear Text

Key*

Confirm Key*

Part

Sarver Timeout
(seconds)

‘D Cancel

BHE O , BRUERSEEN ( THEISERZBMITE ) . P, RERH. FRANOKOMEN,
EHRHEOS | SRR

o BFJ|EN (FER , TLEISERGBHTE )



BRS5 25| Pt 1t

e  WLCHTACACSHRS 252 By HEZR4A

ANREHMWSH , SINATEORIFMNEKNKO | BIXEFTEEEMN |, RE AN ERIARE.
McCLI :

<#root>

WL C-9800(config)#tacacs server

| SE-| ab

WLC-9800(config-server-tacacs)#address ipv4

10. 48. 39. 134

WLC-9800(config-server-tacacs)#key

Ci sco123

B FTACACSHIRS SRS B AR ST 23R4 .

FEGUIH -

MRELEEZNARATEHRIEMNTACACSHRS S , BIUTXLRSEMSFEIE —RSHEEL, AF , WLCARN RS HETFWRS
Z AT EF AR ITHEIIE, TACACSHRSH[ABNE1LHIIREMGUITIE ( WEFIR ) B9 Servers/Groups > TACACS >
Server GroupsiE Tl FELiE .



g Cisco Catalyst 9800-CL Wireless Controller

cisco
Welcome adimi ®# % A & n e 2o Q & Feedback | (%
Configuration - > Security - > AAA
+ AAA Wizard
Servers [ Groups AAA Method List ABA Advanced
RADIUS
Servers Server Groups
Name T Server1 Sarver 2 Server 3
= ] TACACS-Group ISE-lab Ml NiA

1 0w

Walk Me Through »

NTRSBNOE , HEETANEG (WEMMR ) PHAJZEN , SET-MEHEO,

Create AAA Tacacs Server Group

Narme* TACACS-Group

Group Type TACACS

Awailable Servers Assigned Servers

ISE-lab

D Cancel Apply to Device

EREEQS , NAEEEN , FHAERSBRBEAssigned Serversdl &K,

MCLI :

<#root>

WL C-9800(config)#aaa group server tacacs+



TACACS- G oup

WLC-9800(config-sg-tacacs+)#server name

| SE-| ab

=% . BIEIEBTACACSHRSZBHBANAAAGBIRIEE R %,

EGUIH :
{H#EGUI T E hitps://<WLC-1P>/webui/#laza , SR ZEAAA Method List > Authenticationit T+ , ARSI S HRIEA % ( BT

)o

g o Cisco Catalyst 9800-CL Wireless Controller

Welcome admin # % A E & he Q & Feedback | A G
Configuration = > Security~ > AAA

+ AAA Wizard
Servers | Groups AAA Method List Ans Advanced

Authorization

Group I
Accounting Name Y Type T Twe Group1 T GroupZ Y Group3 T Grouwpd T
0O default login local A NiA M A
radius-authe-
0 e legin local RADIUS-Group H/A MiA MiA
s-authe- g
Q lecacs-authe login local TACACS-Group NIA M I

mathod

1 10 -

ERE%—#  £AARHEIRSHRIESEN  RECERRERHED , XUTTEFRRNED,



Quick Setup: AAA Authentication
Method List Name®
Type* @

Group Type @

Avnilable Sarver Groups Assigned Serar Groups

radius TACACS-Group
Idap

LACACS+
RAMUS-Group

‘D Cancel Apply to Device

EEEEOR , AFERE—ANEH, EEBTypetERlogin,, 3 L —F eI 2HVA RS R MEIAssigned Server GroupsFl &, 3 F
Group TypeFE& , AU T/LELE.

o IRMEIEEGroup TypefERloca , IWLCE ERERAFZIEREEFET A , AEEREIRSEFA,
o WREIEFEGroup TypelE RN A H B Rk Fal back to local i BT , NMWLCIX# &= IR 2FH M A F &Ik,

o WMRBERGroup TypefE 4 3 i% F Falback to loca i , MWLCHBERS /AR ERFEIE |, 7 B{ERSEF RN
NERARMKRIEE, IRBSELErgectE B , NN AFRTERRIE , BMET TEFEE T A BEEF.

McCLI :

NMREFERBEEAEAERKRIAFKIENER TS EARSRARER/FEIE , BEA -

<#root>

WL C-9800(config)#aaa authentication login

t acacs- aut he- net hod



Tocal group

TACACS- G oup

MREFLENNBSHBEAREAFERE , BEEA

<#froot>

WL C-9800(config)#aaa authentication login

t acacs- aut he- net hod

group

TACACS- G oup

MRENRSH[AREAFLZL , HENREEREAL MR EH#ITELN , FEM

<#froot>

WL C-9800(config)#aaa authentication login



t acacs- aut he- net hod
group
TACACS- Gr oup

Jocal

ERRORES , BLEAFNERNGE  MALAFNEISERS R LOE  RILERAE —MED,

FE  BIEEBTACACSHRS BRAMAAAR N execTs o

FEGUIH :

AP RSB ERNT 8EFRBIFRIMBR, Configuration > Security > AAA {BEGUITTE L , S$#ZEAAA Method List > Authorizationi%
o+, REQERNGE (WEMR ).

B Uuthe Cisco Catalyst 9800-CL Wireless Controller

CISCOD

Welcome admin # % A E S e Q & Feedback | " [
Configuration = > Security~ > AAA
+ AAA Wizard

Servers | Groups AAA Method List Al Advanced
—

Authentication

Name T Type T Group Type YT Groupl T Group2 YT Group3 Y Groupd T
Accounting
D default BREC local Min A A MiA
radis-autho- . .
atbod eRec lesal RADIUS-Group NiA MIA MNIA
tacacs-autho-
0 mathad EXec local TACACS-Group NiA WA N/A
1 10 »

Walk Me Through >

YHEFERAJRERMFRNG EN , 2EREAERER A AR EXRUNREHECD,



Quick Setup: AAA Authorization

Method List Name*®

Type*

Group Type

tacacs-autho-method

@
®

Authenticated

Aveilable Server Groups Assigned Server Groups

radius ’ TAGAGS-Group
Ickag

tacacs+
RADILS-Group

Apply to Device

EEBEHEEOF , ARG ERE—NER , EFTypetifexec, HERE E—SH AT HHRIES ENAXR N FHEERESE
BIRF

McCLI :

<#root>

WL C-9800(config)#aaa authorization exec

t acacs- aut ho- net hod

Tocal group

TACACS- G oup

FEL WA EDEAHTTPEEMNA FTenet/SSHIIVTY &5



EGUIH -

BN & HRIERBT G AT A TFHTTPH/R Telnet/SSHA FPiE#E |, IZIEE T EAAA Advanced > AAA Interfacelt T~ EBLER , AT
MGUI WLCH (R #E https://<WL C-I P>/webui/#/aaam 15 [8]) 15 8] , 2@ AT Ro

@ lul Cisco Catalyst 9800-CL Wireless Controller
; Welcome admin # % A E S he Q &= Feedback  * [(w
Configuration - > Security~ > AAA
+ AAA Wizard
Servers | Groups AdA Method List AL, Advanced
Global Config
B Apply
RADIUS Fallback
Authentication Authorization Accounting
Attribute List Mame
Console None v | @ None v | B Mane vy B
i VTY tacacs-authe-methody || B tacacs-autho=methody | B Nene v | B
Authentication
HTTP I 1DEHCE-duthe - ME Oty |H I tacacs-autho-methody IE.‘ Mo *r B
AP Policy

Password Policy

McCLI :

X FGUI B RIIE :

<#root>

WLC-9800(config)#ip http authentication aaa Togin-authentication

t acacs- aut he- net hod

WLC-9800(config)#ip http authentication aaa exec-authorization

t acacs- aut ho- et hod



Xt F Telnet/SSH & 1 IF :

<#root>

WLC-9800(config)#1ine vty 0 15
WLC-9800(config-1ine)#login authentication

t acacs- aut he- et hod

WLC-9800(config-Tine)#authorization exec

t acacs- aut ho- net hod

EEE , YWHTTPEERTERN , REFEFBIHTTPAHTTPSIRS . XA MBS XEHHRENR,

WLC-9800(config)#no ip http server
WLC-9800(config)#no ip http secure-server
WLC-9800(config)#ip http server
WLC-9800(config)#ip http secure-server

TACACS+ ISEECE
ST AFWLCHE B 9 TACACS+HI W 1% %

EGUIH -

EFERAE—FhEAPNWLCRISERHRADIUSNEZ % |, ES M EIAdministration > Network Resources > Network Devices , SR /G 3TFF
“PEIRZIETF , kBRI



= Cisco ISE Administration - Network Resources d\ Evaluation M s Q. @ L3 &

MNetwork Devices Network Device Groups MNetwork Device Profiles

| Network Devices

External RADIUS Servers RADIUS Server Sequences More -

Network Devices

Default Device
Device Security Settings

Selected 1 Towl1 25 {3
-+ Ade (J Duplicate vl Import Ty Export i Delete - Al Y

| Name -~ IP/Mask Profile Name Location Type Deseription

WLC-9800 10.48.39.... & Cisco (O All Locations

All Device Types

EAREIR | BHRADIUSE B RIERITWLCES HEERADIUSISESR P EER). Rit , AEEHER B TEBTACACSY
BWIE , HEEMERZIIRPIERBWLCH RTGEAHRANTERILES. KNATARNERERER , M TEMR.

= Cisco ISE Administration - Network Resources Q @ o8 @&

Network Devices Network Device Groups MNetwork Device Profiles External RADIUS Servers RADIUS Server Sequences More -

R E— General Settings

Dafault Device (] Enable KeyWrap ()

Device Security Settings
Key Encryption Key

Message
Authenticator Code
Kay

Key Input Format
© ASCIl () HEXADECIMAL

~ TACACS Authentication Settings

| Shared Secrat e Show

E Enable Single Connect Mode

© Legacy Cisco Device
() TACACS Draft Compliance Single Connect Support

(] ~ SNMP Settings

() ~ Advanced TrustSec Settings

TRFEOG , BT REITACACS Authentication Settingsh , B AIXLEIRE , H 7 NTEConfigure TACACS+ WLCEB L HI S TR 1+
MANHRZERA,
BoS . BATRANIEEEEINE,



R . EFNISERETACACSHRS R , BUMERRZEBE IR ERM F T E B3 iF i,

EGUIH -

REGREBWALEGE , AT AT AR EEBINEE , TEEFISER/ETACACSHIRS 85, At , BREFTAISEEEB T SWEE (R
TEAdministrator > Deployment T 3% El) , RAE 8 HH BT EBIEditR AR ITILIRE,



s Q@ B @

= Cisco ISE Administration - System & Evaluation M
Dreployment Licensing Certificates Logging Maintenance Upgrade Health Checks Backup & Restore Admin Access Settings
Deployment Deployment Nodes
Selected 0 Total1 [ {3
» 3% Deployment |
PR T4
2 PAN Failover
= Hostname ~  Personas Role(s) Services Node Status

STANDALC... SESSION,PROFILER

3] Administration, Monitoring, Policy Service

ITHATREEEOR , P Policy ServiceZB T BIEnable Device Admin Servicel£ 3 , #0 1t H AR,



= Cisco ISE Administration - System Q @ 8 @
Deployment Licensing Certificates Logging Maintenance Uparade Health Checks Backup & Restore Admin Access Settings
Deployment soployment Modes List > Ise
Edit Node
= Deployment
M. PAM Failover General Settings Profiling Configuration
Hostname ise
FOQDN ige. gigen. codm
1P Address 10.48,39,134
Mode Type Identity Services Engine (ISE)}
Make Primary

Fole STANDALOMNE

Administration

~  Maonitoring

Rale FRIMARY

Other Monitering Mode

[' Dodicated MnT

Palicy Service

~ Enable Session Services

Include Node in Node Gioup MNong

Enable Profiling Servce

U Enable Threat Centric NAC Service

] Enable SXP Service

Enable Device Admin Serdce

L‘! Enable Passivi ldentity Seevice

> pxGrid

Reset m

$F=% : SIETACACSE B X H# , BLUREN PR,

EGUIH -

ERBEERHEMNR , adminuserfI R PRR B SN 15 , LA GG RlexeciERANFE. B —7FH , helpdeskuserl| 7~ F Eexeci2 RAF A
=EE, Bt AT A D BARREFMET15. ERNAFR S EESNNRES , TAERRNEEXH. 7 EUMISE GUITTEWork Centers >
Device Administration > Policy Elements?E Results > TACACS Profilesit T+ T & & , 21 B Ro



= Cisco ISE
Overview Identities
Conditions

Livrary Conditlons

Smart Conditions

Network Conditions

Results
Allowed Protocols

TAGACS Command Sets

<

TACACS Profiles

|W0fk Centers - Device Administration | Fy

Name

Default Shell Profile

Deny All Shell Profile

105 Adrmin

105 Helpdesk

WLC ALL

WLE MONITOR

Type

Shell

Shell

Shell

Shell

wLe

WLG

Rows/Page © w 1 i

Description

Default Shell Profile

Deny All Shell Profile

Assigned to each user in the group admin- group

Assigned to each user in the group helpdesk-group

WLC ALL

WLC MONITOR

Q @ 2 @

User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Mora -

TACACS Profiles

Go & Total Rows

EREMNTACACSEEXH , BEAAJZRE , ZEHELXTAFINEENHRER , RUTERFMTINERE, ERESRS
adminuser(Bl , AFRRRE B R 15)WE BN , IERERELFUM TR,



= Cisco ISE Work Centers - Device Administration ! y Q @ 68 @

Overview Identities User ldentity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets Maore

TAGACS Profiles » 105 Admin
TACACS Profile

Conditions

Netweork Conditions >
Name
Results o 105 Admin
Allowed Protocols
TACACS Command Sets
i Description
TAGACE Profilas Assigned to each user in the group
admin=-group
Task Attribute View Raw View

Common Tasks

Common Task Typc

Default Privilege 15 v (Select 0 ta 15)

Maximum Privilage 15 ~ (Select 0 to 15)
J Access Gontrol List b
~

] Auto Command

~ [(Select true or false)

] No Escape
] Timeout ~  Minutes (0-93999)
| iele Time ~  Minutes (0-9999)

Customn Attributes

O Type Name Value

No data found.

cancel m

Sthelpdesk Bt B X EE IRE. &JF , Default PrivilegefMaximum Privilegetgi& B R 1,

SEMs : EISELBIRAF A,

XU TF A EL BERADIUS ISEER 2 I S TR 3,
BAHL  EISELRIBAS,

XU F A EL BERADIUS ISEER 5 I S TR 4.
EARY B REEERME,

FEGUIH

X FRADIUSTHF , AF6IEE , NEEEISELELH S HRIEMRER , UERFMAMNBELHHEMNR. TACACSEHRILE
AREEERBEIIIX—BH , AEUER Work Centers > Device Administration > Device Admin Policy Sets GUI Page#t {TELE , I T~
Fi o



= Cisco ISE Work Centers - Device Administration v L i Q @ 2 &

Overview Identities Usger Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets More
Policy Sets Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence Hits Actions View
Q
Network Access-Device IP Address
" ! [=] 4 i =
] WLEC TACACS Authentication Bl eoiiniii0ae 510 Default Device Admin ] v o {é‘} >
(] Dafault Tacaecs Default policy set Default Device Admin &K v o éﬁ)} >

EORREEERKE  EEAL-REPULSEES ROMNRE , XSFTERNBIRBESIR, AHENARG—NER
. DTN A ZE MR R AR AR ARSS B8 F 5 (k4L | Default Device Admin2 ), M SavelZ i ST RIEEHFM , HEAH
AMEEELLRERER (WBEMR ) o



= Cisco ISE Work Centers - Device Administration A EvaluationMode B20ays Q. @ (@ &

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements Device Admin Policy Sets More
Palicy Sets—|WLC TACACS Authentication Reset Policyset Hitcounts
Status  Policy Set Name Description Conditions Allowed Protocols | Server Sequence  Hits
Q
[ ] WLC TACACS Authentication B Network Access-Davice IP Address EQUALS 10.48.39.133 Default Device Admin & v o

~ Authentication Poliey (1)

Status  Rule Nama Conditions Use Hits  Actions

Q

All_User_ID_Stores & v

-] Default 5 [ {@}

Options

» Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

~ Authorization Policy (3)

Results
Status  Rule Name Conditions Command Sets Shell Profiles Hits  Actions
Q
0 Internallser-ldentityGroup EQUALS User
izatl 3 w e
[-] Helpdesk users authorization A \dentity Groups:helpdesk-group AllowAllCommands 105 Helpdesk ] L] {"9}
IntarnalUser-ldentityGroup EQUALS User
[-] Admin users authorization A i N ci o AllowAllGommands ~ 105 Admin E W ] {@}
Identity Groups:admin-group
©  Detsul DenyAllCommands w Deny All Shell Profile & v [ {@}

LRI B9 4 E SR RS EE“WL C TACACS Authentication” 3 581 Pib 31t 5 7R 5] C9800 WL C I PHE st FE ZHI 1B R 6

ERFBRIEEKR , Default RUeBERE , BN EREEARIINTE. SREF MR

. HAPFETEENHHadmin-grouphs , K E—ME, EAYFFIEGSIENERIAPermit_allF M) H 2 B R 1508 E
X H910S_Admin TACACSEL B X 44).

o  YAFETENXHAhdpdesk-groupht , A E =N, BATFMEGSEIBRIAF Permit_all M) H 2 B RR1(EE E X
10S_Helpdesk TACACSHL & 3 ).

SERISBRIE , JadminuserFlhel pdesk A F B & B9 & 7T A FEEWL CHUIEE GUI =R Telnet/SSH 1T B 318



R HERR

MR B RADIUSIRSS S5 HIE £ A BRZSE R RADIUSE £ , M BT LAFEWLC LM -

radius-server attribute 6 on-for-login-auth

BEIFWLC CLIFEBRWLC GUIECLI RADIUS/ITACACSHiJ 8] # fE

BT 3 EIFTACACSHAEWLC GUISECLIB 1T FEBERR |, ¥ & Hdebug tacacsan 1 LA K terminal monitor one , H EZ iR B KRG E & =6
Wi,

Blan | BT R EEHHadminuser A P RFAE A T S o

<#root>

WL C-9800#

term nal nonitor

WLC-9800#

debug tacacs

TACACS access control debugging 1is on

WLC-9800#

Dec 8 11:38:34.684: TPLUS: Queuing AAA Authentication request 15465 for processing

Dec 8 11:38:34.684: TPLUS(00003C69) Togin timer started 1020 sec timeout Dec 8 11:38:34.684: TPLUS: pro

Mixe BERAAEE , TACACS+HiRS R E T IEBAR(BNAV priv-Ivi=15),
HEHITRADIUSE AR , & RSRADIUSTR /X LUF R H .

#R , % debug aaa authenticationHdebug aaa authorization$ & RWLCIE I P 2 i B A R £ FIR.



E3EISE GUIHEBRWLC GUIEXCLI TACACSHiA 8] i FE

MEEOperations > TACACS > Live LogsIU#2 , AILAEE BN TACACSHH TR ERIRIE24/ NN ENAF SHRIE. BERF
TACACS+HENRZ FHWIEMNFAEE , BEASHE4HEXMDetalsiEH.

= Cisco ISE | Operations - TACACS | a aQ & @ &
Live Logs
| ——
Relresh Show Within
Never v Latest 20 records ~ Last 3 hours W
o D lter
Logged Time Status Details Identity Type Authentication Policy Authorization Policy Ise Node N
X e Identity w Authentication Poliey Authorization Palicy Ise Node N
Dec 0B, 2022 06:51:46.1... E helpdeskuser Authorization WLC TACACS Authentication =... ise W
Dac 0B, 2022 06:51:46.0.. a helpdeskusar Authentication WLC TACACS Authentication ... s W
Dec OB, 2022 06:38:38.2... -] a adminuser Authorization WILC TACACS Authentication >... s W
Dec 0B, 2022 06:38:38.1.., [ -] a adminuser Authentication WLC TACACS Authentication ... s W
Dec 0B, 2022 06:34:54.0... Q adminuser Authorization WLE TACACS Authentication =.. 2.1 W
Dec 0B, 2022 06:34.53.9.., a adminuser Authentication WLC TACACS Authentication =,., se W
Last Updated: Thu Dec 08 2022 12:57:09 GMT+0100 (Central European Standard Time) Records Shown: &

BITEY , helpdeskuserfy & G0 IE AR S = IR0 T AR



Cisco ISE

Overview

Request Type

Authentication

Status

Pass

Session Key

Message Text

Username

ise/459637517/243

Passed-Authentication: Authentication succeedad

helpdeskuser

Authentication Policy

Selected Autharization
Profile

WLC TACACS Authentication >> Default

108 Helpdesk

Authentication Details

Generated Time

2022-12-08 06:51:46.077000 -05:00

Logged Time 2022-12-08 06:51:46.077

Epoch Time {sec) 1670500306

ISE Node ise

Message Text Passed-Auth ian: Authentication 5. dad
Failure Reason

Resalution

Root Cause

Username helpdeskuser

Network Device Name WLC-9800

Network Device IP 10.48.39.133

Network Device Groups

Deavice Type

Location

Device Port

Remote Address

IPSECHIs IPSEC Device#No,LocationHAll Locations,Device
Type#all Device Types

Device TypeHAll Device Types

Location#All Locations

tyS

10.61.80.151

Steps

13013
15049
15008
15048
15041
22072
15013
24210
24212

13045
13015
13014

15041
22072
15013
24210
24212
22037
15036
15048
15048
13015

Received TACACS+ Authentication START Requeast
Evaluating Pelicy Group

Evaluating Service Selection Policy

Queried PIP - Network Access.Device IP Address
Evaluating Identity Palicy

Selected identity source seqguence - All_User_ID_Stores
Selected Identity Source = Internal Users

Looking up User in Internal Users IDStore

Found User in Internal Users IDStore

TACACS+ will use the password prompt from global
TACACS+ configuration

Returned TACACS+ Authentication Reply

Received TACACS+ Authentication CONTINUE Request [
1 Step latency=3149ms)

Evaluating Identity Paolicy

Selected identity source sequence - All_User_ID_Stores
Selected Identity Source - Internal Users

Looking up User in Internal Users IDStore

Found User in Internal Users IDStore

Authentication Passed

Evaluating Autharization Policy

Queried PIP - Network Access.UserName

Queried PIP - InternalUser.ldentityGroup

Returned TACACS+ Authentication Reply

MXE | &ELAE E A P helpdeskuser 215 B & 12 1011 5% B% B Thi@ X & 9 36 IE WL C-9800%! M £51% & WL C TACACS Authentication >
Defaulto b5k | BE B X4HIOSHelpdeskE D EA AP | AEEFNEBERI,



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



