T #% Catalyst 9800 Fc& 2 &8s L#Y FlexConnect
H %

EE
B2 /15 A WLANEL & T4
BlENE B

Flexconnect ACL

ERTEAIWLAN
#3340 BIWLAN

REACLERBEMNHA

iAo
VLAN/#Z OB E
WLAN AL &
CEEASRE
HRICAE
e i E

fan
RN B9800Tc 4k #4185 F BYFlexConnectThaE R EE B E .

E\

]]IIII

BRI

FIexConnectmiaﬁ)K,"—'T\(AP) B, ATHRERBELELAE RN RERSEERIEAPE BIHY M L%
E (AR ) |, HRERE '4@']9800?’“%']%% (PRI ).



Local Switching Central Switching

= =
TR
B3R
AT EEABENER,

E VA
AXEPHERET U TR FE SR

+ Cisco Catalyst 980042 #l85 , # Cisco IOS®-XE Gibralto v17.3.x

AXHEPNEEHRETREXRERNEFNREFEN, AXHFEANMERZHZNERAR
(RN ) BRE. MRENMELTEIRS , FHRRETHAERSHBERNE,

P 4%
AXREETF AT -



SSID = Centrall SSID = Flex1 SSID = Flex2
VLAN = 2660 VLAN = 2685 VLAN = 2686
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, PolicyProfileFlex1
WLAN Flex1 Local Switching
VLAN 2685

PolicyProfileFlex2
WLAN Flex2 Local Switching
VLAN 2686

PolicyProfileCentrall
WLAN Centrall Central Switching

VLAN 2660

Flex Profile
« VLAN 2685
* VLAN 2686
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@ Monitoring

‘-\E};ﬁ Configuration

Administration
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WIRELESS NETWORKS

+ Add

Number of WLANSs selected : 0

Mame

Flex1

Flex2

Centrall

~ SSID

Flex1

Flex2

Centrall

S8 1: 51 Zl configuration > Tags & Profiles > Policy, MRDEEMEBH , HE BT+ AddRI— NS o

Add Policy Profile E

General Access Policies

QOS and AVC Mobility

Name*

PolicyProfileFlex1|

Description

Status

Passive Client

Encrypted Traffic Analytics
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT

Advanced

WLAN Switching Policy

A Configuring in enabled state will result in loss of connect vity for clients associated with this profile

Enter Description

Central Switching

. DISABLED

/—~.
h—

enasleD [}

Central Authentication

enasLeD [}

@ oisaBLeD

Central DHCP

. DISABLED J

@ oisasLeD

Central Association

1

. DISABLED J

Flex NAT/PAT

- DISABLED

i

%‘n Apply to Device

LR ZE F Central Switching LB & HE HIEY , RtYes HKERE,



Disabling Central Switching will cause Export Anchor to be
disabled

H=5 : EE|Access Policies IR HEAVLAN ( HFEVLANTFEFI9800 WLCE , Rt BETHIIRPEFREZVLAN ) o Z
J& , ®&Save & Apply to Device.

Add Policy Profile H
General Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
DHCP TLV Caching
URL Filters
Local Subscriber Paolicy Name ‘ v | .
' ' Pre Auth ‘ v
VLAN | |
Post Auth ‘ v
VLAN/VLAN Group ‘ 2685 v ' '
Multicast VLAN ‘ Enter Multicast VLAN |
| Save & Apply to Device

F£=% : PolicyProfileFlex2E EHRBE L R,



Add Policy Profile b

Passive Client
Encrypted Traffic Analytics
CTS Policy

Inline Tagging
SGACL Enforcement

Default SGT

'O Cancel

@ oisased

@ oisasLed

2-65519

General Access Policies QOS and AVC Mobility Advanced
A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.
Name* PolicyProfileFlex2 WLAN Switching Policy
Description Enter Description Central Switching . DISABLED |
Status enastep [ Central Authentication enaBLED [}

Central DHCP

- DISABLED

—
)

Central Association

@ oisasLeD

Flex NAT/PAT

. DISABLED

E Apply to Device

Add Policy Profile x

General | Access Policies QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLY Caching IPvd ACL ‘ v
DHCP TLV Caching
URL Filters
Local Subscriber Policy Name ‘ v .
) ' Pre Auth ‘ v |
VLAN ' ﬁ
Paost Auth ‘ v
VLAN/VLAN Group ‘ 2686 v ' '
Multicast VLAN ‘ Enter Multicast VLAN ‘

| Save & Apply to Device

EMNE N TFERTRMSSID , FRREFMENVLANIEETIS00 WLCE , &N |, FHIZIZVLAN,




%4 AR EEARBTHRWLANK FlexConnect APH |, SREHEAPL R , H ERBFFHRHWDHCPEREZBIEAPEOH# AT
KM%, APEEFIHFRAEEEMSVI , RtFTERITDHCPRE ; Bt , Policy Profile > Advancedi& i # #) DHCPH 4k
ELE ( DHCPERZ 28IPHEE ) A # IRHWLANR B E L, EXEFERT , JENKEOFZATEFLRKVLAN , #H , R
DHCPIRF BRI T FEMVLANS |, MIEZFRSVIBRIAMXPEEIPHEBER , fHABMNEF iR XIADHCPERNLE,

=L HVLAN
BRL . AFLSSIDRIERME B .

SfiZlConfiguration > Tags & Profiles> Policy, %R BFEMN B , SR i+ AddBUR B #o

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* ‘ PolicyProfileCentral1 | WLAN Switching Policy

Description ‘ Enter Description | Central Switching v

Status Central Authentication v

Passive Client Central DHCP Y/

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=| Save & Apply to Device


https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html#anc17
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213911-understand-catalyst-9800-wireless-contro.html#anc17

Add Policy Profile »

General Access Policies | QOS and AVC Mobility Advanced
WLAN Local Profiling WLAN ACL
HTTP TLV Caching IPvd ACL ‘ v
RADIUS PI’C.IFI”FIQ IPv6 ACL ‘ v |
DHCP TLV Caching
_ URL Filters
Local Subscriber Policy Name ‘ v | _
) ' Pre Auth ‘ v
VLAN :
Post Auth ‘ v
VLAN/VLAN Group ‘ VLAN2660 v ' '
Multicast VLAN ‘ Enter Multicast VLAN |

At , B=NREEE XM

Description

Policy Profile Mame v
PolicyProfileFlex
PolicyProfileFlex2

PolicyProfileCentral 1

1 | 10 » | items per page
CLI :

# configt

# vlan 2660
# exit # wireless profile policy PolicyProfileFlex1 # no central switching # vlan 2685 # no shutdown # exit # wireless profile policy PolicyProfileFlex2 # n

BIEASWRMEARZE

Policy Tag:2 fo ¥ 848 & M1 SSI D a5 B BN SRR B B MY TR



S 1: S M ZEConfiguration > Tags & Profiles> Tags> Policy, %R EEFENBH , SR+ AddBURIET B #o

ch Menu ltems MEHEQE THQS
- Palicy Site RF AP
5} Deshboerd T
7<) Monitoring + Add
Ii}‘o Gonflguratiun Policy Tag Mame
o ¢ PT1
Administration
PT2
’ Troubleshooting PT3
PolTagi
new-palicy
BE=% : fEPolicy Tagll , R +Add , M TR FIRAIEFEERIMNEIPolicy Tagiy WLAN Profile & # LA K& EPolicy Profile S H 8515 FIH)

‘. AF , BHERERIC,

Add Policy Tag x

MName* PolicyTag1

Description Enter Description

+ Add

g

WLAN Profile ~  Policy Profile v

4]
=| Save & Apply to Device




Add Policy Tag S

MName* | PalicyTag1 ‘
Description | Enter Description ‘
+ Add
WLAN Profile «  Policy Profile .
0 | 10 w | iten per pags Mo iten to display

Map WLAN and Policy

WLAN Profile* | Flex v |

Policy Profile* PolicyProfileFlex 'I| v |

~
=| Save & Apply to Device

N=ANSSIDEE LR , AT K TSave & Apply to Device,

Add Policy Tag x

Mame*® | PolicyTag1 |

Description | Enter Description |

+ Add

WLAN Profile - Policy Profile >

Flex1 PolicyProfileFlex1
Flex2 PolicyProfileFlex2

Centrall PolicyProfileCentral 1

=] Save & Apply to Device

CLI :

# config t # wireless tag policy PolicyTagl # wlan Flex1 policy PolicyProfileFlex1 # wlan Flex2 policy PolicyProfileFlex2 # wlan Central1 policy PolicyP



BIEMS R M E B

EARNHFERANEIN | B8, AEREHREHEANSSID , EAANTEBIVLAN, TEFlex ProfileEB , ATLAFEEAPKIVLAN ( &
HVLAN ) URAPEE TN E A EAVLAN , A+ R SSIDEAIVLAN,

S 1: S MBI Configuration > Tags & Profiles > Flex F#E— NS R EFEENTL

Q, Search Menu ltems Flex Profile

: + Add -
= Dashboard

Flex Profile Name

@ Monitoring

new-flex-profile

NN COI"If]QUFE]tiDH default-flex-profile

: T ; 1 10
¢ Administration

Troubleshooting

E=% : AFlex ProfileE X B MR FHIEEAPHVLAN ( A#VLANID ) o

Add Flex Profile x

General Local Authentication Policy ACL WVLAN
| Name* FlexProfileLab | Multicast Overridden Interface
Description Enter Description Fallback Raclio Shut
Flex Resilient
Native VLAN ID 2601
ARP Caching
HTTP Proxy Port 0
Efficient Image Upgrade v
HTTP-Proxy IP 0.0.0.0
Address o Office Extend AP
CTS Policy Join Minimum Latency

Inline Tagging
SGACL Enforcement

CTS Profile Mame default-sxp-profilex| »

O Cancel =| Save & Apply to Device

E=% : SMBIVLAN T+ HIEEPTEMNVLAN,

ERIFEF |, VLAN 2685512686 L FE R i, XLEVLANTEISO0 WLCERTFE |, BRFERFMEIFex Profiled , LMEECHIEAPLE
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Add Flex Profile

General Local Authentication Policy ACL VLAN
[ + Add J
VLAN Name ~ ID ~ ACLName -
0 10 » |it

Save & Apply to Device

VAN Mame* vlan-name

VLAN ld* 2685

ACL Mame v

" Cancel

% AR UERBEE AN, MREEFRNEVLANBFHRM A EVLAN ID , FHRRFexBE & XHHHVLANEHRSVLANS
HEEHEE,

NAENVLANES ERS R,

Add Flex Profile x

General Local Authentication Policy ACL VLAN
VLAN Name ~ ID ~ ACLName v
| wLanzess 2685
[] vLan2686 2686
1 10 « |iter

[ | Save & Apply to Device

EEE , ATPRIBROVLANKRFN , RRAPFEEHEE,

CLI :



#config t
# wireless profile flex FlexProfileLab # native-vlan-id 2601 # vlan-name VLAN2685 # vlan-id 2685 # vlan-name VLAN2686 # vlan-id 2686 # end

BIEME W IE QIR

Site Tag= ST &8 EF B MAPIA M/ Flex Profilen EL4AAPH TR,

S8 1: 5/ % Configuration > Tags& Profiles> Tags> Site, R EHFEEMNBH , ST+ AddBURINET B FRo

Q, Search Menu ltems Manage Tags

Palicy Site RF AP

= Dashboard

+ Add

<) Monitoring

.l y Configuration Site Tag Name

ST

BH . BMRFREA , ZAEnableLocal Site 1 ({E AU EIZE A Enable Local Site 3E 1 /Y Ik SUAR 1C B9 A PIF 5% 6 59 FlexConnectiE =X
Yo BRZIE , BET LR Flex Profile, #AJE , B iSave & Apply to Device,

Add Site Tag x

Name*® FlexSite1

Description Enter Description

AP Join Profile default-ap-profie | v
Flex Profile FlexProfileLab v
Control Plane Name v

Enable Local Site

=] Save & Apply to Device

CLI :

# config t # wireless tag site FlexSitel
# flex-profile FlexProfileLab
#no local-site

2 B EIAPH FBEFRIT



B RIREE RS BAAP , LA LU E — KRR LR 2 ES —HAP, EREESEN™ MR,

BMNAPHREEFRIC D ET

S ZIConfiguration > Wireless > Access Points > AP name > General > Tags, MSite THIFI&RA | i FFIENRE H KLTUpdate &
Apply to Device,



General

General

AP Name*

Location®

Base Radio MAC
Ethernet MAC
Admin Status
AP Mode
Operation Status

Fabric Status

Tags

Interfaces

High Awailability

AP1702-05

karlcisn-WS

B 1) et i

Enabled v

Flex v

Registered

Disabled

A Changing Tags will cause the AP to momentarily lose
association with the Controller.

Palicy PolicyTag1 . -
Site FlexSite1 v
RF default-rf-tag v

Inventory Advanced

Version

Primary Software Version
Predownloaded Status
Predownloaded Version
Mext Retry Time

Boot Version

16.10.1.0

/A

/A

MIA

15.3.0.0

I0S Version 15.3(3PG1S

Mini 105 Version 0.0.0.0

IP Config

CAPWAP Preferred Mode  Not Configured

DHCP IPv4 Address 172.16.1.110

Static IP (IPv4/IPv6) O

Time Statistics

Up Time 6 days 20 hrs

Controller Association Latency

27 mins 53 secs

5 days 18 hrs 0
mins 30 secs

| Update & Apply to Device

% AR EEE  ERAPLHEBIRIZE , ©FAEE9800 WLCHXEBHEL 10 HANEHRMA.



% AR NRAPEENAMER ( REMEMER ) |, RAEIREEA T Enable Local Site T 3 Sirid , WAPEHERFBS 3 H
iR ElFlexConnectiE = o

CLI :

# config t # ap <ethernet-mac-addr> # site-tag <site-tag-name> # end

AENAPH B REEHRIE
S#13 Configuration > Wireless Setup > Advanced > Start Now.

B EHTag APs . =B , RAREREESBEIRSHAPTIR(ET LS EHEAP name [ E b F R0 M 8 T 873K BUSIEAPFIR).

NMumber of APs: 2
Selected Number of APs: 2

AP np v

Mame . .
Show items with value that:

APIBRO2- 5 E!EHJE| to L
karlcisn

APZ2B02-

”"’fr:n 0

ERFIENAPZE , B+ Tag APS,



Advanced Wireless Setup Back

— L ——
N

.,

Numbir of APs: 2

- Tags & Profiles Selected Number of APs: 2
= = ] v AP w AP ~  Admin ~ Opersion « Policy ~ Site ~ RE w Hyperiocation
- . s Profil =
a | WLAN Profile =+ Mame Moda! AP MAC ~  Mode Status Status Tag Tag Tag Location  ~  Country -~ Mothad
) = AlR- Location=  Location-  Location-
L] | Policy Prafile B+ |80 pseom.  ooszesceatzo Locat Disaoled  Registered  typieal-  typical-  typical- ol M Loeal
karicisn " . location
A-¥9 dangity dangity density
o | PolicyTog # |8 + AlR- f fi
P2B02- fault- -
2 [AP2%92°  wpagosi- 205001408900 Local Enabled  FRegistered  PTY foehE do CALD us Local
oL B-K9 i i
o | AP Join Profile = + 1 10+ | ems per peg i =
o | Flax Profile = +
ol Site Tag # | B +
g-------lRFPre‘\le = |+
6_......|RI—'T.19 B |+
- Apply

EREDELAPHIRD , A ¥ T Save & Apply to Device,

Tags

Palicy PT1 v

Site ST1 v |

RF default-rf-tag v |

Changing AP Tag(s) will cause associated AP(s) to reconnect

D Cancel =| Save & Apply to Device

% AR EEE  ERAPLHERBIRE R , R AES59800 WLCHIXKBRHEN1DHNERMA,



%4 AR NRAPEENAMER ( REMEMER ) |, RAEIREEA T Enable Local Site T 3 Sirid , WAPEHERFBS 3 H
R [E] FlexConnecti& o

CLI :

& BCLIETR AR MRS 2 BLA ZNAP,

Flexconnect ACL

YBEERBIIAWLANE , EEZEN —HERUNMAFACLEARIEF %,

EEPTRAWLANT , IEREMSEWLCERK , HEACLTEEHIETIAP, B2 , HHREEFR B ( flex connect - 75 i 3T
) B, MIUFACL (EEREIR EEN ) #XIAP, AAREEAPER, EFACLFINEIHME B AT TR EE,

FlexConnect ACLRZA FHAMA OB A, XBREEAFRIELE S IR FMFHREFIFEERHE, AT IAERBABHACL , B

FHIEE IR RIEM X2 —fE LR EIR.
BXREFEMAEE , HSHRERREID CSCuva3s2My E

HEPRBEHIWLAN

EFACLE AT EEIEPTHRWLANNZ i | HHRITUTRE

E15- FACLEATEME B X4+, ¥ ZEConfiguration > Tags& Profiles> Policy , &R SERTHRWLANKEN FEHE B X4, &
“IFRIREE">“WLAN ACL" S 2 T , B ENATFEFFHAACL,


https://tools.cisco.com/bugsearch/bug/CSCuv93592

Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling () WLAN ACL

HTTP TLV Caching O IPv4 ACL | BLOCK-WLC v |

DHCP TLV Caching O ‘
IPv6 ACL | v

MREEEFRRHWLAN LB EEH X WebH B RIE , BRI LAEIS00 LRIBEEBACL , REAPL T AER —4# , BAEXF
BRT , FERBRHEWLCEEFLE,

AR R|AYWLAN

EFACLE A TEZEF A TRWLANKE P i , BT TERE

$15- FACLRM B TRME B X, ¥ EConfiguration > Tags& Profiles> Policy , R 5 EF TIMWLANXBRH KRB B X4, &
“JFE KB >"WLAN ACL" 82 T , BRENATEFIRACL,

Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

RADIUS Profiling () WLAN ACL

HTTP TLV Caching O IPvd ACL ' BLOCK-WLC v \

DHCP TLV Caching O ‘
IPv6 ACL | v

825 FACLE A THMEEB X, HEEE>IREME B X4> Flex , T 2B 4Aflex connect APEIflexBil B X . £ SRAGACL" 35
2T, RIMACLHA ST RE



Edit Flex Profile

RIEACLREBERNA

General Local Authentication Policy ACL VLAN DNS Layer Security
e
ACL Name Y Central Web Auth ¥ URL Filter T <
(0 ACL_WEBAUTH_REDIRECT Enabled ACL Name* BLOCK-WLC v
1 10~ | items per page 1-10f1items Central Web Auth O
URL Filter v

B A EIMonitoring > Wireless> ClientsH IR ERIEMNE i , URIFZACLRSENATEF K. EEHA>ZLEERIF

, B RS HRERM I PRETIER/ID NEN : EXMERANACLI R

360 View General QOS Statistics ATF Statistics Mobility History Call Statistics

Client Properties AP Properties Security Information Client Statistics QOS Properties EoGRE

SM State TERMINATE

Local Policies

Service Template wlan_svc_local-switched-policy-profile (priority 254)
VLAN VLAN1416
Absolute Timer 1800

Server Policies

Output SGT 0006-00
Filter-1D BLOCK-WLC

Resultant Policies

Output SGT 0006-00
Filter-1D BLOCK-WLC
VLAN Name VLAN1416

33 FFlex Connect ( AR#th33#k ) AP, AT SUEIS FEAP L A & © “#show ip accesslists’ RIIEACLE B E R A EIAP,

ik

BANERXERTRIERE,

VLAN/ZEOEE



# show vlan brief # show interfaces trunk
# show run interface <interface-id>

WLAN B &

# show wlan summary
# show run wlan [wlan-name] # show wlan { id <wlan-id> | name <wlan-name> | dl }

TEEARRE

# show ap summary # show ap tag summary # show ap name <ap-name> tag { info | detail }

# show ap name <ap-name> tag detail
AP Name: AP2802-01 AP Mac : 0896.ad9d.143e Tag Type Tag Name Policy Tag PT1 RF Tag default-rf-tag Site Tag default-sit

WCEE

# show wirelesstag { policy | rf | site} summary # show wirelesstag { policy | rf | site} detailed <tag-name>

BEEXHEE

# show wireless profile{ flex | policy } summary
# show wireless profile{ flex | policy } detailed <profile-name> # show ap profile <AP-join-profile-name> detailed
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