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« 9800 WLC Cisco IOS® XEE # ZPev17.6.x
- BERSF5IZ(ISE) v3.0

AXHEPNEERRETREXRENEFNREFEEN, FAXEFEANAAERZHNERAR
(BN ) BE. MREHMELTEIRES , BHRRETHEAARTHEELE,

BRER

AL ERT CWARTRE , BRI LAEIX B E F|AppleiR B HICWARRE A :
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Client AP G600 WLC DHCP Server DNS Server

{TNE Guery: WRAT ip 5% I ufé S5F SAptive Apris. e | ) THLSIIRE" cor-connsativi ty
| I check varies depending on
{ THE Response: capcive appie_com is at 17.253.53.207 | the eclient 0%

I
spoofing ss 17.253 8 207—
WLC Intercepts
P ACK packer mo 17.253.53.207 H TCP connection
TR and redirects
iz '—) client 1f the Redirect
URL contains
ISE hostname,
the client must
resolve it via
DNS

5 Here a TLS/SSL session if
established between the
client and ISE. Client must
trust ISE certificate,
otherwise you will get
Certificate warning.
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Client

9800 WLC L£Hy AAA Bii &

SR AFISERRSS 275 N FI9800 WLCELE

S fin B Configuration > Security > AAA > Servers/Groups > RADIUS > Servers > + Add 3 ARADIUSIRS 8512 8. , AT .



_ Conﬁguration' > Security' > AAA

+ AAA Wizard

Dashboard

@ Monitoring
o

Servers [ Groups AAA Method List AAA Advanced

RADIUS

Administration Servers Server Groups
TACACS+

Licensing Name Y Address
LDAP

Troubleshoo

MBI R RERA DR Web HHRWIE ( EF—HFE CoA NR2HERE ) , FERSEAX CoA HIXHE.

Create AAA Radius Server X
Name* ISE-server Support for CoA (&)

Server Address* CoA Server Key Type Clear Text -
PAC Key 0O CoA Server Key (@)

Key Type Clear Text v Confirm CoA Server Key

Key* ® Automate Tester O

Confirm Key*

Auth Port 1812
Acct Port 1813
Server Timeout (seconds) 1-1000

Retry Count 0-100




R BERFRMIT7TAXRESHRAH | FHARTEEERADIUSIRS ST thE BECoARS SR, FRERAERAHEBNER
(FEISELBINBERTHER ) o BEMENCAREFTRTREFFNES (MREXRZHRADIUSIRSSFTEENES ) -
TECisco IOS XE 17.37% , Web UM 5CoAZ AR £ ZF4,

B=E  IEBRRAEIIR.

&1 E Configuration > Security > AAA > AAA Method List > Authorization > + Add 2B A R



Authentication Authorization and Accounting

+ AAA Wizard

S AAA Method List Servers / Groups AAA Advanced
Monitoring
. Configuration Glenael
Authentication + Add
Administration
: Mame ~ Type + Group Type v Groug
Troubleshootlng
default network local NIA
Accounting
1 10 »

Quick Setup: AAA Authorization

Method List Name* CWAauthz
Type* network v
Group Type group v

Fallback to local

Authenticated

Available Server Groups Assigned Server Groups
ldap R radius -
tacacs+

l¢

B35 (Hik) BIBKXTFEIR  WEFR.



+ AAA Wizard
= Dashboard

e AAA Method List Servers [ Groups
© Monitoring L

}21;\" Configuration General
2 Authentication wLE
) O ¢ Administration
: Authorization Name
? Troubleshooting
Q
Quick Setup: AAA Accounting x
Method List Name* CWAacct
Type* " identity .
Available Server Groups Assigned Server Groups
Idap | radius

3l

tacacs+

B

«
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= Apply to Device

% R MR HTEREEID CSCvh03827m RERT ( 3R B Cisco I0SXE CLIELE/ ) RADIUSERSS 883 1T 8 P& , MICWATR
BAEM. AMAREEBNEARREF. B2 , FHcdling-station-id RADIUSE MR EN ARO[ REFIHET. K
HUDPR G O 2 F#5k 5 9800 RADIUSIE R #Y ZF X 15451,

B4 . (Wik ) BULELAAARBLUFSSIDEMENWULIDEM XX | IREFERFEISELFIALRS , LUERLFER
Ho

Sfi R Configuration > Security > Wirdless AAA Policy(AAA)FREBERIANAAAREE R A —MTAAASKEE,


https://tools.cisco.com/bugsearch/bug/CSCvh03827

_ Configuration~ > Security ~ > Wireless AAA Policy

Policy Name

|f::"\'| lonitorine
(<) Meonitoring

default-aaa-policy
1 10 «

Administration

Troubleshooting

A LURRSSIDERIZT1, EEE , BMELRUEIRSSID , MILIEIDIEL AP MACH: 31K N EISSIDE o

Edit Wireless AAA Policy

Policy Name™ default-aaa-policy

Option 1 SSID v

Uption 2 Mot Configured v
Option 3 Mot Configured =
WLAN EiiE

ST1BEWLAN,

RIEEES A FConfiguration > Tags & Profiles> WLANs > + Add H & B R4,



_ Configuration~ > Tags & Profiles~ > WLANs

[ ]

! Dashboard
E=%  MAWLANEHE R,

Add WLAN x

General Security Advanced
PrOnKS s | owa-ssid Radio Policy @)
Ssip* ‘ cwa-ssid Show slot configuration
WLAN ID* ‘ 4
i 802.11b/
A —

=% . BMEESecurity T+ , RBREBAENZTESZ. EXRHERT , REEMACTRE MAAAR IR (TEAAA
Configuration B4 #9527 01 2),

Add WLAN x

General Security Advanced
Layer2 Layer3 AAA
- - Lobby Admin Access (]
Layer 2 Security Mode None v
Fast Transition Disabled
MAC Filtering
Over the DS O
OWE Transition Mode O
Reassociation Timeout 20
Authorization List* CWhAauthz vy | ®
CLI
#eonfig t

(config)#wlan cwarssid 4 cwa-ssid
(config-wlan)#mac-filtering CWAauthz
(config-wlan)#no security ft adaptive
(config-wlan)#no security wpa
(config-wlan)#no security wpa wpa2



(config-wlan)#no security wpawpa2 ciphers aes
(config-wlan)#no security wpa akm dot1x
(config-wlan)#no shutdown

KR EXHEE

ERBEEXMHT , BULURERE/HD EEWMVLAN , SR EARE (B0 R ZEHSIRACL). BRSREQ0S). B,
iTEtER %),

BRI ARIARREL B XX, AT AT R BB B U
GUI:
SB1:F&Policy Profiles

S ZlConfiguration > Tags & Profiles> Policy Bt & default-policy-profile SREIBFHEE .

Q Search Menu ltems p'D”CV Profile
+ Add
= Dashboard -
e Policy Profile Mame ~  Description
) Monitoring
voice
Configuration I default-policy-profile I default policy profile

1 10

Administration

BREEAREXH.



Edit Policy Profile a?

A Disabling a Policy or configuring it in 'Enabled' state, will result in loss of connectivity for clients associated with this Policy profile.

General Access Policies QOS and AVC Mobility Advanced

Name* l default-policy-profile ‘ WLAN Switching Policy

Description [ defauilt policy profile \ Central Switching
Status Central Authentication
Passive Client Central DHCP
Encrypted Traffic Analytics Flex NAT/PAT
CTS Policy

Inline Tagging (@)

SGACL Enforcement O

Default SGT 2-65519

F=% : EEVLAN,

S Bl Access Policies ETI+ , A TR RAERVLANBHHFHBAVLAN-ID, BEDERBE EXHFEE ACL,



Edit Policy Profile

A Disabling a Policy or configuring it in 'Enabled" state, will result in loss of connectivity for clients associated with this Palicy profile.

General Access Policies QOS and AVC Mobility
RADIUS Profiling )
HTTP TLV Caching O
DHCP TLV Caching ()
WLAN Local Profiling
Global State of Device Disabled (&)
Classification
Local Subscriber Policy Name | v
VLAN
VLAN/VLAN Group | vLAN1416 v |

Multicast VLAN

[ Enter Multicast VLAN ‘

Advanced

WLAN ACL
PvaACL | Se elect v |
Pv6ACL | Se: elect v |
URL Filters
PreAuth | Se: fect v |
Post Auth | ° Lo

F=H BERBEEXHUEZISERE ( ATFAAATSE ) MRNER(CoA) (NACKRT ) » BHATLLAREERITHE,



Edit Policy Profile

A\ Disabling a Palicy or configuring it in 'Enabled’ state, will result in loss of connectivity for clients associated with this Pelicy profile.

General Access Policies QOS and AVC Mobility Advanced

WLAN Timeout Fabric Profile (O

Session Timeout (sec) | 1800 Iélrriﬁ;i_r?; Al O

Idle Timeout (sec) 300 mDNS Service | default-mdns-ser... _
' ) Policy Clear

ldle Threshold (bytes) 0 |

Hotspot Server

Client Exclusion Timeout (sec) &0 .
User Defined (Private) Network

Guest LAN Session Timeout O

Status O
P

Lz Drop Unicast D

IPv4 DHCP Required O DNS Layer Security

DHCP Server IP Address .
DNS Layer | Mot Configured v
Security Clear

Show more >>> Parameter Map

Flex DHCP Option
AAA Policy ferRhs
Allow AAA Override o Redirect

NAC State WLAN Flex Policy
NAC Type | RADIUS .
- * VLAN Central Switching (J

Palicy Mame | default-aaa-policy % v | .

Split MAC ACL T -
Accounting List | CWhAacct v|@x

" Air Time Fairness Policies

WGE Parameters

2.4 GHz Policy r -
Broadcast Taggin O

g 5 GHz Paolicy f -

WGB VLAN (]

EoGRE Tunnel Profiles
Paolicy Proxy Settings

oo

IPV6 Proxy | None v

Tunnel Profile r v

CLI :



# config # wireless profile policy <policy-profile-name> # aaa-override
#nac

#vlan <vlan-id_or_vlan-name>

# accounting-list <acct-list>

# no shutdown

R EE

ERBIRED | B LT SSID 5ERMEE X HFHEXE, BUUHERKIRZE , BAIBUEMA default-policy #r%.

% R : default-policy#r12 4 B WLAN 1D F1Z116:2 8 FERISSI DA ST BIZR A KBS BL B S . FEEIS RS MIBR. WMRE
IDA17TRESHWLAN , N EEfE A default-policy#Rit.

GUI:

S Configuration > Tags & Profiles> Tags> Policy HRIEZEERMFZE , MEF R

Configuration~ > Tags & Profiles~ > Tags

Policy Site RF AP

-+ Add

Policy Tag Name Y Description

() default-policy-tag default policy-tag

(O local-site-policy-tag

1 10 »

R WLAN B (& 324 5< Bk 2 it T 9 SR G BC B 32 4F



Add Policy Tag x

Name* ‘ cwa-policy-tag ‘

Description ‘ Enter Description ‘

Vv WLAN-POLICY Maps: 1

WLAN Profile Y Policy Profile Y
D cwa-ssid default-policy-profile
1 ' 10 « |items per page 1-10f1items

RLAN-POLICY Maps: 0

=| Apply to Device

CLI :

# config t # wireless tag policy <policy-tag-name> # wlan <profile-name> policy <policy-profile-name>

REEIRZ D E
FREGE D ELAFTIEN AP,
GUI:

ERE 5 BA — AP, S EIConfiguration > Wireless > Access Points > AP Name > General Tags , #{TFFEN A E , RE A
Update & Apply to Device,



Edit AP

General Interfaces High Availability Inventory ICap Advanced Support Bundle
General Tags
REisms s L i ‘ A Changing Tags will cause the AP to momentarily lose

association with the Controller. Writing Tag Config to AP is

Location* ‘ default location ‘ not allowed while changing Tags.

Base Radio MAC ’ u L
Policy | cwa-policy-tag v 1

Ethernet MAC = = m :
Site | default-site-tag v J

Admin Status

, \ RF | default-rf-tag v |

AP Mode | Local v| . )
Write Tag Config to AP O @

QOperation Status Reaistered

% AR EEE  ERAPLHEBIRICE  ©FAEE9800 WLCHIXEL , AE RIS BHREHMA,

ERNSPAPDEHEM R IEFRIZ |, 5 S MBI Configuration > Wireless > Wireless Setup > Advanced > Start Now,



STAMT NOW el

@

Tags & Profiles
o--------- -| WLAN Profile
&--------- -| Policy Profile
e--------- -| Policy Tag &
[ REECECEED -| AP Join Profile
o--------- -| Flex Profile
o--------- -| Site Tag ¥
- -| RF Profile
- -| RF Tag ¥

Apply
- -| Tag APs




|Conﬁgurati0n' » Wireless Setup~ » Aduan(:edl Show Me How o

® Tag APs
| Start |

—/ Number of APg: 2
Selected Mumber of APs: 2

~——— Tags & Profiles
AP Y AP T Serial Y AP Y Admin Y Operaton ¥ Policy Y Site T RF

o I WLAN Profile = Name Model AP MAC Y Mumber Mode Status Status Tag Tag Tag
AlR- local- Rex- defa
[ ] | Palicy Profile = APIB1SI- =m = = Flex Disabled Registered site- _i“_ :
— E-K9 policy-tag  StE-t2g ri-ta
. a— AlR-
y, —— | Policy Tag @ | i= s il S 5l fnsbled  Registereg  CEfoults  defout- defo
policy=tag  site-tag rf-ta
E-K9
1 10 » |items per page 1=2of Z items ]
(1] | AP Join Profile =

ERFTEMFRIE , RF ¥ $Save & Apply to Device ( HIEFTR ) o

Tag APs x

Tags

Policy cwa-policy-tag v

Site v

RF v

Changing AP Tag(s) will cause associated AP(s) to rejoin and disrupt
connected client(s)

[ O Cancel ] =] Apply to Device

CLI :

# config t # ap <ethernet-mac-addr> # policy-tag <policy-tag-name> # end



EEMACL BE
S8 1: S MBI Configuration > Security > ACL > + Add LA $THIACL,

AACLIEE—NET , RAEEHIZRIPv4 Extended JFRAFRMBNAN , WEFFR.

Add ACL Setup b

ACL Name* REDIRECT ACL Type IPv4 Extended v
Rules
Sequence* 1 Action deny v
Source Type any v
Destination Type Host v Host Name* <ISE-ip>| (D This field is mandatory
Protocol ip v
Log DSCP None v
B3
Sequence - Source + Source ~ Destination + Destination v Source - Destination -«
" Action ~ P Wildcard P Wildcard Protocol +  Port Port DSCP ~ Log ~
0 10 »

9 Cancel |=] Apply to Device

BEEELTFRME ISEPSN ¥ RARELRE DNS, AR AFMEERRE, LEEMACLTRREACL , MEEHEACL , ©E L
FREHACPURTH —SLAE (NEER ) URBLEREFEEHETE (ELL ) HEREEM,

ACLAFRIN T RN ( FEABI A 8 /9ISE Pt #1#210.48.39.28 ) :

Sequence ~ Source ~ Source -~ Destination -~ Destination -~ Source -~ Destination -

o Action ~ P Wildcard P Wildcard Protocol -~ Port Port DSCP ~ Log ~
10 deny any 10.48.39.28 ip None Disabled
20 deny 10.48.39.28 any ip None Disabled
30 deny any any udp eq domain None Disabled
40 deny any any udp eq domain None Disabled
50 permit any any tcp &g WWw None Disabled

1 10 « |items per page

%4 AR WFEEBACL , BNdenyBREMNIELEED (MARELRE ) |, MpemitRER AN AT EED, WLCREETE
EBHRE (BRINER T A A80H1443 )

CLI :



ip access-list extended REDIRECT
deny ip any host <ISE-1P>

deny ip host<ISE-IP> any

deny udp any any eq domain

deny udp any eq domain any
permit tcp any any eq 80

% EE . MEMFEApermitip any any4E RACL TR 2 M E F ik O 80/ permit , MWLCESEERHTTPS,, XEERS RN , AR

CAPREACHIES , HBRZLBRIEREM, ERBFTNFNERR , EFCWARNERT , EFFEEWLCEERIESH
CMREBATHTTPSER , NEFE—MEP , BELENAEHFEANER,

&R LUBT R IELE 5 B i O 8443 E I SEAR S 3R Y IR MESR T ACL .

FHTTPRHTTPSE AEEM

WehBEERTFEBSWeSHRIENFEESE  eEEERAS0LMTSEEM. Rit , XABAHTTPFEREE[MEET

B, BULLEESREATC(ER®Tip http server) , 5&E AT LR A Web & 1338 IEE 3R /5 FHTTP(E S 3L T B9 63 = webauth-http-
enable),



AR HTTPREMN EE MIECAPWAPHER R4 | ENfE7EFlexConnectZs #th TR IEIR T th 220tk. BT 2WLCH T T
1E , HILAPTECAPWAPBSE A X EHTTP(S)HIEE , HTECAPWAPH EIWMWLCIR B K E E [

MBEERFEEZRIHERHTTPSURLETHTERE M , BES S T RN Sintercept-https-enable , BIEEE , KEBEFRRKERE
, BREMAFIWLC CPUH ERIE B4R :

<#root>

parameter-map type webauth global
type webauth



intercept-https-enable

trustpoint xxxxx

EE A LOEE GUIBMIT LR E | £ S B (Configuration > Security > Web Auth) F13% FR % BT“Web Auth intercept HTTPS' .

Configuration~ > Security~ > Web Auth Edit Web Auth Parameter

Maxirmum HTTP connections 100
Init=-State Timeout(secs) 120
Parameter Map Name
O global < Type webauth v
1 10 Virtual IPv4 Address
Trustpoint === 36lect === A

Virtual IPv6 Address

Web Auth intercept HTTPs O

Captive Bypass Portal D




EECBRINVBERT , MRBEFEAHTTPRLEHEEMER , MRFEHTTPSEER , M H4N1%EFWeb Auth intercept
HTTPS; ER , TEWFEALEE , BB MCPUERE,

ISE Bl &

4% 9800 WLC FinZ ISE

SR fTFFISER & H S M ZE Administration > Network Resources > Network Devices> Add ( 31BFTR ) »



ISE Administration - Network Resources

Ces MNetwork Device Groups Metwork Device Profiles External RADIUS Servers RADIUS Server Sequences

I HNetwork Devices

Network Devices

Default Device

Davice Security Settings

Ly Import Ty Export i Delete
Name -~  IP/Mask Prafile Name Location Type
a HEO0-WLE 10.48.38.86/. &% Cisco (1) All Lecations All Davice Types

B=d  BEMSRE.

HE K CAMUREENESEN, RERAMESR , ARFERZRE, AEIWLCTEMFREH.,

WAL P 541X B HARIEEROWLCEOXN N, BRIAMBRT , C_REEED , MBRMR

= Cisco ISE Administration - Network Resources

Network D 5 Metwork Device Groups

I Network Devices

Metwork Device Frofiles External RADIUS Servers RADIUS Server Sequences
t 3 nschyns-WLG

Defauit Device

Network Devices

Dascription

Davica Security Sattings

| 1P Address. IR f a2 S

¥ Deviee Profile
2k Cisco v @

Maodel Mame
w
Software Version
e
* Matwaork Davice Group
Laeation [
All Locations W Set To Default
IPSEC [

Set To Default

Set To Default

No e
< Davice T
ca Type -
All Device Typas

~ RADIUS Authentication Settings

RADIUS

Pratocol

| * Shared Secret l Show

BXAMBRZANFEAES  FSHISEEERIERET  EEMNEKIRE : ISE-

£ ISE LBlEFAF

SB1:SHZEAdministration > Identity Management > Identities > Users > Add 31 B Fi K.

NAC Managers

Q @ @ @

More

Salectod 0 Tatal 1

Description

NAC Managers

Al AT4

Q o

l
o

More


https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-0/admin_guide/b_ISE_admin_3_0/b_ISE_admin_30_secure_wired_access.html

= Cisco ISE Administration - ldentity Management Q @ B8 &

Identities Groups External Identity Sources Identity Source Sequences Setlings

Network Access Users

Latest Manual Netwaork Scan Res...

Selected 0 Totsl0 3 &3
Status MName ~  Description First Mame  Last Name Emall Address User Identity Grou... Ad...
BoE  MANEXER.
ERRGH , WAFBTFTRANALL_ ACCOUNTSHIA , EMLRREEMTHR , MBI R
= Cisco ISE |AE!."I‘IinIEj[I’FJ[I'.’JI'I‘|d(?r'[|['," Management aQ @ @ @
Groups External ldentity Sources Identity Source Sequences Settings
| Netwark » New Metwork Access User

Latest Manual Network Scan Res..

~ Metwork Access User

B Enabled ~

~ Passwords

nternal Users b

-------- Generate Password

Generate Password

> User Information

» Account Options

> Account Disable Policy

~ User Groups

ALL_ACCOUNTS (default) o

DR NEE X

REEEXHEBEFFLHSE (Hliimactbit, EIE, FANWLANE ) P BRAFFHENER. CUUIESERE , MELFE
M(VLAN), FEEFIZIRACL). S—RREMFURLEE[ZE,

EEE , ERFMAN ISEF , B1F7E Cisco Webauth IBINE R, B U ERITREBLMEHEED ACL B, A\TTE WLC LB
BN BHE—.

S B 1: 5 M ZPolicy > Policy Elements > Results > Authorization > Authorization Profiles, # faddiA 8| BREBCHE RKRE
Cisco_WebauthBRIAE R



= Cisco ISE Palicy - Policy Elements i M Q ® 98 @
Dictionaries Conditions
Authentication . . .
Standard Authorization Profiles
Amthorirxtion - For Policy Export go to Administration > System > Backup & Restors > Policy Export Page
I Authorization Profiles Selocted 0 Towl 11 [ &
Downloadable ACLS + Add Al A7
) Name Profile ~  Description
Profiling P
D Blackhola_Wireless_Access % Cisco (.j Default profie used 1o blacklist wireless devices. Ensure that you config
Posture >
[m) Cisco_IP_Phanes s cisco (D) Defaull profile used for Cisco Phons.,
Cllant Provisioning
O Clsco_Temporal_Onboard as Clsce (7) Onboard the device with Cisco temporal agent
@& Cisco C.) Default Profile used to rediract users (o the CWA portal
B MAEERRFEER. BRACLEHE9800 WLC EEEMACLE#ERE.
= Cisco ISE Policy - Policy Elements i By v Q @ 8 @
Dictionaries Conditions Results
rofiles 3 Cisco_WebAuth
Authentication ¥
Authaorization Profile
Authorization v
I Authorizatlon Proflles Sibimma Cisco_WebAuth

Downleadanie ACLs

Default Profile used to redinect users to the CWA portal,

* Access Type

Prafiling > ACCESS_ACCERT ~
Posture * 3

Natwark Device Profile &% Clsco @
Client Provisioning ¢ Service Template

Track Movement 0@

Ageniless Posture OQ

Passive idantity Trasking [ (D)

~ Common Tasks

Wb o n (WA, MDM, NSP

Cantralized Web Auth e acL REDIRECT e value Self-Registered Guest Portal (¢~

Renewal

Static: I®{Host name/FODN

B B &0 WAE AN

SR RBEELFORIENRANNES, BORKREE , FSHMEPolicy > Policy Sets, REFIRPE - EBENER , R
FEikInsert new row =R R A M K I G BT SURRRRINK SR,

Policy Sets Reset Policyset Hitcounts |
L J
\'. Status  Policy Set Name Description Conditions Allowed Protocols / Server Sequence Hits  Actions  View
Q

Datault policy sat Default Metwork Access <& 70




#£ =% . BIFAuthentication policy. X FMABHN ( EEALKHFTLMAB ) , BFFOptions , A/FIEFECONTINUEEIT , SABHEEE

“If User not found” o

~ Authentication Palicy (3)

Status  Rule Name Conditions

Wired _MAB

o

Wireless_MAB

F=4 : BiSave MREEX,
i B AR N

BANAREERFBLNR (BINRREEXMH ) ERMATEF .

SHR1ER—FBER L , <FAuthentication Policy , $&/5 & FF Authorziation Policy

Status Policy Set Name Description Conditions

IS
L

] Default Default policy set

» Authentication Palicy {3)
» Authorization Policy - Local Exceptions

» Authorization Policy - Global Exceptions

- Authorization Policy (13) |

E=H . RIEKISEMA LA AWifi_Redirect_to Guest_LoginfFISIEMMFL , ©&

enable,

Wi-
(] L Wireless_MAB Cisco

N _WebAuth
Fi_Redirect_to_Guest_Login

Use Hits Actions

nternal Endpoints
¥ Options

REJECT

CONTINUE

DROP

, WE TR,

Allowed Protocols | Server Sequence  Hits

Default Network Access X 70

FHEEMNWTIR, RELHREFSHENR

Select from list 0 {@}

B=H  ZANREEWirdess MABHIBEICWAEE@E M. TE , B LUERRN—L/MEH |, FHNSHESSIDEER, EFEF
#H(Wireless MAB as of now) LR RFEMH THEE, EEMNFMFZM , REEFEACaled-Station-IDIE HE #YRadiusia 8, EHE SSID &

HIEE, EAREEROURIE (WEFAR ) .



Conditions Studio

Library Editor

[Fl wireless MAB

0

Radius-Called- Station-ID

BYOD_is_Registered
Contains ~  cwa-ssid

AMND -~

Catalyst_Switch_Local_Web_Aut __
hentication

MEW AND OR

Compliance_Unknown_Devices

Set to 'Is not Duplicate m

Compliant_Devices

MAGC_in_SAN

CIOEE

FEME : Guest Flow HI7E , BEEESZRGCEHENE-MHUGLESRERER) , WMEEAFENF LB TEORIEGEREMEH
BEMER, B LUERAWIfi Guest AccessHlll | iZMNEBIAE R FISERFRA Lt R A RIEN. RE, RESRENHEEE
FRICEAN | 48TT LUK [E 2R IA PermitAccess B iE A5 T A 15 18] 5 R PR 4

Guest_Flow
‘Q Wi-Fi_Guest_Accoss AND Guest o @
| Wireless_MAB
| Wireless_MAB
Wi-
AND Cisco_WebAuth Select from list o {{:}}
L Fi_Redirect_to_Guest_Login o Radius-Called-Station-1D = L

CONTAINS cwa-ssid

FHL  REAN,

S HAN AR Save o

1XBR FlexConnect 253t XA TTLLIEA K

WRA FlexConnect A8 IR T LA 2 A1 WLAN , ZAMAHRIE ? Bk o HARER. BR , £EERTIANS R , LERFFE
ERACLHEIEEIAP,

S ZE Configuration > Tags & Profiles > Flex(Ali%) & R B FlexBL B X 4. RE , SMEIPolicy ACLIETF,

RiAdd ( WMEFR) o



Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security

ACL Name Y Central Web Auth Y  URL Filter e

0 ‘ 10 w ‘ items per page No items to display

EERENEECDACLEMAS AEPWeb SR RIE, HE%ESBIREAPEH S EWACL (X2E N “deny” B AR RCisco |I0S XEH
WLCERFEEMMEILIP' ) . B2 , FAPL , “deny’ BAMNENHER, Eit , ZEEELBIRRAEET , HEHETIAPKRIE
faixsEVETl, SR BUBIE AP CLIA #Yshow ip access listi B IHEIX — ).

% R EFlexcomectAR i RRB RH , ACLATB A RKZBEEEFM (EXBEXTFA—ERE ) , B EBRABEACLAN
WEFPRESR (FlW, EAMEHISE) o

FERIEEKZSave , ARFERUpdate and apply to the device.

Edit Flex Profile

General Local Authentication Policy ACL VLAN DNS Layer Security
Patels
ACL Mame Y Central Web Auth F URL Filter oY ‘
0 10 v |items per page No items to display RN REDIRECT bs
| Central Web Auth |
URL Filter -

E$

EEEFIREEWOFBRIFES , TEEWLCEZREEMIES , RARMEMNME R RISEES ( BAZEFIRET) -

ir

BAER TR SRIESAERE.

<#root>

# show run wlan # show run aaa # show aaa servers # show ap config genera # show ap name <ap-name> config general
# show ap tag summary



# show ap hame <AP-name> tag detall

# show wlan { summary |id |nme| all }

# show wireless tag policy detailed <policy-tag-name>

# show wireless profile policy detailed <policy-profile-name>

UTREARRHIEXN NAWLCE BERNHEX IS

<tfroot>

aaa new-mode !

aaa authorization network CWAauthz group radius aaa accounting identity CWAacct start-stop group radius ! aaa server radius dynamic-author client <ISE
mac-filtering CWAauthz

no security ft adaptive

no security wpa

no security wpa wpa2

no security wpawpa2 ciphers aes

no security wpa akm dot1x

no shutdown

ip http server (or "webauth-http-enable" under the parameter map)
ip http secure-server

HEEHERR

B ER

- BRESHERAREENRIPHEL,

. MREFOMFAE2EZMN , BITFX B F AP, 5120, 10.0.0.1, MBEE@EAERR , W 717 EDNSHEMT
B, HFIAGEEBESIDHCPIRHIEMDNSIRESSE , H EiZRSEAUBTENSE,

. BREERET@Niphtpserver , AMEHTTPLWEEREXET. WehBERTFRESWeSBRIEITFEEHNE , F
EFHSERA0 LT HEEER, EALIEELBEAEERGSIphttp server) , & AT AWeb H B R IEERE A
HTTP(fE i S 2R & T #9 i & webauth-http-enable) .

o WMREZRFEHTTPSURLIN REEMEXZHUEN , BTRIIREES S T £ /A Sintercept-https-enable :

<tfroot>

parameter-map type webauth global
type webauth



intercept-https-enable

trustpoi nt xXxxxx

FBEMUBEGUIRERTES KM IR T Web Auth intercept HTTPSIET :

Configuration~ > Security~ > Web Auth Edit Web Auth Parameter

Maxirmum HTTP connections 100
Init=-State Timeout(secs) 120
Parameter Map Name
D global < Type webauth v
L 10 v Virtual IPv4 Address
Trustpoint --- Select --- >

¢ Admir

Virtual IPv6 Address KKK

Licensing

Web Auth intercept HTTPs O

Captive Bypass Portal D

RADIUSH BRSSO X 3

Cisco Catalyst 98003 Bl Fo &k 122 I 23 49 AR 55-3% 0 #3 GigabitEthernet Ol 0. MARZR17.6.1FF 14 , ik O XEFRADIUS ( BFECoA ) »

MR ENRSE OB FRADIUS, IIEELUTEE :

<tfroot>

aaa server radius dynamic-author
client 10.48.39.28

vrf Mnt-intf
server-key ciscol23

interface G gabitEthernet0

vrf forwarding Mgnt-intf

i p address X.X.X.X X.X.X.X

1if using aaa group server:
aaa group server radius group-nane
server name ni col SE

ip vrf forwarding Mgnt-intf

i p radius source-interface G gabitEthernetO



WERHER

WLC 9800 1R TT R MTBRERZhRE. XM AT ABRIGLICRAABE R ImERMEXNER, BENBARIEE , A ATUERESHR
HERRLEEERE,

N E . ETNERSEERUNHELE  BRAT RS E LS.

BEEFI800 WLCERINER THENRER |, AT SUBE SSH/TelnetiE#E F|9800 WLCH AT T H R ( WA 2IFIEF B XA
) o

SRR BEWLCHBIRTE |, SUERAI S RIE R £ 2 Bl IR ER B F A H,

<tfroot>

# show clock

F-F RERSEENET , \WLCERXRIABRE B ERERE AT, IHFTUREEERSENHSTRANER (WRE
) o

<ffroot>

# show logging

F=F  RIRBRATEMAREMS,

<tfroot>

# show debugging Cisco |0S XE Conditional Debug Configs: Conditional Debug Global State: Stop Cisco 10S XE Packet Tracing Configs: Packet Infrad

% AR WRBIIETEARYE  WERBES S EARMY (mactbit, IPHIE ) HATEHENERRBLIEZIE AR,
BXEMAEE, Rt , BWEF X B ANBRABE RN



FOE RN P B mactt ik KT STRIF ISR | RIS Emacit it B9 KT 48 AR 5 RERo

<ffroot>

# show logging profile wirelessfilter { mac |ip} { <aaaa.bbbb.cccc> | <ab.c.d>} to-file dways-on-<FILENAME.txt>

BAUNEREFEAR , WAL XHEHFIIND TFTP RS 25,

<tfroot>

# more bootflash:always-on-<FILENAME.txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

R RIAAM LR E IR

MBKEELRETENERFARZBNEERBEMRAERNBNMERE , BLUSAZHFBRHBRELEDNRARE , NiAE
EEZM (APHPAFEFEMACHYE ) RENAE#EREERRDRE. BERASEER , BRERNTUT SR,

BHE  BERIARABERRNS.

<{froot>

# clear platform condition all

FAY | BRERENELE S mmactb it B 754,

XEGSATHRKEATEMRN MAC HHE | 348 30 24 (1800 B ) o BATLUARRIEK SHEAtE |, R 21454 2085978494 #,

<tfroot>

# debug wireless mac <aaaa.bbbb.ccce> { monitor-time <seconds>}



% AR ERMUREANEFE , BX S MmactbihiE {Tdebug wireless mac<aaaa.bbbb.cccc> i H o
% R BT ELRAFERRITAREINAE  BRAMERNBIHERNSEH , #HUEESE.

S]7, ENELENRBHITN,

SR SMRERNIEENEZNAFEZAERRE , FELFR,

<ttroot>

# no debug wireless mac <aaaa.bbbb.cccc>

— BRI ERFIRTLEL , 9800 WLCRHER — N A4 , EEHR ;

ra_trace_ MAC_aaaabbbbcccc HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

HIRIIMEMACH I TESN I X4, B LUFratrace logE HIBIARRS R RERERB LETEH,

KE RA REXHHE .

<#root>

#dir bootflash: | inc ra_trace

RXHEEHEATBRS 2

<tfroot>

# copy bootflash: ra_trace MAC_aaaabbbbcccc HHMM SS. XXX _timezone DayWeek_Month_Day_year.log tftp://a.b.c.d/ra-FILENAME.txt



<tfroot>

# more bootflash: ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

SWAVCMERAFRRNMTRE , FREATH AL , SEASRAARS BENERAAE, EEFHENFREF K, BRENR
- FAERCRENARBFENBE BT,

<#root>

# show logging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <ab.c.d>} to-file ra-internal-<FILENAME>.txt

% AR R SHEEREMARENME A ERAWERE  MAFE K. 1kCisco TACH B 2 #TiX LR

8T LA racinternal -FILENAMEtxtE # BN B RES [ DREEERELE "o,

X EHEATBIRS 2R -

<#froot>

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

<#root>

# more bootflash:ra-internal-<FILENAME>.txt

SBR VBBREI A

<tfroot>

# clear platform condition all



N iE . ERREHES AT ERABRE AR

Examples
MBESHRIILERTR2ETHNER | FE LS EFISEOperations > Live logsH H H IRE & IS4 RAVIEAE S,
REFETKMER ( MR HIKFE ) LARISEE KM FTERADIUSE #.

EF—NREIF , ISEELFHRIE, RRETRECRNERAM, XREN , £42F FCaled-station-I DIE £ 43 SSIDE #RH 10 E
APmacttz it , MR SSSIDEHTLLE, HZANERN B MESET N , ZRANLFIEE,

15048 CQuenad PIF - Hadius.NAS-Fort-1ype
Event 5400 Authentication failed
15048 Queried PIP - Network Access.UserName
Fallure Reason 15039 Rejected per authorization profile 15048 Queried PIP - ldentityGroup.Name (2 times)
1 iered PIP - EndPaints IProfi
Authorization Profile with ACCESS_REJECT attribute was selected as a result of BUAS! Queried EndFoinis.Logicalirofi
Resolution the matching authorization rule. Check the appropriate Authorization policy rule- 15048 Queried PIP - Radius e s us]
results.
15048 Queried PIP - Network Access AuthenticationStatus
Root cause Selected Authorization Profile contalns ACCESS_REJECT aftribute 15016 Selected Authorization Profile - DenyAccess
15039 Rejected per authorization profile

11003 Returned RADIUS Access-Reject

Username EB:36:17T:1F:A1:62



Other Attributes

ConfigVersionld

Device Port

DestinationPort

OriginalUserNamea
NetworkDeviceProfileld
IsThirdPartyDeviceFlow
AcsSessionlD

UsaCase
SelectedAuthenticationldentityStores
IdentityPollcyMatchedRule
AuthorizationPolicyMatchedRule
EndPointMAC Address
ISEPolicySetName
IdentitySelectionMatchedRule
DTLSSupport

Network Device Profile

Location

Device Type

IPSEC

RADIUS Username
MAS-Idantifler

Device IP Address
CPMSessionlD

ClscoAVPair

140

58209

1812

AccessRequest

Radius

mn

1485

ed36171la162
bD62E505-3150-4215-aB0e-6753045bi56¢
false

nicolse26/356 9632611

Host Lookup

Internal Endpoints

MAB

Datault

EB-36-17-1F-A1-62

Default

MAB

Unkmown

Cisco

LocationdAll Locations

Device Typa#All Device Types
IPSEC#is IPSEC Device#MNo
EB:36:17:1F:A1:62

cwa-ssid

10.48.71.120
TB4T7300A000001 2DFC22TEF
00-27-e3-8{-33-al:cwa-ssid

service-type=Call Check,
audit-session-id=T84T300A0000012DFC22TEBF1,
method=makb,

client-lif-id=3003124185,

vian-id=1468,

Mersoinnoreid=rurn-eehd




Troubleshooting - *  Radiocactive Trace

Conditional Debug Global State: Stopped

B3 =3
MAC/IP Address Trace file
836.1711.a162 debugTrace_e836.171a162.0¢ & ==
1 10 &

EXFERT , ABEBELEZACLEMRAATHERIR , BZEMEISEREMNACLEMRTTE , REWLCIEEZ B &ISEH
SREVACLAREERIACL :

<#froot>

2019/09/04 12:00:06.507 {wncd_x_R0-0}{ 1} : [client-auth] [24264]: (ERR): MAC: e836.171f.a162 client authz result: FAILURE 2019/09/04 12:00:06.51



XFHEE
BRRAA IR SHSBEEL ANV RIERTRES, FELRUAFPEETS
AHEEBEITISHINE.,

IR MEERIFANSEE, HEREUARTENIFARRIKYE.

Cisco Systems, Inc. ¥ FENFRVERMERNAIBEMSRE, HFRNECERSEEXRAXY (BEiRfH
)



