£ Catalyst 9800 L it EWLANTH Sz ThEe
H %

Ba
FRFM

ER

ERMAH
EE

9800 WLCZ [F] #9512/ iR F 58

el S I
55 F198004 = i B 980040 8

51£89800 WLC — #i 5 Aire0S
Catalyst 9800 — AireOSH# 5 M £

£ FAireOS 4 = it 980040 58

S EBAireOS — #9800 WLC
798004 £ X 4% B 9 AireOS Foreign
{FHAireOS 4 5 it B980040 &

i\
f£9800 WLC I
fEAireOS WLC _E 3 4F

AR QA6 A Catalyst 9800TC 4 12 I BR £ /A BB/ 4 R R P ECE T4 B HM (WLAN),

FERFMF

=R

Cisco BB THLUTEM :
« NELEHFNOTSTRECL)REBFEAF FE(GUI)EE
. BRIEEBHEMIEFEZF(WLC) LB %

o 98007/C4k 15 %138
* AireOS WLC

AR A
AP NERET U T R RE AR :



« AireOS WLCHRZ<8.8 MR2(i& A LA {5 A AR 2% [B] #2 i B8 B 25 (IRC M) 45 7%k 8. 5 AR £ )
« 9800 WLC v16.108% 5 & kA
« 9800 WLCELB R 5

AXHEPNEEHRETREXRENEFHNREZEEN, AXEFEANAAERZHRAERAR
(BN ) BE, MREHMELTEIRES , FHRRETHEAARTHBELE,

[

LHRBEATHEEAZR  ATHREFEFENAEREBLLEIEMIHOL , BIMEFF RN
é’ﬂﬂﬁ’\]?’%%ﬂ%ﬁ%ﬂ%fiﬁ.lﬁmmﬂﬂﬁto BHRRERM T —His , FRETEIMNERERE,

9800 WLCZ BIHAAZ /R 7 R
A7 =R T FrE ARV & Catalyst 9800,

M &HE . B Catalyst 9800 WLC

Foreign-9800 WLC

Mobility Tunnel
Anchor-ssid

Anchor-9800 WLC

\\3 Anchor-ssid

i

NTBDEEIR , ARINEERFRAR

. 91~%B}§$IJ%§  WWLCHA R 2R R LI, TEETEAR. HEWLANFREE iRk E
PREBHRBES , LREFHER. EFANETBRE,
%”'5?'"“%]%% XREIFHAR. EMASRFRZRBIIBE , AFRBEHLLEF RRER



AHAOR(VLAN), X2MNEPREFima LS, BN S BH

HFWLC EHI#EA ST #WLAN SSID , 9B 7T — N RBEARIE , A T RWLANEL E X4 SR

FRSE B S B TR, UL B P IRIERED I SSIDET |, SRR 4I85FSSIDR Bl KRS Bl B 3 44

EREFREEN -2 LEFHEIWLC, WEIHAIWLCE , 2aREBZWEE , AEESSIDA

MURKRBEEEXHEH. —BEIWLCKEILED , eRANSENNMEENE O SNARTE
%EFim, HLt , BRT RERE B XA THVLANS | 54889800 WLCHI4H 9800 WLC ERIWLANFI
RESEL B X4 B MM BB A EL,

. 51298004 S F198005M EBWLC L HIWLANER B 32 4 70 WAL 1B T4 & 5 AT AT,

{85 FA 980044 = Bit E980051 2B

HPR1: /A EB9800 WLCH 4 9800 WLC 2 [RI ¥ 2 R 3h BEiE

B A : £ Catalyst 9800 Ft E#zh b

B=H - EHA9800 WLC EBIEFFEMSSID,
YENEEFE

« Open ( REER )

« MACIZjEES

« PSK

* Dot1x

. AH/INEWeb B B RIE(LWA)
. R Web S B KIF(CWA)

N EE  FmA9800 WLCHARESEANEBRE | FNHATRER.

B=% : BFFHNE9800 WLC , HEFREHELE 4 T E N4 29800 WLC IP#tit,

%ﬂﬁf:(:onﬁguraiion > Tags & Profiles > Policy > + Addo


https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html
https://www.cisco.com/c/zh_cn/support/docs/wireless/catalyst-9800-series-wireless-controllers/213913-building-mobility-tunnels-on-catalyst-98.html

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

MName*

anchor-policy-profile | WLAN Switching Policy

Description

Enter Description | Central Switching

Status ENABLED . Central Authentication
Passive Client B oseeceo Central DHCP

4 N KN K

Encrypted Traffic Analytics . DISABLED Central Association

Flex NAT/PAT
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

FE&Emoniliy T~ £, 1% <9800 WLCHYIPH#E 31t




Add Policy Profile

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANS to momentanily
disable and may resuit in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (1) Selected (1)
Anchor IP Anchor IP Anchor Priority
& 1721605 3> &Y 1088.173.49 | Tertiary ... v €

= Save & Apply to Device

SEMNE  RREEE X4 5D B LS SHWLANARS B S 5B 12 525 X ERAYAP Y R EE PR 1C A WLANSE
%,

S El configuration > Tags & Profiles> TagsHF B B FT ittt , HEA MG bk,

Edit Policy Tag x

Name™ | FT1 |
Description | Enter Description |
WLAN Profile + Policy Profile w
0 ‘ 10 - ‘ items per page Mo items to display

Map WLAN and Policy

WLAN Profile* | anchor-ssid vl

| Policy Profile* anchor-policy v
e —
=) v




Eﬁﬁﬁﬁ,\ﬁUpdate& Apply to Devlcej’%’l;rfﬁaﬂ}ﬁﬁﬁ EUﬁmﬁﬁ_"\LEo

Edit Policy Tag =

Name* | PT1 |
Description | Enter Description |
+ Add
WLAN Profile ~ Policy Profile v
anchor-ssid anchor-policy
1 | 10 « |items per page 1-10f1items

| upcats & Apply to Dvice

B5F (WE)  FFREINCSESAPHRIIERE SHAIZIRC,

?E'rﬂJJ'I-,EConfiguration > Wireless > Access Points > AP name > Genera o



Edit AP

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location* | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MACG 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1f0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
( Y 10S Version
AP Mode | Local v
Mini I0S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.38
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST v
' ! Static IP (IPv4/IPv6) | 11.11.0.39 |
RF | RT1 v
’ MNetmask | 255.255.0.0
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
" Update & Apply to Devics

N owaE , MRELEEEXAPHRIZHITER , MAPLE#T/Z 31 HBZEupdate & Apply to
DeviccCCAPWAP , E It E 59800 WLCREXREK , REIRE1ZKEK,

ECLIF ;

Foreign 9800 WLC



# config t

# wireless profile policy anchor-policy

# mobility anchor 10.88.173.105 priority 3
# no shutdown

# exit

# wireless tag policy PT1l

# wlan anchor-ssid policy anchor-policy

# exit

# ap aaaa.bbbb.dddd
# site-tag PT1
# exit

BAL  BRUHR800 WLCH |2 QIRBEEEX /. BARTEEESER9800 WLC EER A
MEEMEE,

%ﬂﬁiConfiguration > Tags & Profiles> Policy > + Addo

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name* | anchor-policy-profile | WLAN Switching Policy
Description | Enter Description | Central Switching
Status ENABLED . Central Authentication

Passive Client B osceceo Central DHCP

< KON K

Encrypted Traffic Analytics B osceceo Central Association

Flex NAT/PAT
CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=| Save & Apply to Device
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Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may resuit in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anchor Priority

a 172.16.0.5 >

a 10.88.173.49 >

Anchors not assigned

= Save & Apply to Device

ECLIs ;

Anchor 9800 WLC

config t

wireless profile policy <anchor-policy>
mobility anchor

vlan <VLAN-id_VLAN-name>

no shutdown

exit
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%ﬂﬁf:Conﬁguramion > Tags & Profiles> Policy > + Addo

Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name™ ‘ anchor-policy ‘ WLAN Switching Policy

Description ‘ Enter Description ‘ Central Switching vy

Status Central Authentication v

Passive Client Central DHCP v

Encrypted Traffic Analytics Central Association v
Flex NAT/PAT

CTS Policy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

=/ Save & Apply to Device

5 Bl mobility & 1 = H 1 12 56 R AireOS WLC, 9800 WLCH} 5 It R B EL & S 4 < BXHISSIDRY R E 5%
R EIFE Ko




Add Policy Profile %
General Access Policies QOS and AVC Advanced

Mobility Anchors

Expart Anchor

Static IP Maobility

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (0) Selected (1)
Anchor IP Anchor IP Anchor Priority
&J 1088.173.105 | Tertiary .. v €

No anchors available

= Save & Apply to Device

SEMUS O RREEE X452 E LS SHWLANARS B S 5B 12 525 K ERAYAP Y R EE PR IC A WLANSE
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Edit Policy Tag x

MName* | PT1 |
Description | Enter Description |
WLAN Profile ~  Paolicy Profile w
] ‘ 10« ‘ items per page Mo items to display

Map WLAN and Policy

WLAMN Profile* | anchor-ssid v |

| Policy Profile* anchor—policy{ v
—
EE




Eﬁﬁﬁﬁ,\ﬁUpdate& Apply to Devlcej’%’l;rfﬁaﬂ}ﬁﬁﬁ EUﬁmﬁﬁ_"\LEo

Edit Policy Tag =

Name* | PT1 |
Description | Enter Description |
+ Add
WLAN Profile ~ Policy Profile v
anchor-ssid anchor-policy
1 | 10 « |items per page 1-10f1items

| upcats & Apply to Dvice

B5L (Wik)  FUKIEAAPRRIITREEERBAP,

?E'rﬂJJ'I-,EConfiguration > Wireless > Access Points > AP name > Genera o



Edit AP »

General Interfaces High Awvailability Inventory Advanced
AP Name* | karlcisn-AP-30 ‘ Primary Software Version 8.5.97.110
Location® | default-location ‘ Predownloaded Status N/A
_ Predownloaded Version N/A
Base Radio MACG 000a.ad00.1f00
Mext Retry Time N/A
Ethernet MAG 000a.ad00.1f0
) ( 1 Boot Version 8.5.97.110
Admin Status | Enabled v |
( Y 10S Version
AP Mode | Local v
Mini I0S Version 0.51.0.3
Operation Status Registered
Fabric Status Disabled IP Config
Tags CAPWAP Preferred Mode  Not Configured
) Static IPv4 Address 11.11.0.38
Policy | PT1 v ‘
' : Static IP (IPv4/IPv6) i
Site | ST v
' ! Static IP (IPv4/IPv6) | 11.11.0.39 |
RF | RT1 v
’ MNetmask | 255.255.0.0 |
Gateway (IPv4/IPvE) | 11.11.0.1 |
DNS IP Address | 0.0.0.0 |
(IPv4/IPvB)
Domain Name | Cisco |
Time Statistics
Up Time 3 days O hrs 34
mins 26 secs
" Update & Apply to Devics

N B BIE | MRS RIEUpdmes Aply 0DaicAPI IR ERTEYR  APSEF S HRE
CAPWAP , At ek £59800 WLCHI<Ex , REFHEmRE .

ECLIF ;

# config t
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3%

3%

wireless profile policy anchor-policy
mobility anchor 10.88.173.105 priority 3

no shutdown
exit

wireless tag policy PT1
wlan anchor-ssid policy anchor-policy

exit

ap aaaa.bbbb.dddd
site-tag PT1
exit

BB FHAireOS WLCELE i R0

ZEFBAireOSH ST EWLANs > WLANso IEIFRWLANIT A KA BTk LS in B T L 3K 8 H ik FEmobility

Anchorse
vl I Il Il '
Cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT
WLANs WLANs
[PLANS Current Filter: None [Change Filter] [Clear Filter]
WLANS

» Advanced
WLAN ID Type Profile Name WLAN SSID
i WLAN 1
2 Remote LAN £oooon
3 WLAN e =
4 Remote LAN oo
2 WLAN anchor-ssid anchor-ssid

1

w7

Hig BN Ao

HELP  FEEDBACK

Create New $ Go

Admin Status Security Policies

Enabled
Enabled
Enabled
Disabled
Disabled

[WPAZ][Autn(PSK]]
None
Web-Passthrough
BO2.1X, MAC Filtering
[WPAZ][Auth(802.1X])]

Saye Configurat

i



MONITOR WLANs CONTROLLER WIRELESS SECURITY

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

Mobility Anchor Create

Switch IP Address (Anchor) | local =
Priority 1 | 3%]
Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority{default).

ECLIs ;

> config wlan disable <wlan-id>
> config wlan mobility anchor add <wlan-id> <AireOS-WLC's-mgmt-interface>
> config wlan enable <wlan-id>

5L EBAIreOS — 4 <9800 WLC

98004 = M 2% B #YAireOS Foreign



Foreign-AireOS
1~ Mobility Tunnel

. ( _ Anchor-ssid

Anchor-9800 WLC

@ Anchor-ssid

i

{5 A AireOS #i RUEL IE 980071 5B

HER1: EHAE9800 WLCHI%H RAireOS WLCZ RIMIE B ) RRIE.
BHSEA Y : #ECatalyst 9800 L FLE B3 b

B=H . EHANWLC L AIEFTENSSID,

XENRETE

« Open ( REER)

« MACHIE88

« PSK

* Dot1x

. A Hh/SNEPWeb B IR IE(LWA)
. #Eh X Web & HRIF(CWA)

N 3E:Are0S WLCHI9800 WLCHAFEEHANES | ZNHSTEER.

E=4  BFF|9800 WLC ( MR ) HOIBH I RBEE N,

£ i1 Bll configuration > Tags & Profiles> Policy > + Adde  #8{R9800 L FI R BE B B LM B #r5AireOS WLC ERY
BEEXHEMNTEER , BN , eTEEH.
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Add Policy Profile x

General Access Policies QOS and AVC Mobility Advanced

A Configuring in enabled state will result in loss of connectivity for clients associated with this profile.

Name™ | anchor-ssid ‘ WLAN Switching Policy

Description | Enter Description ‘ Central Switching vy

Status enasiep ([ Central Authentication v

Passive Client Central DHCP v

Encrypted Traffic Analytics Central Association vd
Flex NAT/PAT

CTS Palicy

Inline Tagging

SGACL Enforcement

Default SGT 2-65519

= Save & Apply to Device

£ i1 Bl mobility3%E I 4= H /8 F Export Anchoro  1IX 23879800 WLC 2 8 A% R M B & LA AWLANRY
£ =9800 WLC, ZHAEBAIreOS WLCHE P ik & 1% E 48 <9800 WLCH} , E&BHIE F i 2 Bl 2/ &Y
WLANZ #r , K4 59800 WLCHIE AWM A #BWLANEE , HETCESEALEBHRTHRERE
A B9 7S 1 3R B e i 324



Add Policy Profile *

General Access Policies QOS and AVC Mobility Advanced

Mobility Anchors

Export Anchor v

Static IP Mability

Adding Mobility Anchors will cause the enabled WLANs to momentarily
disable and may result in loss of connectivity for some clients.

Drag and Drop/double click/click on the arrow to add/remove Anchors

Available (2) Selected (0)

Anchor IP Anchor IP Anchor Priority

g 172.16.0.5 >

g 10.88.173.48 ? Anchors not assigned

= Save & Apply to Device

N B BRENEALERER T HEKR SN BRHBORE.

ECLIs ;

Anchor 9800 WLC

config t

wireless profile policy <anchor-policy>
mobility anchor

vlan <VLAN-id_VLAN-name>

no shutdown

exit

HOH W K KR K

FME : FAireOS WLCEL & 1 5426,

EFKE|AireOSH S BIWLANS > WLANs, T BIWLANTT R B #I 81k HiEEMobility Anchorso
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cisco MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs
F WLANs Current Filter: None [Change Filter] [Clear Filter] Create New §  Go
WLANS
¥ Advanced
WLAN ID Type Profile Name WLAN SSID Admin Status Security Policies
2 WLAN & - = Enabled [WPAZ][Auth(PSK)] -]
2 Remote LAN L5000 === Enabled None a
3 WLAN T e — R R Enabled Web-Passthrough (-]
4 Remote LAN oo — Disabled B802.1%, MAC Filtering ~ ]
5 WLAN anchor-ssid anchor-ssid Disabled [WPAZ][Auth(802.1X]] Er
S02.110
Forelgn Maps
Service
Advertlsements
Hotspot 20

9800 WLCIRE J Lt SSIDAY i Ko

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGE

Mobility Anchors

WLAN SSID anchor-ssid

Switch IP Address (Anchor)

‘ Mobility Anchor Create \

Switch IP Address (Anchor) | 10.88.173.105 # |
Priority 2 3%
Foot Notes

1. Priority number, 1=Highest priority and 3=Lowest priority({default).

ECLIA ;

> config wlan disable <wlan-id>
> config wlan mobility anchor add <wlan-id> <9800 WLC's-mgmt-interface>
> config wlan enable <wlan-id>



::AIN
THERRER SRR BTLE P HORBARES | SEHAL/HASSID,

1£9800 WLC L3&E

show run wlan

show wlan summary

show wireless client summary

show wireless mobility summary

show ap tag summary

show ap <ap-name> tag detail

show wlan { summary | id | name | all }

show wireless tag policy detailed <policy-tag-name>

show wireless profile policy detailed <policy-profile-name>

FHOH OH OH KR KR K H R

EAiIreOS WLC LI

show client summary

show client detail <client-mac-addr>
show wlan summary

show wlan <wlan-id>

V V. V V

HUEHEER

WLC 9800 Rt L H M IRERIHAE, X AT HRIFKRICKATA R imEEME XAV
HE , FELT U ERESHRAERREERT LS

N BEERMNEEE  ETLEELIEELER.

S
=

& B A A

EEFO9800 WLCERIANE R FTIEMNIRE , BB SSH/TelnetiE#E|9800 WLC , #SZLUT

HR, (BREFFIERIINAEXM)
SRR ERFIZ[AO S BITA] |, XA R 0T SRR ER A 8K 4 B Y B XA E,

# show clock



EF-S5  BERGEENET , NEFIREPXINBREBTRERSE AL, IEATUREER
REBETROAMER (WMRE )

# show Togging

B=H  WEREMACS P VIR A T LB AR FIBRER. MRANEBHBENE , FELLES
IRMACHEIE | BN FETLULRBIES

# show Togging profile wireless filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file always-on-

FOE  BULUERSFERNR , AL HEHIZISEE TFTP BRSS 85,

# more bootflash:always-on-<FILENAME. txt>
or
# copy bootflash:always-on-<FILENAME.txt> tftp://a.b.c.d/path/always-on-<FILENAME.txt>

S RAMEL B EFRER
MRKEELRIRT N CREZBHNERRBEMBERBERARRSR , WAERZA B H
RELTED(RAVRE , ZIRENEEESRM ( AHFREFFIRMACHE Y ) RENAARERHAER
KRR, BRRAZHRAR , TSRANA TSR,

FhE  BERKEABESEMt.

# clear platform condition all

BARYL  NEUENTEZEFIHMACH I AR &4,

XS A T REERATRAN MAC bk | 542 30 2% (1800 ¥ ) o BRI BUER K ISR AT A



, RS 2085978494 B,

# debug wireless mac <aaaa.bbbb.cccc> {monitor-time <seconds>}

~ EE-REBRSAEFE , BEXNE M mactiibizTdebug wireless mac <aaaa.bbbb.cccc>n
AL
T o

N BB EFLEABLFLENESBEDNRY  RAFEAEBEABES  HUEEE

[¢]

SR 7 ERNBEZHRIBHITH
SR OMRERUNSABMEN L ZFNETF B2 ERRE , WELRFR.

# no debug wireless mac <aaaa.bbbb.cccc>

— B AR KRIFHATLE L , 9800 WLCRFAER — M43 H , HEMNR

ra_trace MAC_aaaabbbbcccc HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

SR 9 IE MAC HIEZI I, B LURRARERE #2100/ 8RS 2R , B AT NERERF L
T RH

KERARERM B :

# dir bootflash: | inc ra_trace

XA EH BN RS S

# copy bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.log tftp://a.b.c.



# more bootflash:ra_trace_MAC_aaaabbbbcccc_HHMMSS.XXX_timezone_DayWeek_Month_Day_year.Tog

S| AOMRBAFERNDTHAE , FREABEE ‘*lthId:E"*ﬁﬁ,&%JEIMEI’JEﬁQH]MIO &xH
BRFRE R, RNAEEEARBSZAED , FELRFREREFMAN AEAR,

# show Togging profile wireless internal filter { mac | ip } { <aaaa.bbbb.cccc> | <a.b.c.d> } to-file r

N B HeARHERFARERNE B RIRASNEE  TEKNBMRYA. 5Cisco
TACEER | LAZEE) S M X LIRS,

O] LU & &l Blrainterna-FILENAMEtA P AR 88 , LA AEEERBE LER~AH,
FXHEFHENEBRS 2T -

# copy bootflash:ra-internal-<FILENAME>.txt tftp://a.b.c.d/ra-internal-<FILENAME>.txt

ERAR

# more bootflash:ra-internal-<FILENAME>.txt

SR 11 BRI IR S Ao

# clear platform condition all



N s ERRENERRAEEAANBRAREE,

I IFAireOS WLC

BRI LS (T A = LA S AIreOS WLC E &R P imk &S o

> debug client <client-mac-add>
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