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AXHEFNEEHFRETREZREREPNREREN. AXHFEANAMERZEFZVEXAR
M(BA) BRE. MREEANREENE , FRRECKX THRMEMSHEERIE,



AR
BXTHANGFAEL | WEH Cisco HAETAIL
IR 15

MRTERFBANMDMAREE , WEEETAL. BRUBENZH LG EZRERE Telnet HEE
R REF B /Y B /IR RE,

AR 745035 B 0 Al £ A Hilgraeve HyperTerminal S ARRF#ERE H, KZE Microsoft Windows
BRIERSEITE HyperTerminal , BRER B SN A TENLKRAEENARRF. BXZMARE
FHEXEEER , B2 R Hilgraeve

TERATEZR , BUF HyperTerminal Bt BN 5#A S (AP) 3 TEE :

1. E3TF HyperTerminal , IEEFEF B> B F">RE T E">EE">HyperTerminal’s B 1-
HyperTerminal B3)

THER AT e R Ll b L LLL UL

Connection Description

%Hmtm&im

Erder & nasme and chooss an icon fo the conrechion
M
CEoo

CEXLT YR

| ok || Concel |

Disconnected fugodetect  Aubo detedt

2. HyperTerminal 377 /5 , TR THZ R : M AEZN B, EFEEMR. Click OK.
3. X F Telnet #E$#E , TR T, : M“Connect Using” FHIE#E e | iR TCP/IP, M AEREH
FZTEIRMIREH IP ik, Click OK.B 2 - Telnet #E#



//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
http://www.hilgraeve.com/hyperterminal.html
http://www.hilgraeve.com/hyperterminal.html

< Cisco - Hyper Terminal .- |:,-E| IE.

D & & DB = »3

Connect To
Enber detaids for the: host Hhat you want to calt
Hisst adese: ||
Fort eamber. | 23
| ok || Canes |
Digconrecled Pt et ack Pt datpch

4. W FREIAERE | ERATSE : M“Connect Using’ TRIK & | R EEERFIAEEN
COM %0, Click OKfFE REENEMR. RESEFARONEZENEE, EREERIAR
OiRE , 5% & Restore Defaults, F®E : XKEHER~REB/RIAFORE. RAKORE
79 : Bits per second — 9600Data bits — 8&F &% - ToF L — 1Flow control — Nonef 3
- COM1 B

+ Cisco - HyperTerminal

‘ -
IDe & 2 DE &
COMT Properties
Post Settings
Hits per second | S600 -
Databix |8 v
Pty :N-mt v:
Stop b |1 v
Fles# conirol :Num v:
Fiestone Defauilz
ok || Ccancel |
Ctscormeched fakodefect Subo debeck P

LB | Y Telnet SRIRHIAERE , HEARREHMARAFBNZHB, FX : Cisco Aironeti&



ZRN D EBRIARFBRMEBB Cisco ( KD KRNE ),
5. BT , BERUTHRE . KH enable R A ABDRN. MASAEB, ¥ &
i24E , AironetiZ ZF M ERIA B3 ZCisco ( KA KPE ) . EXE : EEEFTelnet2FP R M
, {& £ Fterminal monitorsiterm monis T AT F LRIk S 2. B 4 — EHEW Telnet £F

& Cisco - HyperTerminal
Fils Edt “ewr Cal Trardfer Hedp

0w E 0B F

User Access Verification

Username: Cisco

Connscbed 0:00: 22 Aubp detect  TCRP
6. BVEREE , RRAUATETRUKEREEIR | M “TransferE £ H %R Capture Text, B 5 -
RERBHR

# Cisco - Hyper Terminal E'E"zl

Fila Ect Wiew Cal RIEELE Hedp

O { SendFis...
3 Roscehe Flle. ..

Send Taxt Fib...
Lo Fring
User Accese SFMERAE 4

Username: Cisco _
# Uszername: timeout expired!

User Access Verification

Username: Cisco
Pazsword:

labapl1208ipl02#

Craakos & file of ol ingoming bed




RNEN A XA EEST TR
7. ERA TS RUEARBHRIT | X

AR
ZRRFSH , TEBMMIREER. M

HyperTerminal &%/ | i%$% File, EREM, EEEEMR L , £ Settings EMF. B

ASCII Setup.

BUE L Wrap lines that exceed terminal width, E<F“ASCII Settings” , &
, B¥ 1 OK, B 6 - ASCII Settings

B OK, EXHEEEMR

SES|

O & F 05 F

Q)

cornet 15D

User Hoccess Verifll| & tominakeys € Windows keys
. BSTH Sending
Username: Cisco Backpace kep sends D] Send ine onds with e foeds
¥ Username: timeo @ CobH O 0el O CubH.Spac O | S —
User Access Verifil Emdsie Line delay: | 0 il onds
. Fusdty delect ' Chaacier dulsy |0 rrilizaconds.
Username: Admin
Fassword: Telst el ID: |ANSI
ASCI Recerving
labap1200ipl02# Barckscaol buffer fras: | 500 [] Append ne fseds to coming ine ends
(] Phegy sianad whbr cowmcting o ditcoreCting ] Force ingoming data b 7+t 45011
[ ok J[ cowe |
[ ok || Concel |
kg
Conesctad 0:03:16 Ao detect | TORIP

LA O] BURHE AR B a0 L 4R 3R 9 SO 324

AERREN D EENRE,

EAP

LTEEAN T EAP SR RIEFEEHEL

- debug radius authentication — it &2 #Y H SL FERYEFF L : reoi s,

- debug dot11 aaa authenticator process — 1Lt i1zt #9 %1 HH LA LA R SCARFF &

- debug dot11 aaa authenticator state-machine — 1tb 1= &9 % H UL T STARFF 3k

. dotl1l auth_dotix_run_rfsme

- EHHRIUEXTEERN RADIUS o HRBEHHNE
- HEIZE DI UEXT {EAE A E) RNV R4
- BRI EEE PRGN SRS
AT ROIETHIEE EAP (LEAP) B KIE :

I EAP & 10U R B

Apr
dot 11 _auth_dot 1x_start

8 17:45:48.208: dotll auth_dotlx_start:

in the

, BITHRHBURTHENAR. AEETROBD N

> dotl1l_auth_doti1x_o



Apr 8 17:45:48. 208
dot11_auth_dot1x_send_id_req_to_client:
sending identity request for 0002.8aa6.304f Apr 8

17:45: 48.208: dot11_auth_dot1x_send_id_req_to_client:
Started tinmer client_tineout 30 seconds Apr 8
17:45:48.210: dot 11l _auth_parse_client_pak: Received
EAPOL packet from 0002. 8aa6.304f Apr 8 17:45:48. 210
dot11_aut h_dot 1x_run_rfsm Executing
Acti on( CLIENT WAIT,EAP_START) for 0002. 8aa6. 304f
Apr 8 17:45:48.210
dot11_auth_dot1x_send_id_req_to_client:

sending identity request for 0002.8aa6.304f Apr 8
17:45: 48. 210: dot 11l _auth_dot1x_send_id_req_to_client:
Started tinmer client_tineout 30 seconds Apr 8
17: 45:48.212: dot 11l _auth_parse_client_pak: Received
EAPOL packet from 0002. 8aa6.304f Apr 8 17:45:48.212
dot11_auth_parse_client_pak: id is not matching reg-
id:1lresp-id:2, waiting for response Apr 8 17:45:48.213:
dot 11_aut h_parse_client _pak: Received EAPOL packet from
0002. 8aa6. 304f Apr 8 17:45: 48. 213:
dot11_aut h_dot 1x_run_rfsm Executing
Acti on( CLIENT WAIT,CLIENT REPLY) for 0002. 8aa6. 304f
Apr 8 17:45: 48. 214:
dot 11_aut h_dot 1x_send_response_t o_server:

Sending client 0002.8aa6.304f data to server Apr 8
17: 45: 48. 214: dot 11_aut h_dot 1x_send_r esponse_t o_server:
tarted timer server_tineout 60 seconds Apr 8
17:45: 48. 214: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.214: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [l abapl200i p1] Apr 8 17:45:48.215: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48. 215:
RADI US(0000001C): Storing nasport 17 in rad_db Apr 8
17: 45: 48. 215: RADI US(0000001C): Config NAS I P
10.0.0.102 Apr 8 17:45:48.215: RADI US/ ENCODE( 0000001C) :
acct_session_id: 28 Apr 8 17:45:48. 216:
RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8
17: 45: 48. 216: RADI US(0000001C): sending Apr 8
17: 45: 48. 216: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/93, len 139 Apr 8 17:45:48.216
RADI US: aut henticator 92 26 A8 31 ED 60 6A 88 - 84 8C 80
B2 B8 26 4C 04 Apr 8 17:45:48.216: RADI US: User-Nane [1]
9 "aironet" Apr 8 17:45:48.216: RADI US: Franmed-MIU [12]
6 1400 Apr 8 17:45:48.217: RADIUS: Called-Station-1d
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.217: RADI US
Calling-Station-1d [31] 16 "0002.8aa6.304f" Apr 8
17:45: 48.217: RADI US: Service-Type [6] 6 Login [1] Apr 8
17: 45: 48. 217: RADI US: Message- Aut henticato[80] 18 * Apr
8 17:45:48.217: RADIUS: EAP-Message [79] 14 Apr 8
17:45:48.218: RADIUS: 02 02 00 0C 01 61 69 72 6F 6E 65

Type [61] 6 802.11 wireless [19] Apr 8 17:45:48.218

RADI US: NAS-Port [5] 6 17 Apr 8 17:45:48.218: RADI US
NAS- | P- Address [4] 6 10.0.0.102 Apr 8 17:45:48.218:

RADI US: Nas-ldentifier [32] 16 "l abap1200i p102" Apr 8
17: 45: 48. 224: RADI US: Received fromid 21645/ 93

10. 0. 0. 3: 1645, Access-Challenge, len 69 Apr 8

17: 45: 48. 224: RADI US: authenticator C8 6D 9B B3 67 60 44
29 - CC AB 39 DE 00 A9 A8 CA Apr 8 17:45:48.224: RADIUS
EAP- Message [79] 25 Apr 8 17:45:48.224: RADIUS: 01 43 00
17 11 01 00 08 63 BB E7 8C OF AC EB 9A

[ ?C??2?2?2?2?2¢????2???] Apr 8 17:45:48.225: RADIUS: 61 69 72
6F 6E 65 74 [aironet] Apr 8 17:45:48.225: RADIUS
Session-Ti meout [27] 6 20 Apr 8 17:45:48.225: RADI US
Message- Aut henti cato[80] 18 * Apr 8 17:45:48. 226:




RADI US(0000001C): Received fromid 21645/93 Apr 8
17: 45: 48. 226: RADI US/ DECODE: EAP- Message fragnents, 23,
total 23 bytes Apr 8 17:45:48. 226:
dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: GET_CHALLENGE_RESPONSE Apr 8 17:45:48. 226:
dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48. 226:
dot 11_aut h_dot 1x_parse_aaa_resp: found session tineout
20 sec Apr 8 17:45:48.227: dotl1l_auth_dot1x_run_rfsm
Executi ng Acti on( SERVER_WAIT, SERVER_REPLY) for

0002. 8aab. 304f
Apr 8 17:45: 48. 227:
dot 11_aut h_dot 1x_send_response_to_client:

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45: 48. 227:
dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client _tinmeout 20 seconds Apr 8 17:45:48.232:
dot 11_aut h_parse_client _pak: Received EAPOL packet from
0002.8aa6.304f Apr 8 17:45: 48. 232:
dot11_auth_dot 1x_run_rfsm Executing Action
(CLIENT WAIT,CLIENT_REPLY) for 0002. 8aa6. 304f
Apr 8 17:45: 48. 232:
dot 11_aut h_dot 1x_send_response_t o_server:

Sending client 0002.8aa6.304f data to server Apr 8
17: 45: 48. 232: dot 11_aut h_dot 1x_send_r esponse_t o_server:
Started tinmer server_tineout 60 seconds Apr 8
17:45: 48. 233: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.234: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [l abapl200i p1] Apr 8 17:45:48.234: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48. 234:
RADI US(0000001C): Using existing nas_port 17 Apr 8
17: 45: 48. 234: RADI US(0000001C): Config NAS | P:
10.0.0.102 Apr 8 17:45:48.234: RADI US/ ENCODE(0000001C) :
acct_session_id: 28 Apr 8 17:45:48. 234:
RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8
17: 45: 48. 234: RADI US(0000001C): sending Apr 8
17: 45: 48. 234: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/94, len 166 Apr 8 17:45:48. 235:
RADI US: aut henticator 93 B5 CC B6 41 97 A0 85 - 1B 4D 13
OF 6A EE D4 11 Apr 8 17:45:48.235: RADIUS: User-Nane [1]
9 "aironet" Apr 8 17:45:48.235: RADI US: Franed- MIU [ 12]
6 1400 Apr 8 17:45:48.236: RADIUS: Called-Station-1d
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.236: RADI US:
Calling-Station-1d [31] 16 "0002.8aa6.304f" Apr 8
17:45: 48. 236: RADI US: Service-Type [6] 6 Login [1] Apr 8
17: 45: 48. 236: RADI US: Message- Aut henticato[ 80] 18 * Apr
8 17:45:48.236: RADI US: EAP- Message [79] 41 Apr 8
17:45:48.236: RADIUS: 02 43 00 27 11 01 00 18 30 9F 55
AF 05 03 71 7D [?C?' ?2???20?U???7q}] Apr 8 17:45:48. 236:
RADI US: 25 41 1B BO F4 A9 7C EE F5 51 24 9A FC 6D 51 6D
[ ?A??22?] ?2?2QB??2nQn] Apr 8 17:45:48.237: RADIUS: 61 69 72
6F 6E 65 74 [aironet] Apr 8 17:45:48.237: RADI US: NAS-
Port-Type [61] 6 802.11 wireless [19] Apr 8
17:45: 48.237: RADIUS: NAS-Port [5] 6 17 Apr 8
17:45: 48.238: RADI US: NAS-|P-Address [4] 6 10.0.0.102
Apr 8 17:45:48.238: RADIUS: Nas-ldentifier [32] 16
"l abap1200i p102" Apr 8 17:45:48.242: RADI US: Received
fromid 21645/94 10.0.0. 3: 1645, Access-Chall enge, |len 50
Apr 8 17:45:48.243: RADI US: authenticator 59 2D EE 24 CF
B2 87 AF - 86 DO C9 00 79 BE 6E 1E Apr 8 17:45:48. 243:
RADI US: EAP- Message [79] 6 Apr 8 17:45:48.243: RADI US:
03 43 00 04 [?C??] Apr 8 17:45:48.244: RADI US: Session-
Timeout [27] 6 20 Apr 8 17:45:48.244: RADH US: Message-
Aut henticato[ 80] 18 * Apr 8 17:45: 48. 244:




RADI US( 0000001C): Received fromid 21645/94 Apr 8
17: 45: 48. 244: RADI US/ DECODE: EAP- Message fragnents, 4,
total 4 bytes Apr 8 17:45:48. 244:
dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: GET_CHALLENGE_RESPONSE Apr 8 17:45:48. 245:
dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48. 245
dot 11_aut h_dot 1x_parse_aaa_resp: found session tineout
20 sec Apr 8 17:45:48.245: dot1l_aut h_dot1x_run_rfsm
Executi ng Acti on( SERVER_WAIT, SERVER_REPLY)
for 0002. 8aa6. 304f
Apr 8 17:45:48. 245
dot 11_aut h_dot 1x_send_response_to_client:

Forwarding server message to client 0002.8aab6.304f
Apr 8 17:45:48. 246
dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client _tineout 20 seconds Apr 8 17:45:48. 249
dot 11_aut h_parse_client _pak: Received EAPOL packet from
0002. 8aa6. 304f Apr 8 17:45: 48. 250:
dot11_aut h_dot 1x_run_rfsm Executing
Acti on( CLIENT WAIT,CLIENT REPLY) for 0002. 8aa6. 304f
Apr 8 17:45:48. 250
dot 11_aut h_dot 1x_send_response_t o_server:

Sending client 0002.8aa6.304f data to server Apr 8
17: 45: 48. 250: dot 11_aut h_dot 1x_send_r esponse_t o_server:
Started tinmer server_tineout 60 seconds Apr 8
17: 45: 48. 250: RADI US: AAA Unsupported [248] 14 Apr 8
17:45:48.251: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70
31 [l abapl200i p1] Apr 8 17:45:48.251: RADI US: AAA
Unsupported [150] 2 Apr 8 17:45:48.251
RADI US(0000001C): Using existing nas_port 17 Apr 8
17: 45: 48. 252: RADI US(0000001C): Config NAS | P
10.0.0.102 Apr 8 17:45:48.252: RADI US/ ENCODE( 0000001C) :
acct_session_id: 28 Apr 8 17:45:48. 252:
RADI US(0000001C): Config NAS I P: 10.0.0.102 Apr 8
17: 45: 48. 252: RADI US(0000001C): sending Apr 8
17: 45: 48. 252: RADI US(0000001C): Send Access-Request to
10.0.0.3:1645 id 21645/95, len 150 Apr 8 17:45:48. 252
RADI US: aut henticator 39 1C A5 EF 86 9E BA D1 - 50 FD 58
80 A8 8A BC 2A Apr 8 17:45:48.253: RADIUS: User-Nane [1]
9 "aironet" Apr 8 17:45:48.253: RADI US: Franmed-MIU [ 12]
6 1400 Apr 8 17:45:48.253: RADIUS: Called-Station-1d
[30] 16 "0005.9a39.0374" Apr 8 17:45:48.253: RADI US
Calling-Station-1d [31] 16 "0002.8aa6.304f" Apr 8
17:45: 48. 254: RADI US: Service-Type [6] 6 Login [1] Apr 8
17: 45: 48. 254: RADI US: Message- Aut henticato[ 80] 18 * Apr
8 17:45:48. 254: RADI US: EAP- Message [79] 25 Apr 8
17:45:48.254: RADIUS: 01 43 00 17 11 01 00 08 50 9A 67

RADI US: 61 69 72 6F 6E 65 74 [aironet] Apr 8
17:45: 48. 254: RADI US: NAS-Port-Type [61] 6 802.11
wireless [19] Apr 8 17:45:48.254: RADIUS: NAS-Port [5] 6
17 Apr 8 17:45:48.255: RADIUS: NAS-|P-Address [4] 6
10.0.0.102 Apr 8 17:45:48.255: RADIUS: Nas-ldentifier
[32] 16 "l abapl200i p102" Apr 8 17:45:48.260: RADI US
Received fromid 21645/95 10.0.0. 3: 1645, Access-Accept,
len 206 Apr 8 17:45:48.260: RADI US: authenticator 39 13
3C ED FC 02 68 63 - 24 13 1B 46 CF 93 B8 E3 Apr 8

17: 45: 48. 260: RADI US: Framed-| P-Address [8] 6

255. 255. 255. 255 Apr 8 17:45:48. 261: RADI US: EAP- Message
[79] 41 Apr 8 17:45:48.261: RADIUS: 02 00 00 27 11 01 00

17:45:48.262: RADIUS: C4 A3 CD 54 08 8C 35 7C 74 0C 6A
EF D4 6D 30 A4 [??2?T??5|t?] ??nD?] Apr 8 17:45:48.262:




RADI

key

Apr

Apr

17: 45: 48. 262: RADI US: Vendor, Cisco [26] 59 Apr 8

17: 45: 48.262: RADIUS: Cisco AVpair [1] 53 "Il eap: session-
=G 3asi | ; mver AEIJNYH JxI , " Apr 8 17:45:48.262: RADI US:
Vendor, Cisco [26] 31 Apr 8 17:45:48.262: RADIUS: Ci sco
AVpair [1] 25 "auth-al go-type=eap-|eap" Apr 8

17: 45:48.262: RADIUS: C ass [25] 31 Apr 8 17:45:48. 263:
RADI US: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 31 64 36
[ Cl SCOACS: 00001d6] Apr 8 17:45:48.263: RADIUS: 33 2F 30
61 30 30 30 30 36 36 2F 31 37 [3/0a000066/17] Apr 8

17: 45: 48. 263: RADI US: Message- Aut henticato[ 80] 18 * Apr
8 17:45:48. 264: RADI US(0000001C): Received fromid
21645/ 95 Apr 8 17:45:48.264: RADI US/ DECODE: EAP- Message
fragnents, 39, total 39 bytes Apr 8 17:45:48.264: found
| eap session key Apr 8 17:45:48. 265

dot 11_aut h_dot 1x_par se_aaa_resp: Received server
response: PASS Apr 8 17:45:48. 265:

dot 11_aut h_dot 1x_parse_aaa_resp: found eap pak in server
response Apr 8 17:45:48. 265:

dot 11_aut h_dot 1x_parse_aaa_resp: found leap session key
in server response Apr 8 17:45:48. 265:

dot 11_aut h_dot 1x_parse_aaa_resp: |eap session key length
16 Apr 8 17:45:48.266: dotll auth_dotlx_run_rfsm
Executing Acti on( SERVER_WAIT, SERVER_PASS) for

0002. 8aab. 304f

dot 11_aut h_dot 1x_send_response_to_client:

dot 11_aut h_dot 1x_send_response_to_client: Started tiner
client _tineout 20 seconds Apr 8 17:45:48.266: %OOT11-6-
ASSCC. Interface Dot 11Radi 00, Station RKI BBE-W2K4

0002. 8aa6. 304f Associ at ed KEY_MGMI| NONE]

US: 61 69 72 6F 6E 65 74 [aironet] Apr 8

8 17:45: 48. 266

Forwarding server message to client 0002.8aab6.304f
8 17:45: 48. 266:

EE state-machine iR RER. MERE/LIPRES 2B :

O hWON -

6.

. EAP_START

. CLIENT_WAI'T
. CLI ENT_REPLY
. SERVER_ WAI T

. SERVER REPLY)E XK : Y iXFHMBEERT , CLIENT_WAITHICLIENT _REPLY LA X SERVER WAI T

SERVER REPLYHY,
SERVER PASS

process WX E REHREFNENS M. radius HiXE T 5010 IR SSBE M2 3% 2 18] B SEBR 3T

-1

£/ EAP iV & A £ G ERERRSIE R EZSHREZEBIE,

hEH - ARLXWET | state-machine HIREREBELENERRA, FERUTFUTRIAER -

. cuzent TiMeour — MRS RBAFFIRAEE YW B ERAME N, ATEERTFUATERERMmHI

TEMMMHER . ERWRRHFERBE, EAP B imER{E ( 7EAdvanced Security” T EY“EAP
Authentication” F3i%& 1 & ) BEdH, —L EAP ( 532 ZRIH EAP (PEAP) ) TR & 75
FEEBRY 30 HHatE,. BRIt ERENRENE (90 M 120 2@ ) o THEHZ ol ent
T vEOUT R : 5551«)\1_%,»*7&1&5’]1?:17%% BEiRHE

%DOT11- 4- MAXRETRI ES: Packet to client XxxXxx.XxXx.xxxx reached
max retries, reaning the client

SER ;K AISH B WA R R SR B E

- HEFRHAE AP H RADIUS ﬂﬁ%%%ZﬁPFME — HELLFRHIBESF , RADIUS RS FES

kB AP B HRIEER, AP 442 [ RADIUS BRE 884X 1ER |, B2 RADIUS RS8B4 iZ



BR, AEAHERATCE, EMRLEE | FHEARE AP LHHXZEFRHEE RADIUS RS
BPEANAERAREEE.

. server_timeout — JLIRASRPFFHRIFRFZ B[/ AEE LN BERABEMS, HTFRSBFBELE
B EIMTT AN ERL. RIEERBEREUTER : AP EEE5HRRIIRS RN IP EE,
EE . BULMEApingm PR EIEEN, RFBFNEARIENITRFEOSER, X £9
DM RESSEEEREMFRERAS, BHRIEBRFEEETHATUEELXEER, THR

server _tinmeout

. server_rarL — WIRSKRARS[ETHAAEREME T TFRIN S HRIEME, HEFEY
RADIUS iR E RIERA B RIERSHNAF B, BRERES HRIERS PR Failed
Attempts’BE , L THBEXBRSH[IELE A HH RN EMIFMES, THEHR SERVER FAL

OREREEFBNEE — EIRAID |, RADIUS IRSESE AP 23X BT HE (AP &R R Z
BITHER) , ARCEEFPREXK. &%, EFmAN AP #iEmE, it , ZFHAZE
RBUS AP BUEXN EMN B M RIE, AP SIREBRIAMAM RADIUS X EEFik,. B imAN
BHBRETHERAREZFZXRE , XSHEAP XMH H AP BUENEFPIHHN HFHKIE, RADIUS [
AP RXBEITHE , AP BBITHERALRFE  BREEFHERMEBR, KIS AR KK
& AP BEUVENEN BRI, EFRiRAEEIRE AP REAFMEMER , B2 AP E4LLER | B
NEFHRERBRAZIR AR,

ZEASYEBI N RN/ FRADIUSTHIR & RENFMER.,

BRUMEE EAP WiF4AEER , ESHAMER RADIUS BRF 21T EAP BB K IF,

MAC ¥if

LTEEAN T MAC 6 RIEFEEHD

- debug radius authentication — S\ &8 & {3 10 AE AR ST RREY , WL UR XM R H A TENFTT L
: RADI US.
. debug dot11 aaa authenticator mac-authen — 1t i1z B9 5 H SABA T STASFF 3k
. dotll auth_dotlx o
XEREHER

- EE AR EERN RADIUS 22 HEBRENAE

. ATEM MAC Htoiit 5 & I8 IEFRKIEAY MAC Hbiik 2 18§ L3R
{8 F 7158 RADIUS BR%5883# 1T MAC bt 4 58iFRt , RADIUS AiXEM., EENEREREH
I ARSS 25 5 & P i 2 1B B9 SERR 3T iF

MAC it 5| RENAF BRBZRHEEE R BHERRZLN , X mac-authen AIRE R, BE
Hat R A CER |, NERIXEHH,

AR IRAEMACH U P LUNER AEAF & FRF,
BT RGIERRER S BIREER TN MAC 54 KIE
I8 MAC & 410U =Bl

Apr 8 19:02:00.109: dotll auth_mac_start: nethod_list:
mac_net hods

Apr 8 19:02:00.109: dotll auth_mac_start: nethod_i ndex:
0x4500000B, req: O0xA7626C

Apr 8 19:02:00.109: dotl1ll auth _nmac_start: client-
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>uni que_i d: 0x28
Apr 8 19:02:00.110: dot1ll_mac_process_reply: AAA reply
for 0002. 8aa6. 304f PASSED
Apr 8 19:02: 00. 145: 9%O0T11- 6- ASSCC:. Interface
Dot 11Radi 00, Station RKI BBE-\WK4
0002. 8aab6. 304f Associ ated KEY_MGMI| NONE]

LR R B S R EA s B R E 3 T K IMEY MAC B4 KIE
KME MAC & 450U R4

Apr 8 19:01:22.336: dotll auth_nmac_start: nethod_list:
mac_net hods
Apr 8 19:01:22.336: dotll auth_nac_start: nethod_i ndex:
0x4500000B
req: OxA7626C
Apr 8 19:01:22.336: dotll auth_nmac_start: client-
>uni que_i d: 0x27
Apr 8 19:01:22.337: dotll mac_process_reply:
AAA reply for 0002.8aa6. 304f FAI LED
Apr 8 19:01:22.337: %OOT11-7- AUTH FAI LED:
Stati on 0002. 8aa6. 304f Authentication failed

MAC it B 3 38iF K MET |, BFREE MAC it AN /AR EREM, BERIUVDNER A MAC it
HHHMEERER,

HXWMAEE MAC BERRIINFMEE , FSHEESHRIFER ( AT Cisco Aironet A S
Cisco 10S ¥4 12.2(13)JA B EIE ) »

WPA
RE Wi-Fi Protected Access (WPA) T2 S IIFRE | BT 2PEIIML

- WPA £ AP MIEFimF 2 B # T,
- WPA ZHEBE S HRIFRSEFHIDRIER iRz EHTHE,
- WPA R B F iR IRet 248 (PTK) MR AR %48 (GTK).
%E : HTFWPAEREREAPRKY |, BHEEES AWPAZBIRIEE P im 2 A A AR @3 iZEAPH &
I F,

BT REN T WPA thisdEE B # B

- debug dot11 aaa authenticator process — 1Lt &1z B9 % HH BA LA T SCARFF K dot 11_aut h_dot 1x_o
. debug dot11 aaa authenticator state-machine — 1t 181z #9 a1 H AL STARTF 3k
. dotll auth_dotix _run_rfsme
X FAXHPHEMSHRIE , WPA AR EIRMIIEERE, MiZEE PTKEEHBKE
FYMEIE, TR, NiZKkiX GTK HEHBKR S —5& LR,

WMRARE PTKH GTKHE , W AP ENEEHRHRFI AR HIAIE, MRRKFKEEFS
mEY PTK X GTK MR , BREZFFRFH WPA ERA LNEES KGR,

b WPA thE =4l

| abap1200i p102#
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Apr 7 16:29:57.908: dotll_dotlx_build ptk_handshake:
building PTK msg 1 for 0030.6527.£f74a
Apr 7 16:29:59.190: dotll_dotlx verify ptk handshake:
verifying PTK msg 2 from 0030.6527.£74a
Apr 7 16:29:59.191: dot1l dot 1x_verify_eapol _header:
Mr ni ng:
Invalid key info (exp=0x381, act=0x109
Apr 7 16:29:59.191: dot1l dot 1x_verify_eapol _header:
Mr ni ng:
Invalid key | en (exp=0x20, act=0x0)
Apr 7 16:29:59.192: dotll_dotlx_build ptk_handshake:
building PTK msg 3 for 0030.6527.£f74a
Apr 7 16:29:59.783: dotll_dotlx verify ptk handshake:
verifying PTK msg 4 from 0030.6527.£74a
Apr 7 16:29:59.783: dotl1l dot 1x_verify_eapol _header:
Mr ni ng:
Invalid key info (exp=0x381, act=0x109
Apr 7 16:29:59.783: dotl1l dot 1x_verify_eapol _header:
Mr ni ng:
Invalid key | en (exp=0x20, act=0x0)
Apr 7 16:29:59.788: dotll_dotlx_build gtk _handshake:
building GTK msg 1 for 0030.6527.£f74a
Apr 7 16:29:59.788: dot1l dot 1x_buil d_gt k_handshake:
dot 11_dot 1x_get _nul ticast_key len 32 index 1
Apr 7 16:29:59.788: dot1l_dot 1x_hex_dunp: GIK:
27 CA 88 7D 03 D9 C4 61 FD 4B BE 71 EC F7 43 B5 82
93 57 83
Apr 7 16:30:01.633: dotll_dotlx_verify gtk _handshake:
verifying GTK msg 2 from 0030.6527.£74a
Apr 7 16:30:01.633: dot1l dot 1x_verify_eapol _header:
Warning: Invalid key info (exp=0x391, act=0x301
Apr 7 16:30:01.633: dot1l dot 1x_verify_eapol _header:
Mr ni ng:
Invalid key | en (exp=0x20, act=0x0)
Apr 7 16:30:01.633: %DOT11l-6-ASSOC: Interface
Dotl1Radio0,
Station 0030.6527.f74a Associated KEY_ MGMT [WPA]
| abap1200i p102#

BXRUMMEE WPA WiFAEE |, 551 WPA BLEHIR,

EEHTTP S4HiE

AURFIREESAFEMBBHEEFERIENRA S REALSORIERS [ AU RZHTE
Ei5F, RADIUS 1 TACACS+ X FHEEHIHE,

LTEANTERSHRIEFEAEHL

- debug radius authentication 2 debug tacacs authentication — I8 H A FTHEEZ —
FF3k : RADIUS TACACSo

. debug aaa authentication — 1t 8= 94 HH AT E Y STARFFSL ¢ Aaw AUTHENG

. debug aaa authorization — Lt AR K9 % H A T ERY STAEFF L 1 Asav AUTHOR,

XLERIHE R

- EEHRIUENEAER RADIUS 5 TACACS EBo MR EHHE
- REEHHRILRS 27 Z AR SER & 6 R IEMRN DS
J’X-F/T_\QUMEJ'LT_\ Servi ce- Type RADIUS Administrative ETfE’\JﬁJinJ%IEEAﬁEﬁiE .
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B7A Service-Type R BRI EE & XU R 6

Apr 13 19:43:08.030: AAA: parse name=tty2 idb type=-1
tty=-1
Apr 13 19:43:08.030: AAA: nanme=tty2 flags=0x11l type=5
shel f=0 sl ot =0

adapt er=0 port=2 channel =0
Apr 13 19:43:08.031: AAA/ MEMORY: create_user (0xA1BB6C)
user =" NULL' ruser="NULL'

ds0=0 port="tty2' rem addr='10.0.0. 25
aut hen_t ype=ASCl | servi ce=LOG NN
Apr 13 19: 43: 08. 031: AAA AUTHEN START (3200017540):
port="tty2'

list="' action=LOd N service=LOd N
Apr 13 19: 43: 08. 031: AAA AUTHEN START (3200017540):
using "default" |ist
Apr 13 19: 43: 08. 031: AAA AUTHEN START (3200017540):

Method=tac_admin (tacacs+) Apr 13 19: 43: 08. 032:
TAC+: send AUTHEN START packet ver=192 id=3200017540 Apr
13 19:43:08. 032: AAA/ AUTHEN( 3200017540) : Status=ERROR
Apr 13 19: 43: 08. 032: AAA/ AUTHEN START (3200017540):
Method=rad_admin (radius) Apr 13 19:43: 08. 032:
AAA/ AUTHEN( 3200017540) : Status=GETUSER Apr 13
19: 43: 08. 032: AAA/ AUTHEN CONT (3200017540) :
continue_login (user='"(undef)') Apr 13 19:43:08. 032:
AAA/ AUTHEN( 3200017540) : St at us=GETUSER Apr 13
19: 43: 08. 032: AAA/ AUTHEN( 3200017540) : Method=rad_admin
(radius) Apr 13 19:43:08.032: AAA/ AUTHEN(3200017540) :
Status=GETPASS Apr 13 19:43:08.033: AAA/ AUTHEN CONT
(3200017540): continue_login (user='aironet') Apr 13
19: 43: 08. 033: AAA/ AUTHEN( 3200017540) : St at us=GETPASS Apr
13 19:43:08.033: AAA/ AUTHEN(3200017540) :
Met hod=r ad_admi n (radius) Apr 13 19:43:08. 033: RADI US:
Pick NAS | P for u=0xAl1BB6C t abl ei d=0 cfg_addr=10. 0. 0. 102
best __addr=0.0.0.0 Apr 13 19:43:08.033: RADI US: ustruct
sharecount =1 Apr 13 19: 43: 08. 034: Radi us:
radi us_port _info() success=1 radius_nas_port=1 Apr 13
19: 43: 08. 034: RADI US(00000000): Send Access-Request to
10.0.0.3:1645 id 21646/48, len 76 Apr 13 19:43:08.034:
RADI US: aut henticator 91 A0 98 87 C1 FC F2 E7 - E7 E4 57
DF 20 DO 82 27 Apr 13 19:43:08.034: RADI US: NAS-IP-
Address [4] 6 10.0.0.102 Apr 13 19: 43: 08. 034: RADI US:
NAS-Port [5] 6 2 Apr 13 19:43:08.035: RADI US: NAS-Port-
Type [61] 6 Virtual [5] Apr 13 19:43:08.035: RAD US:
User-Name [1] 9 "aironet" Apr 13 19:43:08.035: RAD US:
Calling-Station-1d [31] 11 "10.0.0.25" Apr 13
19: 43: 08. 035: RADI US: User-Password [2] 18 * Apr 13
19: 43: 08. 042: RADI US: Received fromid 21646/ 48
10. 0. 0. 3: 1645, Access-Accept, len 62 Apr 13
19: 43: 08. 042: RADI US: authenticator C9 32 E7 8F 97 5F E6
4C - 6B 90 71 EE ED 2C 2B 2B Apr 13 19:43: 08. 042:
RADIUS: Service-Type [6] 6

Administrative [6]
Apr 13 19:43:08.042: RADIUS: Franed-| P-Address [ 8]
6  255.255. 255. 255
Apr 13 19:43:08.042: RADIUS: d ass [ 25]
30
Apr 13 19:43:08.043: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 36

[ Gl SCOACS: 0000366]
Apr 13 19:43:08.043: RADI US: 39 2F 30 61 30 30 30 30
36 36 2F 32

[ 9/ 0a000066/ 2]




Apr 13 19:43:08.044: RADI US: saved authorization data
for user A1BB6C at BOC260

Apr 13 19: 43: 08. 044: AAA AUTHEN(3200017540): Status=PASS
Apr 13 19:43:08.044: tty2 AAA AUTHOR/ HTTP(1763745147):
Port="tty2" list=""' service=EXEC Apr 13 19: 43: 08. 044:
AAA/ AUTHOR/ HTTP: tty2(1763745147) user="aironet' Apr 13
19:43:08.044: tty2 AAA/ AUTHOR/ HTTP(1763745147): send AV
service=shell Apr 13 19:43:08.044: tty2

AAA AUTHOR/ HTTP(1763745147): send AV cnd* Apr 13
19:43:08.045: tty2 AAA/ AUTHOR/ HTTP(1763745147): found
list "default" Apr 13 19:43:08.045: tty2

AAA/ AUTHOR/ HTTP(1763745147) : Met hod=t ac_adni n (tacacs+)
Apr 13 19: 43: 08. 045: AAA AUTHOR/ TAC+: (1763745147):

user =ai ronet Apr 13 19:43:08. 045: AAA/ AUTHOR/ TAC+:
(1763745147): send AV service=shel|l Apr 13 19:43:08. 045:
AAA AUTHOR/ TAC+: (1763745147): send AV cnd* Apr 13

19: 43: 08. 046: AAA/ AUTHOR (1763745147): Post

aut hori zation status = ERROR Apr 13 19:43:08.046: tty2
AAA/ AUTHOR/ HTTP(1763745147) : Method=rad_admin (radius)
Apr 13 19: 43: 08. 046: AAA AUTHOR (1763745147): Post
authorization status = PASS_ADD Apr 13 19:43:08. 443:
AAA/ MEMORY: free_user (O0xA1BB6C) user='aironet'
ruser="NULL'" port="tty2' rem.addr="10.0.0.25'

aut hen_t ype=ASCI | servi ce=LOGA N

LU R BI S RER S E T H N BB MR & priv-level" 1 QBT HY B I B & HIRIE
BARE T AR R R B 2 B 5 1 R~ 6

Apr 13 19:38:04.699: RADI US: cisco AVPair ""shell:priv-
| vl =15""

not applied for shell
Apr 13 19: 38: 04. 699: AAA/ AUTHOR (380584213): Post
aut hori zation status

= PASS_ADD
Apr 13 19: 38: 04. 802: AAA/ MEMORY: free_user (O0xAAOE38)
user =" ai ronet"'

ruser="NULL' port="tty3" remaddr="10.0.0.25
aut hen_t ype=ASCl |

service=LOGE N
Apr 13 19: 38:04.901: AAA: parse nanme=tty3 idb type=-1
tty=-1
Apr 13 19:38:04.901: AAA: nane=tty3 flags=0x11 type=5
shel f=0 sl ot =0

adapter=0 port=3 channel =0
Apr 13 19: 38: 04.902: AAA/ MEMORY: create_user (0xAA23BC)
user =" NULL'

ruser="NULL' ds0=0 port="tty3" rem addr='10.0.0.25

aut hen_t ype=ASCI | servi ce=LOG N
Apr 13 19: 38: 04.902: AAA/ AUTHEN START (1346300140):
port="tty3 list=""

action=LOG N servi ce=LOG N
Apr 13 19: 38: 04.902: AAA/ AUTHEN START (1346300140):
using "default" list
Apr 13 19: 38: 04.902: AAA/ AUTHEN START (1346300140):
Method=tac_admin (tacacs+) Apr 13 19:38:04.902: TAC+:
send AUTHEN START packet ver=192 id=1346300140 Apr 13
19: 38: 04. 902: AAA/ AUTHEN( 1346300140) : Status=ERROR Apr
13 19: 38: 04. 902: AAA/ AUTHEN START (1346300140):
Method=rad_admin (radius) Apr 13 19: 38: 04.902:
AAA/ AUTHEN( 1346300140) : Status=GETUSER Apr 13
19: 38: 04. 903: AAA/ AUTHEN CONT (1346300140) :




continue_login (user='"(undef)') Apr 13 19: 38: 04. 903:

AAA/ AUTHEN( 1346300140) : St at us=GETUSER Apr 13

19: 38: 04. 903: AAA/ AUTHEN( 1346300140) : Met hod=r ad_adni n
(radius) Apr 13 19:38:04.904: AAA/ AUTHEN(1346300140):

St at us=GETPASS Apr 13 19: 38: 04. 904: AAA/ AUTHEN CONT
(1346300140): continue_login (user='aironet') Apr 13

19: 38: 04. 904: AAA/ AUTHEN( 1346300140): Status=GETPASS Apr
13 19: 38: 04.904: AAA AUTHEN( 1346300140) :
Method=rad_admin (radius) Apr 13 19:38:04.904: RADI US
Pick NAS | P for u=0xAA23BC t abl ei d=0 cfg_addr=10. 0. 0. 102
best _addr=0.0.0.0 Apr 13 19: 38: 04.904: RADI US: ustruct
sharecount =1 Apr 13 19: 38: 04. 904: Radi us:

radi us_port _info() success=1 radius_nas_port=1 Apr 13
19: 38: 04. 925: RADI US(00000000): Send Access-Request to
10.0.0.3:1645 id 21646/3, len 76 Apr 13 19: 38: 04. 926:
RADI US: aut henticator OC DD 2B B7 CA 5E 7C B9 - 46 90 FD
7A FD 56 3F 07 Apr 13 19:38:04.926: RADI US: NAS-I P-
Address [4] 6 10.0.0.102 Apr 13 19:38:04.926: RAD US:
NAS-Port [5] 6 3 Apr 13 19:38: 04.926: RADIUS: NAS-Port -
Type [61] 6 Virtual [5] Apr 13 19:38:04.926: RADI US:
User-Name [1] 9 "aironet" Apr 13 19:38:04.926: RADI US:
Calling-Station-Id [31] 11 "10.0.0.25" Apr 13

19: 38: 04. 926: RADI US: User-Password [2] 18 * Apr 13

19: 38: 04.932: RADIUS: Received fromid 21646/3

10. 0. 0. 3: 1645, Access-Accept, len 89 Apr 13

19: 38: 04.933: RADI US: authenticator FA A4 31 49 51 87 9D
CA - 9D F7 B3 9B EF C2 8B 7E Apr 13 19: 38: 04. 933:

RADI US: Vendor, Cisco [26] 27 Apr 13 19: 38: 04.933:

RADI US: Cisco AVpair [1] 21 ""ghell:priv-
lvl=15""

Apr 13 19:38:04.934: RADIUS: Service-Type [ 6]
6 Logi n [1]

Apr 13 19:38:04.934: RADIUS: Franed-|P-Address [ 8]
6  255.255.255. 255
Apr 13 19:38:04.934: RADIUS: d ass [ 25]
30
Apr 13 19: 38:04.934: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 33

[ Cl SCOACS: 0000363]
Apr 13 19: 38: 04. 934: RADI US: 61 2F 30 61 30 30 30 30
36 36 2F 33

[ a/ 0a000066/ 3]
Apr 13 19: 38: 05. 634: AAA AUTHOR (3854191802): Post
authorization status = PASS _ADD Apr 13 19:38:05.917
AAA/ MEMORY: free_user (0xA9D054) user='aironet'
ruser="NULL'" port="tty2' rem.addr="10.0.0.25
aut hen_t ype=ASCI | servi ce=LOG N priv=0

EESHRIINGEFELRERLTEF S ORIERSHFREN REELSNNRRFINERRSREE
o UATREAZHNEESHRIERY , AARRENBREBEEREETERSRKEREMY

ZRETHRUAN RN ERFRERE

Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
Port="tty3'

list='"' service=EXEC
Apr 13 20:02:59.516: AAA/ AUTHOR/ HTTP: tty3(2007927065)
user =" ai ronet"'
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
send AV service=shell
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
send AV cnd*




Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
found list "default"
Apr 13 20:02:59.516: tty3 AAA AUTHOR/ HTTP(2007927065) :
Met hod=t ac_admi n (tacacs+)
Apr 13 20:02:59.516: AAA AUTHOR/ TAC+: (2007927065):
user =ai r onet
Apr 13 20: 02:59.516: AAA AUTHOR/ TAC+: (2007927065): send
AV servi ce=shel |
Apr 13 20: 02:59.516: AAA AUTHOR/ TAC+: (2007927065): send
AV cnd*
Apr 13 20:02:59.516: AAA/ AUTHOR (2007927065): Post
aut hori zati on status = ERROR
Apr 13 20:02:59.517: tty3 AAA AUTHOR/ HTTP(2007927065) :
Met hod=r ad_admi n (radi us)
Apr 13 20:02:59.517: AAA/ AUTHOR (2007927065): Post
aut hori zati on status = PASS_ADD
Apr 13 20:02:59.561: AAA/ MEMORY: free_user (O0xA756E8)
user =" ai ronet"'

ruser="NULL'" port="tty2' rem.addr="10.0.0.25'
aut hen_t ype=ASCl |

service=LOA N priv=0 vrf= (id=0)
Apr 13 20: 02:59.620: AAA/ MEMORY: free_user (0x9E5B04)
user =" ai ronet"'

ruser="NULL'" port="tty3" rem.addr="10.0.0.25
aut hen_t ype=ASCl |

service=LOGIN priv=0 vrf= (id=0)
Apr 13 20:03: 04.501: AAA: parse name=tty2 idb type=-1
tty=-1
Apr 13 20:03:04.501: AAA: nanme=tty2 flags=0x11l type=5
shel f =0 sl ot =0 adapter=0

port=2 channel =0
Apr 13 20:03: 04.502: AAA/ MEMORY: create_user (0xA9C7A4)
user =" NULL'

ruser="NULL'" ds0=0 port="tty2' rem addr='10.0.0.25
aut hen_t ype=ASCl |

service=LOGd N priv=0
Apr 13 20: 03:04.502: AAA/ AUTHEN START (377202642):
port="tty2' list=""

acti on=LOA N servi ce=LOd N
Apr 13 20:03:04.502: AAA/ AUTHEN START (377202642): using
"default" 1|ist
Apr 13 20: 03:04.503: AAA/ AUTHEN START (377202642):
Met hod=t ac_admi n (tacacs+)
Apr 13 20:03: 04.503: TAC+: send AUTHEN START packet
ver =192 i d=377202642
Apr 13 20:03: 04.503: AAA/ AUTHEN(377202642): Stat us=ERROR
Apr 13 20:03:04.503: AAA AUTHEN START (377202642):
Met hod=r ad_admi n (radi us)
Apr 13 20: 03: 04.503: AAA/ AUTHEN(377202642):
St at us=GETUSER
Apr 13 20: 03: 04.503: AAA/ AUTHEN CONT (377202642):
continue_login (user='(undef)')
Apr 13 20: 03: 04.503: AAA/ AUTHEN(377202642):
St at us=GETUSER
Apr 13 20: 03: 04.503: AAA/ AUTHEN(377202642):
Met hod=r ad_admi n (radi us)
Apr 13 20: 03: 04.503: AAA/ AUTHEN(377202642):
St at us=CETPASS
Apr 13 20: 03: 04.504: AAA/ AUTHEN CONT (377202642):
continue_login (user="aironet')
Apr 13 20: 03:04.504: AAA/ AUTHEN(377202642):
St at us=CETPASS
Apr 13 20: 03:04.504: AAA/ AUTHEN(377202642):
Met hod=r ad_admi n (radi us)




Apr 13 20:03:04.504: RADIUS: Pick NAS IP for u=0xA9C7A4
t abl ei d=0

cfg_addr=10.0. 0. 102 best _addr=0.0.0.0
Apr 13 20:03:04.505: RADI US: ustruct sharecount=1
Apr 13 20:03: 04.505: Radius: radius_port_info()
success=1 radi us_nas_port=1
Apr 13 20: 03: 04.505: RADI US(00000000): Send Access-
Request to 10.0.0. 3: 1645

id 21646/59, len 76
Apr 13 20:03:04.505: RADIUS: authenticator OF BD 81 17
8F C5 1C B4

- 84 1C 66 4D CF D4 96 03

Apr 13 20:03: 04.505: RADIUS: NAS-IP-Address [ 4]
6 10.0.0.102

Apr 13 20:03: 04.506: RADI US: NAS-Port [ 5]
6 2

Apr 13 20: 03:04.506: RADIUS: NAS-Port-Type [ 61]
6 Virtual [ 5]

Apr 13 20:03: 04.506: RADIUS: User-Nane [1]
9 "aironet"

Apr 13 20:03:04.506: RADIUS: Calling-Station-Id [31]
11 "10.0.0. 25"
Apr 13 20:03:04.507: RADIUS: User-Password [ 2]
18 *
Apr 13 20:03:04.513: RADI US: Received fromid 21646/59
10. 0. 0. 3: 1645

Access-Accept, |len 56
Apr 13 20:03:04.513: RADIUS: authenticator BB FO 18 78
33 D0 DE D3

- 8B E9 EO EE 2A 33 92 B5
Apr 13 20:03:04.513: RADIUS: Franed-|P-Address [ 8]
6 255, 255. 255. 255
Apr 13 20:03:04.513: RADIUS: d ass [ 25]
30
Apr 13 20:03: 04.514: RADI US: 43 49 53 43 4F 41 43 53
3A 30 30 30 30 33 36 38

[ Cl SCOACS: 0000368]
Apr 13 20:03: 04.514: RADI US: 33 2F 30 61 30 30 30 30
36 36 2F 32

[ 3/ 0a000066/ 2]
Apr 13 20:03: 04.515: RADI US: saved authorization data
for user A9C7A4 at A9C99C
Apr 13 20:03: 04.515: AAA/ AUTHEN(377202642): St at us=PASS
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
Port="tty2" list=

servi ce=EXEC
Apr 13 20:03: 04.515: AAA/ AUTHOR/ HTTP: tty2(2202245138)
user =" ai r onet
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
send AV servi ce=shel
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
send AV cnd*
Apr 13 20:03: 04.515: tty2 AAA AUTHOR/ HTTP(2202245138):
found list "default"
Apr 13 20:03:04.516: tty2 AAA AUTHOR/ HTTP(2202245138):
Met hod=t ac_admi n (tacacs+)
Apr 13 20:03: 04.516: AAA/ AUTHOR/ TAC+: (2202245138):
user =ai r onet
Apr 13 20:03: 04.516: AAA/ AUTHOR/ TAC+: (2202245138): send
AV servi ce=shel
Apr 13 20:03: 04.516: AAA/ AUTHOR/ TAC+: (2202245138): send
AV cnd*
Apr 13 20:03: 04.517: AAA/AUTHOR (2202245138): Post
authorization status = ERROR




Met hod=r ad_admi n (radi us)

aut hori zati on status
= PASS_ADD

user="aironet'

aut hen_t ype=ASCl |
service=LOA N priv=0 vrf=

Apr 13 20:03:04.517: tty2 AAA AUTHOR/ HTTP(2202245138):

Apr 13 20:03: 04.517: AAA AUTHOR (2202245138): Post

Apr 13 20:03: 04.619: AAA/ MEMORY: free_user (O0xA9C7A4)

ruser="NULL'" port="tty2' rem.addr="10.0.0.25
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