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5. ISEXIZRADIUSENE K ( CoA - UDPim 1700 ) AmZEFIZRETRAFER , AZLHIE
RADIUSE , 405 [142 %151 &R(ACL).
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Foreign
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xETSHEF , HREBIEGIER  ABWLCEBIINRE | N5 —MNEahiEHI2RIREUF
Aif, EXMIEAT , ABWLCRE-MIR , ZERREERBHHER]. FTIENEE
, FETRER , BAFITF2XFTE,
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EBWLAN , WLC 55084 K 37 3850 /A EBWLANKI 46 .. BATFTEHEWLC 5760 B BiZWLAN, HE
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XETRNES , HARBEATF5508% = £,

MREMRBESIEEN B RRIWLC 5508, FEHBHIEFIZBRAIWLC 5760 , AR IER B RIBEMIER
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ISE LAY EC &

1. £ #ZISE GUI > Administration > Network Resource > Network Devices List > Add , LAM{E7E
ISE LARIMWLCHER B HRIE, BRXMIZHK(AAA)E K, BREFEWLC L ASRADIUSHER
SRERMHOAREZREA, FE : EEBAnchor-Foreigndt , FERMAZBWLC, TEEISEL
AN KRWLCERNAAAR Pk, AXEPWAIEHMIIB S REEAMEMNISERE.,

Metwork Devices List = Surbg_S5760
Network Devices

* Name| Surbg_5760

Description
* IP Address: | 10.105.135.178 /|32
Model Mame *
Software Version v

* Metwork Device Group

Location| Al Locations Set To Default

Device Type| ajl Device Types Set To Default

+ Authentication Settings

Enable Authentication Sefttings
Protocol  RADIUS

* Shared Secret | sssseses Shiow

Enable KeyWrap [ | ¢
* Key Encryption Key
* Message Authenticator Code Key

kKey Input Format ASCIT HEXADECIMAL

L1 SNMP Settings

[l r Advanced TrustSec Setfings

2. f£ISE GUIH |, i£#ZPolicy > Authentication > MAB > Edit A 81|22 & AR IE KK, 5 1758 KBE
BEZEFRHBMACHNE |, ZibitiE@m A ERL iR, E IR FIRFIEFRUTIED : MIf
authentication failed TH 5%k # , %&£ Reject. MIf user not found THIFIFRH | %
Continue. MIf process failed FHIFIFK A , i£3EDrop, =B AXLETHFTERER , KBS
MACEN I & P in SRR TIHEITF,



admivise-1-3 | admin | logos | Feediack |0

111 Home Operations| ¥ Policy »  Administration | v !

|2, Authentication = |@, Authodzation |4, Frofling |7 Posture  |i) Olent Provisioning ) Securlty Group Access Y Policy Elements

Authentication Policy
Define the Authentication Policy by selecting the pratooals that I5E should use to communicabe with the nebwork devices, and the identity sources thet it shoubd use for authentication,
Poiicy Type (O Simple (8] Rule-Based

- |[me IF wreiess mAB oo | Alow Protaca's ;| Defauk Netwark Aooess Q| =™ .
B Diesfzult ¢ Usz | |vgmnal Endpoints = |
Tdetity Seurce | Internal Endpaints & |
Options
IF suthentication failed | Reject -
I user not fourd | Cortnee -
IF o Failed | Drop -
B oo C I Wired_l and
Wireles  Wote: For authenticstions usng PEAR, LEAR EAR-FAST cr BADILIS MSCHAR
EAR-FAST I Me [iSNOCpossibie o continie orocessing wWhen aUThentIstion fais or user s ot fourd,
IF pantinue option is selected inthese cases, requests will be rejected.

3. MISE GUIH |, i&#Policy ; Authorization > Results > Authorization Profiles > Add. EE ¥
MEEH 2 TSave LI ERNEEXH. HWEREXHRHEBEFHKEMACEHRIEFEE [
EEMURL ,, BEFmEEPRAGERFB/EHE,

B o oo o e L

|4 Aumenteation |8, Authorization | Profling |7 Postune o Olent Provisioning |- Securty Group Acois | J, Polcy Eleménts
Dicionares  Conditions | Rasults

Autgriaton Pofios » WA

Results
[ 5] Authorization Profile
. - 'Nﬂ'rl.m
e E- i :
B Authenficalion w.
™ [ Acrirasioo » Access Troe [ ACCESS_aCcErT -
[ Muthorizaton Profies
L] ;wmm Farvice Teepte
* [ trline Posture Mode Frofles

.
L]

Cormnad Thiks
¢ — mm FUTLA LA B PR )
1

o Weh Recinection (CWA, DRW, MDM, NSP CPF)

Centralizod W Auth »| oL | REGIRECT | meciet | pefaer -
& Sistic IPfHost name
At Smaet Port

* Advanoed Aftributes Settings

| Setect a0 em 0= ]

¥ Aftribuies Detalls

sy Type = ACCESS ACCEFT

CACT-an-par = uri-redinec-ac = REDIRECT

CSCCrF-PaE = Lr-redinects hitpe-/ 10106, 73 55 port) puestportal gateway Messionld =

[ s~ BT
4. FEISE GUI¥ , 1%$FPolicy > Authorization > Results > Authorization Profiles > AddSA 812 5
— N ERNEEXH , NI ATFFEREBRSIERRAF,
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cisco Identity Services Engine 70y Home Operations| ¥ Policy| v  Administration | v

|2, Authentication |®, Authorization | Profiling |7 Posture |E5) Qlient Provisioning |Z) Security Group /
Dictionaries Conditions Results

Authorization Profiles > PermitAccess
Results =
| 5 | I This is a reserved authorization profile and cannot be edited
= — Authorization Profile
@ ¥ E: % ‘:|_,-L.r"lr
, * Name | PermitAccess |
v [ Authentication
v [ Authorization Description | Default Profile with access type as Access-Acoept

¥ || Authorization Prafiles * Access Type |ACCESS_ACCEPT - |

L Downloadable ACLs

» = Inline Posture Node Profiles Service Template

¥ | Profiing
F | Posture
v | Client Provisioning
* Common Tasks
v || Secunily Group Access
F Advanced Attributes Settings
¥ Attributes Details

Access Type = ACCESS_ACCEPT

Save Reset

5. BIEIRDUREE, RIUKBE‘Guest_ Wireless I EEBURLMEE RACLEE R ZEFiRaiE, It
L0 HEE Y BB S R 2 BIFTREICWA, FRAERE“Guest_Wireless-Success” A F B 7 &
BRI T EMRIENTERAFEEZSHRNE. EHENF LRI AF#ITEARIER
, WLCH R IE AT, XfF6 A “Network Access:Use EQUALS Guest Flow’/8§ M E# R iE
BEFmaiFE. AR TAIR

u Gumest Wimnkees Sucrees [cE 18 Hebaorl Aooess:UisaCaca FOLRLS Glast Flow ParmitAncess Echt | v

B Cuest_Wiralass Wisaless_MAS A, Edt | v

[T

6. Ak : EXTBERT , FAKIANZIIFEE. RIBEER , IUEGUIRERHEEANET. M
ISE GUIH , i%&#Administration > Web Portal management > Multi Portal Configurations >
DefaultGuestPortal,



T samirdse-1-2 1 somin | Loy

Administration | »

iy Home  Operations | v

Palicy | »

=i Systern  Zb Identity Management @ Metwork Resources  [sL Web Portal Management | |Ly Feed Service
Sponsor Group Policy Sponsor Groups Settings

Settings
v [ Geneal
v [ Sponsor
v 0 My Devices
- = Guest
i Details Policy
I= Guest Roles Configuration
® [ Language Template
* [ Multi-Portal Configurations
iz Owa
DefaulbEuastPortal
DRW
Portal Faolicy
i= Password Palicy

* [ Time Profiles

Mult-Partal Configuration Lt > DefaultGuestPortal

Multi-Portal

General Customization Authentication

Guest Portal Policy Configuration

Guest wsers should agree to an acoeptable use policy
() Moi Used
() First Login
(&) Every Lagin

[] Enable Self-Provisioning Flow
Enable Mobile Portal
Allow guest users to change password
[] Require guest users to change password at expiration 2nd first login
[[] Guest users should download the posture client
[] Guest users should be allowed to do self service
| Sand self-registration oredentials to whitelisted emai domains

ﬁUEéuest_Portal_sequence , RTFNEB, HEFMADAF,



4> Home Operations| v Policy v  Administration | v

ol System | &1 Identity Management | Metwork Rescurces i Web Portal Management |5, Feed Service
Identities Groups External Identity Sources Identity Source Sequences Settings
Identity Sowrce Sequences List » Guest_Portal_Sequence

Identity Source Sequence

* Identity Source Sequence

*Name | |5uest Portal_Sequence

Description | a pyilt-in Identity Sequence for the Guest Portal

=

¥ Certificate Based Authentication
[[] select Certificate Authentication Profile

¥ Authentication Search List

A set of identity sources that will be accessed in sequance until first authentication succesads

Available Selecled
Internal Endpoints Internal Users
LDAP_BS Guest Users )
AD1
[»
| « ¥

¥ Advanced Search List Settings
Select the action to be performed if a selected identity store cannot be accessad for authentication

) Do not access other stores in the sequence and set the “AuthenticationStatus” attribute to “ProcessError
(®) Treat as if the user was not found and proceed to the next store in the sequence

Save Reset

7. MISE GUIH |, 1% Guest > Multi-Portal Configurations > DefaultGuestPortal, MIldentify
Store Sequence FHIFIFRF |, %£1EGuest_Portal_Sequence.
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cisco Identity Services Engine /

‘3 Home Operations|w  Policy |  Agministration | »

=l System Sl Identity Management B Metwork Resources |4 Web Portal Management . Fesd Service
Sponsor Group Policy Sponsor Groups Settings
Settings Multi-Portal Configueation List > DefaultGuestPortal
General .
P e Multi-Portal
L Sponsor
v 5 My Devices eneral Uperations Customizabon
v [0 Guest
i2 Details Policy * Identity Stors Sequence | Guest_Portal_Sequence -

i= Guest Rodes Configuration
k[ Language Template
* || Mulli-Portal Configurations
= WA
iZ DefaulGuestPortal
= DRW
i= Portal Policy
t= Password Palicy
k| Time Profiles
t= Usarname Policy

XD | Reset

Sponsor_Portal_Sequenoa
MyDevices_Portal_Sequence
Irternal_Cert
Guest_Portal_Sequance

WLCLEHE R

1. EWLC 5760 L E XISE RadiusBi55 28,
2. EACLIELERADIUSHRS 27, FRSSERAM A ETIR,

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646

timeout 10
retransmit 3
key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE
aaa accounting identity ISE start-stop group ISE

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

. fEACLIE EWLAN,

wlan CWA_NGWC 10 CWA_NGWC
aaa-override
accounting-list ISE
client vlan VLAN0012

no exclusionlist
mac-filtering MACFILTER
nac



no security wpa
no security wpa akm dotlx
no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800

no shutdown

4. FRACLIEREEEMACL, XRISEENAAAZEEZIREIMurl-redirect-acl AR FEITFEEMBH
EEMURL, ERHEESL U LEFEANEREACL, XE— Npunt’ACL , BEATS—&
HERBACL, BEEHEIEXYDHCP, DHCPHRS25. DNS, DNSHRSF 23 MISEMRSS 258V AR
o BEZEENAFwww, 443718443, MISEEFIIFERKO8443 , HEEE @A FEA I
2 ERHACL, XEEFRATICMP , BER2ETLREZ S HANIEL S LT,

ip access-list extended REDIRECT
deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69
permit tcp any any eq www
permit tcp any any eq 443

XX BHAHTTPSHE , BT UV B , TS H—EECPUME, MRIEBZRNZITHABKEEL
RS, BNEZEALRS.

5. NT&ZFIZBEGUIAF |, #£FAAA > RADIUS > Servers, ZEGUIRELERADIUSHRS 25, ARS 25
HMNFEIR. EEMESHABRRELEENHERASISEL NN RREENZATHE.
MSupport for RFC 3576 T 155k , i%&#EEnable.

Cisco Wireless Controller [-* Home  Monitor |+ Configuration |+ Administration | v Help

Security Radius Servers
Radius Servers > Edit
T ALA
* = Method Lists Sarver Hams 2o 15E
zareral ' -
Server [P Addess | 10.106.73.69
fauthantication
Shared Secrat EREEEE S
ALCOUNTRG iZonfirm Shared Secret seesssns
£Lthonzation Aut Port (0-65525) | 1645
L leaiiEhte Rl Acct Fort (0-65535) 1646
L Server Timmeout [0-10007) secs| 10
Servers
= Retry Count (0-100) 3
Fallback

Support for RFC 3576 Enabia |~ |
TACACS+ Servers —

6. ML IZRFIZBSGUIH | EIRAAA > Server Groups > Radius. ¥ 81 8|2 RADIUS RS 25 7
IR ARSSER4A



e

Secuity
5 e
~ & Method Lists
Gererd
_ Authentication
Accounting
~ futhareaton
~ (5 sarver Grovee
Radis
_ Tacacs+
' Lden
~ES Raos

__ Sarvars

{3t Homs  Monibor | v mv Administrzton | v Help

Radius Server Groups
Radus Servar Groups > Bdit

GroLp Narne MRy I°C
MoC-daimitar |r1|:|na -
WBC-flterng
Dead-time (0-1440) in minutes [ 10
Group Tvpe Radie
Myailable Servers Mssigned Servers

P e ) - ]

Sarvers In Trhis Group [E II]

- -

7. NE&EHIZEEGUIF | 1EFEAAA > Method Lists > General, %+ Dot1x System Auth

Security

[ A
= 5 Method Lits
Gererd
_ Authentication
__ #ocounting
_ Authonzation
&5 Server Groups
_ Radis
_ Tacecs+

Lidzp

S s

Control &g, MRZEMAULIET , MAAATEER,

FEFFR, Group Typeligroup, fFHBRETHISE,

General

Dot1x Systern Auth Control

Method List =

Local sAuthentication

£ Home |v  Corfiguration |»  advinktation | v Help

Authentication
Satherticdion » Bdil

Mettoed List bame ey o0
T dotls
Group Tyoa PRt 4
Falback to local Lvszhled
Avallable Server Groups Assigned Server Groups
AT - g 1°C -
zroups In This Mathod ﬁmsnﬂ_r\lﬂs |I II
wichor

9. NI HESGUIF | IEIRAAA > Method Lists > Accounting, I BFRIRGIEICK FE5IK

o FFEBREHISE,



£ Horme  Monitor |+

— —
Corfiguration |+ Admingtration |+ Help '

Security Arcourting
Accourting = Edit
vES nas
= [ Method Lists .
MHzthod List Name [ =S
__ General —
T iclaritity
~ Buthenticaton =
1 Awailable Server Lroups Assigned Server Groups
A s
] ii;m ATs z T 15
Au zalion 15E
- Groups In Thes Method
* [ Setvar GroUps :FI:I:tI’EI.:.:SDﬁJ-IFS EI
_ Radlus =

-

10. NTE& = HI23GUIH | 1£FAAA > Method Lists > Authorization. A Type M &SI RN I5 5%
HIFR, FHEBREFISE,

fit Home  Menitor |+ mmm'mmmnlv el

Sucurity Authorization
Aukhorization > Edit
L =
= 5 Mothos Lists
= Rizthind List Marre immw °C
_ General cetwok
T Wi
™ . vpe
_ Aooourbng Group Tvpe i ¥ ul
] m avallable Server Groups wd Server Groups
* B Seruer Grous &S m Es b
[} T Thi
* Radus S I THE MO st 1P L<][2]
vickor
Tacacs+ - -

I dan

1. Ak , ARt EMACHIE X F, NRBRMELERNGETIRMACFILTER, FHERSZ

ISE,

Security

(5 s
+ 5 Method Lists
- GEnErd

_ Buthentication

_ Accounting

_ Tacas+

{at Homa .Mui-:rl'r Configursgon | ¥ Admimistraton | v el

Authorization
dutherizetion = Edil

Method List Name MACFILTER
Twoe retiok
Goup Ty LR
Available Server Groups Assigned Server Groups
ATS - ji== -
Groups In This Method &Eumm E E
vickar

- Ll
12. NTLARHZBRGUIF | EZEWLAN > WLANs, fER LA E RS HOIEHEE,



Wireless

B WLk

* ﬁﬂﬂs
» £ E02. 11ajn/zc
» [ E02.11bfgin
» ] Mecla Stieam
» s

13. i%&#¥Security > Layer2, EMAC Filtering=F &R+

¥ [ Bcoess Points
* [ B0z 11a/nac

» B0 B0z, 11b/gin
* £ Media Stream

» & qos

14. TEBER3E.

wireless

- [ WLAN
WLANS

* [ Access Brints

» B3 A02.11a/njac

» [ E02.11bviain

* 1 Media Straam

v qos

Manitor | m AcminkTatian | v

WLAN
WeLah) = Edik

Secunty s iy Folzy Mapoing Hibvaniosd

Prafie Marne CWSIRCTG
Tup= wlak
550 R _EvWC
Szatus ] Enzbled

ML Rltering
Secunty Foloes

[Modficaton: done under sacunty tab wil appear aftsr 2pphving the changss.]

Redo Py
Interface/Interface GroupiG) | WLANODLZ o
Eroadkast S510 [
Muiticast WLAM Faatura O

oo —
0 Home  Monitar | v

Configuration |+ Admiristration | v Help

WLAN
WLAM = Edit
Generd 05 ANC Policy Mapging Advarced
Layar3 ALM Sarvar
Layer 2 S‘eu.:rih.r
MAC Fitering
Fast Transition L
Owver the DS
Reassacistion Timenut

oy E!lw-\-c.—r"
¥ Hame  Monitor | ¢ Configuration | fckministration |+ Help

WLAN
WLAR = Edit

Genard fala Pt Pelicy Mzpping Advanced

Layer2 A Sarver

Wb Falcy 0
Conditianal Wab Rediect O

Webalth Authentication List Dizabled !'I
Wehauth Pararneter Map Unconfigurad !4‘]

Webauth Orn-mac-fiter Falure N

Prezuthentication [Pvd ACL Urconfigured !J

Prezuthentcation [PYe ACL none b

15. 1% Security > AAA Server. MAuthentication Method FHI%IF&RH , E$FISE. MAccounting

Method FHIBIFRH | EIZFISE,



4 Home  Monitor v Configuration |+ Adminktration | v Help
wireless WLAN
WLAN = Edit
&5 wLan General Sarurity oS AYE Palicy Mapping Adwzrcad
T — Layerz Layerd
* [ Access Ponts
+ [ B0z.11a/nac Authentication Method P IS bel
» [ 202, 11bjoin Accounting Mathod iaingi 155 [0
* £ Mediz Stream Lacel EAP Authentication [l
» [ qos

16. 1t $¥Advanced. %&£ Allow AAA OverrideZi£#E, %P NAC StateZi£4E,

e s e ot + et v

Wirrdnss i
i Ak = Falil
™ L Genzral
R

" _E A Parts
* [0 B2, 1an/ac

Al S48 DusTice
Crwrraz e Haw Osterbnn

Serinty il Bl MaTping

DHCE

0,000

CHP Servzr [P Acdress

Hﬂﬁﬁﬁl 'ﬁ

[ moz Al Sasson Tmenst (5ars)
* £ Mecia Streem siaret E DL Ackdess assonment sequisd |
v B oos Clagraske Charnel DHCP Ouation 82 d
I
P22 Bocdng Acion [rascbizd | = | DI IR Cetion 02 Format Kore
Mecie Skeam dulbcast-crect [ CHP Certion B2 el Miods |
Cienit Chdusion O [P Oytion B2 RIS Mrda -
Mt Lz Chent o A
FLtC Erate &
0if channel Scanning Defer
o1 2 3 = 5 @8 7
Zcan Deter Friciky u u u |_ 7 Ii il _l
Sean Defiar Time i |
Dwerride Interface AL
T=ud e Urconfiguned bed
IPuS A
17. EGUIRHIWLC LB E EEBACL,
Aucess Conbrol Lists
AiZls = ALL dekail
Details ¢
Hame! REDIRECT
Tt 1P Exterded
add Sequente Ramoes
S0 Acton | Protocol SOLKCE [Py Mask Cestinztion 1P/Mazk Saurce Port Deestination Port DsCP
O s deny T zny any . )
O s demy  udo zny ari - B0 E7 S
O & derny  uda any any - en 8 -
[ 1n deme udd any e 0 =3
[ dery ary 10,105,736
[ a0 pammit o any any - an Sl -
O =n pemnit o ny any . B0 443 .

2 B R Al



BARMEEMEE , FSRA2,

HEEBRIWIHITH.
ISE LKy Bl

ISEfVE B SHIMAVE EME,

TEEISEL RIS 12485, BRAEEHEISELRIMAZWLC , EHZWLC LE X RADIUSHRS 25
, HEWLANTHRET DR RE, L , BREFSAMACHE ,F

EHEERES , BRNAENBE S BWLC 5760, MNREERFWLC 57608 1E4 = , §3850%
BYLAES — 1 BohiEESmE SN (BBEsIRE )  HENEEREBN. B, TEE
38503 AL IR BT A iE R 58 = A%zszr“ﬁ%lJ%%J:mEWLANO B RE N3850 s m AESH R
BWLC 5760,

WLC L& &

1. EAER , ERAAAMAAAT EFIRELEISERS S , FHRWLANBS ZIMACTE BRI, XX
. £ 4 = (Anchor) #14h &8 (Foreign) A RMACKEE Ll B EE [ACL.

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE
server name ISE
deadtime 10

aaa authentication dotlx ISE group ISE
aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE
aaa accounting identity ISE start-stop group ISE

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

wlan MA-MC 11 MA-MC

aaa-override

accounting-list ISE

client vlan VLAN0012
mac-filtering MACFILTER
mobility anchor 10.105.135.244
nac

no security wpa

no security wpa akm dotlx

no security wpa wpa2

no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE



session-timeout 1800
no shutdown

2. FRACLIBLEEEMACL, XZISEENAAAZRZEIREMurl-redirect-acl AR IFEITFEERH
EEMURL, ERHEESL U LEFEANEREACL, X2— Npunt’ACL , BEATS &
HHRBACL, BEEHEIEXYDHCP, DHCPHRS2S. DNS, DNSHRSF 23 MISEMRSS 238V A R
o BEZENAIFwww, 443718443, LISEFFIIFERKO8443 , HEEE @A FEA I
2 ERHACL, XEFRATICMP , BER2ETLREZEHANIEL S LT,

ip access-list extended REDIRECT
deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain
deny ip any host 10.106.73.69
permit tcp any any eq www
permit tcp any any eq 443

A BAHTTPSE , AT A B, TReSH—LSCPURE, BRIEBRHRITHBMEEL
RS, BNEDE AR
3. AR LB ERI T,

wireless mobility group member ip 10.105.135.244 public-ip 10.105.135.244 group surbg
& RAF3850MALE BN AER , MFBRREBHIZFR LELRINEA , £#BHE
FlER EEN BN FA, AFEIBSORMRA LEE LARCWAEE,

4 MR ENEE., ®HAL , TEEREEMISERE. BRFZEWLANEE,

wlan MA-MC 6 MA-MC
aaa-override
client vlan VLANO0O012
mac-filtering MACFILTER
mobility anchor

nac
nbsp;no security wpa
no security wpa akm dotlx
no security wpa wpa2
no security wpa wpa2 ciphers aes
session-timeout 1800
no shutdown

5 EHR LEERM., FE —IMWLCENXNEWLC EWBIIR A
wireless mobility group member ip 10.105.135.178 public-ip 10.105.135.178 group surbg
6. FACLIELEEEMACL, XZISEENAAAE ZIREMurl-redirect-aclAR IFEI TR EE O
EEMURL, ERHEIESL U LEFEANEREACL, XE— Npunt’ACL , BEATS &
W R EACL, BEEPIEXYDHCP, DHCPHRRS25. DNS, DNSARF 25 MISERRSS MY 15 4]
o BBEBZEEMNATWwWwW, 443F18443, MWISEHEIIFERARO8443 , #BEEMBPHRAIFE AL
28 REACL, XEFHATICMP , ERETUIRBERZEMANIEL DS 2 iF,
ip access-list extended REDIRECT
deny icmp any any
deny udp any any eq bootps
deny udp any any eq bootpc
deny udp any any eq domain
deny ip any host 10.106.73.69
permit tcp any any eqg www
permit tcp any any eq 443

A BAHTTPSH , AT A B, TReSH—LSCPURE, BRIFEBRHRITHBMEEL
RS, BNEDE AR

3 BB

BXRMEEMULER , HS A3,



BB AFHD,
ISE LAY EC &

ISENEESHIMNEERR.

T EEISEL R SiehE, BAFEERISELRMAZWLC , EAZPWLC EE X RADIUSHRS 88
, HEWLAN TS RS, R L , BRAEFAMACHEIE.,

EAREIS , B—MAFEHEKEIWLC 5508 — N RAESFAWLCHIWLC 5760, MREFWLC
5508 A R , FRF3850MALMINERWLC ( BHRE ) BT 5 - Bahies , WHAREER
EHN, B2 , TEE38503HLM P IREVF AT UEAY 58 =N B ah 126z LECEWLAN, BREF
38503 #e /L8 ) A 44 | Y5508 WLC,

WLCLEHE R
1. EAEWLC E |, ERAAAMAAAL EFIREEISERS2S , HIFWLANBR S BIMAC E 28 24

o HREFTEENRT, XFE : EHSWLCHAZWLC LLARMACEE LEEEEBACL,
2. MWLC 5508 GUIA | i%£$2WLANs > New A Bl & 4 =5508, EEFHME S LS AMACTEIE,

Nmir
CISCO MOMNITOR  WLARs  CONTROLLER  WIRELESS  SECURITY  MAMAGEMEWNT  COMMARNDS HELP
WL AMS WLANs = Edit "S5028-MA'
= WWII‘_':":]E General | Security | QoS [ Policy-Mapping | Advanced 1
9
Advanced Profile Narmne S5503-Ma
Typa WLARN
Ss5ID 5503-MA
Status < Enabled
Sacunty Policies MAL Filkering

[Modifications done wnder sacurity tab will appear aftar 2pplying the changes.)

Radio Policy all -

Interface/Intarface
managemsnt -

Group(G)

Multicast Ulan Festure || Enabled
Brocdsast S510 & Enabled
MN&S-ID S508-MC

3. EEEEF2RIET,



CISCO MONITOR  WlLANs  CONTROLLER  WIRELESS  SECURITY  MAMAGEMEN
WLANS WLANs > Edit "5508-MA'
* WLAMNS " General | Security If QoS T Policy-Mapping T Advanced ]
WLAMNS
b Advanced Layer 2 |r Layer 3 [ AAMA Servers ]
LayerE'Sewrith Mone -

MAC Filtering®

Fast Transition
Fast Transition ||

4. TEBREEIRIET,

afear)n
CISCO MONITOR  Wiaks CONTROLLER WIRELESS SECURITY MANAGEMEMNT COM
WLANS WLANs = Edit "5508-MA’
v WLANs ' General | Security | QoS | Policy-Mapping | Advanced |
WLANS
» Advanced . Layer 2 | Layer 3 | ABA Servers

Layer 3 Security L none -

5. 7 TiEAAEENGWCALECoA , RifEAnchor AireOS WLCH 2 AAAARRSEE. REEUTHE
KREERADIUSHRSBFHER T , F AT AEH SWLCH /B FAAAABRSS8S © Security > AAA >
RADIUS > Authentication



| | IMP Bookmarks | Cisco Live Australiz 2013 | | Cisco Live 2014 | | SURBG Device Access | Stud

lllhllh
cisSco MONITOR  WLANS ER  WIRE : - MENT  COMMANDS
WLANS WLANSs > Edit ‘5508-MA’
R General Security | Qo5 | Puolicy -Mapping | ddvanced |
WLAMNS
b Advanced | Layer 2 ] Layer 3 ] AAA Servers |

Select ARA servers below to override use of default servers on this WLAN

Radius Servers

Radius Server Overwrite interface | |Enabled

Authentication Servers Accounting Servers

| Enabled [4] nabled
Server 1 Mane » None -
Server 2 Mone * MNone -
Server 3 Mone ~ Mone -
Serverd Mone * None -
Sarver 5 Mone * Mone -
Server 6 Mone * MNone hi

Dadisie Qoeiiaes e easnkins

6. £ WLANs > WLANSs > Edit > Advanced. i£" Allow AAA OverrideEi£#E., MNAC State ™
5|k | %EERadius NAC,

alrer] s

cIScO MOMITOR  WLANS == SECURILTY (SEMER MAHDE  H=LP FRRL
WLANS WLAMS = Edit '5503-KA
WLAR o M I 1 i
= 2 | General | Security | QoS | Policy Mapping | Advanced
WLANE
¥ mdwanced Lllaw BEA Cuesside | prakled LHLE
Gemtags Hole Catedion 5] Eqabled Lo Serymr L cverrics
Crakle Tession Tirreouk = 1BC0
Eession Tmeout (secs) C=F Addde, Asegniment ] Reguirec
I o
Bironet IF Herables OEAR
Lrisgracsic Charnsl TlEnablec
Sphit Tunne iPAncers | ] znakl=d
averrde Inteface ACL [Fwd Wone * [Fvh Hone w
Lapar? Ad Heme - Hanaygemeant Frames Protection (MEP)
F2ZP Blocking ouckion Crisahlar - -
M Clicnit Profection © Upziorsl =
Climnt Exddusion ¥ ol .
Fleraplec TimenaLe vakie [sas] OTTM Pesiod (in heacon inbereals )
Maximum Allcwed
clants & ! B2 2tadn (1 - 2REY 1
Statie 17 Tunrelng £ |Erabla 002 11kAgn 0L - 2EE L
Wi-Fi Cirmct Cliants — A
Falisy Digablad = =
= NAC Stame  Radivs SAC »
Maximurn &llcwed
Clanls Pir AP Sarin 00 Load Balancing and Dand Select
L TBUZ A9 Y £
7. R EETUA DN WLANBY 48 <o
Ec "L [rreRLry FETENOTY apblas HAL Mhariy
H. LAY e e =T Sl TTTH.
wzn !
T @ Mg
pusan
M bl
| mamaa

8. B HIgMmAtF , © B HControl and Data Path UP/UPE & IL{EE.,



MOHITER  WIANE CONTICNISE WIRSIFSRS BFCHETT.  WARACFMEMT  COMMAMDS FFRF FEFNPATE

Mobllity Anchaora

WLAM 5% =5l=-HA
smitrk 10 Addrrss [Anrhne] Maka et Farbrnl Path
fenzal > ™
f— S 17 = S
9. EWLCEBIEEEM@ACL, XFHELDHCPAHIDNS, B AFHTTP/HTTP,
Access Control Lists » Edit
Clesrniral
Aecosss List Herns HLLLRLT
Crany Sommers n
Destination
Seg Achion Spurce IFfMask  IFfMask Protocol Spurce Port Dest Port SCP Direcbion  Rumber of Hiks
0000 n.n.n.n
1 mermnic S i Lop any CinE any any 1] [~ ]
[ il ) o.o.o.o
0.0.0.0 n.n.n.n
2 meemie 7 Loe [s11EA ARy Bny o Aany n (=]
0.0 p0.o.o.0
0,000 10,106, 7% .45
R T I3 ARy Ay Ary &ny ANy n (|
0.0.0.0 2E5.2E5.2E5 2E5
10108 73,69 0.0.0.0
T ! ARy Ay ARy ARy ANy n (=]
F5E.555.555.255 n.o.o.o
2 th 5
X2 A ZACLERE R
Security Access Control Lists
F AAA
» Local EAP Enable Counters [|
S Hame Type
b Priority Order i
acL Provisioning Redirect IPwd

b Certificate
EEDIR IPyd

* Access Control Lists
Access Cantrol Lists
CPU Access Control Lists
FlexConnect ACLs
Layerd ACLS

10. #£WLC 5760 L F X ISE RADIUSHRS 88,
1. fEACLIELERADIUSHRS 25, BRFZ A MG LXK,

dotlx system-auth-control

radius server ISE

address ipv4 10.106.73.69 auth-port 1645 acct-port 1646
timeout 10

retransmit 3

key Ciscol23

aaa group server radius ISE

server name ISE

deadtime 10

aaa authentication dotlx ISE group ISE

aaa authorization network ISE group ISE

aaa authorization network MACFILTER group ISE



aaa accounting identity ISE start-stop group ISE

1
.

aaa server radius dynamic-author
client 10.106.73.69 server-key Ciscol23
auth-type any

12. MCLIEEWLAN,
wlan 5508-MA 15 5508-MA
aaa-override
accounting-list ISE
client vlan VLAN0012
mac-filtering MACFILTER
mobility anchor 10.105.135.151
nac
no security wpa
no security wpa akm dotlx
no security wpa wpa2
no security wpa wpa2 ciphers aes
security dotlx authentication-list ISE
session-timeout 1800
shutdown

13. M5 —PMWLCE L AMWLC ERN BB A -
wireless mobility group member ip 10.105.135.151public-ip 10.105.135.151 group Mobile-1
x  MBRFWLC 3850EENINER , M EBAREBIIZHR LELKRINEA , EBHE
Hlge LB LR FH, RBEWLC 3850 LEEAFHICWARLE.

14. FACLIBBEEMACL, XZISEENAAABZIREMurl-redirect-aclA R IHEI IR EEM
MEEMBURL, ERYFES R LERANERACL, X2 —Mpunt’ACL , BEA TS —
W REACL, EBFEZEPEIEXNDHCP, DHCPARS 28, DNS. DNSARSEEMISERS 2RHI A
B, RIFFBMAVFwww, 443F18443, LLISETIFI T EMARO8443 , ¥ AEE@P A
ALt £ RACL, XEFATICMP , EREFURBREREMNIEL S T,

ip access-list extended REDIRECT
deny icmp any any

deny udp any any eq bootps

deny udp any any eq bootpc

deny udp any any eq domain

deny ip any host 10.106.73.69
permit tcp any any eq www
permit tcp any any eq 443

AR ERAHTTPSE , AT AIY B , RSB —LESCPURIE., BRIEBRIRITHAEE L
RSs , BNEZE AR .

Kir
ERAES THINRE S ERIET

DTRHBEREFTE (REMA, ) KIFEL show iF. ERAHAEREETAERXESR show
Gk ] s

FEFWmEZEDSEENSSID. WEIPHUfE , Z&F P ini# AWeb auth RequiredR7ZSEY |, EITFF
HEER, EIFPRAGHEFREIL,


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do

:f-ﬂ ‘I hrps i niooke owa vl saan. oom: BE 43 guescoeal {Login acionTeession il mOaZ0 E FEEOOIOGO0LE ZEE 1108

= Admenisenther o [§ CEIE Wirslenn Welcama in the

| [l IR = (it et

CISCO Guest Portal

& & DA

SHRIUEK /G , 1% Accept terms and conditionsZi%4E., % o Accepto

| Guest Fortal | +

CISCO Guest Portal

Acceptable Use Policy
[

Flease mcoept the policy: -

1. You are responsible for
- maintaining the confidentiality of the password and
= all ACTIVAT1ES THAT OCCUE URder Your username and pasaword.

Z. Ci=co Syscems cffers che Ssrvice for activities soch as the sctive gse of =-ma1l, instant messaging, brows=ing the
World Wide Web and accessing COIporace incransts. High wolume data cransfera, especlally sustained high wolume data
cransfers, are not permicted., Hosting a web ssrver or any other server by use of gur Service ia prohibiced. Trying co
aoo=ss somecne =lse"s sacoount, sending un=solicited bulk e-mail, collection of other people's parsonal deta without
chelr kmowledge and incerference with other network usera are all prohibiced. |

3, Ci=co Systems reserves the right to suspend the Service if
= Cisco Syscems reascnably belisves that your use of che Service 13 unreasonably ENCESSlvE OF

- you are using cthe Jervice for criminal or illegal activicies,

"] Accept terms and conditions

O

BRNE —&BIEE |, TIETT LU Blinternet,



CISCO Guest Portal

Signed on successfully
You can now type in the original URL in the browser's address bar.

You can now type in the original URL in the browser's address bar.

EISEL , EFWARWM TR :

miesmmamne B & T i i furmg IO Fer=yloress e S Py BT TR M e 000 1Y
LS00 O TN W E Q Tty 1S iy il A P SR B T A AR N M OO0
Nem-eacmnI g et Cusred B 7o ot Pyl WA TR M T TOOOOC BT
a-save B o P P taet g 1S LR e T O e ded TR M e RO L7

TP HEBR
A5 RENE BT TR B TR,

DTRHBEREFTE (REMA, ) KIEFEL show i w. EAMHBERSIIERESR show
Gk ] s

EX  FHdebugis G Bl , BZ R B *Debugi THEEER,

EREEAWLCE , BIUETREMFA 2R, FEAironet OS 5508 WLC L , #2 R F4i Adebug
client <client mac>#ldebug web-auth redirect enable mac <client mac>,

set trace group-wireless-client |evel debug
set trace group-w rel ess-secure | evel debug

set trace group-wireless-client filter nac 0017. 7c2f. b69a
set trace group-wireless-secure filter nac 0017. 7c2f. b69a

Cisco Bug ID CSCun38344& & Cisco I0S-XEHAironet OS_E /) — LB HERFA,

THRREF KB CWATREHE T

[05/09/14 13:13:15.951 | ST 63d7 8151] 0017.7c2f.b69a Association received from mobile
on AP c8£9.£983.4260

[05/09/14 13:13:15.951 | ST 63d8 8151] 0017.7c2f.b69a qos upstream policy is unknown
and downstream policy is unknown

[05/09/14 13:13:15.951 IST 63e0 8151] 0017.7c2f.b69a Applying site-specific IPv6
override for station 0017.7c2f.b69a - vapId 15, site 'default-group', interface
'VLANOO12'

[05/09/14 13:13:15.951 | ST 63el 8151] 0017.7c2f.b69a Applying local bridging Interface


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
http://tools.cisco.com/RPF/register/register.do
http://www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml
https://tools.cisco.com/bugsearch/bug/CSCun38344

Policy for station 0017.7c2f.b69a - vlan 12, interface 'VLANOO12
[05/09/14 13:13:15.951 I ST 63e2 8151] 0017. 7c2f.b69a
**** | nside applyLocal ProfilingPolicyAction ****

[05/09/14 13:13:15.951 I ST 63e3 8151] 0017.7c2f.b69a *** client State = START
instance = 1 instance Nane POLI CY_PROFI LI NG 80211 ASSOC, OverrideEnable =1
devi ceTypeLen=0, deviceType=(null), userRol eLen=0, user Rol e=(nul

[05/09/14 13:13:15.951 IST 63eb 8151] 0017.7c2f.b69a AAAS: Submitting mac filter

request for user 00177c2fb69a, uniqueId=280 mlist=MACFILTER

[05/09/14 13:13:15.951 | ST 63ec 8151] 0017. 7c2f.b69a AAAS: auth request sent

05/09/14 13:13:15.951 IST 63ed 8151] 0017.7c2f.b69a apfProcessAssocReq
(apf_80211.c:6149) Changing state for mobile 0017.7c2f.b69a on AP c¢8£9.£983.4260
from Idle to AAA Pending

[05/09/ 14 13:13:15.951 | ST 63ee 8151] 0017. 7c2f.b69a Reason code 0, Preset 4, AAA cause 1
[05/09/14 13:13:15.951 | ST 63ef 8151] 0017.7c2f.b69a Scheduling del etion of Mbile

Station: (callerld: 20) in 10 seconds

[05/09/14 13:13:15.951 I ST 63f0 211] Parsed CLID MAC Address = 0:23:124:47:182:154

[05/09/14 13:13:15.951 I ST 63f1 211] AAA SRV(00000118): process author req

[05/09/14 13:13:15.951 I ST 63f2 211] AAA SRV(00000118): Author method=SERVER GROUP Zubair ISE
[05/09/14 13:13:16.015 | ST 63f3 220] AAA SRV(00000118): protocol reply PASS for Authorization
[05/09/14 13:13:16.015 | ST 63f4 220] AAA SRV(00000118): Return Authorization status=PASS
[05/09/14 13:13:16.015 | ST 63f5 8151] 0017. 7c2f.b69a AAAS: received response, cid=266
[05/09/14 13:13:16.015 I ST 63f6 8151] 0017.7c2f.b69a AAAS: del eting context, cid=266
[05/09/14 13:13:16.015 | ST 63f7 8151] 0017.7c2f.b69a Not conparing because the ACLs have

not been sent yet.

[05/09/14 13:13:16.015 |1 ST 63f8 8151] 0017. 7c2f.b69a Final flag values are, epnBSendAcl 1,
epnSendAcl Done 0

[05/09/14 13:13:16.015 I ST 63f9 8151] 0017. 7c2f. b69a

client incoming attribute size are 193

[05/09/14 13:13:16.015 IST 63fa 8151] 0017.7c2f.b69a AAAS: mac filter callback

status=0 uniqueId=280

[05/09/14 13:13:16.015 IST 63fb 8151] 0017.7c2f.b69a AAA Override Url-Redirect
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’
set

[05/09/14 13:13:16.015 I ST 63fc 8151] 0017.7c2f.b69a Redirect URL received for

client from RADIUS. for redirection.

[05/09/14 13:13:16.015 I ST 63fd 8151] 0017.7c2f.b69a Setting AAA Override

Url - Redirect - Acl ' REDI RECT

[05/09/14 13:13:16.015 | ST 63fe 8151] 0017.7c2f.b69a AAA Override Ul -Redirect-Ac

' REDI RECT'

[05/09/14 13:13:16.015 | ST 63ff 8151] 0017. 7c2f.b69a Local Policy: At the start of

apf Appl yOverride2. Cient State START

[05/09/14 13:13:16.015 | ST 6400 8151] 0017. 7c2f.b69a Appl yi ng new AAA override for
station 0017.7c2f.b69a

[05/09/14 13:13:16.015 | ST 6401 8151] 0017. 7c2f.b69a Local Policy: Applying new
AAA override for station

[05/09/14 13:13:16.015 | ST 6402 8151] 0017. 7c2f.b69a Override Val ues: source: 2,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTineout: -1

[05/09/ 14 13:13:16.015 | ST 6403 8151] 0017.7c2f.b69a dataAvgC: -1, rTAvgC -1,
dataBurstC. -1 rTineBurstC. -1, vlanlfNanme: , acl Nane:

[05/09/14 13:13:16.015 | ST 6404 8151] 0017.7c2f.b69a Local Policy: Applying
override policy

[05/09/14 13:13:16.015 | ST 6405 8151] 0017. 7c2f.b69a C earing Dhcp state for
station ---

[05/09/14 13:13:16.015 | ST 6406 8151] 0017.7c2f.b69a Local Policy: Before
Appl yi ng WLAN policy AccessVLAN = 12 and SessionTineout is 1800 and

apf MsTi meout is 1800

[05/09/14 13:13:16.015 I ST 6407 8151] 0017.7c2f.b69a Local Policy: Setting
Interface nane e VLANOO12



[05/09/14 13:13:16.015 IST 6408 8151] 0017.7c2f.b69a Local Policy:Setting local
bridging VLAN name VLANOOl2 and VLAN ID 12

[05/09/ 14 13:13:16.015 | ST 6409 8151] 0017.7c2f.b69a Applyi ng WLAN ACL
policies to client

[05/09/ 14 13:13:16.015 | ST 640a 8151] 0017.7c2f.b69a No Interface ACL
used for Wreless client in WCM NGAD)

[05/09/14 13:13:16.015 | ST 640b 8151] 0017. 7c2f.b69a apf Appl yW anPol i cy:
Retai ning the ACL recieved in AAA attributes 255 on nobile

[05/09/ 14 13:13:16.015 | ST 640c 8151] 0017.7c2f.b69a Local Policy: After
Appl yi ng WLAN policy AccessVLAN = 12 and SessionTineout is 1800 and

apf MsTi meout is 1800

[05/09/ 14 13:13:16.015 | ST 641la 8151] 0017.7c2f.b69a WCDB_ADD: Pl atform
ID allocated successfully |D: 259

[05/09/ 14 13:13:16.015 | ST 641b 8151] 0017.7c2f.b69a WCDB_ADD: Addi ng
opt82 len O

[05/09/ 14 13:13:16.015 | ST 641c 8151] 0017.7c2f.b69a WCDB_ADD: ssid
5508- MA bssid c8f9.f983.4260 vlan 12 aut h=ASSOCI ATl ON( 0)

w an(ap-group/ gl obal) 15/15 client 0 assoc 1 nob=Unassoc(0) radio O
mvlan 12 ip 0.0.0.0 src 0x506c800000000f dst Ox0 cid 0x47ad4000000145
glob rsc id 259dhcpsrv 0.0.0

[05/09/ 14 13:13:16.015 | ST 641d 8151] 0017.7c2f.b69a Change state to
AUTHCHECK (2) | ast state START (0)

[05/09/14 13:13:16.015 IST 641le 8151] 0017.7c2f.b69a Change state to
L2AUTHCOMPLETE (4) last state AUTHCHECK (2)

[05/09/14 13:13:16.015 I ST 641f 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len O
[05/09/14 13:13:16.015 | ST 6420 8151] 0017.7c2f.b69a WCDB_LLM NoRun Prev Mb O,
Curr Mob O IlnReq 1, return Fal se

[05/09/14 13:13:16.015 | ST 6421 207] [WCDB] ==Add event: type Regular Wreless client
(0017. 7c2f . b69a) client id (0x47ad4000000145) client index (259) vlan (12)

aut h_state (ASSCCI ATION) nmob_state (INT)

[05/09/14 13:13:16.015 I ST 6422 207] [WCDB] ===intf src/dst (0x506c800000000f)/ (0x0)
radio_id (0) p2p_state (P2P_BLOCKI NG DI SABLE) swi tch/asic (1/0)

[05/09/ 14 13:13:16.015 I ST 6423 8151] 0017.7c2f.b69a WCDB_CHANGE: aut h=L2_AUTH( 1)
vlan 12 radio O client_id 0x47ad4000000145 nobi lity=Unassoc(0) src_int
0x506c800000000f dst _int 0x0 ackflag O reassoc_client O IImnotif Oip 0.0.0.0
ip_learn_type O

[05/09/14 13:13:16.015 I ST 6424 8151] 0017.7c2f.b69a WCDB_CHANGE: In L2 auth

but |2ack waiting |fag not set,so set

[05/09/14 13:13:16.015 I ST 6425 8151] 0017.7c2f.b69a Not Usi ng WWM Conpl i ance code
gosCap 00

[05/09/14 13:13:16.016 | ST 6426 8151] 0017.7c2f.b69a Change state to DHCP_REQD (7)
last state L2AUTHCOMPLETE (4)

[05/09/14 13:13:16.016 | ST 6434 8151] 0017. 7c2f.b69a Sendi ng Assoc Response to
station on BSSID ¢8f9.f983.4260 (status 0) ApVapld 15 Slot 0

[05/09/14 13:13:16.016 | ST 6435 8151] 0017. 7c2f.b69a apf ProcessRadi usAssocResp
(apf_80211. c: 2316) Changing state for nobile 0017.7c2f.b69a on AP
c8f9.f983.4260 from Associ ated to Associ ated

[05/09/14 13:13:16.016 | ST 6436 8151] 0017.7c2f.b69a 1XA: Session Push for
Non-dot 1x wirel ess client

[05/09/14 13:13:16.016 | ST 6437 8151] 0017.7c2f.b69a 1XA: Calling Auth Mr
to Push wirel ess session for client 47ad4000000145 uid 280

[05/09/14 13:13:16.016 | ST 6438 8151] 0017.7c2f.b69a Sessi on Push for
wireless client

[05/09/14 13:13:16.016 | ST 6439 8151] 0017.7c2f.b69a Sessi on Manager Call
Client 47ad4000000145, uid 280, capwap id 506c800000000f, Flag 1 Audit- Session



I D 0a6987b2536¢c871300000118 policy name (null)

[05/09/ 14 13:13:16.016 | ST 643a 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:

[0017. 7c2f. b69a, Ca2] Session start request fromdient[1] for

0017. 7c2f . b69a (nethod: No nethod, method list: none, aaa id:

0x00000118) - session-push, policy

[05/09/ 14 13:13:16.016 | ST 643b 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:

[0017. 7c2f.b69a, Ca2] - client iif_id: 47AD4000000145, session |ID:
0a6987b2536c871300000118 for 0017. 7c2f. b69a

[05/09/ 14 13:13:16.016 | ST 643c 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of auth-domain for

0017. 7c2f.b69a / OxFE000110

[05/09/ 14 13:13:16.017 | ST 643d 243] ACCESS- CORE- SM CLI ENT- DOT11- ERR:

[0017. 7c2f.b69a, Ca2] Invalid client authorization notification: NO nethod
[05/09/ 14 13:13:16.017 | ST 643e 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of dc-profile-nane for

0017. 7c2f.b69a / O0xFE000110

[05/09/ 14 13:13:16.017 | ST 643f 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of dc-device-nane for

0017. 7c2f.b69a / O0xFE000110

[05/09/ 14 13:13:16.017 | ST 6440 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of

dc-devi ce-cl ass-tag for 0017.7c2f.b69a / OxFE000110

[05/09/ 14 13:13:16.017 | ST 6441 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of dc-certainty-netric for

0017. 7c2f.b69a / O0xFE000110

[05/09/ 14 13:13:16.017 | ST 6442 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of dc-opaque for

0017. 7c2f.b69a / O0xFE000110

[05/09/ 14 13:13:16.017 | ST 6443 243] ACCESS- CORE- SM SYNC- NOTF:

[0017. 7c2f. b69a, Ca2] Del ay add/update sync of dc-protocol-map for

0017. 7c2f.b69a / O0xFE000110

[05/09/ 14 13:13:16.017 | ST 6444 22] [WDB] wcdb_ffcp_add_cb: client (0017.7c2f.b69a)
client (0x47ad4000000145): FFCP operation (CREATE) return code (0)

[05/09/14 13:13:16.017 | ST 6445 22] [WCDB] wcdb_send_add_noti fy_cal | back_event:
Noti fying ot her features about client add

[05/09/14 13:13:16.017 | ST 6446 22] [WCDB] wcdb_sisf_client_add_notify:

Noti fying SISF of DEASSCC to DOMN any old entry for 0017.7c2f. b69a

[05/09/14 13:13:16.017 | ST 6447 22] [WCDB] wcdb_si sf_client_add_notify:

Noti fying SISF of new Association for 0017.7c2f. b69a

[05/09/14 13:13:16.017 | ST 6448 8151] 0017. 7c2f.b69a WCDB SPI response nsg handl er
client code O nob state O

[05/09/ 14 13:13:16.017 | ST 6449 8151] 0017.7c2f.b69a Wdbd ient Update: L2 Auth ACK
from WCDB

[05/09/ 14 13:13:16.017 | ST 644a 8151] 0017.7c2f.b69a WCDB_L2ACK: wcdbAckRecvdFl ag
updat ed

[05/09/ 14 13:13:16.017 | ST 644b 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len O
[05/09/ 14 13:13:16.017 | ST 644c 8151] 0017.7c2f.b69a WCDB_CHANGE: Suppressing SPI
(Mobility state not known) penstate 7 state LEARN IP(2) vlian 12 client_id
0x47ad4000000145 mob=Unassoc(0) ackflag 2 dropd 1

[05/09/ 14 13:13:18.796 | ST 644d 8151] 0017.7c2f.b69a Local Policy:

apf _ms_radi us_override.c apf MsSunOverride 447 Returning fail from apf MsSunDverri de
[05/09/14 13:13:18.802 | ST 644e 8151] 0017.7c2f.b69a Appl yi ng post-handoff policy
for station 0017.7c2f.b69a - valid nask 0xO

[05/09/14 13:13:18.802 | ST 644f 8151] 0017. 7c2f. b69a Qs Level: -1, DSCP: -1,
dot1p: -1, Data Avg: -1, realtine Avg: -1, Data Burst -1, Realtime Burst -1
--Mre--

[05/09/14 13:13:18.802 I ST 6450 8151] 0017. 7c2f.b69a Session: -1,
User session: -1, User elapsed -1

Interface: NNA ACL: NN A Qos Pol Down Qos Pol Up

[05/09/14 13:13:18.802 | ST 6451 8151] 0017. 7c2f.b69a Local Policy: At the start of



apf Appl yOverride2. Cdient State DHCP_REQD

[05/09/14 13:13:18.802 | ST 6452 8151] 0017. 7c2f.b69a Appl yi ng new AAA override for
station 0017.7c2f.b69a

[05/09/14 13:13:18.802 | ST 6453 8151] 0017. 7c2f.b69a Local Policy: Applying new AAA
override for station

[05/09/14 13:13:18.802 | ST 6454 8151] 0017. 7c2f.b69a Override Val ues: source: 16,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTineout: -1

[05/09/ 14 13:13:18.802 | ST 6455 8151] 0017. 7c2f.b69a dataAvgC: -1, rTAvgC -1,
dataBurstC. -1 rTineBurstC: -1, vlanlfNanme: , acl Nane:

[05/09/14 13:13:18.802 | ST 6456 8151] 0017.7c2f.b69a Local Policy: Applying
override policy

[05/09/14 13:13:18.802 | ST 6457 8151] 0017. 7c2f.b69a C earing Dhcp state for
station ---

[05/09/14 13:13:18.802 | ST 6458 8151] 0017.7c2f.b69a Local Policy: Before Applying
WLAN policy AccessVLAN = 12 and SessionTimeout is 1800 and apfMsTi meout is 1800

[05/09/14 13:13:18.802 | ST 6459 8151] 0017. 7c2f.b69a Local Policy:Setting Interface
name e VLANOO12

[05/09/14 13:13:18.802 | ST 645a 8151] 0017. 7c2f.b69a Local Policy: Setting |ocal
bridgi ng VLAN nane VLANOO12 and VLAN ID 12

[05/09/ 14 13:13:18.802 | ST 645b 8151] 0017. 7c2f.b69a Applying W.AN ACL policies
to client

[05/09/14 13:13:18.802 | ST 645c 8151] 0017.7c2f.b69a No Interface ACL used for
Wreless client in WCM NGAD)

[05/09/14 13:13:18.802 | ST 645d 8151] 0017. 7c2f.b69a apf Appl yW anPol i cy:

Retai ning the ACL recieved in AAA attributes 255 on nobile

[05/09/ 14 13:13:18.802 | ST 645e 8151] 0017.7c2f.b69a Local Policy: After

Appl yi ng WLAN policy AccessVLAN = 12 and SessionTineout is 1800 and

apf MsTi meout is 1800

[05/09/14 13:13:18.802 | ST 645f 8151] 0017.7c2f.b69a Local Policy: After Applying
Site Override policy AccessVLAN = 12 and SessionTi meout is 1800 and
apf MsTi meout is 1800

[05/09/14 13:13:18.802 | ST 6460 8151] 0017.7c2f.b69a Inserting AAA Override struct
for nmobile MAC. 0017.7c2f.b69a , source 16

[05/09/14 13:13:18.802 | ST 6461 8151] 0017.7c2f.b69a Inserting new RADI US override
into chain for station 0017.7c2f.b69a

[05/09/14 13:13:18.802 | ST 6462 8151] 0017. 7c2f.b69a Override Val ues: source: 16,
valid_bits: 0x0000, gosLevel: -1 dscp: Oxffffffff, dotlpTag: Oxffffffff,
sessionTineout: -1

[05/09/ 14 13:13:18.802 | ST 6463 8151] 0017.7c2f.b69a dataAvgC: -1, rTAvgC -1,
dataBurstC. -1 rTineBurstC: -1, vlanlfNanme: , acl Nane:

[05/09/14 13:13:18.802 | ST 6464 8151] 0017. 7c2f.b69a Local Policy: After ovr
check continuation

[05/09/ 14 13:13:18.802 | ST 6465 8151] 0017. 7c2f.b69a Local Policy:

apf _ms_radi us_override.c apf MsSunOverride 447 Returning fail from

apf MsSunmOverri de

[05/09/ 14 13:13:18.802 | ST 6466 8151] 0017.7c2f.b69a Local Policy: Calling

appl yLocal ProfilingPolicyAction from Override2

[05/09/ 14 13:13:18.802 | ST 6467 8151] 0017. 7c2f. b69a
**** | nside applyLocal ProfilingPolicyAction ****

[05/09/ 14 13:13:18.802 | ST 6468 8151] 0017.7c2f.b69a *** Cient State =
DHCP_REQD i nstance = 2 instance Name POLI CY_PROFI LI NG _L2_AUTH,
OverrideEnable = 1 devi ceTypeLen=0, devi ceType=(null), userRol eLen=0,
user Rol e=(nul |')



[05/09/14 13:13:18.802 | ST 6469 8151] 0017. 7c2f. b69a Local Profiling Values :
isValidVian = 0, vlan = 0, isVlanRecdlnDelete = 0, isValidSessionTi neout = 0,

sessi onTi neout =0, isSessi onTORecdl nDelete = 0 Protocol Map = 0 , appl yPol i cyAt Run= 0
[05/09/ 14 13:13:18.802 | ST 646a 8151] 0017. 7c2f. b69a i pv4ACL =[],
i pv6ACL = [], inQS = [unknown], out QS = [unknown]
[05/09/ 14 13:13:18.802 | ST 646b 8151] 0017.7c2f.b69a Local Policy: At the End
AccessVLAN = 12 and SessionTineout is 1800 and apf MsTimeout is 1800

[05/09/ 14 13:13:18.802 | ST 646¢c 8151] 0017.7c2f.b69a apf MsRunStatel nc
[05/09/14 13:13:18.802 | ST 646d 8151] 0017. 7c2f.b69a Session Update for Non-dot1x client

[05/09/14 13:13:18.802 | ST 646e 8151] 0017.7c2f.b69a 1XA: Session Push for Non-dot 1x
wireless client
[05/09/14 13:13:18.802 | ST 646f 8151] 0017.7c2f.b69a 1XA: Calling Auth Mgr to Push
wirel ess session for client 47ad4000000145 uid 280

--Mre--
[05/09/14 13:13:18.802 | ST 6470 8151] 0017.7c2f.b69a Session Update for Pushed Sessions

[05/09/14 13:13:18.802 | ST 6471 8151] 0017. 7c2f.b69a Session Manager Call dient
47ad4000000145, uid 280, capwap id 506c800000000f, Fl ag O Audit-Session |ID
0a6987b2536¢c871300000118 policy nane (null)

[05/09/ 14 13:13:18.802 | ST 6472 8151] 0017.7c2f.b69a Change state to RUN (20) | ast
state DHCP_REQD (7)

[05/09/14 13:13:18.802 | ST 6473 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len O
[05/09/14 13:13:18.802 | ST 6474 8151] 0017.7c2f.b69a WCDB_LLM prev Mob state O curr
Mob State 3 11 Req flag 1

[05/09/14 13:13:18.802 | ST 6475 8151] 0017.7c2f.b69a WCDB_LLM prev Mb state 0
currMb State 3 afd action 1

[05/09/14 13:13:18.802 I ST 6476 8151] 0017.7c2f.b69a WCDB_LLM pl handle 259 vlan_id
12 auth RUN(4) mobility 3 client_id 0x47ad4000000145 src_interface 0x506c800000000f
dst _interface 0x75e18000000143 client_type 0 p2p_type 1 bssid c8f9.f983.4260 radio_id
0 wgbi d 0000. 0000. 0000

[05/09/14 13:13:18.802 I ST 6477 8151] 0017.7c2f.b69a WCDB_CHANGE: aut h=RUN(4) vl an
12 radio 0 client_id 0x47ad4000000145 mobility=ExpForei gn(3) src_int 0x506c800000000f
dst _int 0x75e18000000143 ackflag 2 reassoc_client O IImnotif 1 ip 0.0.0.0
ip_learn_type O

[05/09/14 13:13:18.802 | ST 6478 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:

[0017. 7c2f. b69a, Ca2] Session update fromdient[1l] for 0017.7c2f. b69a,

ID list 0x00000000, policy

[05/09/14 13:13:18.802 I ST 6479 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len O
[05/09/14 13:13:18.802 | ST 647a 8151] 0017.7c2f.b69a WCDB_LLM prev Mb state 3

curr Mb State 3 1 Req flag O

[05/09/14 13:13:18.802 I ST 647b 8151] 0017.7c2f.b69a WCDB_CHANGE: aut h=RUN( 4)

vlan 12 radio O client_id 0x47ad4000000145 nobility=ExpForei gn(3) src_int
0x506c800000000f dst _int 0x75e18000000143 ackflag 2 reassoc_client O IImnotif O

ip 0.0.0.0 ip_learn_type O

[05/09/14 13:13:18.802 | ST 647c 8151] 0017.7c2f.b69a AAAS: creating accounting start
record using nethod |ist Zubair_| SE, passthroughMde 1

[05/09/14 13:13:18.802 | ST 647d 8151] 0017.7c2f.b69a AAAS: initialised accounting
start request, uid=280 passthrough=1

[05/09/14 13:13:18.802 | ST 647e 8151] 0017. 7c2f.b69a AAAS: accounting request sent
[05/09/14 13:13:18.803 | ST 647f 207] [WDB] ==Update event: client (0017.7c2f.b69a)
client id:(0x47ad4000000145) vlan (12->12) global _w an (15->15) auth_state
(L2_AUTH_DONE- >RUN) npb_st <truncat ed>

[05/09/14 13:13:18.803 I ST 6480 207] [WCDB] ===intf src/dst

(0x506c800000000f - >0x506c800000000f ) / (0x0- >0x75€18000000143)

radi o/ bssid (0->0)/(c8f9.f983.4260->c8f9.f983.4260) |Imnotify (true) addr v4/v6
(<truncat ed>

[05/09/14 13:13:18.803 | ST 6481 207] [WCDB] Foreign client add. Final IIm

notified = fal se

[05/09/14 13:13:18.803 | ST 6482 207] [WCDB] wcdb_client_ntast _update_notify:

No ntast action reqd



[05/09/14 13:13:18.803 | ST 6483 207] [WDB] wcdb_ffcp_wedb_client_update_notify
client (0017.7c2f.b69a) id 0x47ad4000000145 ffcp update with flags=0x0
[05/09/14 13:13:18.803 | ST 6484 207] [WCDB] wcdb_client_state_change_notify:
update flags = 0x3
[05/09/14 13:13:18.803 | ST 6485 8151] 0017. 7c2f.b69a aaa attribute list length is 79
[05/09/14 13:13:18.803 | ST 6486 207] ACCESS- CORE- SM CLI ENT- DOT11- NOTF: [0017. 7c2f. b69a]
WCDB RUN notification for 0017.7c2f. b69a
[05/09/14 13:13:18.803 I ST 6487 8151] 0017.7c2f.b69a Sendi ng SPI
spi _epm epm sessi on_create successfull
[05/09/14 13:13:18.803 I ST 6488 8151] 0017.7c2f.b69a 0.0.0.0, auth_state 20
nmRol e ExpForeign !!!
[05/09/14 13:13:18.803 I ST 6489 8151] 0017.7c2f.b69a 0.0.0.0, auth_state 20 mRol e
ExpFor ei gn, updating wecdb not needed
[05/09/14 13:13:18.803 | ST 648a 8151] 0017.7c2f.b69a Tclas Plunb needed: O
[05/09/14 13:13:18.803 | ST 648b 207] [WCDB] wcdb_sisf_client_update_notify:
Notifying SISF to renmove assoc in Foreign
[05/09/14 13:13:18.803 | ST 648c 207] [WCDB] ==Update event: client (0017.7c2f.b69a)
client id:(0x47ad4000000145) vlan (12->12) gl obal _wW an (15->15) auth_state (RUN->RUN)
nmob_st <t runcat ed>
[05/09/14 13:13:18.803 I ST 648d 207] [WCDB] ===intf src/dst
(0x506c800000000f - >0x506c800000000f ) / (0x75€18000000143- >0x75e18000000143)
radi o/ bssid (0->0)/(c8f9.f983. 4260->c8f9.f983.4260) Il mnotify (false)
addr v4/v6 (<truncated>
[05/09/14 13:13:18.803 | ST 648e 207] [WCDB] wcdb_client_ntast _update_notify:
No ntast action reqd
[05/09/14 13:13:18.803 | ST 648f 207] [WDB] wcdb_ffcp_wedb_client_update_notify
client (0017.7c2f.b69a) id 0x47ad4000000145 ffcp update with flags=0x0
[05/09/14 13:13:18.803 | ST 6490 207] [WCDB] wcdb_client_state_change_notify:
update flags = 0x2
[05/09/14 13:13:18.803 I ST 6491 207] ACCESS- CORE- SM CLI ENT- DOT11- NOTF:
[0017. 7c2f.b69a] WCDB RUN notification for 0017. 7c2f. b69a
[05/09/14 13:13:18.803 | ST 6492 207] [WCDB] wcdb_sisf_client_update_notify:
Notifying SISF to renmove assoc in Foreign
[05/09/14 13:13:18.803 I ST 6493 386] [WCDB] wcdb_ffcp_ch: client (0017.7c2f.b69a)
client (0x47ad4000000145): FFCP operation (UPDATE) return code (0)
[05/09/14 13:13:18.803 I ST 6494 386] [WCDB] wcdb_ffcp_ch: client (0017.7c2f.b69a)
client (0x47ad4000000145): FFCP operation (UPDATE) return code (0)
[05/09/14 13:13:18.803 I ST 6495 243] ACCESS- CORE- SM SYNC- NOTF: [ 0017. 7c2f. b69a, Ca2]
Del ay add/update sync of iif-id for 0017.7c2f.b69a / OxFE000110
[05/09/14 13:13:18.803 I ST 6496 243] ACCESS- CORE- SM SYNC- NOTF: [0017. 7c2f. b69a, Ca2]
Del ay add/update sync of audit-session-id for 0017.7c2f.b69a / OxFE000110
[05/09/14 13:13:18.803 | ST 6497 8151] 0017.7c2f.b69a Recei ved sessi on_create_response
for client handle 20175213735969093
[05/09/14 13:13:18.803 | ST 6498 8151] 0017. 7c2f.b69a Recei ved sessi on_create_response
with EPM session handl e 4261413136
[05/09/14 13:13:18.803 | ST 6499 8151] 0017. 7c2f.b69a Spl ash Page redirect client
or posture client

--Mre--
[05/09/14 13:13:18.803 I ST 649a 8151] 0017.7c2f.b69a REDI RECT ACL present in the
attribute |ist
[05/09/14 13:13:18.803 I ST 649b 8151] 0017.7c2f.b69a Setting AAA Override
Ul - Redirect - Acl ' REDI RECT'

[05/09/14 13:13:18.803 IST 649c 8151] 0017.7c2f.b69a AAA Override Url-Redirect-Acl
'REDIRECT'

[05/09/14 13:13:18.803 IST 6494 8151] 0017.7c2f.b69a AAA Override Url-Redirect
'https://10.106.73.69:8443/guestportal/gateway?sessionId=0a6987b2536c871300000118&action=cwa’
set
[05/09/14 13:13:18.803 | ST 649e 8151] 0017.7c2f.b69a Wreless Cient nmobility role
is not ExportAnchor/Local. Hence we are not sending request to EPM
[05/09/ 14 13:13:20.445 |1 ST 649f 8151] 0017.7c2f.b69a WCDB_| P_UPDATE: new i pv4 0.0.0.0
ip_learn_type O deleted ipv4 0.0.0.0
[05/09/ 14 13:13:20.446 | ST 64a0 207] [WCDB] wcdb_foreign_client_ip_addr_update:
Foreign client (0017.7c2f.b69a) ip addr update received.
[05/09/ 14 13:13:20.446 |1 ST 64al 207] [WCDB] SISF Update: |PV6 Addr[O0]



fe80::6cla: b253: d711: c7f

[05/09/ 14 13:13:20.446 | ST 64a2 207]

for V6: =0

[05/09/ 14 13:13:20.446 | ST 64a3 207]

Notifying SISF to renmove assoc in Foreign
[05/09/ 14 13:13:20.448 | ST 64a4 8151] 0017. 7c2f.
resetting the Reassociation Count 0 for client
[05/09/ 14 13:13:20.448 | ST 64a5 8151] 0017. 7c2f.

[WCDB] SI SF Update :

b69a

b69a

record using nethod |ist Zubair_| SE, passthroughMde

[05/09/ 14 13:13:20.449 | ST 64a6 8151] 0017. 7c2f.
interimrequest, uid=280 passthrough=1
[05/09/ 14 13:13:20.449 | ST 64a7 8151]
[05/09/ 14 13:13:20.449 | ST 64a8 8151]
(10. 105. 135. 190)

[05/09/ 14 13:13:20.449 | ST 64a9 8151]
to nobile

[05/09/ 14 13:13:20.449 | ST 64aa 8151]

0017. 7c2f.
0017. 7c2f.

0017. 7c2f.

0017. 7c2f.

10. 105. 135. 190 i p_l earn_type DHCP deleted ipv4 0.0.0

[05/09/ 14 13:13:20.449 | ST 64ab 8151] 0017. 7c2f.

b69a

b69a
b69a

b69a

b69a

b69a

Bi ndi ng del ete status

[WCDB] wcdb_si sf_client_update_notify:

M5 got the IP,

AAAS: creating accounting interim
1
AAAS: initialised accounting

AAAS: accounting request sent
Cuest User() assigned | P Address

Assi gni ng Address 10.105. 135. 190
WCDB_| P_UPDATE:

0
AAAS

new i pv4d

creating accounting

interimrecord using nethod |ist Zubair_| SE, passthroughMde 1

[05/09/ 14 13:13:20.449 | ST 64ac 8151] 0017.7c2f.b69a AAAS

interimrequest, uid=280 passthrough=1
[05/09/14 13:13:20.449 IST
[05/09/14 13:13:20.449 IST
mmRole ExpForeign !!!

[05/09/14 13:13:20.449 IST
client (0017.7c2f.b69a) ip
[05/09/14 13:13:20.449 IST
mmRole ExpForeign, updating wcdb not needed
[05/09/ 14 13:13:
[05/09/ 14 13:13:
f e80: : 6cla: b253:
[05/09/ 14 13:13:
[05/09/ 14 13:13:
to renobve assoc
[05/09/ 14 13:13:
add/ updat e sync
[05/09/ 14 13:13:

64af 207]
addr update received.

20. 449 | ST 64b2 207]
d711: c7f

20. 449 | ST 64b3 207]
20. 449 | ST 64b4 207]
in Foreign

20.
of
49.

Session aut hz update requested cmd 5, nac 0017. 7c2f. b69a
[05/09/ 14 13:13:49.430 | ST 64b7 253] ACCESS- CORE- SM CLI| ENT- SPI - NOTF:

Session aut hz update request sent to Cient[1]
[05/09/ 14 13:13:49.430
dot 1x. CQA type 5
[05/09/ 14 13:13:49.430
cont ext =268

[05/09/ 14 13:13:49.430
ui nque i d=280, context
[05/09/ 14 13:13:49.430
for user 00177c2fb69a
[05/09/ 14 13:13:49.430
[05/09/ 14 13:13:49.430
was successful
[05/09/ 14 13:13:49.430
was successful
[05/09/ 14 13:13:49.430

id = 268, context

[ WCDB] SI SF Update :
[WCDB] wecdb_si sf_client_update_notify: Notifying SISF

449 | ST 64b5 243] ACCESS- CORE- SM SYNC- NOTF:
addr for 0017.7c2f.b69a / OxFE000110
429 | ST 64b6 253] ACCESS- CORE- SM CLI ENT- SPI - NOTF:

| ST 64b9 8151] 0017.7c2f.b69a AAAS: authorization init,

| ST 64ba 8151] 0017.7c2f.b69a AAAS
reqHandl e Oxfefcl72c

| ST 64bb 8151] 0017.7c2f.b69a AAAS: Submitting nmac filter
uni quel d=280 nl i st =MACFI LTER
| ST 64bc 8151] 0017.7c2f.b69a AAAS: auth request sent
| ST 64bd 8151] 0017. 7c2f. b69a processing COA type 5

| ST 64bf 22] ACCESS- CORE- SM CLI ENT- SPI - NOTF:

Sessi on aut hz update response received for Cient[1]

[ 05/ 09/ 14 13:
[ 05/ 09/ 14 13:
[ 05/ 09/ 14 13:
Zubair_ ISE

[ 05/ 09/ 14 13:
[ 05/ 09/ 14 13:
[ 05/ 09/ 14 13:
Authorization

13:
13:
13:

49.
49.
49.

430 I ST
430 I ST
430 I ST

64c0 211]
64cl 211]
64c2 211]

13:
13:
13:

49.
49.
49.

430 I ST
430 I ST
469 | ST

64c3 211]
64c4 211]
64c5 220]

Parsed CLI D MAC Address
AAA SRV(00000118):
AAA SRV(00000118):

Parsed CLI D MAC Address
AAA SRV(00000000) :
AAA SRV(00000118):

initialised accounting

64ad 8151] 0017.7c2f.b69a AAAS: accounting request sent
64ae 8151] 0017.7c2f.b69%9a 10.105.135.190, auth_state 20

[WCDB] wcdb_foreign_client_ip_ addr update: Foreign
64b0 8151] 0017.7c2f.b69a 10.105.135.190, auth_state 20

20. 449 | ST 64b1 8151] 0017.7c2f.b69a Tclas Plunb needed: O
[ WCDB] SI SF Updat e:

| PV6 Addr[ 0]

Bi ndi ng del ete status for V6:

[0017. 7c2f . b69a, Ca2]

[0017. 7c2f . b69a

attr-list Ox0 for Cient[1]
[0017. 7c2f . b69a

ui d=280,

initialised auth request,

| ST 64be 8151] 0017. 7c2f.b69a processing COA type 5

= 0:23:124:47:182: 154
process author req
Author method=SERVER_GROUP

= 0:23:124:47:182: 154
process response req
protocol reply PASS for

r equest

=0

Del ay
Ca2]
Ca2]

| ST 64b8 8151] 0017.7c2f.b69a 1XA: Processing update request from

[0017. 7c2f. b69a, Ca2]



[05/09/ 14 13:13: 49.
[05/09/ 14 13:13: 49.
[05/09/ 14 13:13: 49.
[05/09/ 14 13:13: 49.
have not been sent yet.
[05/09/ 14 13:13:49.469 | ST 64ca 8151]
epnSendAcl 1, epnfSendAcl Done 0
[05/09/ 14 13:13:49.469 | ST 64cb 8151]
client incoming attribute size are 77
--Mre--
[05/09/14 13:13:49.469 IST 64cc 8151]
uniqueId=280
[05/09/14 13:13:49.469 IST 64cd 8151]
apfApplyOverride2. Client State RUN

469
469
469
469

| ST 64c7 8151]
| ST 64c8 8151]
| ST 64c9 8151]

[05/09/ 14 13:13:49.469 | ST 64ce 8151]

station 0017.7c2f.b69a

[05/09/ 14 13:13:49.469 | ST 64cf 8151]

override for station

[05/09/ 14 13:13:49.469 | ST 64d0 8151]

valid_bits: 0x0000, gosLevel: -1 dscp
[05/09/ 14 13:13:49.469 | ST 64dl 8151]

-1 rTinmeBurstC: -1, vlanlfNane: ,
[05/09/ 14 13:13:49.469 | ST 64d2 8151]
[05/09/ 14 13:13:49.469 | ST 64d3 8151]
[05/09/ 14 13:13:49.469 | ST 64d4 8151]

policy AccessVLAN = 12 and Sessi onTi meout

[05/09/ 14 13:13:49.469 | ST 64d5 8151]
e VLANOO12

[05/09/ 14 13:13:49.469 | ST 64d6 8151]
VLAN nane VLANOO12 and VLAN ID 12

[05/09/ 14 13:13:49.469 | ST 64d7 8151]
[05/09/ 14 13:13:49.469 | ST 64d8 8151]
client in WCM NGAC)

[05/09/ 14 13:13:49.469 | ST 64d9 8151]
ACL recieved in AAA attributes 255 on
[05/09/ 14 13:13:49.469 | ST 64da 8151]

policy AccessVLAN = 12 and Sessi onTi nmeout

[05/09/ 14 13:13:49.469 | ST 64db 8151] 0017.7c2f.b69a Loca
policy AccessVLAN = 12 and Sessi onTi nmeout

Override

0017. 7c2f . b69a
0017. 7c2f . b69a
0017. 7c2f . b69a
0017. 7c2f . b69a

0017. 7c2f . b69a

0017.7c2f.b69%a

0017.7c2f.b69%a

0017. 7c2f . b69a
0017. 7c2f . b69a
0017. 7c2f . b69a

Oxffffffff,
0017. 7c2f . b69a

acl Nane:

0017.
0017.
0017.

7c2f . b69a
7c2f . b69a
7c2f . b69a

0017. 7c2f . b69a

0017. 7c2f . b69a

0017.
0017.

7c2f.
7c2f.

b69a
b69a

0017.
nobi |
0017.

7c2f.
e
7c2f

b69a

. b69a

dot 1pTag: Oxffffffff,

is 1800 and apf MsTi meout

is 1800 and apf MsTi meout

| ST 64c6 220] AAA SRV(00000118): Return Authorization status=PASS

AAAS: received response, cid=268
AAAS: del eting context, cid=268
Not conparing because the ACLs

Final flag values are,

AAAS: mac filter callback status=0

Local Policy: At the start of

Appl yi ng new AAA override for

Local Policy: Applying new AAA

Override Val ues: source: 2,
sessionTineout: -1
dat aAvgC: -1, rTAvgC: -1, dataBurstC:
Local Policy: Applying override policy
Clearing Dhcp state for station
Local Policy: Before Applying W.AN

is 1800

Local Policy:Setting Interface name

Local Policy:Setting |ocal bridging

Appl yi ng WLAN ACL policies to client
No Interface ACL used for Wreless
apf Appl yW anPol i cy: Retaining the

Local Policy: After Applying WAN

is 1800

Policy: After Applying Site
is 1800 and apf MsTi meout is 1800

nobi | e

[05/09/ 14 13:13:49.469 | ST 64dc 8151] 0017.7c2f.b69a Inserting AAA Override struct for

MAC: 0017. 7c2f.b69a , source 2

[05/09/ 14 13:13:49.469 | ST 64dd 8151] 0017. 7c2f
chain for station 0017.7c2f.b69a

[05/09/ 14 13:13:49.469 | ST 64de 8151] 0017. 7c2f
0x0000, qosLevel: -1 dscp: Oxffffffff,
[05/09/ 14 13:13:49.469 | ST 64df 8151] 0017. 7c2f
-1 rTinmeBurstC. -1, vlanlfNanme: , acl Nane:
[05/09/ 14 13:13:49.469 | ST 64e0 8151] 0017. 7c2f
conti nuation

[05/09/ 14 13:13:49.469 | ST 64el 8151] 0017. 7c2f
apf MsSunmOverride 447 Returning fail from apfMs
[05/09/ 14 13:13:49.469 | ST 64e2 8151] 0017. 7c2f
appl yLocal ProfilingPolicyAction from Override2

[05/09/ 14 13:13:49.469 | ST 64e3 8151] 0017. 7c2f

dot 1pTag:

.b69a Inserting new RADI US override into

.b69a Override Val ues: source: 2, valid_bits:
Oxffffffff, sessionTinmeout: -1
.b69a dataAvgC. -1, rTAvgC. -1, dataBurstC:

.b69a Local Policy: After ovr check

.b69a Local Policy: apf_ms_radius_override.c
SumOverri de
.b69a Local Policy: Calling

. b69a

**** | nside appl yLocal ProfilingPolicyAction ****



[05/09/ 14 13:13:49.469 | ST 64e4 8151] 0017.7c2f.b69a *** Cient State = RUN instance = 2
instance Name PCLI CY_PROFI LI NG L2_AUTH, OverrideEnable = 1 devi ceTypeLen=0
devi ceType=(nul l), userRol eLen=0, userRol e=(null)

[05/09/ 14 13:13:49.469 | ST 64e5 8151] 0017. 7c2f. b69a Local Profiling Val ues
isValidVian = 0, vlan = 0, isVlanRecdlnDelete = 0, isValidSessionTi neout = 0,
sessi onTi neout =0, isSessi onTORecdl nDelete = 0 Protocol Map = 0 , appl yPol i cyAt Run= 0
[05/09/ 14 13:13:49.469 | ST 64e6 8151] 0017. 7c2f. b69a i pv4ACL =[],

i pv6ACL = [], inQS = [unknown], out QS = [unknown]

[05/09/ 14 13:13:49.469 | ST 64e7 8151] 0017. 7c2f.b69a Local Policy: At the End AccessVLAN
= 12 and SessionTinmeout is 1800 and apfMsTi meout is 1800

[05/09/ 14 13:13:49.469 | ST 64e8 8151] 0017.7c2f.b69a In >= L2AUTH COVPLETE for station
0017. 7c2f . b69a

[05/09/ 14 13:13:49.469 | ST 64e9 8151] 0017. 7c2f.b69a AAAS. creating accounting interim
record using nethod |ist Zubair_| SE, passthroughMde 1

[05/09/ 14 13:13:49.469 | ST 64ea 8151] 0017. 7c2f.b69a AAAS: initialised accounting interim
request, ui d=280 passthrough=1

[05/09/ 14 13:13:49.469 | ST 64eb 8151] 0017. 7c2f.b69a AAAS: accounting request sent

[05/09/ 14 13:13:49.469 | ST 64ec 8151] 0017. 7c2f.b69a Not Usi ng WWM Conpl i ance code gosCap 00

[05/09/14 13:13:49.469 | ST 64ed 8151] 0017.7c2f.b69a In SPI call for >= L2AUTH COVPLETE
for station 0017.7c2f.b69a

[05/09/ 14 13:13:49.469 | ST 64ee 8151] 0017.7c2f.b69a WCDB_AUTH: Adding opt82 len O
[05/09/ 14 13:13:49.469 | ST 64ef 8151] 0017.7c2f.b69a WCDB_LLM prev Mob state 3 curr Mb
State 3 11 Req flag 0

[05/09/ 14 13:13:49.469 |1 ST 64f0 8151] 0017.7c2f.b69a WCDB_CHANGE: aut h=RUN(4) vlan 12
radio O client_id 0x47ad4000000145 nobi |l ity=ExpForei gn(3) src_int 0x506c800000000f

dst _int 0x75e18000000143 ackflag 2 reassoc_client O IImnotif O ip 10.105.135.190

ip_l earn_type DHCP

--Mre--

[05/09/ 14 13:13:49.469 | ST 64f1 8151] 0017.7c2f.b69a apf MsAssoSt at el nc

[05/09/ 14 13:13:49.469 | ST 64f2 8151] 0017. 7c2f.b69a apfPemAddUser 2 (apf_policy.c:197)
Changi ng state for nmobile 0017.7c2f.b69a on AP ¢8f9.f983.4260 from AAA Pending to
Associ at ed

[05/09/ 14 13:13:49.469 | ST 64f3 8151] 0017. 7c2f.b69a Reason code 0, Preset 4, AAA cause 1
[05/09/ 14 13:13:49.469 | ST 64f4 8151] 0017.7c2f.b69a Scheduling del etion of Mbile Station:
(callerld: 49) in 1800 seconds

[05/09/ 14 13:13:49.469 | ST 64f5 8151] 0017.7c2f.b69a Ms Ti neout = 1800,

Sessi on Ti nmeout = 1800

[05/09/ 14 13:13:49.469 | ST 64f6 207] [WCDB] ==Update event: client (0017.7c2f.b69a)
client id:(0x47ad4000000145) vlan (12->12) gl obal _wW an (15->15) auth_state (RUN->RUN)
nob_st <t runcat ed>

[05/09/ 14 13:13:49.469 | ST 64f7 207] [WCDB] ===intf src/dst

(0x506c800000000f - >0x506c800000000f ) / (0x75€18000000143- >0x75e18000000143) radi o/ bssi d
(0->0)/(c8f9.f983. 4260->c8f9.1983.4260) |Imnotify (false) addr v4/v6 (<truncated>
[05/09/ 14 13:13:49.469 | ST 64f8 207] [WCDB] wcdb_client_ntast_update_notify: No ntast
action reqd

[05/09/ 14 13:13:49.469 | ST 64f9 207] [WCDB] wcdb_ffcp_wedb_client _update_notify client
(0017. 7c2f . b69a) id 0x47ad4000000145 ffcp update with fl ags=0x0

[05/09/14 13:15:47.411 IST 650a 8151] 0017.7c2f.b69a Acct-interim update sent for
station 0017.7c2f.b69a

[05/09/14 13:16:38.431 IST 650b 8151] 0017.7c2f.b69%a

Client stats update: Time now in sec 1399621598, Last Acct Msg Sent at 1399621547 sec
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