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Manually create a network profile
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% Change connection settings
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Save credentials

Saving your credentials allows your computer to connect to the network
when you're not logged on (for example, to download updates),

FHEF R RRFI R ITERE,
EAP-FAST(user2)

ERNONHEFF P , BIMEANRIZT14.3% 3 2 F A1 Intel 6300-N-<HWindows 774
Supplicant® i, 2 IWAE AN E RN RIS EFETMIR.

EREWZCHEIBREXH , BERUATIR
1. EE2EEHER > WEMinternet > BIETL MK,
2. BHAdET R,

3. B & Manually create a network profile,



How do you want to add a network?

This creates a new network profile or locates an existing network and saves a profile
for the netwerk on your cornputer. You need to know the netweork name (S5ID) and

g Manually create a network profile
E security key (if applicable).

f-ﬁ Create an ad hoc network
This creates a temporary network for shanng files or an Internet connection

4. A"MMEWLCEB EMIFMEER,
E  SSIDX9 K/IE,
5. iﬁ NeXto



Enter information for the wireless network you want to add

Metwork name:

Security type:

Encryption type: [IE ,]

AT L L L D 1 el DA, £ L 1 L € p el Cann e

Security Key: ' | [ Hide characters

[¥] Start this connection automatically

[¥f] Connect even if the network is not broadcasting
Warning: if you select this option, your computer’s privacy might be at risk,

6. 2§ Change connection settings A {F 4K ER B,



Successfully added goa

= Change connection settings
Open the connection properties so that | can change the settings.

7. BRE 5 AEAP-FAST,

AR ABRT , WZCRBEAP-FASTHERN B RIESE, BXMME=FHNE THZ
KXAEF, ERTRAH  ATEREBRF , BUREPRET ZEF/RPROSet,



Choose a network authentication method:

——— -

Microsoft: Smart Card or other certificate
Microsoft: Protected EAP (PEAF)

Cisco: LEAP

Cisco: PEAP

Intel: EAP-SIM

Intel: EAP-TTLS

Intel: EAP-AKA

|| cancel




goa Wireless Network Properties

Security type: |WF"A2-Enth

Encryption type: |AES

Choose a network authentication method:

| Cisco: EAP-FAST

/| Remember my cedentials for this co
time I'm logged on

Advanced settings

OK

| [ cancel

8. J3 A Allow automatic PAC provisioning , ¥ ¥R k1% Validate server certificate.




¥ Use anonymous outer identity anonymous
¥ Use Protected Access Credentials (PAC)
Eﬁhvautnnﬂﬁcmﬂm

|| AddTrust External CA Root

|| Class 3 Public Primary Certification Authority
|| Class 3 Public Primary Certification Authority
" DigiCert Assured ID Root CA

| DigiCert High Assurance EV Root CA

] DST Root CA X3 -

Do not prompt user to authorize new servers or trusted certification authorities.

Lo [ cancel || ree

9. B User Credentialsit I+ , H i Auser2fIERE. HE , B LUEREHWindows EIEE K
o BR , EARGF  RINFTEFEAT,



() Use certificate on this computer

() Use one-time password

(") Use Windows username and password

() Prompt automatically for username and password

10. Click OK.



|Cm1ecﬂm User Credentials Abo

Select authentication method:

[M’fmei'nd - i{:ﬂnﬁgure

Enable Fast Reconnect
[ ] Enable Posture validation

<

ok || canced || hep |

BHE P IRSSAREFI B ER IFEEuser2,
AR HAMZEHBITEHRIEN , RADIUSERS 87 R IEPAC, #EZPACILTER & HRIE,



E Automatic PAC provisioning is enabled for this profile,

%2 However, a valid PAC that matches the server to which
the client is connecting could not be found. Do you
wish to obtain a new secunty credential (FAC)!

> i e

56 UF
ERAAHS ARNR BT ERET,
P

T HERERF (RN
Ay 4o

¥ iFuser1(PEAP-MSCHAPV2)

MWLC GUIHF |, ¥ ZlIMonitor > Clients , A/FIEBEMACHELE,
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Clients = Detail

dient Properties

HAT Addreas O0:d4:dT:aacli:pg
[F Scdre=s L9Z. 160,133, 107
Clek Type Regular

Limar Marmnme Lmarl

Fort Mumbaer L

[rizrfacs wlanlsl

vLAN 1D =3

CCX Vemguon oHd

E2E Wersian EiEwl

Hobifty Role Lozl

Hobirty Peer [P Sdoness NG
Hunau:_men: Frame Mo

Prodechon

LipTime [Sec) Lz

Powmer Eave Mode OFF

Currant Telatas et

Cat AateSet

8.0,9,0,12.0,18.0,24.0,38.0.408,0,54
a

AF Properties

A0 sodraaE
&P Marmie
&P Type

=380 3D
N
ez.iian

WLAMN Frc=hia == ]

Satus

Broocintio [D
B03.11 Autharkicwbon
Rozszeson ook

Sralus Code

cr rolable

CF Fol Requast
Shoet Praambla
FECC

Channel Agiity
Ra-mk henhcaban
ti MUt
Fsrmaring
Rs-mi it hanticatian
hmeguk

WEF State

=i abed

i

Opan Syatam

1

a

Mt [mplemenied
Mzt [mplkemented
Mt [mpkermantad
Mt [mplemanied
Mt DmpkmiEnted

=
u]

WEP Erakle

Security Information

S =
Foloy Type REM {WRad]
Encrypben Cphar CCHP (AES)
EaP Type PEAF

SpHF Ma&C Soate AOCESS
Pmchus HAC Statm R

WLC RADIUSZiHER. :

<#root>
(Cisco Controller) >
show radius auth statistics

Authentication Servers:
Server IN0eX..uu'ee i ienteerennenneenrennennees 1
Server AddressS. .. .cvii ittt ittt ta ittt 192.168.150.24

Msg Round Trip Time........cvviiinnniinnnnnnns 1 (msec)
First ReqUEStS. .t iiii it ennnns 8
Retry RequestsS. ... vttt it it s i eens 0
Accept Responses. . ....iiiiiiiiiii ittt eanannn 1
Reject Responses. ... viiiiniiiniiii et 0
ChalTlenge ReSpONSeS. .. v iiiii i iiiini e 7
MaTformed MsSgS. ... .cr it aeenans 0

Bad Authenticator Msgs........coviiirinnnnnnnenns 0



Pending Requests
Timeout Requests
Unknowntype Msgs
Other Drops.....

ACSHE :

1. BEEBHITH , FERA TSR

a. MBEESHRRIEMNISSHARERE

, BWER R P IH

Linoesy Pakoes r Lonesn Services o Epprng Selsoiian Rules

™ Gingie resuil aelacion * Rule baged resul gaipction

Sarnce Sakeciion Polcy
Fiter: [3tahs =) Mahir [Eouals =) [Enatdad =]  ClearFir Go | =
I ctalug : Comlibons Aesulis
Frofocal Sandca
1 [ L2 Bulg-1 maich Radius Dafauk Metwoik AC[ass
+ & Bue-Z  malch Tacecs Dielaul Desica Admin
b. EE —REHE — M RETHHET,
Bcpsss Pedoien ¥ Sooeys Servines v Defeal Retaort Socess v Agthorization
Standard Palicy| Exception Bolicy
Fiker: | Stalus = | Mabchif: | Equals j | Enabl=d j Clear Filier | @Gp |
Conditions Riznidta
ik 3L ccation MOG Drnce Trpe Probacol |dentty Group Eap futh=nbcabon Methad Authonzatan Profles o
Fude=1  in a0 Locaionsla8  in &) Desics Tipe= 5508 maich Radus  in 8 Groupe Wiskeas Users  -ahi- Femi Sccass i
n |
AL IF i rules gafined of no enablad rile machas Pervit s ess Y
Create._ |- ae_|-| Emit | Dotwie | 4| woem | v | Customize | HitCound

2. & #HMonitoring and Reports , LAt E RNewd# HHE O, # 2 Authentications -Radius -

Today,

&4 7] LA B T Details AR UE M A 7 BN AR S5 & AN
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sy sbara b ser 1

By e 1 o 1 it Db | [

BAE P | = RABHU S Autheenicat]
Bt bitel g Slatis  Posn or Fal

T & Jorssary T HAZ 0800 P - Jpsuany 25 3000 05 900008 | Laan 30 Maranes | L0r bdat | L 890 13 sinern | e | Rprnrmgs | Laat 7 Ding | Lot 20 D 5
Dlaswrited on Jiruissy 25, 20136 10042 PA EAT
Pozia
" L Eafal = T =Bl n v Er e for edd al ik aber
Loggen A RO S nam Userans  JMOW Ay Garans RIS arerk oo Mmemnm:’Lm P
[ B R TMIPM Y S meed MEeTam# B8 Dolaak Neteork Aczaas PEAF (EAPMBOHA™Z) WLC-EEN ph-e L e VNP, Moy
KiFuser2(EAP-FAST)
MWLC GUIF | #Z|Monitor > Clients , SR/FIEFEMACHE
Lhents = Datal
Client Propeities AP Propertias
M fddrans Oor2ard s lrse aF gdress 2oifiE=clizcrfo
e Addraes 183,183,153 111 AP Mams 3503a
ient Twps Ramcpldar AF Typa po2.Llan
Ugar Mame Uzl WLAN Profie gos
Pt b b 13 Statis Agaotiatad
Intefare vlenzss azzodation 1D 1
WLEHN [D 253 S0Z.11 Sthenboston Open Syskem
DK Warsion CCXwd Feaeon Coda i
B2 Warsmon E2Evl Shabhus Cocke 1}
Mobality Role Li=cal F Pl b= Mok Implemenbsd

Mobalrhy P [P Address  BPA

Folicy Managsr =aie RLIN
Flarsge=ment Frame

Protection b
UpTime {S&g] a5
Porevar Sarem Modae OFF
Current TuRateSet mL3
6.0,90,12.0,05.0,24.0 35 0,43 10,54,
Cinkm RainSet o
Security Information
ourity Polcy
pleted e
ity Twpn SN [WRAZD
phon Cipher CCMP [BEE)
T E&P-FAST

ACSHE :

1. BEEFHITH , AR THER

F Pell Bmquest
Short Preamble
[ =T

Churwsd Agiliy

Pa-authanbeation
Ermenut
Pamaining
Re-autherboetion
Eimiiit

WEF Stale

Mot Implamanktad
Fiot Impiemenhbsd
Mok Implemenosd
kot Implamanbed

88301

WEF Enable



a. MRESHRIEFISTHARERE | FRARBFHITITHR.

Apcans Poiicies = Accass Servicen = Sarvice Salechen Rulss

" Single result selechion ' Rula based resull seledion
 Serice Selection Palicy

Fier: [ =) watchir [Equaz | [Enabled =]  Cha

r Fifer | Go |tr

Bulg-2  mabch Tacacs

b. EE—REHAE — PRI T BRI,

AcoesE Polcs > Gcrene Serdoes > Tela Retwort Socess > Axtiorzalen
Standard Pobicy] Exceotion Poicy

TR AGERAA Al oA TEm Policy

Conditions Resulls
T Sialu= HName Hi Count
Protocol Sepace
i r -] Rule-1  makch Radius Ciefauk Nebvwork Acce==s § 3
F | o

D efaulk Desce Admin Q

Fiter. [ Stane x| macnit [Equae =] [Eramaa =] ClewFine Go | =
Conditions Remdns
H HH Ciourt
i HO&Lazadian MDA Devce Trpe Protacal Idenity Group Eap Authantication Methad Authonizalian Profies

Bule-1 inAl Locatiores LAB  in &0 Dawics Typas 3508 malch Radius  in 8l GrougsWineless Usars -Ah- Parnit Sccess 2
4 q4 .
Kt If' o nilas dafined or na gnabled ruls metchos Farmt focpss v
Craala |'|'| Duplicala !l Edi E Oaleda | | Wove fo | |

2. & #HMonitoring and Reports , LbEt4E RNew# HHE O, # Z Authentications -Radius -
Today, &7 LA# diDetails LA UE N A 7 BB AR SSEFE AN o
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HEBEBRar T

R HERER ([RFEMAF ) (OIT) ZFEL show a5 H. FH OIT AIEEX show T4
HE Do

AE . EAdebugii T2 Hl . BEZ A XDebugin THEERFEE.

1. WRBIEMFAE , FEWLCERHEUT @S
» debug client <mac add of the client>
* debug aaa all enable
- show client detail <mac addr> — K KB EE RS
« show radius auth statistics — I&iF ¥ FE R R,
+ debug disable-all — < i,
+ clear stats radius auth all - Clear radius statistics on the WLC,

2. WIFACS™ ) A A3+ B R RE.
HXER

o BARZEFFMNHE - Cisco Systems
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