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9. MEHFRMAS.
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11. B RNE
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13. [a] wirelessusers AR INE Fim it E .
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BERATIR

1. ¥ Windows Server 2003 Enterprise Edition SP1 Z%& % IR 25,
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. EBRERGHRBAM L, BEHET—H,

4. EEEEERRE T L | REHBHEEEER L RERHT—F

5. BRI — i m L, R EMKPTER , REREET—F
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Active Directory Installation Wizard

D atabase and Log Folders
Speciy the folders: to contain the Active Directory databaze and log files

For best perbormance and recoverability, stare the database and the log on separate

hard disk s.
Where do pou weant to stare the Active Directony databaze?

Datsbaze folder

LN NDOWSAHT DS Browze... |

Wikere do pau want b store the Active Directary log7?

Laog folder;

I NDD W SYHT DS Browse... |

< Back Mext s

Cancel

10. 7

‘HERGENEFED  RIERAXHRUERESER , AREH T—F




Active Directory Installation Wizard

Shared Syztem Yolume
Specify the folder ta be shared as the system volume.

The S¥S%W0OL folder stares the server's copy of the domain's public filez. The contents
of the SY"SWOL folder are replicated to all domain controllers inthe domain.

The SYSYOL folder nust be located onan MTFS valume.
Enter & location for the 5S40 L Falder.

Eolder lacation:

LS MDD WS S5 0L E TOWEE ..

¢ Back M et Cancel

1. BT L, Wi R A B&%ENEWindows 20008kWindows Server 2003 {ERZERAMN
PR HEHT—F,




Active Directory Installation Wizard

Permizsions
Select default permizsions for wzer and group objects,

Some server programs, such as Windows MT Hemote Access Service, read mformation
stored on domain controllers.

™ Permizzions compatible with prewWindows 2000 zerver aperating syshems

Selzct thiz aphor F you run serser program: on pre-YWindows: 2000 zerver aperating
swatems or on \Wirdaows 2000 or YWindows Server 2003 aperating systems that ars
members of pre-windows 2000 domains.

& Snoryraus users can nead information an thiz domsain,

(v EF’ernﬂlssmrﬁs -:-:mpahl:-le iy with Windawes 2000 o Windaws S erver EEIEIE
‘operating systems

Select thiz option f you run server programs |:|r‘||_l,l an "-.-'-.-"Ir‘IIjI:II.-'I.IS EEIEIEI ar Wlnduws
=server 2003 operating systems that are memberz: of Active Directory domaing. Ol
authenticated users can read information on this domain,

¢ Back Mest s Cancel

12. B BEBRSMEERBEERB T L , FRBERINE  REEHFT—F.
13. BEFE“RE N LWEERE , ABRRETT—F,



Active Directory Installation Wizard

S ummary
Feview and confirm the aptions vou selected.

Tou chogze ko
The new domain name iz example.com. This iz alzo the name of the new forest. :l

The HetBl05 name of the domamn i Ex<aPLE

Databaze folder CAWINDOWSWHT DS
Log hle folder, C:wINDOWSAMTDS
S5 5%0L folder: C:AWAMDOWSASY'SYW0 L

The DMS service will be nstalled and conhguwed on thiz computer. This compter
will be configured ta use thizs DNS server az its prefered DNS zemver.

The paszword of the new doman admimstrator will be the zame as the passyword of
the admiriztrator of iz computer. El

To change an aption, click Back. Ta beqin the aperation, click Hext,

¢ Back Memt > Cancel I

14. FE“ST R Active DirectoryZ%&E B S R £ |, 2R,
15. HRTREFBHITENRN , £ HMEEFHBI,

FIR 3 ;. |AFRER T

FRERATHER

1. NEBITE XHRX (“FFiR>“EE T B">“Active DirectorylBlHIfS4E” ) 3T FF“Active Directoryis
MEFRERBE T , AEHRBETEITENDC_CA.wirelessdemo.locals
2. B REAEThEER B , AFEERAFINAER BT L i%E#F Windows Server 2003,
Doy = gais!
e (84
Cumsanit cdoemiaim frec Lol et
e Z000 rayie

Sz ym peslstles dorsi e oo st
| i Serees 203 =

St o e e e domesn [umotonsl vl i cannok be ieveried. For more fosmsiom
o derran Bmcieny ek, slek el

g |




3. BERA , BEH'BE, ARBRETBE",

FB 4 . RRHEE DHCP

BRI THER

1. B HIER PRI BREF 2R D EHEE PN (DHCP) £ M & IRSH 4,

2 NEEBTE XHX (“FR>BF>EEIAE>DHCP” ) TADHCPERE T K AERHE
~DHCP R 283DC_CA.wirelessdemo.local,

3. R HIRE , AR BB LAMER N DHCP R

4. EEH AN E , 8B EDC_CA.wirelessdemo.local , R & HHETE",

5. E“MEERESES NI TE , BFT—F,

6. EERAEEBEM L , H B FEFEA CorpNeto

New Scope Wizard

Scope Name
You have to provide an identifiying ecope name. v ou also hawve the option of
providing a descnphion.

Type aname and descriphon for this scope. This InFormation helps vou quickly idzntify
how the scope 15 to be used on your network.

Mame: CopMet

Descrption:

<Back || Hest> J  Cancel

7. BT —% AEELTSH : £ IP ik — 172.16.100.14 %K IP #iF — 172.16.100.254+
E (Length)- 24 F M #E1—
255.255.255.0



New Scope Wizard

IP Address Hange

Y ou define the 2cope addrezs range by identifying a 2at of conzecutive [P ﬁ}j
addiezses.

Enter the range of addiesses that the scope distnbutes.

Start IP addiess: | 172, 16 100, 1

EndIP addrezz: | 172 . 16 100 . 254

A zubnet mazk defines how many bitz of an IF addrezs ta uze far the nebworl f2ubret
[0z and how mane itz to uee for the host 10, You can zpecib the subhet mazk by
length or az an IF address.

24 _|:;|

Subhet mazk: 2hh 255 255 0

Length:

£ Back I Meut = I Canecel I

8. BHET—F , @A 172.16.100.1 /EX EHEERINV IR IP #hut” , A 172.16.100.100 ER E
HEBRIVEE R IP sbit”, ARfe , B FTF—%. X[ERE172.16.100.1F1172.16.100.1005E B N #Y
IPHbE, 3XLE{REZHYIPH 4 R EEDHCPIRS B 2 o



Mewr Scope Wizard

Add Exclusions S
E 2clugions are addrezzes or a range of addieszes that are not distributed by the
FEvEL,

Tupe the [P address range that pou want b elclude. |F pou wank ko asclude 3 single
address, type an addiess in Start [P addiess only.

Start IP address: EndIP addiess:
172 .16 100 . 1 172 . 1k .'||:||:|.'l|:l[1 Add

Excluded address range:

Hemaowe

< Back I Mext = I Cancel

o EHAMRTE , BhT—%,
10. £“EliE DHCP AT L , R R , REVNEREXLEEW , REEEHT—F"



New Scope Wizard

Conhgure DHCP Ophons
You have to configure the most common DHCP ophion: befare clients can uze the
SCOPE.

When chents obtain an address, they are given DHCP ophions such as the IP
addresses of routers [default gateways), DMS servers, and 'WINS settings for that

SCOpE.

The settings pou sebect here ane for this scope and ovemde settings conhigured in the
Server Dphons folder bor this server.

Do pow want bo confioure the DHCP optons for this scope now?

™ Mo, | will configure these options later

< Back Mext » Carcel |

1. B ESE FRIAMX)" T E | RINERIAR B SF bt 172.16.100.1 , REEEHFFT—F",

Mew Scope Wizard

Houter [Default Gateway] g
o can specify the roukers, or default gatewayps, to be distributed by thiz scope.

To add an IP address for arouter used by clents, enter the address below,

IE addiess:
. fadd
172161001 Hemaove
Up
[y

< Back Mext = Cancel




12. BB # M DNS fRFE M L |, TR FE&R A A wirelessdemo.local , F“IP #ilit”F &R
®/A 172.16.100.26 , R H BN HLEHFT—F
Mew Scope Wizard

Domain Hame and DMS Semvers

The Domain Mame Sypztem [OM 5] maps and tranzlates domain names uzed by @
clisnt: of your netwark,

Tou can gpecify the parent domain pou want the client computers on pour nebworl o use for
DMNS name resolution,

Farert domair:  [wirelessdemo. local

To conbigurs 2cope clients bo uze DMS 2ereer: on paur nebwork, enter the P addresses for thoze

SErers.
Server name: IF addrezs:
| . . Aidd
Hesalve I 17218100, 26 Hemeve
Up
[
< Back Mest = LCancel

13. #'WINS lRSF&8" ML , BEHTF—F.
14 EBEERAE AL EER , RBAEMWIRERS , RAERET—F"



New Scope Wizard 3

Activate Scope
Clients can obtain address leazes onlp if 2 scope is actvabed.

Do pou want to achivate this scopes now?

™ Ma, | will activate this scope |ater

< Back Mext > Carcel

15. B“ERFEERS T L , £HTEM.

FWS5 : RETEHRST

BERATIR
AR EZRUEPRSZALSMERENIS , AP NEELEEOUN -5

1. FE“REEAR R, T RMRMERRE" , RS2 5%/ ERWindows4A 47,
2. E‘WindowsA# @S W E | EBFEBRES , REEEHFT—F



Yindows Components Wizard

Window: Components
Y'ou can add or remowve components of Windos.

To add or remove a component, chck the checkbos A shaded bos means that onls
park of the component will be installed. To see what's included in a component, click

Diztails.

LComponents;

W [F)Accessonies and Utiities
..... tﬁﬂ.ppllnahnn SBF'-.-'B[

ni ¢ Cetificate 5

B _.!I E mail Services
.i'-! & F am Services

4.9 MB
33.4 MB
1.4 B
1.1 ME
7 9 MR

Dezchption:  Inztalls a certification authonky [CA] ko izzue certificates for uze with

public key secunty programs.

Tatal disk space required: 2.4 MB
Space avalable on disk; 124E.9 MEB

Detals..

F

£ Baclk I Mewt »

Carnicel I

Hep |

3.ECARE'TLE  EFEMWE CA, REEHT—F



Windows Components Wizard

CA Type
Select the type of CA, you want bo ek up.

{* Enterpnise root Ck

™ Entegprize subordinate CA
(™ Stand-slone raot CA

" Stand-alone subordinate CA

Dezcnphon of Cé bppe
The most busted CA in an enterprize. S hould be installed before any other CA.

[T Usze custom seting: to genesate the key pair and CA certific ate

< Back Cancel Help

4. E“CAIRFIE R N HA Lk CARN 2 AR "EF @ Awirelessdemoca. & 1] LA A H b 1] 1% ¥ 41
R , RABREE“T—F", #EZCCertificate Database Settings T H £ HI BRIAE,



Windows Components Wizard

Certificate D atabase Settings

Enter locations for the ceificate database, database log, and configuration

imformation.

Certificate database:
LMD W Shepstem 220 atlog Browse...

Certificate database log:
CAWINDDW Shspstem 32 letlog Browise. .

Shared folder-
| Erowse

< Back blest > Cancel Help

5. B Nexto ERZRETHAE , BHFTER.
6. FiEAXLEISHELE , 210K,

SR 6 : BIFFHHEERNR

BERATIR

1. &R > EEBIA > ERMENM,

2. 5% % & wirelessdemoca CA , R A I BY

3. B ZEMRmMFL AR EASAFERIRINEER,

4. ENRREBRYRP , RIFUTETYRE N AT : IANEBIEPEE CABRIERN
REREE-THREREL FRIEP , BFZNRIREN LW




wirele csdemoc a Properties g2

Leneral | Folicy M adule I Exit Module | Extenzions I = larage
Certificate Managers Beztiction: I Auditing | Fecowverpdqent:  Securty

Group or user names:

Adminiztrators [4A1RELE SSDEM O\ Administrators)
ﬁ Suthenticated Users
ﬁ Diamain Admin: PWIRELESS DEMOAD amain &dminz]
ﬁ Enterprize Admik: [WIRELESS DEMOMEnterprize Adrinz)

Add .. I Eemove ‘

Permizzions for &dmiristrators Ll D e
Fead ] M|
lzzue and M anage Certibicate: ]
Manage & |
Heaquest Cethhicates ]

Ok ll Cancel l Apply l

5. B HE X ‘wirelessdemoca CA BHE"X iEE , REXAEPMEINE,

SR : @BRRMITEA

BRI THER
AR ARUENSHAMEE | ERENITEERMAS

1. TFF Active Directory A it EHEE# T,

2. EEFEIAEHF |, BIF wirelessdemo.local,

. ERRELHAP  BHHE  ABETTEN

4. EHENR - TEY XN EFED , EUHENBENWFTRHREATENNEYN , ARRET—F
o ATBIEAITEN B Client,



Mew Object - Computer

= | J Createin  wireleszdemno local/Uzers

Computer name:
|Ehnﬂ

Computer name [pre-s/indows 2000)
|EUENT

The following uzer or growp can o this computer bo a domain.

Ll=zer ar group:

|D efault; D'oman A dmins Change...

| Assign this computer account as a prewindows 2000 computer

| Azsign thiz computer account a2 a backup domain contrallz:

et 2 Cancel

5. B EENEES , BETF—F
6. EHENRITEN N FES , BEH TR
7T.EESWIBPE6 , CIEEZIHENKS,,

S| 8. RN H TR E

BERERATHER

1. FE“Active Directory AP FItEYEFHI AR P , BHITENXHER , AREREGTEIBRETLR
R R ITTEY, WREIERTELSR7HAMBNITTENCLIENTHERE,

2. 5 MM, RAREEB AR,

3. EBEAWHN , RERHTBE

FB9 . [P FIA

BERERATHER
1. #£“Active Directory AP MItEHZH &M , ARETRAS  BEHWR , AREE AP,

2. EHENR — APXNEENBE FRTE AWirelessUser , ARHE AP ERB ' FRYE
AWirelessUser , RFEHT—F,



Mewr Object - User

g Create in:  wirelezsderno. local/U zers

F st name:
Last name:;

Full narme:

Uzer logon name:

wirelessllser Initialz: I

WireleszlUzer

IWireIesﬂLl s

I (@i elessdemo.ocal j

Uszer logon name [pre-vindoves 2000];

IWIHELEE SDEMOY

I‘-.-H-’irele szl zer

< Back I Mest = I Cancel

3. EWENR - AP XNEEF , B ER NBAZE ZFRPBALEENZD, FRAPSM
ETRBRNERAERBEEE , ARREHET—H"



Mew Object - User

E Createin.  wirelezsdemo. local/ll zers

Pazzword: TTYY

Confirm password: sseesl

™ User must change password at rext lagon

[~ User cannot change passwaord
[~ Password never expires

™ Account iz disabled

¢ Back I Mest = I Cancel
4. EFMENR - AP XEEF , BHFTEK.

5 EESRM2INSR 4, ECIBREZAFIKS,

S| 10 : AFRAFRTERLHH

BERERATHER

1. 1 Active Directory AP MITEHEH ARMA , BHAFXHRX , Aige
“WirelessUser” , B H ‘B , REEEWKRSEIF,
2. BATHE , RREEBE

SR 11 : @EPRME

FRERA TSR

1. 1 Active Directory AP MiT&EHEH AM AR , GREEAF, BEHE" , RAERE4H",
2. EHEBENR - A"WiEFED , HAR'FTRIPBAEANES , ARRHAE, AXHEALSR

WirelessUsers.



Mew Dbject - Group

@ Createin: wirelessdemo.localUsers

GO Mamne!

Wireless User s

Group name (pre-Yindows Z000):

Wirelesssers

—GFOUp SCOpeE —Group type
" Domain local + Securiby
i* clobal i~ Distribution
" Uniwersal

ik I Cancel

S| 12 : [[ wirelessusers A 50 /A F

BRI THER

1. F£“Active Directory AP FitEHHFHAEEBEHKF , NEH4H WirelessUsers,

2. REBAATF , REETRM,
3. EEEALS. BRRA, HENHANEESD , BAZRNIAPNAFHNER. NRHER

AR A P wirelessuser B INBIAF, Click
OK.



Select Users, Contackts, Computers, or Groups

Select this obect type:

Uzers, Groupz, or Other objecks Dbject Types..,

From thig location:

wireleszdend. local Locations. ..

Enter the obpect names to select [examplas)

wirelessusel Check Mames I

Adwanced... I | K, | Cancel I

4

4. ERIMZBANBFNFBES , EHBE, LetSRF wirelessuser A P ik A 1ZE wirelessusers
Hrh,




YWirelessUsers Properties E

General Members | b ember I:Ifl tanaged Ei_l..ll

Fembers;
Mame Active Directony Folder
£ Admiristraton wirelessdemo. locald/l sers

£ wirelessllser wirelessdemo. locald/l sers

R emove |

Ik | Cancel I Lpply |_

5 BHEBE , BLEREX WirelessUsers AR E X,
6. EEITRE  MiZAPAIMEZAHF,

S 13 : [6 wirelessusers 48 i INE TR

BERATIIR

1. EEAR A E WirelessUsers HARRINAF 2 RHLER 1 PR 2.
2. ERBAP., RREARITEN N EFEF , BRAERMBEAFNITENNBZHR. XREE R
B R client BitHEAFMBILA A,




Select Users, Conkacts, Computers, or Groups

Select thiz object ype:

Uzers, Groups, or Other objects Object Types...

Fram this location:

wirglezzderma | acal Locations. ..

Erter the object names to select [examples):

clien Check Mames I
Adwvanced... I k. Cancel I
e

3. BT RRE , BRASERE , RBEFUTE,

Dbject Types 7 |

Select the types of objects vou want ba find.

Object types:

‘ Other objects
M| Contacts

@ Computers
| zers

HETT Gl

4. BEWEFRNR. LLETS5F CLIENT T EHLiK 75 NZ wirelessusers A,
5. EE TR  MizEAFRRNMEZITEN,

£ Windows Standard 2003 Ei&{& Cisco Secure ACS 4.0

Cisco Secure ACS & —&1=1T Windows Server 2003 Standard Edition SP1 it & #l , F 4188
21t RADIUS B RIEMITN, ENF ACS BLE RN RADIUS RS , BERAABOFANSE -

X TR ML R

BERATIR




1. 2% Windows Server 2003 Standard Edition SP1 , fEE &R wirelessdemo.local EHH & H
ACS MR R BRS 88, A X : ACSESBHREMEHREEH L R Acisco_ w2003, HHERTHIE
BEIFEHE#R ACS = cisco_w2003,

2. N FARMER £/ IP #hit 172.16.100.26, M3 255.255.255.0 1 DNS R E5 IP iy
#t 127.0.0.1 RBLE TCP/IP i,

Cisco Secure ACS 4.0 &%

AEE . BB E Cisco Secure ACS 4.0 for Windowsfi¥4H{E 8 , &35 (Cisco Secure ACS
4.0 for WindowsZZ3E/™) -

BRERATHER

1. EREEEAKS , BRB NACSHITENZICisco Secure ACS, X : NZFEZRZCisco
Secure ACSHITEH EHITH R, FRAWindowsK xRS RELMEITE(VNC)E = R
THEZEERZREFRLLINR , b FTZFXHE,

2. EITEHLH CD-ROM 585+ #E A Cisco Secure ACS CD,

3. 415 CD-ROM Rz 85X #F Windows Baliz1TIheE , BiaE R~“Cisco Secure ACS for
Windows ServerXifiE, 3 : MR T EHARLEFFER Service Pack , & & "X iEHE,
Windows Service Pack AJfEZ % Cisco Secure ACS 2RISR, Bl AL L % | B
BEMNRIETRLZE RN AMER Service Pack, &M , Cisco Secure ACS AIRER A 5E,

4. PUTIXEES 2 — : MR E R T “Cisco Secure ACS for Windows Server’ 31 i4E , 8 &
Install, #N8 K.E R“Cisco Secure ACS for Windows Server’ X} if1E , i&& T Cisco Secure
ACS CD R B &+ setup.exe.

5. “Cisco Secure ACS Setup” i #E4F & R E A 1F AT %o

6. R F T MREFEZI R F AN , FE T Accept. “Welcome” S EFEE REXE
REFNEREE,

7. HIET “Welcome" N FEFHEERT , £ Nexto

8. “Before You Begin"X FES| H T B UM ERE LR A ETHNES. NREEELERT
“Before You Begin" X iFHEF NI EES , BEFEE —TESWHERIFEE , AEE T Nexto
EE MREAETRFHRICERIEOMEDNE , BEHIUE , RAEEHEHRE ., &
St “Before You Begin” X & EFFHWMBEESZE , BEFHBIZTE,

9. AT E R“Choose Destination Location”X}i54#E, “Destination Folder T E REZEMNE, X
=R HEEFHFRZE Cisco Secure ACS HYIK 3 23 FIEE 2,

10. MRBHELEEFRZRENE , BERATTR  BHEXE, HPHE R“Choose Folder' st iE4E
o ‘Path"EEERENE, ERLENE, B LEPathEHBAHME , bl LAEH
“Drives”#“Directories” 5 R KIEFFHHVIKZN 25 F B Fo RERMNEBXLMEITTENH AR 5) 25
Lt X FTEEETEETEFAYD IR, MRXAM , REFEREB EBHET

, BRAEZHKBILAM. Click OKE : MREENNMHXRAEFE , REEFFER—IXYE
1, UBIAXHRPBE, ERELR , HE T Yes.

11. Z£“Choose Destination Location” X iEHEF , #TH L& & £ R ‘Destination Folder' T,

12. B Next,

13. “Authentication Database Configuration”XiEHE5IH 7B XN AP #1TH B RIENIEDT, &
AT LA A Cisco Secure AAFBIEBFE#HITHHBRIE , LA LAEA Cisco Secure AP BERE
M Windows AP BIEEH 1T H MR, EXK : Ri<Cisco Secure ACS/5 , BR T WindowsF
PEEEIN , BE AP ENABRAPBEEFEXRERE S HRIEXR.

14. MRIEFHLENEA Cisco Secure AFBEEXNAF#ITHMRKIE , H% Check the Cisco
Secure ACS database only i3,


//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/4.0/installation/guide/windows/install.html

15.

16.
17.
18.

19.
20.
21.

22.

23.

24.

25.

26.

27.
28.

29.
30.

31.

WMERBRT Cisco Secure AFBIBELN | BEFLMEA Windows Z2 1778 EE S (SAM) A
FPEIEEES Active Directory AP BIEENAF#HITHHRIE , BERUA TSR : i Also
check the Windows User Database %, Yes, refer to "Grant dialin permission to user"
setting BIAERT RN TH, FXE : 2 , FSH'DAFRRTFRANREEBEEE , LEEE
&R FCisco Secure ACSEHIWAMABHEER , MAMNNREAKME, il , Bi3VPNRZE
HRINEZHWAFP T2 ANEZIABIRSES. B2, WRIEF T Yes, refer to "Grant dialin
permission to user" setting Mi%4E , Cisco Secure ACS th £ S Windows A PR 51U BR
, UERERERZAFBETIHEHENE, MREFENYHAFH Windows tkFEH%k S
BREY , F AFEN Windows 3 A F¥IERE S G RIEN AP REBHRNE , §iE9 Yes,
refer to "Grant dialin permission to user" setting &% 4&,
B & Next.
REHRFIF L Z Cisco Secure ACS HE# Windows SEfft &,
“Advance Options” X} IEAE: 5 i E BUIAE IR T TR AIRZSH Cisco Secure ACS Thag, &
RIXLEEEMNEZE R |, 53 Cisco Secure ACS for Windows Server 4.0 A i8R, I X
: Y BB AFTYIThEERT | X LEThaeS & 8 RTECisco Secure ACS HTMLAEH, R¥EZE
, B A LAfE“Advanced Options”TT #9“Interface Configuration”38% /3 AsZAH e,
FNFEEZANESIINEE , HEFHEMNEIRE,
& &5 Next,
LBt 2 7R “Active Service Monitoring” X iE1E, XK : BEFE , TUE‘REHRE T2 HE
NRFZEE T LB EENRS HEIhEE
MRIEZEE Cisco Secure ACS M A F BB KIEARS , i§i% Enable Login Monitoring &
EE, NERITHHIATIRS | EBRESHRIIRS KW EN AL : No Remedial
Action—Cisco Secure ACS FiE1THIAR, XX : MRS AEHMRHFBE |, ETIEEFR.
Reboot—Cisco Secure ACS 21T —NlA , LLEEH 5| S521T T Cisco Secure ACS Bt
#l. Restart All—Cisco Secure ACS E¥TE3IFFE Cisco Secure ACS BE%. Restart
RADIUS/TACACS+—Cisco Secure ACS {RE# Fzh RADIUS #l TACACS+ B,
MR EFE Cisco Secure ACS TE RS S M THRER N B BT KX B FEHRHER |, iFikd
Mail Notification Hi%4E.
B & Next.
LB E /R“Database Encryption Password" XY ifHE, FEX : BIEENRZBENZEHFHE
ACSiEMEF., EHINERMBEHBEZEFHHRIKEERN , BT EHRXEALEE,
BREBLFR , UERRZIFEBHRAKEE, ZEEENEXNHEABTUAER,
MARTMERBEENZR, BRELEFSANFZHK , HEZERANTEFTHNEF. T
BFELMFR. $i Next,
RERBFMATHRELE , HE R “Cisco Secure ACS Service Initiation” 1 iF4E o
I FIBEERE N Cisco Secure ACS Services Initiation” &I , Fik PN EEE, ik
A< IR ERE R ERFTRERNIT. Yes, | want to start the Cisco Secure ACS Service
now—Ja Z14 B Cisco Secure ACS By Windows RS, MR ETkPtbikIn | NRIEEE R
5|21 & /E3 CSAdmin fRS , BN FTEESEA Cisco Secure ACS HTML 5. Yes, |
want Setup to launch the Cisco Secure ACS Administrator from my browser following
installation—ZE BRI\ Web 331 % 288 5 24 & Windows A P ik P #TF Cisco Secure ACS HTML
5H, Yes, | want to view the Readme File—#E Windows idE A& ITHF README.TXT X4

& &7 Next,
MBBER T ENEM |, /53 Cisco Secure ACS RS, “Setup Complete” X iF1E & RA X

Cisco Secure ACS HTML AEHEE.,
B . X HERBEEBEICREBREMNEAPEREMN —TT,
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2. % Login,

3. ARIAA F admin MMIAE admin #HTE R,
4. TEController3 & T 812 OVLANBR &Y,

5. #1f Interfaces.

6. £ New,

7. HE“Interface name”FE&H , # A Employee, ( LtFERANUREERNEE, )

8. ZEVLAN IDFEHAH#EA20, ( LtFERAIUARMNE LM EMVLAN, )
9. #& Apply.

10. £ & R“Interfaces > Edit'B OBt , BLEMEXEE,



eﬁack ¥ \JJ @ @ :L‘;] }:]Searcl' "z[\ifFavcrites @ E_—;v ; a LJ ﬂ
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| $60 SYSTEMS
PMIMNITOR W ARE COMTROLLER WIRPEL=SS SECLIRITY

Controller Inlerfaces = Edil
General
Inventory General Information

Interfaces Interface name employee
Internal DHCP Server

Mability Management Interface address

Mobiics Stabicice VLA Icertifier
S IP Addras: 117216100 4
Master Controller Mode Metrras< 255.255.255.0
Metwork Time Protocol Catouay |1T2.1E-.1|:||:|.1

QoS Profiles ) )
Fhysical Information

Pt Jumber

DHCP Information

Primary DHCP Server |1T2.16.1DD.25

Secondary DHCP Server |I:I.III.IZI.III

Access Contral List

ACL Namsz

Mote: Chancing the Interface para-neters causes the WLAN: to be
ternaorarily disabled and thus may result in loss of connectivity for
same clients,

11. B Apply.

12. BHWLAN,

13. &7 News

14. FEWLAN SSIDFEH , % AEmployee.

15. .5 Apply.

16. fNEWLANs > EditE OFFREEFE R, FE : WPA2R AR EFENE2EMBZES £, AT R
T EBTKIP-MICE F i IWPAS L SSIDXBX |, #893% 1] LAk FWPASR A B 1 L FWPA2
TKIPE IR s £15802.11i AESHNZR J5 35 & P i o
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WLAM LD 1
WLAM S5ID Emplayee
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Adrrin Statac Frah rr
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| woaz |

[CImac Fitoring
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TIEO0 P june Sapporl [l ank CAC Limit [ 42 CAC Limit
Broaccast 5510 [¥] Eniab end
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Allaw paa Overr de [1Enab el and L2TP.
Client exclusior [¥]tnab ed +# |60 R ## wihen dicrt cuclasion iz enaklec, a timzout volue of
Timenit YAlne Jsrrs) 7arr meats irbntyfwill reqore acrmin strabive ovarade o

CFCM Serve- [Javer-ide
Cl CP addr, Assignrneat Fequired

Inle-Tase Ma e cinplagee w

Radius Servers

Autientication HSewers ACCountirg Servens
Server 1 IP:172. 8 100125, Part:1812 ][ non= (v
Server z | rone b .nn_:ne V
AL e {iaRS #] [rons ]

WPAZ Parameters
WP Sompacibility Mode Enchble
Allzw WPAZ TEIF Clients Enzhble

Fre-Shared Key [] Enablzd  {wPA2 pessphrase has bon sot)

17. B Apply.
18. & HSecurity 3¢ % H A IIRADIUS AR 5525 -
19. B New,

resel exclud=d clien Ls)

20. 51 RADIUS FRSSE8 IP it (172.16.100.25) , X RS R RS EE BN ACS RS S,

21. BMRAZFE ACS IRSB|FEEN AAA B IHMETE,
22. B2F Apply.
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Web Auth Certificate

Wireless Protection
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Trusted AP Policies
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Standard Signatures
Custom Signatures
Clisnt Exclusion Policies
&P authentication

MONITOR WL ANS

CONTROLLER

RADIUS Authentication Servers = New

Server Index {Priority)

Server IPAddress
Keys Format

Shared Secret

Confirm Shared
sacrot

Key Wrap

Port Number

Server Status
Support for RFC 3576
Retransmit Timeout
Network User

Management

1w

|l.'-'2.1E| 100,25

ASCIL |
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O

1812 |
Enabled w» |

.Enabled ; |
2 seconds

Enable

[] Enable
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23, EARBIEDER , B LUIFHNIREAP-TLS.,

EAP-TLS & {2 if

EAP-TLSH G RIFERTLF~in LR ITENMAFIES |, FEAP-TLSENEAPRE R INEIZE T
RIS EE LARE T TR |, AR BB B TL W EIEE,

EEREDC_CAUAITENMAFEPREEZEM , FERATHHTE,

X : Microsoft2 i@ Windows 20031\l CAMRAE 2 T Web Serveriik , Rt ZATFB S H

, HBEERE ., EPRRESEENRZEZSFHRITREEMIERENR  ERANETNEEFFR
PAIRICHA TS E |, NTEZRER N RS E: B DRI SIEFENR,

ZE®E : Windows 200085 H#4H , f0R A Windows 2000 , NI EEFEX LS IR,

RRUPHHERERE T

BRI T LR

1. BB FHR>ET, BA mme, RFLHHE

2. XM RE L RERN/MMBRERRT , REREHHFN,

3. H'EEENNT , NEHtR , BE XA, AREHEHE"

4. EERH AR BHEBHER, AEIEBHERBFE REFHAGSE ERP,



5. BB S IR 2 BISE 4, iEHE A certtmpl.msc , SAITFEBHEREEE T,

FT reetboapld - [T ertifirabe Templaies]

3] Ee  fctor  view Wirdow Heb |-5v
4 |\ EFE &
[ Certficate Tenplakas Terplale Diglay Mane ¢ |_Minireiim Sinprited “ax | Werdnn | aaraeneolnent s
GHEasi: EFS Windoies 2000 3l ot slloeed
A Excharge Windzers Saress 2002 Ene., 1050 ok allowed
GACER Encrvptior Windawes 2000 4.1 ot allowed
ECUJ! Sy il 2000 3d Sl alluveed
%Cmpub&r Windzu 2000 £.1 gk sllowed
Crogs Zerlirication Authonky Windoies Servel 2003 En.., 1020 Mok sllowed
D[f-’&'}-ﬁ-{ﬂ Windowrs Server 2000 Cne., 1002 Mok sllowed
F‘Ii*n-hﬁr',- Fr=il Raplir=kinn Windwss Sarcar AN, Fne,, 1°510 Al
%Um’an Lontoler Wmdaves 2000 4.1 “Jok sllowed
Dhorrain Cantsale: Authorcicakon Windawes Sorved 2003 Er., 1200 Slowed
GMEFS Recovery Agent Windaws 2000 6.l Wik sllaweed
i.iéﬂl:luulmu [-TTETS Wil e 2000 4.1 Sl slluvae)]
E.ﬂEnmllmeﬂ: Lgent (Computer) Windowes 2000 E.1 ok sllowed
EE:-:I:ha‘n:P. sriclresnt Sosnt (OtHine request)  Windowes 2000 4.1 ok sllowed
@E:-::hangu Jignakure Oy Windawes 2000 Gl ok alloved
;.?daFrrhmgr. lamr Winrwes P00 7 nk allnvaed
E-ﬁll“'.‘\:t windaves U0 .1 ok sllowed
i.‘ﬂlf":'-x JCFFire: rogucst) eindoes 2000 7.l ok allovacd
Ekev Bacovery Acant Windoes Sepvar 2003 En., 1060 L |
@R.Emd IAS Serve: Windwes Sarver 2005 En., 1010 Slowed
EReo: Cortification Matherity Windowes 2000 E.d ok allovad
Eﬁn-:u:e-' {Offine Feguesk) Whcoves 2000 4.1 Mok allowed
EHSmarteard Logon Wincows 2000 6.1 Mok sllowed
._' Smerteatd Lise Wincowes 2000 11.1 Mot allowed
ﬂiﬂlurdlldlﬂCuthd.U| Sl il W 2000 31 bl alluwed
i.iﬂTrun: Ligk Sigring Wincores 2000 31 hlok allowed
Wincowes 2000 31 Mok allowed
sor Cigaature Cnly Wincoues D000 Mok allowed
WIS DErAET JUS, ER ., 1TAULS Alowed
ke Whoows Sereoe 2003, Enc., 101,00 Alowed
Wimrrwes Sarsss 2003, Fre . 17100 Alrwoer s
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1. EIBERSES TN ¥EEE"EKD , #F Web Server 1R,
2. TR EY TSR,



Properties of Mew Template EEl

lzsuance Hequirements | Superseded Templates | Esxtenzions | Securiby

General | Fequest Handling I subject Narme

Template dizplay narme:

w of W ebh Server

bdirurmunn Supported Che: Windows Server 2003, Enterpnze E dibion

After pou apple changes to this kab, pou can no longer change the ternplate
nane.

Template name:
IEDIII_I,I of '\ eb Server

Yalidity period: Benewal penod;

E Iweek& -

I 2 l_l.leam |

I Publizh certificate in active Directon

T Bonct sutomatically reenrellif 2 duplicate cetificate exists in Active
e chom

| OE I Cancel Sty

3. B'EIRE REWFERH , A ACS.



Properties of New Template

lzsuance Reguirements | superseded T emplates | Estensions i SECLIIY
General | Fequest Handling | Subject Mame

T emplate dizplay name:

|Cs]

Minimum Supported Chz  ‘windows Server 2003, Enterprize Edition

&fber wou apply changes to this tab, you can no longer change the template
mame.

Template name:
A5

Walidity period: Benewal penod;

B IWE!E!I‘C.S ~|

| 2 I yearz T

[~ Publish certificate in Active Direchony

™ Do not autom atically restnallih & d uphcate cerlificate esisiaam Sctve
[hrectan

H] S l Carcel Applsy

4. %I FERLOERDF |, FiEPAFFHRA.



ACS Propetties K1 E3

lsswance Hequirsments I auperseded Templates i Extensions I SEG Uy
General Request Handling | S ubject M ame

Purpose: I Signature and enciyption
[T Archive subject's enciyption private key

b nclude zsymmetnc algorthms allowed by the subject

[T Belete revolked or expired certificates [do not archive]

Mlitiirnunn key size:; |‘IIII24 x|
v Allow private key ta be exported

Do the Folloaing when the subject iz epmollad and when the private ke
azzociated with thiz certificate = used:

(= Enroll subject sithout requiing &ty user mput

e Frompt the user dunmg enroliment

FrarnEt e uzer during enrelirment and require Leeripputwbet the
milvate ke s Lsed

To chooze which cryptographic zervice providers 5P l
[C5F%] should be used. click C5Fs. T

ok || o | farly

5. £ Requests must use of the following CSPs ( i R4AFEALTFCSPZ — ) HikH
Microsoft Base Cryptographic Provider v1.0, BUEIEF EkPHEMEAMCSP , RAFE T




lzzuance Requirements I Superzeded Templates | Extenzions | Securty

General Request Handling I S ubject Mame

CsP selection

Chooze which cryptographic service prowaders [C5Pz] can be uged in
requests:

(" Requests can uze any CSP available onthe subject's computer

[ 1Gempluz GemSaFE Card C5F 1.0 ’
[ JInfineon SICEYPT Base Smart Card C5F

Iw| Microsoft Base Crisptographic Prowider 1.1

[ IMicrosoft Baze 135 and Diffie-Hellman Crgptographic Frovider

[ IMicrosoft DH SChannel Crpptographic Prowvider

[ IMicrosoft Enhanced Croptographic Provider 1.0 |
[ IMicrosoft Enhanced 055 and Diffie-Hellman Cryptographic Froe

[ IMicrosoft Enhanced RS54 and AES Cryptographic Provider
[ TMirrnznft B52 SEkRannel Conkoor anbie: Poosiders ;I

] I Cancel I

OF. | Cancel | Eappl i

OK.
6. KEEAEEHRIF , EREFRPESR , ATRTRE




ACS Properties K

|zsuance Beguirements I Superseded Templates I E =tersions | S ecurity |
[ eneral I Fegquest Handling Fubject Name

Select thiz ophon to allowe a wanety of zubject name formatz or if pou do
hiot hiave access to the domain of which e subject 12 a member.
Autoenroliment i not allowed if you choose this option.,

" Build from this Active Direckar infarm ation

Select thiz option to enforce consistency among subject names and ko
simpliby certificate admiristrabion.

Subpect mame fomat:

! Mone et

[T Irclude enail name i subject nanme

|nzade this imformation in alternate subject name;
I E-mal name

[ OHS name

I Weenprinicipal rame [LIEH]

™ Service principal name [SEH]

Ok, Cancel ! Al

7. BEZEWSRTF , REETHEERE , HRARE AW TEPERER. EEFE : W0
RiERNIRIE L Active DirectoryfE B4EK , BiEP AP EEBF(UPN) , HEUEIE B FHE
HEHRTEETBEHMETFI4FEFEHP , EHKREActve Directory A P It EYEBE R T
3 WirelessUserk FP 5 A BB FEREEE Fro MMBERZAIXFH AR , B EMIeg2itEA
B4 , X&SHEEMEIR.



ACS Properties

General | Feguest Handling | Subject Hame |
lzzuance Hequirements i Superzeded Templates I Extensions ety

[aroup or user names:

Sdrministrator PATRELESS DE MO WA dministrator)

ﬁ Authenhcated Uszers

ﬁ Diomain Admins [wI1FRELE S5SDEMOYDomain &dmins]
ﬁ Emterprize Admins MWIBELESSDE MOMERterprize Sdming]

Add. . ! B ermowe |

Pemissions for Domain Admins Sl Ceny
Full Contral H| ]
Fead u
Wirike O
Enrall ]
Autoenrol ] |
Faor special permizsonz or for adwanced sethngs. Advanced |

click &dvanced.

QK Cancel I Lpnly

8. MRFE , CE—EMMNZLER , AIFILIERE AR, XERERE A AE MR ERE
TR THRE, ERBEARXE PR T —FTie,



ACS Properties

G eneral | Fiequest Handling | Subject Mame
|zsuance Reguirsrents | Superzeded Templates | E xtensions I Secunty

FHequie the fallowing hor enroliment:

[~ This numnber of authonzed zignatures: |[|

If you regquire more than one signature, autoenrollment iz not allowed,

Eaolicy troe regured in signatune;

Application palcy:

lasiance policies:

Add..

Bemove

RHequire the fallowing for reenmoliment:

% Same critena as for errolmert

£ Walid existing certfizata

K | Cancel I Ll

9. R THE , UERFHEIR , HFNEBMEINE EEETRALER.
BB #H ACS Web Server if $##1Rk

BRI THER

1. I EPMEV SRS T, RN ACS Web Server 8B IEPERBLTIHNTER 1 PR
3 EREPMENEER |, EBRAHiHHY , AFEHF TR




Certific ation Authority

Select the computer pou want this snap-in to manage.

— Thiz snap-n will always manage:

.........................................................................................................................................

™ Another computer:

Erowise...

[ Allow the selected computer to be changed when launching fram the command line. This
orilw applies i pou save the conzole.

< Back I Finish I

Cancel |
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"Hi Console 1
Cie  Action Yiew avoike:  ‘Window

= BA@ENE| 2
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H E; wirelessdemosa
_ | Revoled Zertficakes
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) Pending Femies:s
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- “anags
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Intended Parpose
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Ven
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Jdelp
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Clicrt gathznbcation, Screcr Suthcnbicstio. .
Mile Remcavery

Ei wor i iy Fibes Syl

Cliert gathizntcatnon, Sereer authrenicsion
SErwer WL heric oon

Clisrk &bhsnkcalion, Server Authenlication
Ercrypit ng File Systewn, Secare Emal, Clien...
2=

Microsoft Toust Lisk Sgring, Encrypbing Fie...

3. > RATHINEREAR
4. B ACS IEH R,
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M Enable Certificate Templates

Celect one or more Cesblicate Templates ko anable on this Cerbficabon Authorfy

Mame

.'l'-.urhe nhcsted Sestian
D’-‘n Exchange

ﬁfﬂ:‘ Enciyption

& Cade Sianing

[E Cioss Centification Authority
GADEMOACS

G Ericlment Agent

(e Envciiment Agent [Computer)
$4 Exchange Erncllment dgent [Difine request]
Pl F o chuser e Ciwash wm Nl

5. B AR , RBITFF“Active Directory i P Mit M &= ¥ 5T,

) r futhentication
Cliert Autimanbication
Fiivate Lay Archival
Cetihcate Hequest Agent
Code Sianing

=1

Semer Authentication
Cetificate Fegueast Sgent
Cerificste Aeaquest Agent
Cetihcate Fequest Agert

C i we F roul

Intended Pupose L:

0K

|

Cancel |
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48 Active Directory Users and Computers

-@ File Achtion Mew ‘Window Help

e a@E e AR 2 TR ETRE

fickive Directory Users and Computer | wirelessdemeo.local 5 objects
[ [ Saved Queries Hame s

Delegate Control... built inCormain

Fird...

_onneck to Domain. .,

Conneck to Domain Conkraller, .
Raise Domain Functional Level, ..
Ciperations Masters, ..

= Zonkainer

onk,..  Cwganizational |
[cur,.. Conkainer
Cankainet

o [=2R
All Tasks

Wi L
Mew window from Here

Refresh
Export List.. .

Properties

Help
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wirelessdemodocal Properties B 2| x|

Generall Managed By  Group Folicy |

b anagement Conzole [GPML].

&
Current Group Policy Object Links for wirelezszdemo
T

Liroup Folicy Obect Links Mo Dwemde | Dizabled
Default Domain Policy

Group Police Qbjects higher in the list have the highest prionity.,
Thiz list obtained krom: cizco_ w2003 wireless demo. local

Mew Add.. | Edit

Optiaes. .. Deleke. . I Praperties [

[ Block Policy inhentance

| 0k, I Cancel Aoplp
TCo
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‘11 Group Policy Object Editor

File  Action wiew Help

= | BmBPE 2

E@ Computer Configuration
[:l Software Settings
EII:I Windows Setkings
=] seripts (Startupfshutdown)
EF Securty Sekkings
#-2¢ Account Policies
Local Palicies
Event Log
#-8 Restricted Groups
@ Sy sktem Services
@ Feqgistry
F-8 File System

EI[:I Fublic Key Policies

] AUt omatic Certifica
i~ Trusted Roaot Certif

--(_1 Encrypting File System

_‘:—j“ Cefaulk Cormain Policy [cisoo_ wa00S wirsles sdemo.ocal ] Palicy

l‘I" wWirgless Netbwork (IEEE 802,11 ) Policies

Automatic Cerkificate Requeskt

There arer

Automatic Cerkificate Request, .. I

‘.-[_ 7] Enterprise Trust

Wigw b

#-[_] Software Restriction Po
EZI---@ IP Security Policies on &
- [ Administrative Templakes

Refresh
Export Lisk. ..

EI@ IJser Configuration
-] Software Settings

Help

[:l Windows Settings
- [ mdministrative Templates

9. ARETAZPUAEPHFRE , AGERMER>BFEHRE,

10. B RIDFEABIEFRFREDNS T L
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Automatic Certificate Request Setup Wizard

Cerhhcate Template
The st time a computet logs on, & certificste based on the template pou select is
provided,

A certificate template is a zet of predefined properties for cerificates izsued to
computers, Select a template from the following hist,

Certificate termplates:

Mame ] Intended Punposes

Computer Client Authentication, 5ervser Suthentication
Domain Contraller Client Authentication, § erver Authenticatior
E nrollment Agent [Cormpuater] Cerificate Hequest Agent

IFPSec IF secunty IEE intermediate

: 2

¢ Back Mest > Cancel |
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“jiti Group Policy Object Editor

File  Action \Miew Help

e | HEERE| 2

EI Computer Configuration
- - [ 5oftware Settings
EI |:| Windows Settings

----- E] Scripts {Startup fShutdown)
E = Security Sethings

= Account Policies
Local Policies
Ewvent Log

@ Restricted Groups
@ Swystem Services
-- Registey

E File System

EI D Public Key Policies
e ncryphing File System
|:| Ercrypting File Sysk

------ D Enterprise Trust

File  Action ‘'Wiew  Help

=V Default Domain Policy [isco_w2003 wirelessdema,local] Policy

Aok omatic Certificate Beguest

- N Wireless Nebwork (IEEE S02.11) Palicies

Automatic Cerkificake Prequesk Settings
------ D Trusted Root Cerkification Aukhorities

Etumputer

13, B A R AATE > Windows 188 > 22 88 > AR,

't Group Policy Object Editor

@ = | Bm @R @2

EIQ Computer Configuration
: [+ |_] Software Settings
D Windows Settings
: -] Administrative Templates
Eﬁ User ConFiguration
-] Software Settings
E D Windows Settings
. iﬂ- Remnote Installation Services
----- ﬁ] Scripts {Logon/Logaff)
El F aeCurity Sektings
: EI 'E Public Kew Policies
P Eee I:l Enterprize Trust

14. EEMAEEERD , NEEHZTHEE.

=4 DeFaulk Domain Policy [cisco_w2003. wirsles sdema loc al] Policy

Obijeck Twpe

|:|Enl:er|:-ris-3 Trusk
%Hutuanmllmant Sektings
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BB ESR"



Autoenroliment Settings Properties : d

Genersl |

Ervoll user and computer certificates automatically

(" Do not endoll cedtificates automatically
(+ Enroll cerbhicates automaticalls

¥ Renew expired certificates, update pending cerificates, and remove
revoked celificales

¥ Update cetificates that use cetificate templates

16. Click OK.
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4 ERRE-—MED , RERHT—F"

8 Microsoft Certificate Services - Microsoft Internet Explorer

File  Edit Yiew Favorites Tools Help

QBxck - Q- [{ & (] P search SrFavorites @ | [3- 5 B

Address I@ htkpe 172, 16, 100, 26 cerksrw/cartr qus. asp

WMicrosoft Certificate Samices -- wireless

Request a Certificate

select the certificate type:
User Cettificate

or, submit an advanced cedificate request.
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CoumrpHagan: |
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I Creadenaw ker sal O Lisa anishing by el
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0. REGE T~ BINED  BEAEFEMABM, £ Yes,

Potaential Scripting Wiolation

This Web ske is requesting a mew certificate on your 2ehal. You should allow onby trusted Web sibes ko request a certificate For yau,
. Do you wank bo request a cerbFicate now?

10. B &5 Install this certificate.



<8 Microsoft Certificate Services - Microsoft Internet Explorer

Fil= Edit W“ew Fawvorkes Tools  Help
K Back » 3 « [x] [ :‘*|;:' Search =+ Favorites & | 0 o |0

Bddress I@ http: /f172.16.100.26/certsry/ certfnsh. asp

Microsoft Cerificate Services - wirelessdemoca

Certificate Issued

The certificate you requested was issued to you.

Install this certificate

1. EPRBRER—MEHERD , BEWRREIMA R, £ Yes,

Potential Scrinting Yiolation

' Thile Weh aba  addmg one or mone ceetificates b thic rompeber Aloasing an unbrusted Wish gite o opdat= yoar rertificates o 2 senriny rck. The Sish
site coud install cerlificabes vou do ol brast, which could llosy prograims that wou da ot brask ko i on Bis coroubes anid gein acosss o your daka.

Do you weant this progran to add the cerlifcates nos® Click Yes £ vou bust this Web site, Othersise, click No.

12. HIBBEEHRE , MaTEIES,

Fic =Cit AcH, Freorics loos Help
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Mavsodt Ceifinatz RBemi-rs - wire p3a-lemorna

Certificate Install=d

Yoaur nevs cerificae has e - succasshollyi -skalks d
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-3 CertFicate Templates Eassan wirsiessdenoa 3/6) 2008
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14. X8 |, I PREELRBITEN, ( ARFIFHR ACS = cisco_ w2003 ) £, BEER ACS 4.0
E P S BR & 4 BOUEF XX (.cer)o

15. £ ACS BRE 88 ( A RHIFH cisco_w2003 ) £ , fF Microsoft iP5 & H#3 AR S5 85 £ A% 58
£318 M http://172.16.100.26/certsrv,

£ ACS 4.0 R ERIFH

BRI THER

1. £ ACS RS 25 ( ARHIH A cisco_w2003 ) £ , fF Microsoft CA BRSS85 EHIXI E25H8Mm
http://172.16.100.26/certsrv,

2. NER—MESIETHIEE TR CAEH, WLHEES CRL,
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Micrnanft Ce -hra e LiFnn2s - wnrlas=ilrm-ra

Oownload a CA Certiflcate, Certifleate Chaln, or CRL

To sl candlicales issuzd fron = cerlil Celion galhornly |

Toduwriceg o CACeL eale, solilicalz chain, or CEL seleol e corliie gz sod cnsoding rcl o

[& rerfiticate:

oment e paad=mnn s

Lnecod ing nvatod:

L I

) ST
Clowncae CA ceti® it
Clowm cEc A oot CEie cadin
Liawn cgc [atzst ase CHEL
Clawvit cac larsst delts 2R

4. AR E R XA THREZLES EO, Click

File Download - Security Warning

Do pou want to open or save this file?

Mame: certnew.cer

Tupe: Security Certificate, 165 KB
From: 172.16.100.246

*‘.e-.-@h.

Open 5ave i Lancel

While files Friom the Intemet can be useful, this ble bypes can
9 potenbially harm your computer. IF pou do not trast the source. do not

oper o save this software. What's the ngky

Save.

5. F ACS.cer RIEFENERBMREXM. FiCELBH , RNEE ACS 4.0 HiRE ACS iE

PMEHNENIRPERAET,
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My Dacunents

I
-
My CompLiter

-
My Metwioik
Flacez

-l Q@

EE

—CNEEZ

Diocurnants and Sektings

Eau_sn'wr_mrt.:u

@cutnm.cﬁ

File narma:

Save a5 type

ACS cet

Security Certilicate

6. N\ZET PO EMN KERES FTFF ACS Admin,
7. B System Configuration.



’3 CiscoSecure ACS - Microsoft Internet Explorer

File Edit Wiew Favortes Tools  Help
(DBack » ) v (%] 2] | search ' Favarites £ - B

ﬁddressIiﬁjfttpﬂflE?.D.DJJSED?!

Cisco Srsrems

System Configuration
] b=,

- % cService Control
Group :
E Setup % Logagin

Date Format Control

%} Shared Profile
Components

Metwoark
Configuration

Local Password Management

ACS Internal Database Replication

ACS Backup

HCS Restare

Interface :
Coitiur Ao ACS Service Management

YolP Accounting Configuration
ACS Certificate Setup
Global Authentication Setup

Adrninistration
Control

d__-l External User
ﬁt_:g Databazes

8. # i ACS Certificate Setup.
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System Configuration

ACS Certificate Setup

=] Install ACS Certificate

[ aCs certification Authority Setup
|=A Edit_Certificate Trust List

|3&] Certificate Revocation Lists

] Generate Certificate Signing Request
3] Generate Self-Signed Certificate

Cancel

9. £ Install ACS Certificate.
System Configuration

Edit

Install ACS Certificate

Install new certificate ":'f

" Read certificate from file

Certificate file [

@& Use certificate from storage

Certificate CN |

Private key file [

Private key password |

10. i%&# Use certificate from storage H @ AT 2RENE R
cisco_w2003.wirelessdemo.local ( MREEH ACS ERBFH , MK

ACS.wirelessdemo.local )



System Configuration

Install ACS Certificate

Install new certificate ﬂ

" Pead certificate from file

Certificat e file I

= Use certificate from storage

Certificate CN ll:iE:D_WEDDS.wirEIESEdE

Private key file I

Private key password |

11. B &H“Submit”,
System Configuration

Edit
Install ACS Certificate
Installed Certificate Information ?
Issued to: cisco_w20032, wirglessdemo.local
Issued by: wirelessdamoca
Valid from:; March 17 2006 at 08;323;2C
Valid to: March 16 2008 at 08:33:25
Yalidity: oK

The current configuration has been changed.
Restart ACS in "System Configuration:Service

Control” to adopt the new settings for EAP-TLS or
PEAP support only.

12. B System Configuration.
13. B 15 Service Control , AJ5 % Hi“Restart’,



System Configuration

ciscosSecure ACS on cisco_w2003 ¥ |

Is Currently Running

Services Log File Configuration jﬂ

Level of detail
" Naone
& Lowy
Full

Generate Maw File
* Every day
" Every weaek
" Every month

" When size is greater than IED‘PB KB

I Manage Directory

" keep only the last |'-" files
* Celete fies older than I'-" day s

? Back to Help |

14. # &5 System Configuration.
15. 2.1 Global Authentication Setup.
16. £ Allow EAP-TLSHE T FTEHE,



System Configuration
Global Authentication Setup

EAP Configuration ?

PEAPR
[ allow EAP-MSCHAPYZ
™ allow EAP-GTC

[ allow Posture vwalidation

Cizco client nitial message:

PEAP session timeout {minutes: 120
Enable Fast Reconnect: ¥
EAP-FAST

E&AP-FAST Configuration

Select one or more of the following options:
W rertificate SaAN comparison

W Certificate CHM comparisaon

W rcertificate Binary comparison

EAP-TLS session timeout {minutes): 120

17. % 5 Submit+ Restart.

18. # &7 System Configuration.

19. % 7 ACS Certification Authority Setup.

20. 7£“ACS Certification Authority Setup”& O T , @A B EBIZEMN *.cer XHFHNEBEHMNUE, &
ARGl | FrelER *.cer XH= c\ IREFHH ACS.cero

21. 7£“CA certificate file” ZEXHF 4 A c:\acs.cer , AFE d“Submit’,



System Configuration
Edit

ACS Certification Authority Setup

CA Operations ?
Add new C& certificate to local certificate storage
CA certificate file |c::\an::5.n::er
System Configuration =

ACS Certification Autherity Setup

Maw GA cartifcote s seborssully addad mto tha gobal systam comiicats
storadge.

W
4 operations 4 G certiicale Coreman name wirglass democa

Add riaw C& cartificata to local certificata storage
Ca cortificate file o wacs.car

The current configuration has been changed.
Restart ALCS in "System Configuration:Service
Cantrol” to adopt the new settings for EAP-TLS or
PEAF suppart only,

22. EFIR3 ACS IR%

fE AWindows B EAP-TLSH E iR E

CLIENT 21z 1TWindows XP Professional fISP2MitEY , EXx U LL&EF R i HBE TLAPH R A
M ER. EXF CLIENT BBERN L EF I , BERA D HHEE,

HTEE RN R

BRI THER

1. FEAERER AL LA R BT E P imiE 2 B M EL,

2. ZECLIENT L , FWindows XP Professional with SP2%& %y wirelessdemo.localizi L& H
CLIENTHY R &2 it & o

3. Z#FWindows XP Professional with SP2, #MEZ It F BEIRBEAP-TLSHIPEAPX ¥,
XX : EWindows XP Professional with SP2/8 | WindowsPh A& BEhITHF . 15 70< I Bh X &

o

Be B TE 4% P 483 4

BRI THER

1. 554 , AAJFE R wirelessdemo.local B H ) WirelessUser Tk P E# & 5K, FE : FHHIET
FF T4 Agpupdate , YENEFHITEVMAFEELARBREHA RN ELET P IHITEINITTEN
FMAPIES, BN , HEFHABERRN |, BT EgpupdatetB @RI ThRE, BAMUET B4
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2. BRI > BHER W MEERE , AEERE G TENEEE,
3. & fiProperties , 3 Z|Wireless Networksi& T+ , H ¥R 1% User Windows AR B Y o4&

= Wireless Network Connection Properties |E||E

RBIRE
4. B Add,

Lvallahle nelwrk =

Ta connect o, disconmec! from, ar find auk more information
aboul wieless retworks inrarge. click, the buttan below.

Viea wireess Mebwork s

Cr=fered nebworks:
Autonatizalln connect o zvailable networks in the order listed

below:
Move yp
Mowve dowr
add.. Remowve Fropeities
Lear_n al:u:u_ut gettng Jp wirgles: nebwcrk, | Advanced |
coafiguraion

[ 0. H Carcel |




5. ¥ F|Associationit I , 7ENetwork name(SSID)(M & & #r(SSID))F E& # % AEmployee,

6. #{RData Encryption ( Z#E % ) R EHIWEP,}i%&F The key is provided for me
automatically( B3 A RIBHE4).

Wireless network properties

Azzociaton i.-'-‘-.Jthenticatinn [ Connection

Yetaok name (S50 | Emplcyes

“wirglzss netvork, key

T iz aetwnrk requiras a ke far e falline

tetwork AL theatication: | Open

<

Cate mmzryphion:

.

Tae key iz provided forme anromatically

[ ] Thiz iz a computerto-compuzer [ad 1oc] network; wireless
AcCess ponks are not used

7. REHHRIUEET R,

8. MITEAPKHERAMENEAEREFRAMIUER., MRFR , BN TR EFIERFIIEDT
9. MRFHLEHEBEFZANITENHTEMRIE ( ATFMAZFMARAREHE ) |, FiRFIEN
Authenticate as computer when computer information available,



Wireless network properties

| Asscoiaion| Autheniicaion | Lonnechon |

Sekect thiz option to provide authenticated rebwork access for
wirelesz Ethenel netwirks

Enable IEZE 8021« auhentication for thiz retwark:

EA2 bype: | srnart Lard or atker Lerthcate W

[v] Aulhenticate az compuler when computer irformation & available

[]&uihenticate as guest whea urer ar comauter infarmat on is
unavalabe

ak. | | Cancel

10. # &5 Properties.
1. BAREDHE O PPIE,



ymart Lard or other Cerlificate Froperties

“When connecing
L dse my, srrart zard

#) Jze a certficate on thiz corputer
[w| Jze simple cetificate selzcton |F ecommended]

Yalidate zewver cetificate

[ ] Cunrmet u these seees,

Trueted Roaot Cerification Aathanties:

[ &BAECOM Foot CA b
[ ACsz33 =
[ ACS40

[ Autordad Certifizadora de la Azociac on M acioral cel Hotaria
[ Autardad Certifimadnra del Coegin Naciaonal de Cared iz Pro
[ Raltimare F7 kST

[ EBelgzcom E-Trust Primany 4

[ Ciwd HET Sacurshat CA Class A ot
L >

Wiew Certficete I

| Use adiffzrent uzer name far the conneclion

| (] 4 | | Carcel |

12. 21 OK =K,
13. ARRE TR AAESEPNEENEEZRR , AL TETTHANTEME,
14. ¥ Employee & W& H i EHE",



i yreless Metvork Connectinn |E

Mol T ask Choosc a wircless networls

i Rzfecsh networl:lizk Chck anik=m in zhe is: belos bo conn=ck o a wireless nebwockic rarge or ko ge: more
IN"O a1

=3 Sek up a wireess neLaor
Frr-s anmeent anall otfice

Related Tasks

1) Learn chous wirccss

nietsarking
fi’ 1Z7Enge £ae crdes of Guest
preferec metworks (‘rﬁﬂ
.-%,, “4znge sdvanced Ursecur=d wirelzss network ﬂl!
seLlin s ([ﬁ}_..l Yhnire
i‘ tecrity-enablzd Wirelzes netwoark. ﬂl!
{[ﬁ}J wireless
Ursecur=d wirelzss netwoark “I']
(i?}J mlan
~n

l LRy R ]
UTRESREREEREHIIT K.

1 Wiralpss Natwnrk CannerHon

S Choose a wireless netwark

ﬁ Fefresh netwark IsE lick zn temnin the 1st below to carnect to a wireless netwoskn rance ar to gt more

irforreation,

.\i, S up o wircless nobwark {t w iy Employee
for a horre ar snal cffice - '

.rt.ll i e e e ] e e B T

- Wireless Hetywork Connection E e T
R_EIﬂtEI:I Tﬂsks |—| [ tl.l -.ﬂl:_:r -.|-:|-:|i:|-_r|u|

i - !
A Learn about wireles @ 3 ﬁ
nesmorking .

WM Charge Lieoider o Meass waik whilz Windows cennccks ko b 'Ernpleyec' nobworl:
preferrec nztworks

waibing Far the acbworls... I
"} Charge cdvanced “II

selLitngs |
e e J L 1Zancel

b ecurity-enabiec wireless netuark ﬂl“

wlan

({e3)
? ; aalll

't Cecuniby-enablec wireless nebwork

':{ ?}) wircless

i

Crnnerh




L0 Wirplpse Netwnrk Cnnnertinn

Choose a wireless network

MNetwork: Tasks

ﬁ Mofres wckworl lisk Zlick an kernir Eme lisk belowe o conreck ko a wireless retwoilk nrengs o bo get maore

nformata.

Frployes atbempbing ko e

N o HE i
iy DB UD & wWIelsss ebar
5 outhenticete

hor ahone o smal ofce

Uy T L Py JRpEy Py A B N L et Z
il

Vircless Metwork Connection |§|

Relatead Tasks =) neck from ths etwork,

L Learn about wireles
newotkine

g}i Change the order off Please wak ahile Wndows connads to the ‘thpoyves’ netwark,
prefertcd nobwarks

Waitirg Fre nebeinck bn Frreary. !
"‘;ﬁ- Change advanzed III!

EI:-'lLiIH:b E -!g.-] 1

LT I“!H

wlan

(fT'J
*.} Securky-enabled wirsless netwerk, l[l[ll][l
less
{{? }J wire

all

Discornect

%4 Wireless Metwnrk Connection |

Network Tasks Choose a wireless network

My R=fresh network list

Chik amicern in £ sk 2eloa 2o connect to a wireless nzeaork in range cr to gec more
infarmacicn.

::i Sebup & wireless mebvork (cm)) Fraplayer Arnquiring nebwnek e

For 3 home or sral offize 32 address

] F
[ = [ o SRS | FPISFRCRpy [ [P ey S I (| Y T AL

Wireless Hetvwork Conpection

o

i? iZ7znne the order off  Flease walk whig vandoss ornects to the ‘Employes’ netwerk,
preferred nebwoks

(=

= necl From Uiz nessurk,

Relaled Tasks

14 1 rarm ahm ik wireles
nekworking

‘wainng for netwaork o be ready ..
o Crenge advarced “!!

sebtings | SRR ]l el

= 't 2eCUFIly-enadled = CEA L .Iﬂ!

wireless

'Ui})
I msernired witelrss nebwnt: Ilﬂ[l

Disccrineck




539 ¥Firalose Network Connaction

Mebwork Tasks

'=« Fafrash nabwon: kst Zhcl: o ke i khe lisk aclos ko conncct ko o wivsless nomsotls nrange o ko gos movc
||-I 0 |TEI[||:|-I

Choose a wireless networl<

-;.-_].:', Zat up 3 wiralegs nebwork
Tor gl e ur small oo

Related Tasks

*-‘E-;' Learn sbou: wireless
retwaring

“harge tae order o
preferrsc meborks

""_-js- Change zdvanced
sl Linngs

{t :'} EWh?EE [nnnectedc_‘}’-
ﬁ oo e il
i Sceurity enabled wireloss nohaaork (8D lll :

({ﬁ}} Cucsk
Lnsecured witelzss nebwark III!!

(:T:- YORE
H' Jecurity-enabled wirsless mebeark III!!

{‘ﬁ}} wildn
i a1l

(ITJ

" Aeririby-enahled wireless rehanrk

wirelrcs

Lhieiued svirgl=ss ek,

atlll

15. BHRRIERIE , FANKEERELL B SNTCP/IPEE, ©H M SEE
172.16.100.100-172.16.100.254 1%k B DHCP SEE A & B it Z/MSEE,

Cisrnarerk

16. EMIRXTHAE , WBITFF KRS , H XK Z http://wirelessdemoca ( B4tk CA BRSERI IP it

) o
HxER

- WLAN Eﬁlﬁ (WLC) =|= EAP 5 {350 F i Bl B R 6l

. 9Ef& LAN ﬂﬁﬂi&iﬁl&l&lﬁﬂﬂ&n@l
- ERBEMEEIEE FH VLAN BB R
- BEETLREMIRHIEEN AP 4 VLAN & B RFI

- BEARZHFFILHY - Cisco Systems



//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a0080665d18.shtml?referring_site=bodynav
//www.cisco.com/en/US/docs/wireless/controller/4.0/configuration/guide/ccfig40.html?referring_site=bodynav
//www.cisco.com/en/US/products/ps6366/products_configuration_example09186a0080665cdf.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a00805e7a24.shtml?referring_site=bodynav
//www.cisco.com/en/US/tech/tk722/tk809/technologies_configuration_example09186a008073c723.shtml?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav

	ACS 4.0 和 Windows 2003 中统一无线网络下的 EAP-TLS
	目录
	简介
	先决条件
	要求
	使用的组件
	网络图
	规则

	Windows Enterprise 2003 中关于 IIS、证书颁发机构、DNS、DHCP 的设置 (DC_CA)
	DC_CA (wirelessdemoca)
	步骤 1：执行基本安装和配置
	步骤 2：将计算机配置为域控制器
	步骤 3：提升域功能级别
	步骤 4：安装并配置 DHCP
	步骤 5：安装证书服务
	步骤 6：验证证书的管理员权限
	步骤 7：向域中添加计算机
	步骤 8::允许计算机进行无线访问
	步骤 9：向域中添加用户
	步骤 10：允许用户进行无线访问
	步骤 11：向域中添加组
	步骤 12：向 wirelessusers 组中添加用户
	步骤 13：向 wirelessusers 组中添加客户端计算机


	在 Windows Standard 2003 上设置 Cisco Secure ACS 4.0
	基本安装和配置
	Cisco Secure ACS 4.0 安装

	Cisco LWAPP 控制器配置
	为WPA2/WPA创建必要配置

	EAP-TLS身份验证
	安装证书模板管理单元
	为 ACS Web Server 创建证书模板
	启用新的 ACS Web Server 证书模板

	ACS 4.0 证书设置
	为 ACS 配置可导出的证书
	在 ACS 4.0 软件中安装证书

	使用Windows零接触的EAP-TLS的客户端配置
	执行基本安装和配置
	配置无线网络连接

	相关信息


