5 FAWLAN# 488 (WLC)E BEAP 5 18 1 3iF

B3

&

=

N

.

off
SH

£

e
R

7

{5 FA B9 48 4

#F

BE

P 4% B

BLiE WLC #ITERREHTEE AP SEMEIFEFIZS

B & WLC LAMEE IS 4138 RADIUS ARZ3883# 1T RADIUS B 318 iF
ftiEd WLAN S

FF Cisco 24 ACS FLE N /\E8 RADIUS IRE e H OB S R RITE P it A BIERE
il & & P i

B HE BR

PR HEBR IR TR

IRIEEAPIT AT ES

M ACS RADIUS R e8I BB 3 4 F T B FE HEBR

HXEE

fifr

AR HHULER T anA 6E A A EB RADIUS BRS5 224X Al R AV INIE I (EAP) S IIEELE T4 LAN
FEHIZR (WLC)o ULES B R BI6E A B R % &1 H 42 %) AR S5 28 (ACS) ¥ 8 SN EBRADIUS AR 55 25 R I8 iE A
P&k,

ERFMH
R

FHBTHEEZS , FREBZATER :

. THRE#E AL (AP) # Cisco WLC &t B K &4t &R,
EARTHRRE AP HIL (LWAPP),
. THEI{IELE SIS RADIUS BRSS85 , @0 Cisco &4 ACS.

{E A
AP EEETUT R FE R



. Cisco Aironet 1232AG RFIRE AP

. IZ{TE# 5.1 B9 Cisco 4400 %% WLC

. 11T 4.1 kR#Y Cisco &£ ACS

. Cisco Aironet 802.11 a/b/g & F i & B 25

. 121TE#4.289Cisco AironetR H 3k A2 (ADU)
AXHEAHNEENRETHERREREFNEZREN, AXEPEANFAERERVEXAR
HM(B®AN)BE, NMREFEANREENE , ERARZELTHMEGSHNEER I,

)

BRXEANGFMES , HSH Cisco BARERAN

EE
AEB o R A X W EL B A AL PR Zh RE RV 15 BLo
AR FRABTERTIE(NRIMES)TEREXRARNEFREANGTHERAER.

SERIXLSIRA N EAP B RIERERE !

LiE WLC #HITERBRIEHNEE AP EMFIEFIZE

L& WLC LMEES 4438 RADIUS ARSS 85817 RADIUS S {3 5iiF,

L& WLAN 3,

4§ Cisco Secure ACS FEiiE N 748 RADIUS RFESHAIE B R RIUFE P imf) B R HIEE,

B
B
[

1.
2.
3.
4.

Z-d
HE

FEHIRER |, Cisco 4400 WLC Fl— MR E AP BE KL :R[EE, — I 5F RADIUS R85 ( Cisco
L4 ACS ) UiEEFIR —MNELSR. MEREHER—NFMHP. AP BEIMIIEFIZE. BXM
NRETYT REHRIEMYLEAP) S A RIEEEWLCHIAP, EEE AP WEFiRER LEAP 5147
W5 AP XBk, £ Cisco €€ ACS 1T RADIUS SR,

Dol G5

1232AG Light Weight AP 4400 Serigs WLC  Cisco Secure ACS Sarver

Wireless Chent

ECW WLC #{TERR{EFTER AP IR HI88

AW TITRE (CL) FHNEHEERSKEE WLC , AEH#TERRAE, I, wALER GUI
BB WLC, AXHNAM CLI FEaIEER[SX WLC #ITHEE.

BXBHWLC 25 , ENEERABYEENS., FAREASEEERRE. AH%E CLIH
GUI FE1TiZES. U TRERETR CLI HEFHEEGBSH R

Wel come to the Cisco Wzard Configuration Tool
Use the '-' character to backup


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml
//tools.cisco.com/Support/CLILookup/cltSearchAction.do
//tools.cisco.com/RPF/register/register.do

System Nane [Ci sco_33:84:a0]: wnc-1

Enter Administrative User Nane (24 characters max): admin
Enter Admi nistrative Password (24 characters max): *****
Managenent Interface | P Address: 10.77.244.204

Managenent | nterface Netmask: 255.255.255.224

Managenent |nterface Default Router: 10.77.244.220
Managenment Interface VLAN ldentifier (0 = untagged):
Management Interface Port Num[1 to 4]: 1

Managenent | nterface DHCP Server | P Address: 10.77.244.220
AP Manager Interface | P Address: 10.77.244.205

AP- Manager is on Managenment subnet, using sane val ues

AP Manager Interface DHCP Server (10.77.244.220):

Virtual Gateway |P Address: 1.1.1.1

Mobi lity/ RF Group Name: Test

Net wor kK Name (SSID): cisco1l23

Allow Static | P Addresses [YES][no]: yes

Configure a RADI US Server now? [YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enabl e 802. 11b Network [ YES][no]: yes

Enabl e 802.11a Network [ YES][no]: yes

Enabl e 802.11g Network [ YES][no]: yes

Enabl e Auto-RF [ YES][no]: yes

Configuration saved!
Resetting systemw th new configuration..

XESHANERIBEIRE WLC, LB ERAIH , WLC £/ 10.77.244.204 EHEEED IP #uit
, 6 10.77.244.205 {5 AP EER#ED IP Htuut,

RE AP XHUEMEI WLC , AFT8E7E WLC LEEFMHEMIIEE, AXEBRERE AP 2 E
WLC, BXBREAPIIEMEIWLCHIFMAER , FSRBEEAP(LAP)EM B TTLLANIE 25
(WLC),

BB WLC UAMEEE &8 RADIUS BR$E83# 1T RADIUS 5 {31 iE

FERE WLC SEF AR R FI/NEE RADIUS FRSSER. AR5 , SMB RADIUS RS 2FKRIEA F
FiE , ARE&EF iniREHRNR,

FERATXESER , HE0 RADIUS ARS2RECE WLC :

1. NIZRHIZRHY GUI FIERREMFRADIUS HFHRIE" , LEERRADIUS H M KRIEARST 2RI
o Rl , BHWEE N RADIUS BRS588.


//www.cisco.com/en/US/tech/tk722/tk809/technologies_tech_note09186a00806c9e51.shtml

Sars Configuration Bng | Logeat Befrash

MAMAGEMENT  COMMANDS  pELP
Securiby RADILS Authertication Servers = Edit o Bsilk apply |
v AAK Berver Index 1
Sarviar Addrss 10T 24 19
Bharad Sacret Format |H-".IL -I
Sharind Sacrat Ii'li
Canfirm Sharogd
Smcrot =
¥ Local FAP Ky Wrap = |Cresigrend for FEFS customers and regenes & ey wrae complant RADIULE ssrver)
¥
PHory Chites Pirt M e 1813
¥ Arcess Condrel Lists
 Wireless Protection Sorver Status [Exsblea =
|-|'\-r.||| i
¥ Wak Aith Suppart for BFC 3576 Ir'\-lhhd -
* Advanced
Surver Tirmeoat |= pTib= itk
Natwrork Bser F Enable
Slara g ey 1 F Enable
IFE®C I Enabde
&l roe [ gy —

. £ RADIUS Efﬁ&uu‘tﬁﬁﬂ%ﬁ > ENHEN RADIUS RF RS, XESHIFE RADIUS fR
SRRV IP thut, HEZA, WwOSMRFZEFIRAS. Network User 1 Management EiEHERE
ETF RADIUS E’J%fﬁ%ﬁﬁm SEAT WLC EEBMMEAF ., tkRHI6E A Cisco Secure
ACSYERNIPH#131t 7910.77.244.19689 RADIUSARSS 25

.WLC A A RADIUS RF2|/#ITH MR, aREF Security > Radius >
Authentication , I AT A& I 5 T RADIUS BRS5 2R,

Security RADIUS Authentication Servers Apply

v ARA Call Station ID Type [P Address =

Use AES Key Wrap [ (Designed for FIPS customers and requires a key wrap comphart RADIUS server)

o Network SErver
b IALALH User Management Index Server Address Port IPSec Admin Status
] F 1 10,77.244.19% 1812 Disabled Enakled

RFC 35767 Cisco CNS Access Registrar(CAR)RADIUSHR S 88 E 2 ¥ , {B7ECisco Secure
ACS Server 4 OR ERRA LR ZF X HF, B UAFERAZAH RADIUS BRFESNEERIEA AN S
3. FE 4.1.171.0 lRIEB 5| A 7 23 RADIUS BRS5 85, Z1TLARTARASEY WLC &8 AKith
RADIUS Th&E, Aith EAP RATFRAFNELEFIRERMFETEOHRIENSHRIES L, H
BERAEHPHBABEHRIERS[EVN |, EATEELTLEFRRIGEENTENIEL,
At EAP N7 th i P BIERE S LDAP BmBEERZAFEIL , WEX AR #HTEHARIE,
iy EAP X ERFIBRETLEF iR B# 1T LEAP, B8 PAC 9 EAP-FAST, EBIiIIHMH
EAP-FAST #1 EAP-TLS 13101, At EAP EEENZASHRIERSE. MRERGSL



B E{E 0 RADIUS BRS5E5 , MIEHIN E &2 A RADIUS RSB[R LTLEFmETEHE
if, REERE RADIUS BR%5E5 8T = RELEEM RADIUS BRSS 88 MK T 2EM RADIUS BRS
B X ZIRA M EAP, BXRUAETL LAN 25|85 EB B AR EAP WiFAER , FSHRE
4 LAN 124128 F 9 EAP-FAST Z<#th EAP 541 iF AR LDAP fR$ safit & R 5.

Bl WLAN 2%

T—% , BERFIRERTEMNEFEAN WLAN, EEE WLC WEXRSHE , BEE T WLAN
HY SSID, ATLAXY WLAN fER It SSID S BIZ#THY SSID. HEAHIFH , EEIZHTHY SSID,

AR T4 FEZ AR E 16 NWLAN, Cisco WLAN fRF EXNRE AP 5 % ] L4+
WLAN, AILAE&E/ WLAN #o B —HNLZ£KRiE, BE AP I A E3H Cisco WLAN fRF5
= WLAN SSID , #X#ERE/ WLAN E XK KL,

SERUA T IX SR UEEH WLAN REMEXSE

1. MIR#IBSH GUI F & & WLAN BLER“WLAN T, It TT 5 H i 4185 7789 WLAN,
2. R GIERIH WLAN, 3 A WLAN 9 Profile Name 1 WLAN SSID , /5% 7 Apply.
ZAfl{EF Cisco 4 SSID,

o]

MOMNITOR WLANs CONTROLLER W]RELESS SECURITY MAMNAGEMENT

CIs5CO
WLANSs
- WLANS
b h Advanced

WLANS = New

Type [wian .
Profile Name [Cisco
WLAN SSID [Cisca

3. BIEHT WLAN /5 , B2 ERE WLAN 8 WLAN > Edit T, fELTH , AIE Sk WLAN 4
BRERNSH , AP aEEARE, X2 FXE, QoS REMHEMSRSH.

WLANS > Edit

< Back |

General | Security | QoS | Advanced |

Frofile Narme
Type

510

Status

Security Policies

Radio Policy
Interface

Broadcast SSID

Ciscn
WLAN
Ciscn

W Enabled

[wraz][auth{anz.1x)]
(Modifications done under security tab will appear after applying the changes.)

{ Al -
| managament ;l
W £nabled

MTHRFEEIEFENAER, AJLRE WLAN RMENFEEEREMS . EHERARKET


//www.cisco.com/en/US/products/ps6366/products_configuration_example09186a008093f1b9.shtml
//www.cisco.com/en/US/products/ps6366/products_configuration_example09186a008093f1b9.shtml

iy Status #ELAE A WLAN,

4. B Security XM , ARF%HF Layer 2 Security, M Layer 2 Security T H3E 8 kiR
802.1x, £ 802.1x ¥ , %&#HF WEP B4 K/N, AHIEMA 128 L WEP 4R , ©= 104 {1
WEP B48 0 £ 24 {u#1a{b R &,

| General | Security | QoS | Advanced
Layer 2 | Layer3 | AAA Servers
Laver 2 Security |EDE.1K LI

[T MAC Filtering

802.1X Parameters

5. %£$% AAA Servers I . M Authentication Servers (RADIUS) T I3 8 £ 2 48 R 49
RADIUS fR$528. LIRS SF|RATRELE P in#tTH ORI,

WLANSs > Edit
 General | Security | QoS | Advanced

Layer 2 J Layer 3 | AALA Servers

Select AAA servers below to override use of default servers on this WLAN

Radius Servers LDAP Servers
Authentication Servers Accounting Servers Server 1 |None =
2 Enabled Server 2 HNone =
Server 3 | None =
1" [1P110.77.244.196, Port:1812 =] [None =]
EE“” |H:nne ;I |Mnne ;l
Eerver | None =1 |None =]

Local EAP Authentication

Local EAP Authentication [ Enabled
6. 2 Apply REE R,

$F Cisco 24 ACS |

SERATIXLELSEE | 7 Cisco £ ACS ERIEZBAFBIEEHS A EAP BRI :
1. M\ ACS GUI Hi£4$E User Setup , mAHFP®R , RBE 1 Add/Edit. 261+ A F 7 ABC.
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‘4 DIADIBI DS [w - 2]

Ergen Bretoms usEf SE‘“I' x
e T

| U
it

The B
S |'L'"I fudding a User to the CisraSecme User Database

) Fead | o o Listhng Usermamis thar Fegin with o Particular Character

Uger Setap and Extermal User Diatabases

Fisding & Sperilic ier s the CiseoSerurs ier Daiahase

Lizung All Usernames in the CisroSerure Uver Diarabase
Changing o Username in the CisroSecers User Detahase

i

Lisf uaers b geapyg weth le@erijnssbes
ABCDEFGHIJELR

g INYREIZ Tlaes .ﬁ""*-’:l.li:!'\-" i U Coeligie slivedan] e
BiL2i456789 oformabon, add urers, and delete apers m the databace

u;' kil 2% ey | User Setap and Exiernal User Datahases

- Bafore Odcd Sedure ACS e huthenli ile uierd with an

e 5 r
L i R, I externnl ety dutab e

% Vou meat have the daabase up and ninneng on the
eiernal isrier Fof pi mmpe, ff ¥ioia e aimg bokin
w4 mebnn e, vour foken sereer pras be
ey wd properly configued
o Tou miet have configared the apphcabile

paramnetera in e Extersal Ty Databases sechos

FHDE

MNete: Tier Setp coligurabon ovemdes Group Setug
Conliguerasan

B you rely on e Unlosown Ulrer Podicy o the Eatermal
Mrer Databarrs mecon o create orgres m the
CacoSerure wey dutsbaie fof upesy defed g s
rxierrad weer database aserrasney camnot ke locabed or
Tt byewe il e iasey huas mned cossfully authenbeated

1]

2. User Setup MG , EXLZAFPBENFIESHS. XEFEERFR. ZBA
Supplementary User Information , BAX F EAP B RIEREE LS, #& Submit, 3}
EER—SRUABEEFINESAF., BIAMERT , MEAFBEIERIAAT |, HoXL
AFRFPBRAZEELHE—NEE, IRENBSEAFRIEESTREYE , BSHEAT
Windows ARZ588#Y Cisco Z4 ACS 3.2 AFEENAFAEE S REFAES.



//www.cisco.com/en/US/products/sw/secursw/ps2086/products_user_guide_book09186a0080205707.html
//www.cisco.com/en/US/products/sw/secursw/ps2086/products_user_guide_book09186a0080205707.html
//www.cisco.com/en/US/products/sw/secursw/ps2086/products_user_guide_chapter09186a0080205a5c.html

e - DADDIYI DS

Frgey Brerums I.IEEIr &m
ren ‘

Users ABC (New Dier)

I© Accoont Dwabled

Supplementary User Infa

E.2al MHame F‘-E':
Diezcrpion F_h’n' ]

User Setup

Prarword Autivershe ghon

[CrcoSacws Dmtatace =]
CwtoSecure PAF (Also aied for CHAFMES
"HAFIARAF o the Separate Beld o not checked )

Pasreord [
Coslwen
Fasrwaord [

I Sepatabe [L-HAF - HAPIAEAF)

Fasrword |

CpafEEn [

Pasreard

When & toloen server i uwed for authenhe alion,
rpplymg 4 separite CHAT patewresd for atoken
poerd uper sllows CHAF suibsertienhss Ther e
especialy asebd when soken cackeng & enabled

| Swoma | Cancel |

3. ENEHFIZRIEN ACS lRFEF LK AAA BEF UK. M ACS GUI F & & Network Configuration.

—
I

@ @ B B B 3 8 & B 8 8 B B 8 B B B 8 @

Accommt Dezshled

Doletmg a Vistname
Supplementary User Infa

Pavewnri Anthiwtic aticn

Groap to which the aser is ascigned
Callbark

Cliowt [F Aodidre is A v wt
Advanced Semings

Netwerk Aceess Hestmictiana

Max Sessions

Usage Chistas

Aceoums [Heahle

Drmernds asl able 4T3

TACACS+ Emable Concrsl
TACACS+ Emabile Password
TACACS+ Uatheund Farrsnord
TACACS+ Shall Comunand \othariistian
Command Awthormation far Nemwork Device Management
Applr wtinn:

TACACS Unknown Services

[IETF RADMUR Astrilintes

HADILY Yendor-Specific Adinbwies

Areouni Dusshled Status

elecy e Accoaim Daiabled check bog 1o Aeatds thif
acoousd, clear the check box fo enable the accomt

[Back i Topl

Naletne & asanemes B

H I Network Configuration AT , X WLC &, IP ibit, HERAMBHRILESE
(RADIUS Cisco Airespace), BXxHfIE ACS SR RIIRSHNER , BSRAHEHREMAN
XH, X EWLCLEEBENHEZASACSREB/LNTE., HEFHAXH K INE,



Add AAA Client

asA Client Hostname  [WLC-1

10.77.2499,.204 -
adsd Chant IP Address

Shared Secret cisco

RADIUS Key Wrap

Key Encryption Key ]

Message sAuthenticator Code {

Key
Key Input Format O ASCIL @ Hexadecimal
Authenticate Using |R;’-\DIUS (Cisco Alrespace) ;!

™ Single Connect TACACS+ AaA Client (Record stop in accounting on failure)
[ Log Update/Watchdog Packets from this A&A Client

[T Log RADIUS Tunneling Packets from this A&4& Client

[T Replace RADIUS Port info with Username from this AAh Client

r Match Framed-IP-aAddress with user IP address for accounting packets from
this a4 4 Client

Submit Submit + Apply | Cancel !

4. B System Configuration # Global Authentication Setup ML {R T & AR IE RS ERE R R
TR EAP B HWIESE. £ EAP BBEIRET , FAMAM EAP 53k, AHIEA LEAP
BHRWIE, TS , % Submit,
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r DA DNEETI DS

-. vstem Configuration

=

it .
= Clahal Anthentication Setup
| Lt sz
‘ |m rapilunr‘—thn
[re— FEAFP
LI“"“""“" " Allew EAP-MSCHADY2
£ P [ ——
EE;:'“"l Abow EAP-GT
e
E - i
e PEAF seznon rneod {mexes i
ﬁl;.ﬂ-ﬂ“"-' Ermabde Fagi Kecoepeci i
T Aten
- LT ™ Aew EAP.TLS
=  Cerafieate SAM companson

B Cernle s TN & AR
¥ Certficate Bnary compansce
EAP.TLE sesmon mecut (mamses): |12
LEAF - -
{ F Aow LEAP (For Awceet ouly)
EAP-MIFS :
™ Allewr EAF DI

ME CHAF Cenfiguration

[

T Allowe ME-CHAP Vergon | Authestic stion
I Alew WS- CHARP Ve 2 Authesse ol
[ Subme Subfrel « Fowier | Carce

EB%E i

ERIETFIFERI EAP KBEFBE Fif, £ EAP EEES | EFR B RS [IBINFEA EAP £
o MBRSI[IIIFIZ EAP KR | NIEBIA EAP £, MBEFRLEF EAP EH | NIRSF/EE—N

o

s FEAFP

« EAF-TLS

« LEAF

s EAF MDS

» ME CHAF Configmation

Thes page speciies settngs for vanows mahenhc ason

proBacals

::' ke T f

Nasr; FPEAF w a corpficate. bassd aulieeitoation
rofoced. PEAF autheaticanon can ooowr only giter

Viiy M 'rln-'lr'i'o..‘ L Fegruired Eépad on Dha 4 =
et Aot Sriugp page

o Allew EAP-MSCHAPY!—To mabls EAF-MSCHAs

Wit PEAF scdhepncanos, elect the Allow EAP-
MECHAPYT check b

s Alew EAP. GTC—Ts snable EAT STC wattas FEAS
mienhrason, select the Allew EAP-GTC check box

o Ciien chent initial display mesiage
received by users wlis wae & Ciice FEAT

To specy & meirupe
st sype thr

message @ the Uneo chent mehial display message box

o PEAF seision timesst (miswies— e PFEAP i sian

Fims i | imatsa) oo

I R e

{rhnet e FEAT e

e

BEBIA , MELE FORBTRERN EAP T ERITHE. EIAXEN EAP REHE , LIE

=1

=

7o

AkeE, APFIFER LEAP 4EH EAP 3 H!,

UL T X LB UAE A Aironet Desktop Utility BB & F s B LEAP,

1. i Aironet Utility BI#RFHITFF .
2. # i Profile Management &3+
3. B HEEANERENMH , AFEEF Modify,

4. £ General T £ T %% Profile Name, #i A WLAN B SSID,



Hrofile Management

Geretal | Securly  Advanced

Profile Seltngs

Cherd Hame: | WIRELESS5123
M atvenrk, Mames

S50 |Cisch

5 i

ssinx ||

[ ox || coce |

p: 3

: SSIDXBKNE |, HAEEBSWLC LB BEHSSIDTE S T,
5. 7 Security &I+ Fi&# 802. 1x. %1% EAP EE4EN LEAP , Ai5¥ dF Configure.
Profile Managemen

Geresal | Secunly  pdvanced

ol Sty Ll

L wWPAAWPALTINM WRAAWPALCCEM EAP Type

O WRAMPAZ Passphrace s Ut S R A b S e
%) B0 1x [:Eﬂ.‘hE.ﬂ-FTw-u LE&F W ]
P e e
1) N

[T 1 ‘ [ Ao Anocantion: oy Mased Colls

[ ik Tiewsi bt Firiengy Dhsianies it T e

G Pobey Deley. |60 =

L_ox [ Conce |

6. 1%## Use Temporary Username and Password , © R ESXEH B3It EVR R R &8 AH
FERE, EhHALHN=NETZ—. 24I6 A Automatically Prompt for Username and
Password , ©ER&EEZ R Windows ZBIBR T i A Windows AP E &S , EERA
LEAP BF&#E. MRFLEEEFIRERIFBHFNMERKEKE MRS LEAP B3R A HE =R
S LR&E  MAMRTEHBAZRE , Wik~ E OISR Always Resume the Secure




Session H&E, F : BEXREMETNEMEE , ESHCisco Aironet 802.11a/b/gFcék
LANZE Fim & fiies ( CB21AGHIPI2IAG ) ZEAE EEEMNEERE Fimaias3h o -
Confipure LEAP

| [] tibsaps Figsunne the Secure Session
Uzes Mame and Fassword Settings

IE} Llse Tempotang Llser Bame and F'as:.wm-:i

'I:il s wWindows User Mams and Passwond
(%) Automabcaly Prompl for User Mame snd Patsword
) Marually Promgt for Uger Mame and Paswod

0 Ui 5 vt Ulinr Mo ] Pt wncsind

[+] Mo Metweotk Correction Urdess User Iz Logged In
Autheniicaion Timecut Vakue fin seconds) |90 %

| o | | ceca |

7. £ Advanced &I+ T , AT LAELE Preamble, Aironet extension F1Efh 802.11 &I , M
Power, Frequency &,
8. Click OK. Z P in Il E =1 STl E A S < Bko

HriF
ERAER S AT EIAR BRER ERIZT.
R EA LEAP SRRIERELA TR SEE AP XE |, RIIEER SR T,

AEE . AHEBREFREEXHCEENLEAPSHRIE, BXWMN LEAP & KRIIAE
802.11 a/b/g TL&EFimE G FAEE , FSHER EAP S HRKIE,

BOELTLEFIRNEEXHE  BIERAF R LEAP SHRIENAF&/ZB, RFIMT


//www.cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/2.5/configuration/guide/winch5kh.html
//www.cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/2.5/configuration/guide/icg04.html
//www.cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/2.5/configuration/guide/icg04.html
//cisco.com/en/US/docs/wireless/wlan_adapter/cb21ag/user/4.0/configuration/guide/winch6kh.html

Enter Wireless Network Password : x|
Fleaze enter your LEAF usermame and pazsword to log on to the wireless
tiebwark,
Uzer Mame : ABC
Pazsword : ]
Logon ko
Card Mame : Cizco Arronet B02.11a/b/g Wirelezs Adapter
Profile Marne EAP-Authentication
Q. I Cancel

28 AP Fl WLC % /5I9 0 P12 51244 S0 88 RADIUS BRE S ( Cisco 4 ACS ) MIiTE1E,
RADIUS RE2[NHHIBESHFHEEEHRTER , AEAFEEERREAN TLEFF SR E LR
AP ERE. ACS RS ESH Passed Authentication IRE R REZE i 2ET RADIUS F#1¥IE, =
JZn T

*=»-DIA AITI oI q
Eitea Sentems HEI]U"! and m:mr“"t L.

H

il

I T

) Befesh [ Download

Reports .
Passed Authentications active.csv

8, TACACS* Admairahe Message  Uper-  Growe NAE NARIP

_‘_ X
e e B RADIVS Accomme Dued Time Trvp Name Name SRR pn  address
: B Vel Arcomtng MIO4E006 150133 | Auhen OF ABC  Defmlt 004056 —
B Pasied Aedent smons ke iR
— Bl Faded Atbemeits AP Fp— — ~ . Defagh | 00-80-5

I Faded Atesset OAMAC008 150037 Aeden OF AR Youp  ACE 17216
e
90 | parnes

= | Brjit 1 il
L

il




RADIUS S RIERMNGE , TLEFREERE AP KiK.

LEAP Authentication Status - 2| =10] x|

Card Name:  Cisco Aironet 802.11a/b/g Wireless Adapter
Frofile Mame: EAP-Authertication

Steps Status
1. Starting LEAP Authentication Success
2 Checking Link Status Success
3 Renewing IP addess Success
4. Detecting |P¥ Frame Type Success
5. Finding Domain Controller Success
[T Show minimized next bme Cancel

£ WLC GUI #9 Monitor M1 T tt T AR E L 1#R . 1%£42 Monitor > Clients , REREEF KN
MAC #buiit,

Save Configurstion  Ping

BT AT T COMBAMEFE  HELF
Sl Wl W iNeils Mama i i ] il ]
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X : BXWM{ARECisco Secure ACS for Windows 3t 17 # B& HE Bk 3 3K EL A % Cisco Secure
ACSHYRIRER |, ESFI3RELCisco Secure ACSHIRAFAAARIRE B,

R BAfEAIX L debug R HERR AAA B IRIERYEE : debug aaa all enable — ELBFFE
AAA H BRIk, debug dot1x packet enable — B X AT A dot1x BIFENWAX, UTR
debug 802.1x aaa enablefi By H R B :

(Cisco Controller) >debug dotlx aaa enable

*Sep 23 15:15:43.792: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_USER NAME(1) i ndex=0
*Sep 23 15:15:43.793: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_CALLI NG_STATI ON_I D( 31)
i ndex=1
*Sep 23 15:15:43.793: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_CALLED STATI ON_| D( 30)
i ndex=2
*Sep 23 15:15:43.793: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS_PORT(5) index=3
*Sep 23 15:15:43.793: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS | P_ADDRESS(4) index=4
*Sep 23 15:15:43.793: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_NAS | DENTI FI ER( 32)
ndex=5
*Sep 23 15:15:43.793: 00:40: 96: ac: dd: 05 Addi ng AAA_ATT_VAP_I D(1) index=6
*Sep 23 15:15:43.794: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_SERVI CE_TYPE(6) i ndex=7
*Sep 23 15:15:43.794: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_FRAMED MTU(12) index=8
*Sep 23 15:15:43.794: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_NAS_PORT_TYPE(61) index=9
*Sep 23 15:15:43.794: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_EAP_MESSAGE( 79) i ndex=10
*Sep 23 15:15:43.794: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_MESS AUTH(80) i ndex=11
*Sep 23 15:15:43.794: 00:40: 96: ac: dd: 05 AAA EAP Packet created request =
0x1533a288.. !!!
*Sep 23 15:15:43.794: 00:40:96: ac: dd: 05 Sending EAP Attribute (code=2, |ength=8,
i d=2) for nobile 00:40:96: ac: dd: 05
*Sep 23 15:15:43.794: 00000000: 02 02 00 08 01 41 42 43
..... ABC
*Sep 23 15:15:43.794: 00:40:96: ac: dd: 05 [ BE-req] Sending auth request to
'RADIUS' (proto 0x140001)
*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 [ BE-resp] AAA response 'Interim
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Response’
*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 [ BE-resp] Returni ng AAA response
*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 AAA Message 'Interi m Response' received
for nobile 00:40:96: ac: dd: 05
*Sep 23 15:15:43.799: 00:40:96: ac: dd: 05 Recei ved EAP Attribute (code=1,
| engt h=19, i d=3, dot1lxch->id = 2) for nobile 00:40: 96: ac: dd: 05
*Sep 23 15:15:43.799: 00000000: 01 03 00 13 11 01 00 08 42 3a 8e dl 18 24 e8 9f
........ B:...
*Sep 23 15:15:43.799: 00000010: 41 42 43
ABC
*Sep 23 15:15:43.799: 00:40: 96: ac: dd: 05 Ski ppi ng AVP (0/80) for nobile
00: 40: 96: ac: dd: 05
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_USER NAME(1) index=0
*Sep 23 15:15:43.901: 00: 40: 96: ac: dd: 05 Addi ng AAA_ATT_CALLI NG_STATI ON_I D( 31)
i ndex=1
*Sep 23 15:15:43.901: 00: 40: 96: ac: dd: 05 Addi ng AAA_ATT_CALLED_STATI ON_I D( 30)
i ndex=2
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS_PORT(5) index=3
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS | P_ADDRESS(4) index=4
*Sep 23 15:15:43.901: 00: 40: 96: ac: dd: 05 Addi ng AAA_ATT_NAS_| DENTI FI ER( 32)
ndex=5
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_VAP_ID(1) index=6
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_SERVI CE_TYPE(6) i ndex=7
*Sep 23 15:15:43.901: 00:40:96: ac: dd: 05 Addi ng AAA ATT_FRAMED MTU(12) index=8
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA ATT_NAS PORT_TYPE(61) index=9
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA _ATT_EAP_MESSAGE(79) index=10
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA ATT_RAD STATE(24) index=11
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Addi ng AAA ATT_MESS_AUTH(80) i ndex=12
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 AAA EAP Packet created request =
0x1533a288.. !!!!
*Sep 23 15:15:43.902: 00:40:96: ac: dd: 05 Sending EAP Attribute (code=2,
| engt h=35, id=3) for nobile 00:40: 96: ac: dd: 05
*Sep 23 15:15:43.902: 00000000: 02 03 00 23 11 01 00 18 83 f1 5b 32 cf 65 04 ed
RS - S [2.e..
*Sep 23 15:15:43.902: 00000010: da c8 4f 95 b4 2e 35 ac cO0 6b bd fa 57 50 f3 13
..O0..5. . k.. W..
*Sep 23 15:15:43.904: 00000020: 41 42 43
ABC
*Sep 23 15:15:43.904: 00:40:96:ac:dd: 05 [BE-req] Sending auth request to
" RADI US' (proto 0x140001)
*Sep 23 15:15:43.907: 00:40:96:ac: dd: 05 [ BE-resp] AAA response 'Interim
Response’
*Sep 23 15:15:43.907: 00:40:96:ac:dd: 05 [ BE-resp] Returni ng AAA response
*Sep 23 15:15:43.907: 00:40:96: ac: dd: 05 AAA Message 'Interim Response' received
for mobile 00:40:96:ac:dd:05
*Sep 23 15:15:43.907: 00:40:96: ac: dd: 05 Recei ved EAP Attribute (code=3,
| engt h=4,id=3, dot1xcb->id = 3) for nobile 00:40: 96: ac: dd: 05
*Sep 23 15:15:43.907: 00000000: 03 03 00 04

*Sep 23 15:15:43.907: 00:40:96: ac: dd: 05 Ski ppi ng AVP (0/80) for nobile
00: 40: 96: ac: dd: 05
*Sep 23 15:15:43.912: 00:40:96: ac: dd: 05 Addi ng AAA_ATT_USER NAME(1) i ndex=0
*Sep 23 15:15:43.912: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_CALLI NG_STATI ON_I D( 31)
i ndex=1
*Sep 23 15:15:43.912: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_CALLED STATI ON_| D( 30)
i ndex=2
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA _ATT_NAS_PORT(5) index=3
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_NAS | P_ADDRESS(4) index=4
*Sep 23 15:15:43.912: 00: 40: 96: ac: dd: 05 Addi ng AAA ATT_NAS | DENTI FI ER( 32)
i ndex=5
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA_ATT_VAP_ID(1) index=6
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA_ATT_SERVI CE_TYPE(6) i ndex=7
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_FRAMED MTU(12) index=8
*Sep 23 15:15:43.912: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_NAS PORT_TYPE(61) index=9



*Sep 23 15:15:43.915: 00:40: 96: ac: dd: 05 Addi ng AAA _ATT_EAP_MESSAGE(79) index=10

*Sep 23 15:15:43.915: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_RAD STATE(24) index=11

*Sep 23 15:15:43.915: 00:40: 96: ac: dd: 05 Addi ng AAA ATT_MESS_AUTH(80) i ndex=12

*Sep 23 15:15:43.915: 00:40: 96: ac: dd: 05 AAA EAP Packet created request =
0x1533a288.. !!!

*Sep 23 15:15:43.915: 00:40: 96: ac: dd: 05 Sending EAP Attribute (code=1,
I engt h=19, id=3) for nobile 00:40: 96: ac: dd: 05

*Sep 23 15:15:43.915: 00000000: 01 03 00 13 11 01 00 08 29 23 be 84 el 6¢c d6 ae
........ YH. L

*Sep 23 15:15:43.915: 00000010: 41 42 43
ABC

*Sep 23 15:15:43.915: 00:40:96: ac: dd: 05 [BE-req] Sending auth request to
' RADI US' (proto 0x140001)

*Sep 23 15:15:43.918: 00:40:96: ac: dd: 05 [ BE-resp] AAA response 'Success'

*Sep 23 15:15:43.918: 00:40:96: ac: dd: 05 [ BE-resp] Returning AAA response

*Sep 23 15:15:43.918: 00: 40: 96: ac: dd: 05 AAA Message 'Success' received for
mobile 00:40:96:ac:dd:05

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 processing avps[0]: attribute 8,
vendorld O, val ueLen 4

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 processing avps[1l]: attribute 79,
vendorld 0, val ueLen 35

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 Received EAP Attribute (code=2
| engt h=35,id=3) for nobile 00:40:96: ac: dd: 05

*Sep 23 15:15:43.918: 00000000: 02 03 00 23 11 01 00 18 03 66 2c 6a b3 a6 c3 4c
R foj...L

*Sep 23 15:15:43.918: 00000010: 98 ac 69 fO 1b e8 8f a2 29 eb 56 d6 92 ce 60 a6
R ). VoL

*Sep 23 15:15:43.918: 00000020: 41 42 43
ABC

*Sep 23 15:15:43.918: 00:40:96: ac: dd: 05 processing avps[2]: attribute 1,
vendorld 9, val ueLen 16

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 processing avps[3]: attribute 25,
vendorld 0, val ueLen 21

*Sep 23 15:15:43.918: 00:40: 96: ac: dd: 05 processing avps[4]: attribute 80,
vendorld 0, val ueLen 16
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