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Thase settings can be used to enable or disable specific Windows EAP functionality
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{3 The database in which the user profile is hald
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EAP-FAST ZEFmHHH, EXE : BERL2RFZFFL IR NPACENE A LR XK,
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6. 1%£3# Allowed inner methods : EAP-GTCHIEAP-MSCHAP2, iX A FEAP-FAST v1FIEAP-
FAST viaB w1, ( Cisco ZE£REEFFImZHEF EAP-FAST via, ) MIRFALHE
EAP-FAST v1 &F % , N{REZEF A EAP-MSCHAPV2 fER A 5 5%,
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Ml EAP-FAST master sarver
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Cisco WLAN 32428

XN FAEIBEBIERE , A Cisco WS3750G R To4k FiE M HI8F (WLC) & Cisco AP1240 B E AP

(LAP) it e , 3 CSSC MiX 2 WLAN E#ftiZE¥y, ZEl&EEA TET Cisco WLAN 2 HI88. FifE
AR EHRAR 4.0.155.5,
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GUI RiFRZESF, ATHEER CLI FEFERE@SHRA

Wel come to the Cisco Wzard Configuration Tool

Use the '-' character to backup

System Nane [Cisco_33:84:a0]: ws-3750

Enter Adm nistrative User Nane (24 characters nmax): admin
Enter Admi nistrative Password (24 characters max): *****
Managenent Interface |IP Address: 10.10.80.3

Managenent Interface Netmask: 255.255.255.0

Managenent Interface Default Router: 10.10.80.2
Managenent Interface VLAN ldentifier (0 = untagged):
Managenent Interface DHCP Server |P Address: 10.10.80.2
AP Manager Interface |IP Address: 10.10.80.4

AP- Manager is on Managenent subnet, using sane val ues

AP Manager Interface DHCP Server (172.16.1.1):

Virtual Gateway | P Address: 1.1.1.1

Mobi lity/ RF Group Nanme: Security

Net work Nane (SSID): Enterprise

Allow Static | P Addresses [YES][no]: yes

Configure a RADIUS Server now? [ YES][no]: no

War ni ng! The default W.AN security policy requires a RADI US server.
Pl ease see docunentation for nore details.

Enter Country Code (enter 'help' for a list of countries) [US]:
Enabl e 802. 11b Network [YES][no]: yes

Enabl e 802. 11a Network [YES][no]: yes

Enabl e 802. 11g Network [YES][no]: yes

Enabl e Auto-RF [ YES][no]: yes

Configuration saved!
Resetting systemw th new configuration.
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Cisco Secure Services Client

Client  Administration  Help

Create Metworks | Manage Mebwoarks |

Arccess Data Security
ﬁ“ bigronkey [2 acceszes detected)

il
S emplayee-local

001 4165a2bd0  High Signal
00141b65a2bdf - High Signal
007T4165533d0 Ve High Sighal
001 4165a33dE High Signal

guest-central

guesthet [B accezzes detected)
H-REAP_TEST_1
H-REAP_TEST_3
H-REAP_TEST_4
H-REAP_TEST_h
H-REAP_TEST_E
H-REAP_TEST_V

Create Netwnrk|

A RABRT , WLAN#ZHIZBES#&SSID , it ® & /RE 23 #MrSSIDAY Create Networks 5l 3k
., ERIENEEEXH , RAELTHHIRFE SSID (Enterprise) M“Create Network™ 1% 241,

R WLAN Eft MW EEREZH 77 # SSID , MMAMF 7 SSID ; B f“Access Devices”
#9 Add Bk , AR Fam AELM SSID ( i Enterprise ) o« N EFIRELE “‘Active”RUITH

, BIEFIRES RN EEER SSID ; f£Add Access Device”&E O H % A SSID 2 /5 , #87E Actively
search for this access deviceo

AR MREAPHORIEREABANEEXHEE , Nk REFRFELEK(802.1X).

Create Network 2% %405 5 3h“Network Profile” & 0 , AT &k ( REHREMN ) SSID 556K
ENEINERER, NEE SR E R MR .

AR EU S DRI E X4 T KRR S MNWLANZ £ R B HM/HSSID,

EFEFIRE RF BSUE AN BaNEREEING |, 1% Automatically establish User
connection, MR ZITEN LW HEMAF kS THEALEEXH , FEUEIEF Available to all



users. WREH T Automatically establish , M A MITF CSSC B A , H i@ “Connect”#i%
#ZEAF3hE3h WLAN E#E,

MREEHEAFPERZEIE3 WLAN iE# | 5%+ Before user account, XM AEFEHEREN
AP &EE (£ EAP-FAST A TLS B, M AZFBHIUEB/EEEF ) EM e — B FIRE,

Netwark Profile @

M ebwark,

Marne: |Enterprize Metworl,

Ayailable to all ugers [public profile]

[] Automatically establizh Machine connection
Automatically establish User connection

Before user account [supportz srmartcard/pazaword only)

M etwork, Configuration Surmrmary:

Authentication: [FAST:

Credentials: | Request when needed and remember farever.

b odify.
Accezz Devices
Aoceszz £ 5510 b ode Maotes
Enterprize WPAZ Enterprize
Add... | t odify Configuration. .. Hemove
Help | k. | | Cancel

EE . X FEACisco Aironet 350R 5 & F i & B 28 W WPA/TKIPIR{E | SIMEZAWPAEFRIE

, B ACSSCEFIHMIS0WAIEF YU EWPARFBRHRIITHE, X2 Client > Advanced
Settings > WPA/WPA2 Handshake Validation TZF# ., ZRAMNEFRIEMARALIT WPA R 4EHERY
ZEEM (TKIP SHESZHNEETEMRE ) , ELZAWKREN WPA 4 541K,



Add Access Device

Avallable Access Devices:

Aooezs A Crata Secunty

ﬁ" bigmonkey [2 accesses detected] @ WHAZ

Ul emplayes-ocal B wPa2

il a8,
001416552640 High Signal \WhRAZ
001 41b5a2bdt High Signal WRAZ

001416523340 High Signal WEAZ
001 4165a33dE - High Signal WEAZ

A quest E_ Open

1l guest-central & | Open
L |

Access Device:

Aocezs [S5I0] |Enterprize

[[] Actively search for thiz access device

Enterprize Port Settings:
Mode: | WPAZ Enterprize

Add Access | | Cancel

f£“Network Configuration Summary” T , 85 Modify SABL R EAP/ZHERE. 57 Turn On 4%
iE , #E“Protocol” F &R “FAST” , ARF%EFE ‘Anonymous™ER “Identity” ( 7 T RBELIR EAP R

RERAFE ). TLEA Use Username as Identity £ 50 &8 EAP &4 , BERUFSEF#HBTH

BHERDKRMBN EAP ERFBEBAF ID., $EE Use Single Sign on Credentials , AEREFE

FERTRES BRI, #55 Configure SUiRR EAP-FAST 3¥.



Network Authentication... @

Metwark: | Enterprize Mebwarl:

Authentication b ethods: Ilzer Credentials:
{3 Tum Off {3 Usze Machine Credentials
{*) Tum On

{3 Usze Single Sign on Credentials
{*) Usze Uzemame az [dentity

() Usze '‘Anonymousz’ az |dentity (&3 Requestivhienn=sded

{#) Remember farever
Protocal 25

{3 Remernber far thiz session
[] EAP-MDA () Remember for 5§ minutes

[] EAP-MSCHAPZ

[] EAP-TLS —

......................

[] GTC o Configure. .

| Help | k. | | Cancel

£ FAST iR T , AILA¥EE Validate Server Certificate , & inac £ 2 EAP-FAST &iF2H1
I0iF EAP-FAST BRS588 (ACS) if P, XE4NBFFIHIRZIRMHERT | BHIERED R MR IEEN EAP-
FAST k%88 , HHEEEFFESHARIIZERERIATZETNR, XFERE ACS REZH[LZ
FKif$ , HEEEF B LELZEMENNRIEBMEYES, EARARHS |, KEHARSSFIEBRIE,

£ FASTRE T , W LAEE Allow Fast Session Resumption , RFIXREE TBEE ( TLS 2iF ) ¥
EAP-FAST 2iEEE , MEAETEN EAP-FAST EFWIF, R EAP-FAST [REEME BT
X EAP-FAST B RIERMIESRINE T TLS 2FEE , MAULELERE,

AR . X NEAP-FASTRIEMRE B EEAP-FASTIRE S ME %,

#£“Tunneled Method > EAP-TLS Settings” T , $#§7E Any Method , LAt ¥ EAP-MSCHAPV2 3# 1T

PAC B3I &R , 3 foif EAP-GTC #H{THMRWIE, MEFE A Microsoft I EIRE ( 0 Active
Directory ) , 3} EM%& E R XIFEM EAP-FAST v1 B % , th A LUEEXEA MSCHAPV2 4Eh

“Tunneled Method”,

X EHBEOMEAP-TLSIEE T , RIAERABIFRSBIERE, ERARHETER EAP-TLS fEXR
AZBERRIESE , A EBRTERA. MRBALFE , MR T E EAP-TLS 3 & Fimil Pt
THREB[|RIULLI |, EESARFEFIRRIERSSH[IULH,



Configure EAP Method...

FAST zettings:

Uze Smartzard-bazed Client Certificates Onlp
[ ] “alidate Server Certificate

Allow Fast Seszion Resumption

Turneled Method

Ay Methiod W
EAP-TLS Sethings:
[ ] Uze Smartcard-bazed Client Certificates Only

Yalidate Server Certificate

Help ak. .| | Cancel

B OK LARTF EAP-FAST it B. A TEFWEREXHFHEEN BHEY", Ate2EaE
B EMEH B/ BHRIE, f£“Manage Networks” T+ £ | “Network”, “Status”Fl“Data
Security" FERIER T B WAEZERS. NRlF , AUEFIEREXHLLMEZELEFER , NEH
A% & 2SSID Ak , & RConnected:Authenticated 7 {8 F Autoconnect, “Data Security” ¥ B3 =
£/ 802.11 NEXRE, WTARE , AN WPA2,



LCizco Secure Services Chant
Client  Admiristration Help

Creste Melworks  Manage Metworks

Connected Authenbicated [SutoConnect] £55 WPA2

Cornect Configure

EEFRBIUEZE , £ Manage Networks” £ 11+ 5 By “Profile” T i ¥ SSID , /5 ¥ ti“Status” LA E
WEREENFAF R, “Connection Details’& QB T AXFFIRIRE, EERANZITER
R EHBIEFENER. “WIiFi Details i8I R4t 7 Hx 802.11 EERSWIFAER , BIF
RSSI, 802.11 @B UK B HEIE/INE,



Connection Status

:Connection Details;

WwiFi Details |

Status:

Diuration:

Metwark, Prafile:

Mebwork Adapter:

Connected: Authenticated

Oc:o0: 47

Enterprize Metworl,

Cizco Arronet B02.11a/b/g Wireleszs
Adapter [Microzoft's Packet

Scheduler)
Client MALC Address: 00-40-96-40-36-2F
Aoocesz Device: Enrterprize
Aooess Device MALC Addreszs: 00-14-18-Ré4-33-00
Tranzmitted packets: 121
Fecerved packets: G
Speed: 54.0 Mbpz
Authentication Method: FAST A GTC
Authentication Server: THME [nat verfied)
IF Address: 10.710.82.11

Help Cloge




Connection Detais | WiFi Detais |
Aocess Device MALC Addrezs [BS510): 00-14-18-R4-33-00
Charnnel: 1
Signal Strength: Wem High
Azzociation Method: WPAZ Enterprize
E nicrpphion: AES
Help . Cloge

RAEERENMERALETE Cisco Z2REBFFIRRAIRSE , MMHECSSC A EAFRBHTHIE
o WITERABMMFFIR"FEEH CSSC BRIFRE, EIRMBIE , £ o Collect Data > Copy to
Clipboard > Locate Report File, iIX£&$TF Microsoft BRERERE N , HE RERBWIRE STHFIE
WB xR, EEHNXHYF  SBERNBIENLT BE (log_current) o

ZITERMT CSSC MHRRES., BONRHEFFMEE , LKk WLAN F8 (RN EIR SSID,
KRB EF ) o XX TFI2H CSSC 5 WLAN EfisR 2 RN EZERBELHEA,

HirigiE

fi & Cisco Secure ACS R85, WLAN #2#I85. CSSC HEF w25 , MREEMMIBEERIEER




R ERA , M WLAN MEBEIEEEY , AT# 1T EAP-FAST SARIENZ£HNEFmESF. AT
BT SER , LEREREQENHE/HHEIR,

ENHZEE , FRHFNLTLE RS EA EAP-FAST B4 K IER WLAN 2 H 25 KEK.
1. MR CSSC BMEN BFERE , WEFIHmFESZHLERE, NRAREEBZEENE—

KBE , WA P 29083 Connect &R E 3 WLAN ¥R, X330 802.11 kBT =
, HIEEDBIT EAP B/ KIE, ROIMT

Cisco Secure Services Client

Client  Administration Help

Create Metworks | Manage Metworks

Metwork, Statusz Drata Secunty

Enterprize [hidden)

Details...

| Connect || Configure || Hemowve | Statusz...

2.0, REFRAAFREAFBNEE |, LME#TT EAP-FAST S KIE ( M EAP-FAST
PAC A ACS ) . REIMT

Enter Your Credentials

| E‘!‘ Fleaze enter your credentialz for
I“n,__ network, Enterprize, access akita_plc

lzername: |tmeuzerd

Send... | | Cancel




Enter Your, Credentials

La Fleaze enter your credentialz for netwaork,
i} Enterprize, access akita_pkc

Uzername: [tmeuser3

Wielcome ta the Richfield TME PALC Auth

Dialog expirez in 10 second(z)...

Send... Cancel

3. ARE , CSSC EFmiEY WLC , AP ERE&ZZELS RADIUS BR5588 ( Cisco Secure
ACS) , MERIFXLEERE, ACS 2NBESECHENKEE (ERFIEEF , HNBHREE
5= Windows Active Directory ) #{THHER , MERIUEAFERE , HEAFEREEXR , @k
Z P imiREiFE PR, ACS ARS8 LM “Passed Authentications’# &5 Z 7R 7 2@t
RADIUS/EAP B RiIENEF ik, R~"AIWMT
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T T
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Appendix

BT Cisco Secure ACS # Cisco WLAN Z#|2R IR HA L ARDEELUN , 2E—EHMNER
A A Ti2#7 EAP-FAST B #HiE. REETEM WLAN RIRSZHTHE WLAN #2528 LB EAP



Rt , RSHEHRIEFRBBESE LM , ENARRRLSETRREBERE R B,

BT EAP-FAST XM IRERES AR
It 802.11 RIRESHIRE R T B HRIUE R,

WHIESERT &¥H EAP-FAST EAP MH R,

XX : NECSSCEF iR LB B , EREVIHBEAPI R F AENSBEAPE 1.

Soicn IFlegs | Cheneed | Signal | Ban s ] Sice || Felfive Time | Fioiocd | Sy

0Dz 14 LE: Bh= 33: D0 ¥ 11 14 3.0 1l 00. 033377 | BD2. 11 Assoc Rap FC=...B.... GH=28<7 , Fi= 0, 3cacas. ..
00z L4: LE; Sh: 33: 00 T ] LE 0% 24,0 1] 00.03645% | 602,11 Assoc Rap | FCeo o W Byv o SH=286T, Fil= 0, Status. ..
00z L4 LB Shs 32100 11 T1% 54.0 an O0. 0364329 | B02. Lx FCs.F.., -y BEH=28E5, FH= 0
00z L4: LB 2As 33: 00 ¥ 1] Tl= L0 14 00, 1233E:07 | 602,11 Aok | Fe®nannrns

DDz 14 LE: Az 33000 11 67% £5.0 65 OD. LEE&LD | BO2.1x FC=aFisuss = EH=287T0,FH= 0
Aipanat: W0: 362 2F Ll | 11 L.0O ] B2 00, L7350 | EAP Radpesian | FC=T....0c- 2 GH= 4, FH= 0
00z L4 LBy SAs 33500 ¥ 11| 0% L0 14| 00.174238 | D02, 11l Aok | FESaaaanns

0Dz 14 LE: Eh= 33200 11 EB% £4.0 &6 OD. L782£3 | BO2. Lx FC=.F...co. BH=2371 , Fi= 0
Aiponet: M0 36: 2F Ll ] ZHx L.0 ] i ] ] 00, 200E53 | ERP Respomize JFE=Ty e rnnns 2 SH= L= 10
Aiconeti A0 361 2F 11 1] 1.0 ZB2 00. 207340 | ERP Paspomse FC=T. B oo, 5H= 5, = 0
0Dz 14: LE: Eh= 33:D0 . L1 Tk L.0 14 O0. 20330 | B02.11 Ak = s s s =

00z L4; LB SAs 33; 00 Il | 0= 44,0 1em 00, 207E3 | B0Z. Ly JFEm Fy e o, SHRERTE, FHe 1
Aieomet! ADr 361 2F 11 55% 1.0 105 OD. 216235 | ERP Paapomse FC=T.aususs «,8H=  &,FH= 0
Aiponat: W0s 562 2F Li E9% L.0O oS DO.21T444 | ERP Radpsasi FC=T. . R, ... %H= &, FH= 0
00z 14: LB Skz 32300 i | 11 | 0% Lo 14| 00.20775d | B0Z2.11 Aok |

0Dz 14: LE: k= 33:D0 11 67% 52.0 L] OD. 222753 | BO2. 1x FCu.F..ooo. AH=2874,Fi= 0
Aicanat: R0-36:2F 11 ] LS L.0 ] 152 ] oo, 258158 ] E&P Raspasize ] g = LEH= T.FH= 101
0Dz 14: LB Shs 33100 ¥ 11 | G605 1.0 14| ©DOD.2544%9 | B0Z. 11 Aok | FO&uuassnns

00z 14: LE: SRs 33:D0 11 Ed% 5.0 147 DD. 298950 | BD2. 1¥ FCu . F.R. ..., GH=287E5 F= 0
Aiconet; &0 36;: 2F Il a5% L0 32 | 00, JLB0ET | EAF Berpomee JFEeT. s venn, il &, FHe O
0Dz 141 LB S5he 33100 L] 11 0% 1.0 14 0D. ILEF23 | BDZ. 11 Aok FC&®:aaannns

O0: 142 LE: Sk 33:00 L EBE 54.0 44 0D, 326533 | BO2. Ly FC=.F.,.... SH=2877 Fi= 0
00 L4: LB SAs 33500 11 | LEL] 34,0 44| 00,2608 | 002, 1y | FCu, Fu By vp o, SHEZRTT, FH= 0
0Dz 14! LE: Shz 33100 11 ™ 2.0 44 DD. 3285922 | BO2. 1x FCu.F.B. ... BH=2877,Fi= 0
00z L4: LE: 5= 33200 LE 7% 4.0 157 00. 326944 | BO2. Ly | FC=.Foyens SEH=28TE, F= 0
BAicometi O 361 2F ] 1| 57% L.0| 157| 00.333742 | ERPOL-Fay | FCSTyasovns,GH8  2,FHs 0
0Dz 14 LE: Bh=33:D0 . L1 TOk 1.0 14 O0. 339009 | BOZ.11 Ack PLme oo 5

U0 L4G LB Shs 335 D0 il | nax s P CL 00, IR0 T | BOE, Ly L FEE s e e e, MRS, FH= 1
00z 140 LB Bhs 32000 11 67 53.0 07 D0. 341130 | BDZ. 1x FCe.F.B. oo ., BH=28T3,FH= 0
Aiconer: ks 36: 2F Ll 57% L.0 135 0D. 342542 | EAROL=Fey FCuT. .. 0vu- ,5H= L0, FMH= 0

ok IR

E Frame ConEwnl Flags: 40000000l [1]

i P For-sbrial order
L] . ... WEP Pl Frabled
L] B . P More Data
[ O .... Pormr Mapagasant aztive mods
[ o This f3 mok a4 Re=Tramamdissdiom
ﬁ! o Last or Dpfragssmotsed Frass
@ 0. Mot am Frit frow tha Distribwticn Spstes
Q@ 1 Fo bla Disbribelfan Sysian

@ Duration: #d  Mizreascosds [2-31

HIEEII: 00:14:18: §&:33:00 [4-3]

ninll':l: OO 40: 36 A0:06: 2F Eftromab A0 Fé6-IF [LO=15]

‘ DemEinstion: O0; L4: LE: BA:33: D0 [Le=EL1]

G Feq, Husber
@ Frag, Fusbor:

3 [E2-23 Wask OxFFFO|
&[22 Mash Ou0F]

= T a2 Rogical Lisk Comirol (LLCH Meader

[ Dumt. SAP:
i Source SAP:
i Corwand :

i Yendow TO:

Uxhh SWEP 1Z4]
Oxhh SWEF [IX5|
0x03 Uosstersd Informabiom [Z6]
Oz000000 [27-23]

ﬂ Feabnonl Ty 0x3493 ¢FoF. iv Amthasmtdsatdes [I0-3011
EF S dw At hendication

R Prutocel Yerwion: L 3z

P Pachut Typs: 0 FAF - Packat [33]

f Body Langth: 14 [34=35]

E-] Extenmible Authsntication Protocol

i Code; P Reapcoas [36]
) Thenkifier: 1 [37]

P Langih: 14 [2a8-33]

i Typu: 1 Fdemkiby (401

i Typa-Dakta:

mnanymous |[41-55]

£ WLAN 24588 31781




AT BATE WLAN #2628 EERANT debug i HREMN S HRIERRNFE

- debug aaa events enable

- debug aaa detail enable

- debug dot1x events enable

- debug dot1x states enable
THEHR—ANRE, ERME WLAN #2525 LA debug 5 , ¥ CSSC HFimE ACS 2 E
N EHRIEES !

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Processing RSN | E type 48,
I ength 20 for nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Received RSN IE with
0 PWKIDs from nobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f dot 1x -
novi ng nobi |l e 00: 40: 96: a0: 36: 2f into Connecting state

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAP-
Request/Identity to nobile 00:40:96:a0: 36: 2f (EAP Id 1)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Received ldentity Response
(count=1) from nobile 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f EAP State update from
Connecting to Authenticating for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f dot1x - noving nobile
00: 40: 96: a0: 36: 2f into Authenticating state

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Entering Backend Auth
Response state for nobile 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: Authenticati onRequest: 0x138dd764

Thu Aug 24 18:20: 54 2006: Cal | back....... 0x10372764

Thu Aug 24 18:20:54 2006: prot ocol Type. .. 0x00040001

Thu Aug 24 18:20:54 2006: proxyState..... 00: 40: 96: AO: 36: 2F-11: 00
Thu Aug 24 18:20:54 2006: Packet contains 15 AVPs (not shown)

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Successful transni ssion of
Aut henti cation Packet (id 84) to 10.1.1.12:1812, proxy stateO
Thu Aug 24 18:20:54 2006: ****Enter processlncom ngMessages: response code=11
Thu Aug 24 18:20:54 2006: ****Enter processRadi usResponse: response code=11
Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Access-Chal | enge received from
RADI US server 10.1.1.12 for nobile 00:40:96: a0: 36: 2f rec?
Thu Aug 24 18:20:54 2006: Authorizati onResponse: 0x11c8a394

Thu Aug 24 18:20: 54 2006: structureSize. . 147

Thu Aug 24 18:20: 54 2006: resul t Code. . . .. 255

Thu Aug 24 18:20: 54 2006: prot ocol Used. . . 0x00000001

Thu Aug 24 18:20: 54 2006: proxyState..... 00: 40: 96: AO: 36: 2F-11: 00
Thu Aug 24 18:20:54 2006: Packet contains 4 AVPs (not shown)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Processi ng Access- Chal | enge
for mobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Entering Backend Auth Req state
(id=249) for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f WARNI NG
updated EAP-Identifer 1 ===> 249 for STA 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAP Request from
AAA to nobile 00:40:96:a0: 36: 2f (EAP Id 249)

Thu Aug 24 18:20: 54 2006: 00:40: 96: a0: 36: 2f Recei ved EAP Response from
nmobi | e 00: 40: 96: a0: 36: 2f (EAP |Id 249, EAP Type 3)

THERXBEZE2 debug T HFHEER , /R EAP ZREKIITMK ( A WPA2 HHKIE )

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Processi ng Access-



Accept for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Appl yi ng new AAA
override for station 00:40:96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Override values for station
00: 40: 96: a0: 36: 2f source: 4, valid bits: 0x0

gosLevel: -1, dscp: Oxffffffff, dotlpTag: Oxffffffff, sessionTi neout:
-1 dataAvgC. -1, rTAvgC -1, dataBurstC -1, r1

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Unable to apply override
policy for station 00:40:96: a0: 36: 2f - VapAl | owRadi usOverride E

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f Creating a new PMK Cache Entry
for station 00:40:96: a0: 36: 2f (RSN 2)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Addi ng BSSI D
00: 14: 1b: 5a: 33: d0 to PMKI D cache for station 00:40:96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: New PMKID: (16)

Thu Aug 24 18:20:54 2006: [0000] a6 cO 02 95 66 e8 ed 9b 1c 65 9b
72 1f 3f 5f 5b

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAP- Success
to nmobil e 00:40:96: a0: 36: 2f (EAP 1d 0)

Thu Aug 24 18:20:54 2006: Including PWKID in ML (16)

Thu Aug 24 18:20:54 2006:
[0000] a6 cO 02 95 66 e8 ed 9b 1c 65 9b 72 1f 3f 5f 5b

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAPOL- Key Message to
nmobi | e 00: 40: 96: a0: 36: 2f state I NI TPMK (nmessage 1), replO

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Enteri ng Backend
Aut h Success state (id=0) for nobile 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved Auth Success
while in Authenticating state for nobile 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f dot 1x -
nmovi ng nobil e 00: 40: 96: a0: 36: 2f into Authenticated state

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAPOL-
Key from nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Invalid EAPOL version
(1) in EAPOL-key nessage from nobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAPOL- key
in PKT_START state (nessage 2) from nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f St oppi ng retransm ssion
timer for nobile 00:40:96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Sendi ng EAPOL- Key Message
to nmobil e 00:40: 96: a0: 36: 2f state PTKI Nl TNEGOTI ATI NG ( nessal

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved
EAPCOL- Key from nobil e 00: 40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40:96: a0: 36: 2f Invalid EAPOL version (1)
i n EAPOL- key nessage from nobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f Recei ved EAPOL-key in
PTKI NI TNEGOT! ATI NG state (nessage 4) from nobil e 00:40: 96: a0: 36: 2f

Thu Aug 24 18:20:54 2006: AccountingMessage
Accounting Interim 0x138dd764

Thu Aug 24 18:20:54 2006: Packet contains 20 AVPs:

Thu Aug 24 18:20:54 2006:

AVP[ 01] User-Nane.................. enterprise (10 bytes)
Thu Aug 24 18:20: 54 2006: AVP[02]

Nas-Port...... ... .. . ... . ... ... ... 0x0000001d (29) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 03]

Nas-Ip-Address. .................... 0x0a0a5003 (168448003) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 04]

A ass. ... CACS: 0/ 28b5/ a0a5003/ 29 (22 bytes)
Thu Aug 24 18:20: 54 2006: AVP[05]

NAS-Identifier..................... ws- 3750 (7 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 06]

Ai respace /| WAN-ldentifier........ 0x00000001 (1) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[07]

Acct-Session-ld.................... 44ede3b0/ 00: 40:

96: a0: 36: 2f/ 14 (29 bytes)
Thu Aug 24 18:20: 54 2006: AVP[08]



Acct-Authentic..................... 0x00000001 (1) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[09]

Tunnel -Type. . ... ... 0x0000000d (13) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 10]
Tunnel - Medium Type. . ............... 0x00000006 (6) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[11]
Tunnel -Goup-1d.................... 0x3832 (14386) (2 bytes)
Thu Aug 24 18:20: 54 2006: AVP[12]
Acct-Status-Type................... 0x00000003 (3) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[13]
Acct-lnput-Cectets.................. 0x000b99a6 (760230) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 14]
Acct-Qutput-Cectets................. 0x00043a27 (277031) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[15]
Acct -l nput-Packets................. 0x0000444b (17483) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 16]
Acct-Qut put-Packets................ 0x0000099b (2459) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[17]
Acct-Session-Tine.................. 0x00000a57 (2647) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 18]
Acct-Delay-Time.................... 0x00000000 (0) (4 bytes)
Thu Aug 24 18:20: 54 2006: AVP[19]
Calling-Station-Id................. 10. 10. 82. 11 (11 bytes)
Thu Aug 24 18:20: 54 2006: AVP[ 20]
Called-Station-Id.................. 10. 10. 80. 3 (10 bytes)

Thu Aug 24 18:20:54 2006: 00:40: 96: a0: 36: 2f
Stopping retransm ssion timer for nobile 00:40: 96: a0: 36: 2f
Thu Aug 24 18:20:57 2006: User admin authenticated

HXER

. Cisco Secure ACS for Windows Server £33

. Cisco Secure ACS 4.1 Bl BI5Fa
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