f£ ADFS 3.07ECisco Unified Communications
Manager LBCEESAML SSO

ErblN

REH

5}2

AR AH

LB K&

Aicx

B (PTR)IZE

Jabber R MR FHEEBSRVIEFE
ADFS3#) %l &

£ ADFSTECUCM EELESSO
LDAPEL &

CUCMITEHE

i BADFSE#H A

IDP Tt ¥dE

ECUCEBEESSO

CUCTLEE

1£Expressway FELESSO

£ THIE S AExpressway C
MExpressway C& i st $i iz

K Cisco Expressway-ERti{E#i 5 E1F
OAuth 5 il 37 & %

SRR

SSOZEH

2R it B e

MRAZ i

OAuth

i (8] / il 7 5 B
OAUthBRIXRBE T RIZELF

Ei EKerberos

£ EWindows & 13 1 iE
ADFS3 ## 1Kerberos NTLM
Hi i& Microsoft Internet Explorer
EZE">IEB R Xig">“dh 5 R IIADFS URL
FCUCM, IMPHUnityE H % A8 N Security > Trusted Sites
AFSA%it
JabberfESSOH & %

R PE HEBR

Internet Explorer(IE)

A

5

PH:

Kl




A HNEERY 35 R

TEL EH

i Gz b

FIESYE D &

SSOXM , MAIMSIS7066

fasr

AN BEERNGE—BEEE(CUCM), BRIS —EE(CUC), Expresswayr=fm £ AWindows
2012 R2fi & fi£ i Active DirectoryBx & & 1 1 IEfR 5 (ADFS 3.0)N E R EFNT R, BLE
KerberosfI Z R th A EE AR+,

TRFH
ER
BREUET R S % (SSO)MWindows ™ fo

ER AT
AP HEBET U TREMBELRA :

- CUCM 11.5
- CUuC 115
- Expressway 12
. Windows 2012 R2 ServerEE U T AE
- Active Directoryif $ RS
. Active DirectoryBk & & 13 BRI BRSS
AXHFNEEHRETREZRERMEPNREREN. AXHFEANAMERZFZVNEIXAR
BB BRE. WRENMELTEIRS , FRRETHAERSHEERN,

ERmRE

HLZIRADFS32Hl , MERFEECFHEUTRSHAR !

-2 HI2R MIDNS

-FIE RS SR AAENCFMIBHCSF— A ( —MFFIPiub AT NN EH B ARIDNSIERK )
AilB %

T£fhlab.com™, hosts cmpubhcsc, cmsubhcsc, cucpubhcsc, cucsubhcsc, exwyc, expwye,
impubhcscHlimsubhcsc & 7 il



£ DNs Name Type
4 § AD L _msdcs
4 | Forward Lookup Zones || [ sites
b =) _msdesfhlab.com || 5 tep
4 | -, fhlab.com B udp
b :| _nl'|5d.:5 . DomainDnsZones
b j sites . ForestDnsZones
b - -“: ] (same as parent folder) Start of Authority (SOA)
g ?I -Hop . E'{iame as parent folder) Mame Server (MNS)
B | DomainDnsZone: Q cent fold Host (A
b (=] ForestDnsZones Q{:"m as parent folder) H" ':A}
4 | Reverse Lookup Zones ? ost ()
=] 228.89.10.in-addr.arp|| = cmPubhese Host (A)
b ] Trust Points Qcmsuhhuc Host (A)
t | Conditional Forwarders £ cucpubhese Host (A)
b Global Logs -] cucsubhesc Host (A)
] expwye Host (4)
Dupnwe Host (A)
| imppubhesc Host (A)
i |impsubhesc Host (A)
B (PTR)IZS
£ ONS Name Type Data Timestamp
4§ A0 £] (same as parent folder) Start of Authority (SOA)  [14], adfhlab.com, hostmasterfhlab.co.. static
4 (] Forward Lookup Zones || ] (same as parent folder) ~ Name Server (NS) ad.fhlab.com. static
b &) msdesthlabeom || 51080228144 Pointer (PTR) expwycfhiab.com. static
4 ] fhiabcom £]10.69.228.145 Pointer (PTR) expwyefhlab.com. static
b Gl msdes El1089228.146 Pointer (PTR) cmpubhcscfhiab.com. statc
- s 1080228147 Pointer (PTR) emsubhese.fhlab.com. static
b o 1089228148 Pointer (PTR) imppubhsc.fhlab.com. satic
b Dﬂ“‘::m o zone| 10852815 Pointes (PTR) imgsubhcsc.hiab.com. static
t Zf ForestDnsZones 1089228151 Pointer (PTR) cucpubhesc fhlab.com, static
;‘ 3 ae 1089228153 Pointes (PTR) cucsubhescShlab.com. static
'j p 1089228154 Pointer (PTR) win10.fhlab.com. §/12/2020 10:00:00 AM
4 ) Reverse Lookup Zones || 11049228226 Pointer (PTR) ad fhiab.com. 5/12/2020 11:00:00 AM
) 22889.10n-addr.arp 1089228227 Pointer (PTR) win10ext.fhlab.com. §/7/2020 4:00:00 PM
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Service Location (3RV) [09[09[8443) emsublcsc fhlab.com. static

Senvice Location [SRY) [00[0[8443] empubhesc.fhlab.com. static

Service Location (SRV) [0][09[8243] impsubhcsc.ihlab.com. static

Senvice Location (3RV) [01[09[8443] imppubhesc.fhlsb.com. tatic

Senvice Location (3RV) [QI[100][3268] ad Fhlab.com. SM12/2020 10:00:00 AM
Service Location (SRV) [0I[100][82] ad fhisb.com. §/12/2020 10:00:00 AM
Senvice Location (SRV) [09[100][444] ad fhlab.com. S12/2020 10:00400 AM
Senvice Location (3RV) [Q][100][389] ad fhiab.co
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3 Exchange User 1
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5 Kerberos Authentication 2
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File Action View Help

e 2 0=

Tl Certification Authority (Local) MName Intended Purpose

4 g fhlab-AD-CA
" Revoked Certificates
| Issued Certificates
] Pending Requests

3 ClientServerAuth

2 Directory Email Replication

%) Domain Controller Authentication
) Kerberos Authentication

Server Authentication, Client Authentic...
Directory Service Email Replication

Client Authentication, Server Authentic...
Client Authentication, Server Authentic...

_J Faile_d Requests - ] EFS Recovery Agent File Recovery
| Certificate Te; Manage Encrypting File System
i T St \ication, Server Authentic...
l _ New ¥ L[ Certificate Template to Issue keation
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Submit a Certificate Request or Renewal Request

To submit a saved request to the CA, paste a base-64-encoded CMC or PKCS #10 cerificate request or PKCS #7 renewal request generated by an external sour
Web server) in the Saved Request box.

Saved Roguest:

‘BVEmNY /9k JhqfnpeBzARH++tolGzB jnvqaTESLNN
Base-84-encoded LAOdphFéLrurUoY2KLvMLaK] £+ 7asy483yCamtvl
certificate reques! OWOFZolblbS80ziWTIQEFWSACy56 TDHOQBPRELSN

(CMC or 10y/ Ip6oDz TdEESw2pArKI¥xcchypovEt0ijIich
PKCS #10 or /G D0
PKCS #7); ====CEHl CERTIFICATE REQUEST-----
Cortificate Template:
f..- Liser

Basic EFS
Additional Attriba  Administrator

EFS Recovery Agent =

Attributes:  eb Server

Sulbordirate Cortification Autharity r

CUCM, IMPFICUCZ RS BICSRUAMHECAERME R, UE$ HIRMHM 2tomceats

| Generate Cortficate Sgning Request &

r Status
I'_\' Warning: Genarating a naw CSR, for a spacific certificate type will overwrite the axisting CSR for that typae
- Generate Certificate Signing Request:
Certificate Purposa®® tomcat ah |
Distribution® Multi- server(SAN) ]
Common Name* fcmpul:lh:.'Sc-ms.H'ﬂah.cum
Autg-populated Domains cmpubhese.fhlzb.cam
cmsubhcsc.fhlab.com
imppubhcsc.fhlab.com
impsubhcsc.fhlab.com
Parent Domain [Milab.com
Cither Domains Browse . | No file selected.
Please import .TXT file only.
Far mare information please refer to the notes in the
Help Section
= Add
Kay Type** RSA,
Key Length* (2048 ]
Hash Algorithm* SHAZSE e

| Generate | | Close

CARIE P 49 £ B Tomeat Trust , LR UEPH A £ B Tomceat,
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DESTINATION SERVER
AD falab.com

Select server roles

Before You Begin Select one or more roles to install on the selected server.

Description

Active Directory Certificate Services (AD CS) is used to
create certification authorities and related role services
that allow you to issue and manage certificates used in a
variety of applications.

Installation Type

2]

Server Selection

Features v Certificate Ensoliment Policy Web Service (Installed

[l Certificate Enroliment Web Service (Installed
| Certification Autharity Web Enrollment (Installed
] Metwork Device Enrcliment Service
[C] Online Responder
| Active Directory Domain Seraces (Installed -
| Active Directory Federation Services (Installed)
[ Active Directory Lightweight Directory Senices
[ Active Directory Rights Management Services
[ Application Server
] DHCP Server
| DNS Server (Installed)
[] Fax Server
b [W] File and Storage Services (2 of 12 installed)
[ Hyper-v
[ Network Policy and Access Senvices
[ Print and Docurment Services =1

I{Prm” Mext > J | Inestall | Cancel I

HERBBXLERS — EBFRNIUEFREM REWebRS . ZRXFHNMARE , BEEA] , A
RRFERTEMWeb RS MIEHREIEWebiEM . BEE(].

ZRIEPMENEE , BFRMISEH A RS MR
RIFEHE , BRI LLEEDW ST,




Add Roles Wizard x|

ﬁi Specify Setup Type

Before Youw Begn Certificabion Authorities can use data in Active Drectory to simplfy the issusnce and management of
certificates. Specify whether you want to set up an Entenprise or Standalons CA.

Senver Roles
AD CS & B
Select this option if this CA ks a member of a domain and can use Directory Service to ssue and manage
Setup Type e owten
= € Standakone
Private Key Select this option if this CA does not use Directory Service dats 10 Bsue or manage certificates. A
Cryptography standalone CA can be a member of a domain,
CA Name
Validity Period
Certificate Database
Wb Server ([15)
Rols Serices
Confirmation
Progress
Resuits

NFCARE , AJLLUERRCATMECA, MRALFZBEHMCALELEZIT , HERFERCA.

Add Robes Wirard E'
iﬁ_ Specify CA Type
Before You Begin & combination of reot and subordinate CAs can be configured to create a hierarchical public key infrastnacture
(PKI). A root CAis & Ch that Bsues its own self signed certificate. A subardinate CA receives its certificate
Server Roles from angther CA. Spedfy whether you want to set up a roct or subordinate CA.
ADCS
Roke Services & Root CA
R p T Select this option if you are instaling the first or only certification autherity in a publc key iInfrastruchere.
™ Subardinate CA
Private Key Select this option if your CA will obtain its CA certificate from another CA higher in a public key
S infrastructure.
CA Mame
Validity Period
Certificate Database
Web Server (II5)
Riole Services
Confirmation
Progress
Results
Pipee sbout publc key infrastrictre (BKI)




T—HRACARIEZFH,

Add Roles Wirard EI
ﬁé Set Up Private Key
Before You Begn To generate and issue certificates to dients, & CA must have a private key. Spedfy whether you want to
create & new privabe key of use an existing one.,
2l % Create anew private key
[Riale Services Lize this option if you dor't have & private key or wizh to creats & new privabe key o enhanos saority.
T Yoo will be asked to select a oryplographic service provider and spedify a key length for the private key.
Setup Type To issue new certificates, you et sleo celect & hash alorithm.
CAType ' Use existing private key
Lise this opbion tn ensure continuity with previously Bsued certificates when renstaling & CA.
Cryptography = | Select a certificate and use it assodated private key
A Mame Select this opbion it you have an existing certificate on this computer or if you want i import a
certificate and use its ascodated private key.
Valdity Period I Calpet an exdstiog private key on i computer
Certificate Databace Sedect thiz opiion if you hanve retained private keyes from a previous instalation of want to ue & private
m {[E] kl.‘"r' DI 2 NSRS DL S -
Ruole Services
Confirmaion
Presgress
Results

< PreioLE Jm Irmstal J Cameel I

REFEEIMAIWindows Server 2012 EZZEADFS3EY , FEEBHITIH T B, BLECAT , EEEE
ISHAEBIRS . FECALHITWebiEMET , XRXEN, T RAZHADFSEE ( BNISHHFNAE
) EESHNAREITF R THASP.NET,




Add Roles Wirard .ﬂ

& Select Role Services
Before You Begin Select the role sendces to instal for Web Server (TI5):
Server Riokes. Fiole services: Description:
AD CS (5 [ Web Server = %pnﬂiﬂu i::vrﬂd-nh;lut
J ications usingmanaged oo
SERpTiPe [ Defade Dosument {mhmwlmmm
Ca Dhrectory Browsng . Having entirely re-
— %I'WEITM architected to provide a highly
Private Key ] HTTP Redrection productive programming experience
. based on the MET Framewaork,
T [ wiebav Publshing ASPNETprovides a robust
A Name = [E Appcation Development - ::mmnﬁrhﬂldlngw-h
i " CE <atiors.
& meT by
Certiicate Database W ase
Web Server (I5) L car
| RoleSenices | R
[f] 15481 Fiters
Confirmation [] Server Side Incudes
ogress 2 [ Health snd Diagnostics
“ [ HTTP Lagging
el [4] Logging Tocks
[] Reguest Moritor
[¥#] Tradna =l
More about role services

{mlm:lmsmlwl

EREREEE T | BHWebBEE SIS ASERETRUNN ., BEESEY . LER
HTTP#\E R FHTTPS, X278 7T XFHTTPS,
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o Default Web Site Home

Filt: Edit Permissions_
Edit Site
Eandings..
[T Basic Semtings...
Wiew Applications
Whew Virtual Desectosies
Manage Website -
¥ Peatwrt
b Start
B Swop
Browse Webaite
] Browse "0 hitp)
] Browse 443 (hetps)

Advanced Settings..

L Swwitch to Comtent View ?
Failed Request Tracing...

| [ Featunes View |1 Content View Limis...

IR U R E HIEBRHTTPSHERKR, WFSSLIEH |, EENEESADRSESHERM
FQDNEY AR S5 BSIE$ o

oy Internet Information Services (IIS) Manager
f@%rr;‘- Iﬂ ¥ AD » Sites » Default Web Site »

File View Help

80

Site Bindings I ? I x
ttﬁHﬂllﬂa-lg:u‘ Type  HostName Port IP Address Binding Informa... | Add.. I
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O Application P https

4 &) Sites

I & Default Wel

Type
.hﬂpi

[] Require Server Mame Indication

Host names
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WELCOME TO SERVER MAMAGER

. Configure this local server

2 Add roles and features

Select server roles iy
Befcre Yo Begi Sl Er & ek rali 12 il G The dekeoted Lere.
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"4 AD FS 2,0 Federation Server Configuration Wizard

Welcome

Steps

@ Welcoma

@ Sdcect Deplopment Type
@ Federation Service Name
@ Summary

@ Rexuls

Welcome to the AD FS5 2.0 Federation Server Confiquration Wizard

Thiz wazand helps pou conhgurs Acive Dreclory Fedeision Semnces [AD FS) 20 solbware on ths

computer, which sats up tha computer a2 a fedaiabion server. Aninstanca of AD FS & elered o as a
Fed=iaton S=mce

3 Cieale a new Federation Service

Select this ophon to set up ether a stend-aone fed=iabon server o the frst sesves 0 a federation
server fam

() Add a federation server to an existing Federation Service
Sedacl i oplion o o this compuler 1o 2n exsling ledsialion server lam

¢ Prevvinus || Net> | Concel I Heb

ERBRIIRE FORIERS HEH TS,




¥ AD FS 2.0 Federation Server Configuration Wizard

Select Stand-Alone or Farm Deployment

Steps Youcan credte athar a sland-alone fedaraton erver for evaliziion purposes of a smal production
Welcoma erviranment. ai you can creale 4 lederation seivet in a new farm for load balancing and high avaiatlly

Select Deployrent Type Selact ore of the following options. Either of these options vall uze the Windowe Intainal Database to store
configuration dala

) Hew tederation server farm

This option will create a rew Federation Servics with settings for high avaiabity and load balancing.
Resulls The computer val b= the prmary fedeiation server nlbe lam. Lale, you can scale cul the lam by
adding more federation seves

[y

it
("]
@ Federahon Service Name
@ Summary

@

To crashe a lederation server lam, pou mus un thie wizard while you 202 lpged on vath 2n account
that has sufficent permissions in Active Directony b create a contaner abject [for sharng cerificates)
and o et an SFN [for the ssmvice account], such a2 an accound thal is & member of the Domain
Admns group,

(*) Stand-alone federation server
Thiz oplion will create a new Federation Servaica on this computer. This opbon iz recommanded for
evaualion puposes o & smal production srvronment. IF pou select this aphion, pou wal nol be able
to add more servers to create a faim,

(i Youcan e SOL Serves with AD FS 20 lo lake advaniage of the ful lealure set and achieve
~ maxsimum scalability. To 2et up AD F5S touss SOL Server. wie the command ine verzsion of thiz
wizad For mors nloemahion, click Help

cBevins [[Ho> | Cocd | neb

%% Stand-alone Federation Server , AF £ HiNext(T—%) , MBI




"f’jl AD FS 2.0 Federation Server Configuration Wizard

Specify the Federation Service Name

Steps This wizard determines the Federation Service name from the Subject field of the SSL centificate for the
@ Welcome Default Web Site. If the wizard cannot determine the Federation Service name from the S50 settings, you
must select a certificate.
@ Select Deployment Type
. . Select the certificate and/or port, and then click Next.
@ Federation Service Name

@ Summary S5L certificate: Port
@ Results ad0z. idertibylzb, us - View... | IM—'|

Federation Service hame:

ad0a.identitylab,us -

What kind of certificate do | need?

< Previous | MNewt = I Cancel | Help ‘
FESSLUEBT , MIIRFPIEFEBZS RIS, BKREFHRIEBRFSEWHENER, £ Next.




W1 AD FS 2.0 Federation Server Configuration Wizard

Ready to Apply Settings

Steps The fclowing ssttings wil be configured for AD FS 2.0
@ Welcoms
. = *  Slop AD FS serwer,

@ Select Deplosment Type « \Windows Intemal Databace sarvice wil be staited and 2ot lo auiomanc staihup,

2 Fadmalion Service Name » Sgong and loken-enciyphon ceilificales wal be geresat=d ard s=1 bo aulomatic 1ol over,

PR R »  Selected S5L certficate wil be wed for sacuiing service communication.

@ Surmary * Melwork Service socount wil be gven access to the database, bo the ceilificate prvale keys and
endponts, 2nd the service wil un undan this accourt.

@ Resulis *  Delayk z2t of encpoints will be enabled

- B ému signen web dle vl be deployed 1o the Vadlsds vitual diectony undsi the Dalaul \web Sie in

s,

+ Federalion Seivics name is ad) aidenlilviab. us
=  Start AD FS zarver,

To begn configuning this compuber with thess sattings, cick Nexl.

cprevios [[ hets | concd | meb |

EREREHET T I UNARE.



Wi AD FS 2.0 Federation Server Configuration Wizard

Configuration Results

Steps

@ “Welcoma

@ Seclect Deployment Type
@ Federalion Service Name
@ Summarp

@ Rezuliz

The folowing zottihgs ae being configurad

Campenent Slatuz
¢} Stopthe 8D FS 2.0Wndows Semice Configuration frezhed
E) Instal Windows Irkemal Database Configuration frizhed
S0 Stant the Windows Intemnal Databass servics Configuration finished
“¥ Craate AD FS corfionation database Configuration finished
#) Confipwe tervice talling: Configuration firiehed
U0 Deplop biowses sgpen Web sibe Conliguaation Frashed
“) Stait the 2D FS 2.0 ndows Sernce Conliguration Frizhed
¥} Creates delauk claim set Cenfiguration Frizhed
“) Create delouk Active Directory claim acceptance ndes | Configuration frizhed

Wou have wiccssluly completad the AD FS 2.0 Fedealion Server Condiguration wizaid
To close thiz wazard, chck Oose

;hul

WIAFTAAHERE KT , REREXRALERASHREETERRHE, XTRFER/LDH.
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oo ri@B=

. ADPSIO
W ] Serere
% | Trust Relabonships:

AD FS 20

Overview
A0 FS 20 prowies enge-ngrron [550 | aceets for clont compubers

o Required Configuration Incomplote
Baloon o s s AD FS 2 0o manage S50 soons for unten and perdcss pou sl Gomplobs the klising Lack

F Beauwad Add o trasted rebring party

9 Learn About:

= Clasmu Py wi Fehang Party Traats

s B m b Party Truak

Akl O Prcoacen Toeat,

M) twte it Shore

Edik Feaderaton Service Fropees.

Ek Fusahed Clamd

Pt &l Prage

Frirvale Freedhac,

W L
Pl Wirecics feom Here

O Pefoesh

v

ADFSHIEEEME AHEEN FHIREREF(dP). ETX , BFEERCUCMIRIMN AIEHHNEF
Rt EHTIEREZH , EFEERXRECUCMEERFRHIT —LEERE.

{# FADFSTECUCMLEESSO

LDAPE: &

B EFEE BSActive Directory#TLDAPER , HEEH —FEHEZ 1 , EEEEZELDAPE K RIE,
RZERKIET > LDAPRS , IEFI R,

LDAP System Configuration

—Status

@ Please Delete All LDAP Directories Before Making Changes on This Page

® Please Disable LDAP Authentication Before Making Changes on This Page

LDAP Server Type

~LDAP System Information

Enable Synchronizing from LDAP Server

Microsoft Active Directory

LDAP Attribute for User ID  saAMAccountName

o] o




RE , SMEREETF>LDAPE F,

LDAP Directory

Eﬁw xnﬂm Gup‘,r t; Perform Full Sync Now I:II]iAﬂde

~ LDAP Directory Information

LDAP Configuration Name* LOAPL
LDAP Manager Distinguished Name* fhlab\administrator

LDAP Password*

SEFARERERE RN R RN R R R

Confirm Password*

LDAP User Search Base™ cn=users,dc=fhlab,dc=com
LDAP Custom Filter for Users < None = E
Synchronize * © Users Only Users and Groups

LDAP Custom Filter for Groups

- LDAP Directory Synchronization Schedule
Perform Sync Just Once

Perfarm a Re-sync Every™® 7 DAY B

Mext RE-E‘_,'T'H: Time {W—HM-DD t‘ll"luiI'I‘.II‘I‘I::I:"c 2020-05-24 00:00

rStandard User Figlds To Be
Ciico Unified Communications Manager User Flalds |LDAP ARtributs Ciico Unified Communications Manager User Flalds | LDAP Attribute
Usar 1D BAMALL un TN e First Mama grrbnName
Midile Mame micdieName [ Last Hame sn
Manager ID Mmanager Department department
Priane Numriber telephaneNumber ) Madl 1D il
Title it Home Mumber hemephone
Mobile Mumber imebile Pager Number pager
_Mﬂﬂl'r LIRE mail B Display Namg desplayhiama
LDAP Server Information
Host Name or IP Address for Server” LDAP Port* Use TLS
10.89.228.226 389

Add Another Redundant LDAP Server

Save Delete Copy Perfarm Full Sync Now Add New

f Active Directory B P 5ECUCMRBES 5 , FEEBELDAPF BRI,



aliali  Cisco Unified CM Administration

IS0 por Cinco Unified Communicatisns Solutbans

Cigco Unified CM Adrrarigtrabcn

Sywes v Calfsetng v  Moda Rescwrces =  Adviaced Festeres v Device = Applcsten *  Uses lasagemesi v Dol Admnairsten =  Hep *
LDAP Awthentication

(i 5o

@m:m

~LDAP Authentication lor End Users

B lise LDWP Authantaatesn for End Users

LBAP Munsger Distrguishad Nama ' im.lb‘\.l.dm-wmu

LDAP Pagrwand® [oe -
Confirm Pasrword ® |ue
LDAP User Sesrch Bace

|enmugers,de=iah, dempnim

Hoat Hame or 1P Addrews for Server” LOAP Port” Use TLS

[1os0.32022e e+ ] O

Add Ancther Rederdact LDAP Seroer

CUCMHHRARAFEENESERNZRFHAIsBEAERAAFPBREXH. ACGRINHECCMESLRAF
o HMEFLR , AFEA TSSO,

End User Configuration

Related Links: | Go |

Confirm MLFP Password ]

MLPP Precedence Authorization Level [ Default ]

~ CAPF Information
Associated CAPF Profiles |

~Permissions Information

Groups | Standard CCM End Users

Standard CCM Super Users ccess Control Group
Standard CTI Allow Control of All Devices T = g P
Standard CTI Enabled Remove from Access Control Group

Roles | Standard AXL APl Access ~
Standard Admin Rep Tool Admin

Standard CCM Admin Users

Standard CCM End Users

Standard CCMADMIN Administration ¥ | view Details

~Conference Now Information

[Jenable End User to Host Conference Now
Meeting Number 1001
Attendees Access Code

Save | Delete | | Add New |
CUCMTBUE
AT FERCUCMA 1 ERRE,
F—TEFSRIRBMCUCMITEIE , BFEEN K FIURL;hitps://<CUCM Pub

FQDN>:8443/ssosp/ws/config/metadata/sp , =% & 7 SAM Systemi I +> SAML Single Sign-onF
B, XAMENTAREFTETH. BEHITIHERTE,



System v Calfostng v Ueda

- Dpeaw s

EHD Hode

- Cluster wide (Ona matadats filg par cluster Reguires multi-gerver Tomeat cartificate]
s Par pode (Cne metsdsts file per node)

M omstie s 550 (s bmen Mibeacats (D) Undete P Udtsds Pl Foc AR Dmatind Servens

@mmm

@nmrq-wrwmmmmmmnmm

| SAML Singhe Sign-On {1 - 4o 4) Rows per Page 50 .|
Taewar Harma 50 Bates  Ra-lmpet Mataduts L0 Matadite Imgee gt Matadate Lait Matadats Dipon 853 Test

ompubhrsc risb. com SAML WA Aprd 20, 2020 2100157 P POT 2 e Apeil 18, 1020 8105138 P POT Passed - April 20, 2020 1102115 Bun 550 Test..,

PHPOT ]
ensubhess Mhish,cemn SAML A e Aped 20, 3020 210057 PH POT & e Apeil 18, 2020 B:05:37 PH POT Pussed - April 20, 2020 1149:45 Run 550 Test...

PM POT -
smppubbiac fhlab.com SAML A e Aprd DD, 3020 20057 PHPOT oy e Apeil 18, 2030 5:05:37 PM POT H-Mﬂmlaﬂﬂ Run S50 Test...
impiukbhcss Mlaboam  SAML A tap hpel 30, 3020 3:00:57 PM POT & ra Bpeil 18, 2030 §:05:37 PM POT Passed - Mey 24, 2020 12:03:24 Run S5O Test...

Cusable SAML 550 | | Export AN Matedete | | Upciste (0P Metedets File | | Fix Al Disabied Sarvers |

FREEYWER ( Wsp_cucmOa.xml ) FHFREZ AR , cFEEEEE,
EEMADFSEB A

R EEAD FS 3.0EE 2% A,

Add Non-Claims-Rwvare Rabying Party Trust.

Wiew
Huew Windiow frcm Hene

Fadresh
Help

BHAMEBREEEAS .

0N

WET_.  Mish com-S00D0FS 107D PEEST




teps Welcome to the Add Relying Party Trust Wizard
i This wizard wil help you add a new relying party tnust 1o the AD FS corfiguration database. Rehing paries
@ Select Data Source consume claims in sacumy tokens that are issued by this Federation Service 1o make authentication and
authonzation decisions.,
@ Configure Mutltifactor
Authentication Now? The refying party trust that this wizard crestes defines how this Federation Service recogrizes the relying
e 0 | party and issues claims to . You can define issuance transform rules for issuing claims to the refying party
rthorzation Rid after you complete the wizard.
@ Readyto Add Trust
@ Finish
."1“'-.--. ate W
<Provous | [ St |df Conenlsc)
B Start(FF 18 ) 4k 4,

LRI 2 IR FENfederationmedata xmITTHIBXMLI Y , REEFT—F.




Select Data Source

@ Welcome
@ Select Data Source

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorzation Rules

@ Readyto Add Trust
@ Finish

Selact an option that this wizard will use to obtain data about this relying party:

() Import data about the relying party published online or on a local network

Use this option to import the necessary data and cedificates from a relying party organization that publishes
its federation metadata online or on a local network.

Federation metadata address (host name or URL):

I I

Example: fs.contoso.com or hitps://www contoso.com./app

(® Impott data about the relying party from a file

Use this option 1o import the necessary data and cenificates from a relying pasty organization that has
exported ts federation metadata to a file. Ensure that this file is from a trusted source. This wizard will not
validate the source of the file.

Federation metadata file location:
:Z ‘Users \Administrat or' Downloads \federationmetadata xmi | | Browes |

() Enter data about the relying party marualy

r.\ ctiv: e I'-.I'I'l.l

{8 ACUCM_Cluster_Wide_Releing_Party_trustfEn & RE# , A5 £ thNext,




Specify Display Name
Enter the display name and any optional notes for this relying party.

Diisplay name:
[cucm_Custer_wide_Relyng_Party_tnust|

Notes:

| <Previous | | Nees || Cancal |

BEE-MED , RAEEET—F



Configure multifactor authertication settings for this relying party trust. Multifactor authentication is required if
there iz 2 match for any of the epecfied requiremants.

Muttifactor Authentication Global Settings

Requiremerts  Users/Groups
Device
Location

(®) | do not wart to configure mutifactor authentication settings for this relying party trust at this time.
() Corfigure muli factor authentication settings for this nelying party trust

You can also configure multi-factor authentication settings for this ralying party trust by navigating to the
Authentication Policies node. For more information. see Configuring Authentication Policies,

[ <Proviovs | | Mot ] . Gl i |

EEAYMARASHRLERS , AREHT—F , WEAT.



Choose Issuance Authonzation Rules

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Mutifactor
Authentication Now?

@ Choose lssuance
Authorization Rudes

@ Readyto Add Trust
@ Finish

lzsuance authorization nules determine whether 3 user is permitted to receive claims for the ralying party.
Choose one of the following options for the intial behavior of this relying party’s issuance authonzation ndes.
(®) Pemit all users to access this relying party
The issuance authorzation rules will be configured to pesmit all users to access this relying party. The relying
party service or application may still deny the user access.
() Deny al users access to this relying party

The issuance authonzation rules will be configured to deny all users access to this relying party. You must
later add issuance authorization rules to enable any users to access this relying party.

‘You can change the issuance authodization rules for this relying party trust by selecting the relying party tust
and clicking Edi Claim Rules in the Acfions pane.

| <Previous | | Net> || Cancel ||

EEBEH L INext(IBER).



Ready to Add Trust

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Multifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

HUHIER AR | &

The relying party trust has been configured. Ham&nfuhwm and then click Nexd to add the

relying party trust to the AD FS configuration database

Relying party’s federation metadata URL:

[ ] Monitor relying party

|:| Automatically update relying party

< never >

< never >

This relying party’s federation metadata data was last checked on:

This refying party was last updated from federation metadata on:

IEE i S 2 i

<Previous | | Next> || Cancel |°




Finish

Steps

@ Welcome

@ Select Data Source
@ Specify Display Name

@ Configure Muttifactor
Authentication Now?

@ Choose lssuance
Authorization Rules

@ Readyto Add Trust
@ Finish

The relying party trust was successfully added to the AD FS configuration database.
‘You can modffy this relying party trust by using the Propesties dialog box in the AD FS Management snap-n.

[ ] Open the Edit Claim Rules dialog for this relying party trust when the wizard closes

£ A BB R HLIE R ENI QBN ER S FENRBARFEANEE , WEFR.

G File Action View Window Help

«=| 2w B

] ADFS
b [ Service
4 [ Trust Relationships

] Claims Provider Trusts
] Relying Party Trusts

7] Attribute Stores

p | Authentication Policies

& HAdd Rule(FRn#LN) , 0B AR

Relying Party Trusts
Display Mame Enabled Type Identifier
Device Registration Service Yes WS5-Trust / SAHL !ws-Fodum wm ms-drs:ad fhiab com
CM_Cluster_Wide B st Yes WS Al cmpubhcsc fhiab com
CUC_Cluster_W Update fmm Federation Metadm L f'l'h‘B-FncImlim cucpubhcsc fhiab.com
EpwyC [ Edit Claim Rules... L / W5-Federation fhlab.com-S00D0F4107D76EST
Disable
| o i
Delete
Help




lssuance Transform Rules

lssuance Authonzation Rules

Delegation Acthorzation Rules

The following transform rules specify the claims that will be sent to the relying party.

Order Rule Name

lssued Claims

EFFLDAPREENFHRE K RERHT—H




Y Add Transform Claim Rule Wizard | x
Select Rule Template
Sepe Select the template for the claim rule that you want to create from the following list. The description provides
@ Choose Rule Type details about each claim rule template.
@ Configure Claim Rule Claim rule template:
| Send LDAP Attributes as Claims v
Claim rule template description:
Using the Send LDAP Aftribute as Claims rule template you can select attributes from an LDAP attribute
store such as Active Directory to send as claims to the relying party. Multiple attibutes may be sent as
multiple claims from a single rule using this nule type. For example, you can use this rule template to create
a rule that will extract attribute values for authenticated usaers from the displayName and telephonaNumber
Active Directory attributes and then send those values as two different outgoing claims. This rule may also
be usad to send all of the user's group memberships. if you want to only send individual group
memberships, use the Send Group Membership as a Claim rule template.
: Net> || Cancel
BEULTSH

PRRFANER : BIID

J& 124 : Active Directory ( Wi FHISKHE &K )
LDAPE % : SAMItk = & 5

ZHGFRERIERE : uid

B HEERMBESRE,



“You can configure this rubs bo send the values of LDAF stiritwtes s claims. Select an attibute stions from
which to edmct LDAP stirbites. Spescily hae the alsbules vl map 1o the culgong clsm e thal wil be

impund from the nby,

Claim ruber name:

[FromeiC] I
Fude template: Send LOAP Apsbutes a3 Clams

FAitribule stons:

| Active Dirmciory v|

Mapping of LDAP sttrbutes o oulgoing clsm tpes:

ﬂj":_:;""“m’“'“ Outgong Claim Type (Select or typs b add more) |

F LM Aneourd -hams we s u-l

| View Fude Language... | [ ox || W_l

BX#dAdd Rule ( FRNHR ) LARDS —ANFL



lssuance Transform Rules | lssuance Authonzation Fules | Delegation Authorization Fules |

Thee following transfom ries spaciy the clams that will be sent to the relying pasty.

Ordher  Fule: Hame Essued Claims
1 Mame i uid

[ AddRus.. | [ EdeRue_ | [ Remove Rus.. |

EREAEENRNREER  RELHT—F



g Add Transform Claim Rule Wizard x|

Select Rule Template

— Lot the bemplabe fior the claim nule that you want ko create from the following kst The descripbion provides
& Choose Fule Type detmls shoit emch clsim ruls bemplsbe
@ Corfigure Clam Fule Olasim el bemplate:

Sered Claers Using a Cusiom Fuls v:

Caim rulle template desonphion

Lising & custiom rubs, you can creabe naes that con't be crealed with & nils template. Cusiom nues e
writer inthe AD F5 clam nie brousge. Capabdiees that meguirs cusiom niles includs

Sendng clams from a 50U aitvbute shors

clairre feoen an LOAF stirnde shoes using & cusiom LOWP filer
Sering claers b & custom sttt shom
Serciing claers only whan 2 or mon incoming claims are present
Sending clams only when an iInComing claim value maiches a complex patiem
Sending claimes with complen changes to an incoming claim value
Cresting clairs for uss orly in laler niss

5 8 ® % & =

B2 & F Cluster_Side_Claim_Rule® BE XN,

FHENAEZNELEFHAREIRANEOH, B, WREXARER LFESIS , WSERE
5, REEANEN XSSO KM :

c: [Type ==

schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname" ]
=> issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, OriginalIssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,
Properties["http://schemas.xmlsocap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"]
= "http://<ADFS FQDN>/adfs/com/adfs/services/trust",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =

"<CUCM Pub FQDN>") ;

c: [Type == "http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname"]
=> issue(Type = "http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier",
Issuer = c.Issuer, OriginalIssuer = c.Originallssuer, Value = c.Value, ValueType = c.ValueType,

Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format"] =
"urn:oasis:names:tc:SAML:2.0:nameid-format:transient",
Properties["http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier"] =
"http://AD.fhlab.com/adfs/services/trust",
Properties["http://schemas.xmlsocap.org/ws/2005/05/identity/claimproperties/spnamequalifier"] =

"cmpubhcsc.fhlab.com") ;

# HHFinish(5E 5 ) 8448


http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier
http://schemas.microsoft.com/ws/2008/06/identity/claims/windowsaccountname
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/nameidentifier
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/format
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/namequalifier
http://AD.fhlab.com/adfs/services/trust
http://schemas.xmlsoap.org/ws/2005/05/identity/claimproperties/spnamequalifier

You can & cusine claim ruls, such 33 3 eule thal segunes multipls incoming claims of Bl edacty
clpiemg om0 afirkate sbore. To configure B cusbom ruls. Byes ong o mom oplional condiiors and n
BRance salement using the AD F3 claim rubs languace.

Claim rule name:

[Clter_Side_Claim_Pule

e bemplate: Send Clsime Lsing & Cusbom Fubs
Cusiom suls:

e [Type ==
“httpr//achenss.microsoft. comfwa /2008, 0EF identity S claime fwindowsaccoust
naza=]

=y igsue(Iype =

"EELRE S/ BELERAS . MRl S58D . 000 wE 2005505 Ldean iy e lains S aane L el 10",
Issuer = c.Issuer; Originailssuer = c.Originallssuer, Value = c.Valoe;

ValueType = c.ValueType, Fropercies

["heopr/Sachesmas. Xl scap - o waS 2005/ 05/ Ldenticy/claleproperties/ forsat
=] = “urmicasiscnames;te:SAML: 2. 0nameid-formatitranaient™, Properties

["heep: /S achemay. Xl 8o - 00 wa/ 2005 05 Ldenticy/ clalepropE st Les / naSEgO
alifiec®] = “hetp://RD.fhlab.com/adin/services/orant™, FProperties

["hetp: /Fachemas . ol soap . oog/wa/ 2005/ 05/ identicy/ claleprope st ies/ apoane
qaalifier®] = “cmpubhcsc. fhlab.con”) ;|

D , ENEADFS EEXAANHN, FHApplyMOKEAAMNE O,



| snuance Transfom Fuies | lssuance Authorzation Rues | Delegation Authorzaon Ruies |

The folowing transfom nues specify the clames that wil be sent 1o the relying party.

Crcer  Fube Nama lsuad Claima
1 Mame [ i
2 Chester_Sde_Claim_Fuls £ 5ee claim nia>

CUCMINFE E B SR i A ADFSHI RIS 581 %5

File Action View Help
edmBDcz Bm »enn
& Services (Local) _I
Active Directory Federation Hame = Description Status | Startup Type Leg On As -
Services 4 Active Directory Certificate Services Creates, manages, and removes—  Running  Automatic Local System
4 Active Directory Domain Serdees AD DS Dormaan Controller terac—.  Funning  Automatsc Liscad Systermn |
Steg the service Active Directory Federation Services Enables Active Directory Federa...  Running  Automatic (D drminist
St the servic €3, Active Directory Web Services This service provides a Web Ser—  Runming  Automatic Local System
4 App Fleadiness Gets apps ready for use the first .. Msnasl Lecsl Systerm
iption: . 4 Application Experience Processes application compatib_ Manual (Trigger Stat)  Lio<al System
E""!‘“m"mm £, Application Host Helper Service Provides sdministrative services_ Running  Automatic Local System
4, Application identity Determines and verifies the ide... Manual (Trigger Start) Lol Service
4 Apgheation Information Facilitates the ranming of intera_ Muanual (Trigger Stast) Lol System
4 Application Layer Gatewsy Service Provides support fior 3rd pasty p— Manual Local Service
1 Applecation Management Processes installatson, removal, — Maral Loscal Systern
4 AppX Deployment Senice (AppXSVC)  Provides infrastructure support ... Manial Lecad Systern
4, ASPINET Seate Service Provides support for out-of-pro_ Manual Hetwark Service
4 Background Inteligent Transler Service  Tranaders files in the backgrown... Manial Local Systern
% Background Tasks infrastructure Sendoe  Windews infrastructisne service .. Runming  Automatic Lecald Systern
(4, Baze Filtering Engine The Base Filtering Engine (BFE) i. Running  Automatic Local Service
{4 Certificate Propagation Copies uter cetificates and reo..  Runming  Manual Local Systern
{4 CNG Ky Isolation Thee CNG ke isolation senvice s Funning  Manual (Trigger Start)  Local System
£ COM= Event System Supports System Event Notifica..  Running  Automatic Local Service
4 COMe Systern Application Manages the configuration and... Runming  Manual Local Systern
4 Cemputer Brewter Muantsing an updated list of co.. Derabled Lical Systern -
<] = I »
' Extended A Standard
> Ly

EHEZH  BEFEHADFSES . SME I RE>BET B> BE .
IDP T 318



FEERCUCMREBEXERINIIPHER. LEEFEAXMLIBERKR, BRERE TADFSH RS

/CNTT

2= ERATIH S IR,
irefox _|O] x|
I,_l._.'-,lﬂnﬁtedcu'l‘etﬁu't Xl'l'rmlaﬁ'afuﬁtmpane =-:1+| :
/ L :5:.-'."-::2".1.ider|kityt'e..us_ FederationMet adata)2007-06fFederationMet adatz Ly | |E] - Google je | ﬂ - .‘ ﬂ-

|2} Most visited [ | Getting Started | | Suggested Sites [ | Web Skce Gallery
T wawa : -
[ | Opening FederationMetadata.xml | X| P e can . onfirn Bk your _I
¥ou have chosen to open: entification to prove that you
'* FederationMetadata.xml P
which is: XML Document
from: https:jfad0a.identitylab.us
- What should Firefox do with this file?
" Open with | Internet Explorer (default) ﬂ
+ Save File
™ Do this automatically For files ke this from now on.

ban that someone is trying to

b this site’s identification. Even

a4 Cancel | rmpering with your
Don't add an exception unless you know there's a good reason why this site dossn’t use trusted
idenkification.
| Add Exception_ |

-
—

B, BEEFEAFirefox X W B EZEBADFS(IdP) A FEXMLITEIE, T 3 ¥ 85 Fhttps://<ADFS

0N

FQDN>/FederationMetadata/2007-06/FederationMetadata.xmI 335 T BB R F BN A b ST 443K

WME , BMECUCME B RS E> SAMLE S B F ¥,
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DateTres Qrous

BLF Presence Grpup Wm
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Dhtsvioe: Pool
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where Nama | begrs weh | || Find || Claar Fiker || 3 | =

LML Sage Sopn-0a

Craa-Oirigin Besource Sharng
{CORS)

Lot#en ko ¥
L ]
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= Identity Provider{ IdP) Metadata Trust File

To configure the trust relaticnshap batween the 1dP and your servers, you must first obfasn trust metadsts from yowr 1P and import £
to your servers. Tou will need to manwally obtsin the fle from the [dP and updoad it here.
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- Test S50 Setup

This test vernfies that the metadata files are correctly configured and will allow S50 to start up on the servers. Ths test can be run on
any seryer for troubleshooting once 550 has besn enabled. S50 setup cannct be completed unless this test i successiul,

1}Pick & walid username to use for this test

You must already know the password for the selected username.
This user must have administrator nghts and alse exist in the [dR

';3 Please use one of the Usemames shown below. Usang any other Username to log into the 1dP may result in administrator
lockout.

Valid administrator Usarmames
farfar

2 fLench S50 test page

Run Test...

Cancel
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rame™]

= Lasae(Iype =
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r Test SSO Setup

This test verifies that the metadata files are correctly configured and will allow SSO to start up on the servers. This test can be run
on any server for troubleshooting once S50 has been enabled. S50 setup cannot be completed unless this test is successful.

1)Pick a valid username to use for this test

You must already know the password for the selected username.
This user must have administrator rights and also exist in the IdP.

!5 Please use one of the Usernames shown below. Using any other Username to log into the IdP may result in administrator
lockout.

Valid administrator Usernames
farfar

2)Launch SSO test page

Run S50 Test...

Cancel
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File View Help

0 Authentication

Q- A8 i Click here to leam how to
)} Start Page configure Extended
Group bye Mo G - rotect
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e e et S RepeiseType Actions
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b a Default Web Site ASP.NET Impersonation Disabled Disable
Forms Authentication Disabled HTTF 302 Login/Redir Advanced Settings...
Windows Authentication Enabled HTTP 401 Challenge Providers...
Advanced Settings |L- ® Hep
Extended Protection:
Off v
Click i ‘ - L

[+ Enable Kernel-mode authentication

By default, IS enables kernel-mode authentication, which may improve A
suthentication performance and prevent authentication problems with >
application pools configured to use a custom identity. As a best practice, do not
disable this setting if Kerberos authentication is used in your environment and the
apphcation pool is configured to use a custom identity,

Configuration: ‘localhost” applicatios

ws Server2012R2
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Providers (= |
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Megotiate
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a
- . Select a provider from the list of available providers and click Add
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Cenfiguration: "lecalhest” applicationHost.config, <location path="Default

Available Providers:

Bt iEMicrosoft Internet Explorer

#4{R % H Internet Explorer > Advanced > Enable Integrated Windows Authentication.



General | security [ Privacy | content | Connections | Programs | Advanced |

Settings
() Do not submit unknown addresses to your auto-search pri »
@ Just display the results in the main window

AL Security
Allow active content from CDs to run on My Computer™®
Allow active content to run in files on My Computer™
] Allow software to run or install even if the signature is inv:
Check for publisher's certificate revocation
Check for server certificate revocation™®
V] Check for signatures on downloaded programs
| Do not save encrypted pages to disk r
Empty Temporary Internet Files folder when browser is d{H
Enable DOM Storage
Enable Integrated Windows Authentication™
[¥] Enable memory protection to help mitigate online attacks™® ™

4 | 10 | r
*Takes effect after you restart Internet Explorer
| Restore advanced settings |
Reset Internet Explorer settings
Resets Internet Explorer's settings to their default | — |
condition.

You should only use this if your browser is in an unusable state.
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